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* i8] GCP I ff) ASA Virtualscl , %5 8 1L
* CPU {F TGS, 28 11 1L
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ASA Virtual 1217 598 ASA MR FAE, CUBRUE P00 8RR 22 4 Thfg. ASA Virtual A] LA
HEALGCPH ., )5, WU HATHCE, AR E BN TR AT R WO os 6 HL 2 16 SR 0L
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% Google MEFUMLETLFN /N LA £ ASA Virtual 75K

ASA Virtual SZFF DU R NIL N2 flit 54040 C2 GCP 5122

R LRI R RN LR
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vCPU N7 (GB)
c2-standard-4 4 16
c2-standard-8 8 32
c2-standard-16 16 64
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R 2TFEMBRATEN AR
THEH LR Ik
vCPU M%7 (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
n2-highmem-4 4 32
n2-highmem-8 8 64
e2-standard-4 4 ]
e2-standard-8 8 16
e2-standard-16 16 32
e2-highmem-4 4 8
e2-highmem-8 8 16
e2-highmem-16 16 32
e2-highcpu-4 4 8
e2-highcpu-8 8 16
e2-highcpu-16 16 32
nl-highmem-4 4 8
nl-highmem-8 8 16
nl-highmem-16 16 32
n2d-standard-4 4 8
n2d-standard-8 8 16
n2d-standard-16 16 32
c2d-standard-4 4 8
c2d-standard-8 8 16
c2d-standard-16 16 32
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* ASA Virtual /D558 3 AN,
o TEE K VCPU BN 16 4
o NXFERAAAATH AL
AT LAE GCP LAk, ] GCP ¥y L1\ ASA HEFUP; KI5 (ASA Virtual) 7 i K 3 ASA
Virtual 324, PLKIEFE GCP M2,
C2 i+ EM LT EM IR BR S
AR C2 VLA A LU R -

o ANRERE X SR AMERLEE FH T EAR TR HIR I . A OCTEAE R, 12 1 Google SCRSVN Ik
YA X R A MERE S K /N (Adding or resizing regional persistent disks).

* 5l AN SNSRI RE A PR . A RS S, 152 P Google SURYHAF fifi Ik

fi& (Block storage performance).

o AAEPTIE X SO IX T Y. A ORTEAIE B, TE S Google SCAY ] FHHBIX HIX I3 (Available

regions and zones).

* AEIEIER CPU P& BT H. HXRTEAE R, 1EZ 0 Google A4 CPU “F- % (CPU platforms).

ASA Virtual B914HREZ
ASA Virtual SCHRFPEREZVFR], A0 ) n] T 3B SRS AN [R] 1) ek 5 2 ) R VPN I B2 PR A

HRER TTEZE (RZ/RAM) | E KPR RA VPN £ 1% BR
ASAv5 c2-standard-4 100 Mbps 50
4 1%/16 GB
ASAv10 c2-standard-4 1 Gbps 250
4 #/16 GB
ASAv30 c2-standard-4 2 Gbps 750
4 1%/16 GB
ASAv50 c2-standard-8 7.6 Gbps 10,000
8 1%/32 GB
ASAv100 c2-standard-16 16 Gbps 20,000
16 #/64 GB
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https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms
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* 7E https://cloud.google.com €15 —4~ GCP Jik /7 o
* A% GCP Il H . 2 Google SCRYAIE LI H (Creating Your Project).

* YFA] ASA Virtual. {E#VFA] ASA VirtualZ 1, ASAv E7E R Tz T, A2 EF 100
ANFEFEAT 100 Kbps AR . 35S Y HIE: 2 e 4] .

« P ER:
« B - T ASA VirtualiE#: 3] ASDM:  ANGeH T Ol & .
« WEBHE I - FHT ASA VirtualiE #2241
« SMEEE - T4 ASA Virtual 82 3 20 JLM 2
* WA HAR
* Vi ASA Virtual (¥ A 3% 1P,

* 1595 ASA Virtual REESK, &S H AR} Cisco Secure Firewall ASA FE & 1E .

R U 0 BR )

HERYTIBE

GCP [-[fJ ASA Virtual3Z £ DL T I fig:
* GCP JEAAT = (VPC) Hr (32
AN Z 16 A~ vCPU
BB (BRVO
* VFA] - {3FF BYOL

R FHR9ThEE
GCP L#) ASA Virtual AN F#LL N g
* IPv6
* GCP _EANSCHFSBI 2 TPv6 A
o NV U s vl L2 TPv6 1545, JR¥ eI 1Pv4 1REE 3] GCP L4

* Bt
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https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
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* ASA Virtual A5H#1 HA
* Autoscale

o BN AN

P 4% 0 ¥ [N = £51

T EBR T AR 95 kAR E@ U T ASA Virtual [ 28364, 75 GCP %% ASA Virtual it & T
3T CEBE. RSN .

1: GCP L1y ASA VirtuaFsh & 7=~ 151

‘-} Googe Cnwd Hatorm

Wanagement L

VPC Netwot o [ GCP Route Table

182.168.0.0/24 R ﬁ e

- estination
— o0 el | L Gigant Ginside} 192168 3.0/24
. L e Next Hop IP of ASA virtual Gig 0/0
CUPL P Rules
Nelwork

10216830024 J@ GCP Route Table
' Destination

: y Gigh lnutside}"_@ 192168.2.0/24
e - NextHop | IP of ASA virtual Gig 0f1

Management:
ASA virual can be managed via ASDM. Port 443
needs fo be opened for https cannection.
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10 LLLE Google P& (GCP) L3 ASA Virtual,

£ VPC W 2%

FrIRZ Al

ASA Virtual i 38 75 2 =A%, L AETRE ASA Virtual Z i QX L2 . RL% 1T
 EELF M VPC,
* W R VPC.
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o ANERF- M4 VPC .

UEANE VS T B R A GCP B KBS, DL R A ASA Virtual. # tH A KBS N 55 48
ASA Virtual A 5 i & (1) % o 22 A KBS AN R o HRHE ST AR 4 25 R Th g iy 44 GCP 8% FH R 1B K
W . TE S M o], 2B S L,

R

$IB1 E GCP EHlEaH, MIREHFEM 4 (Networking) > VPC M4 (VPC network) > VPC F#& (VPC networks), X5 &
i fliE VPC M4 (Create VPC Network).

HIE2 (ERFR (Name) FBoh, S VPC ML IR TEL FR, H1T, vpe-asiasouth-mgmt.

$IE3 - FMEIE#ER (Subnet creation mode) ¥, fidh BEX (Custom).

FIR A {EFFM (New subnet) FHIZFR (Name) 7B APTfs 4 #%, 15140 vpe-asiasouth-mgmt..
P®5 MXiE (Region) FHgEH, EREA SRS NI JTa =AML T [ — X35,
$IR6 1t |PkSEE (1P addressrange) 7~ i\ CIDR #1128 — 2511, 4 10.10.0.0/24.
FBT B2 HAh v BB RS, S5 541 (Create).

FIE8 TP 1-7, M VPC Ol g H A A~ k4

B & B A A
FEIBE ASA Virtual SEBI, 185 8 BEEE W H B KBS CBA ARV SSH A HTTPS &4 , 165

7t GCP LG4 ASA Virtual 5245 , 25 7 7. ARIGEEAILENR, g nr LUK A FAIAM s 1 B B ok
R o

K

HI1 fEGCPEHIG T, RIREFEMLE (Networking) > VPC 4% (VPC network) > B A& (Firewall), X5 i 6 RBH A
IEHN (Create Firewall Rule).

W2 fEAFR (Name) B, KB KRN N Rk P4 FR, 4n: vpc-asiasouth-inside-fwrule,
HIE3 WML (Network) FHigl&r, EREE 0 HAIEER; KRR VPC M4 FK, 91l asav-south-inside.

$IR A4 )BFR (Targets) Ty, wHEEH 7B KB L, Flan. Mg a9ErE £ (All instancesin the
network).

SIS {FiE IPSEE (SourcelPranges) 7B+, LA CIDR #%Z0H A U6 IP HuhkyE H, 4140 0.0.0.0/0.
AN AR VF [ IXLE TP M1l ] A (R0 (37 o

$I% 6 - FNi% O (Protocolsand ports) , &8 E BIH-FN O (Specified protocols and ports).
T IR AR,
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# 6cp Loz AsA virual 5251 ]

P8 Ll (Create).

7E GCP _£1)3Z ASA Virtual 3251

SEREL T B, K 1 GCP Marketplace ) Cisco ASA FEIBG k4% (ASA Virtual) 77752 ASA
Virtual SZ41

UK

P HFx3 GCP il A

;2 IHEMKE > Hig (Marketplace).

I3 {F Marketplace T#Z& “Cisco ASA REFUMT K1 (ASAv)” (Cisco ASA virtual firewall [ASAV])IFIEFFE %7 i o

w4 B30 (Launch).

LIRS OWIZSEHIS IE— I ERE AR

HIB6  BEPEIE ASA Virtual [ X 18 (Zone).

FTIRT  EFEHHTTENZEE (Machinetype). 7R SCHRFITHANIERNNZIEL, EHSHME , 251 0.

FIR8  (Wh) K SSH H P i AL PPk 2] SSH B4R (ATiE) T
AT GCP A7 1 — AN A FLB TR P AR 1 — A RSSO A . P R AR e A B 250 . 5 %%
RN B QAL B, AR IR R Sl 2 5

PIR9  EPE AV BRI H 20590 1 SSH 8 Vs i) BL 2B . 1524 Google SCAM 14 i L1 AT FH 3 H 25539 1) 23
SSH ##Vjj In] Linux S

HE10 (k) BRI (Startup script) K, 244t ASA Virtual(f) day0 fit & . day0 lt & 476 B K515 ASA Virtual 3]
() 8
DL 7~ Bon v LAZE RSB (Startup script) B b S BIARG G 1K dayO fic & 79 -
K ASA MM BE R, 1HS M (ASABLEIRM) Il (ASA MAZ%) .

EEEM
IR BISTHISOARI, RAES = 77 SR G R | S P A, LU ot 2R I IR JEALAY Unicode 5
.

!ASA Version 9.15.1
interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
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https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
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B 55 cep ey AsA Virtual szl

TEN

$IE12

$IE13

LIE14

FIR15

crypto key generate rsa modulus 2048
ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes
service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS
name-server 8.8.8.8

N A E (R A 2 ) O B BR A B s B 2 BN /R sl 22 K /) (GB)-
fEMEIEO FRCE LM H,
.
©
* HhE
ph s
QIS Je, R TCIk  SE] TP AN 1 o an A P AN IE A A0 12 I BC B B S, DULA BN B3 i S0 O A FH LA )
e 1 A R R sl

a) MM (Network) FHiglR, EFE—A VPC %%, i1 vpc-assoso-mgmt.
b) MIMNERIP (External IP) FHZIZ T, EHEd k.
ST, K ANER IP (External |P) 3% 4% 4 BT (Ephemeral). X1 PRI AM B 10 2 AT 3 1)
c) sMiii5ERL (Done).
FERG K& (Firewall) "~ N By k50
< B RIFRE Internet (SSH 718D B9 TCP im0 22 i HIEHELL A VF SSH.
« B RIFRE Internet (ASDM i) By HTTPS it & SIEHELL S0 F HTTPS 4%,

M E%Z (More) REITFHLEI IFHLR 1P ¥ & (1P Forwarding) & 4 7F (On).
riiERE (Deploy).

M GCP FEHI 5 (1 VM SEBI I A A S PEAR (5 R o OB FREI &6 1P duhiky AR TP ik DL T 1B AR 358
BIRFEAE. n R A EEAE SL,  J)RE L ESE

78] GCP _EBY ASA VirtualsZ451

TS 7 02 S R S FH 97 K B R0 DA Ao SSH GEiask 3 11 22 (1) TCP #45) o AL EAE R, 1H
Z[W7E GCP A% ASA Virtual 52461 , 45 7 7.
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A shes 1P 32 AsA Virwalszl ]

GBI KR AT 5 7] ASA Virtual 5849, FF VR I LUT 7 i 4 381 52491
* ShEE TP
o AR HAh SSH % F il 58 =07 T H.
s HATERIS
* Geloud fir 417
HRHEAME R, W20 Google SCFYEH: 25241 (Connecting to instances).

\)

ER T LUE ] day0 B E PR E B SRR SR S S sh a6 ) SSHO B Sk 8 Sk ASA Virtual SE 41

{s£ SR IP %34%Z21 ASA Virtual SE431

ASA Virtual 5246143 e AT N &6 TP R4 TP, #8A] LIS R AR TP K7 i) ASA Virtual SEZ46]
JUK

HB1 78 GCP G, %I+ E 5% (Compute Engine) > VM 3E41 (VM instances).
$£IB2 Sl ASA Virtual S21 & FR LT IT VM SEFEH{S 2 (VM instance details) 7l .
$HIB3 (FiEAEE (Details) £ F, i SSH FBM F R,
IR A M SSH SR b gk £ 75 R

& mT DM LA R 725 4% 1) ASA Virtual SEH1

o AR HoAl SSH 2 7 i el 28 — 07 T R - A OCTEAIME L, 15214 Google U I 2 — 77 T H 1% 4% (Connecting using
third-party tools).

iR
AT LA dayO P9 I SEUEBAE SR S IR QIS K SSH 3 JHIX 2K 5% ASA Virtual SE451 o

{5 F SSH %12 2| ASA Virtual 32451
T Unix R R G5%E8: 2] ASA Virtual 2], 3755 H] SSH 3 52441 .
PUE

PR A LT i BB SO, DS A 0] AU
$ chmod 400 <private_key>
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

B =m=EsaEEs ASA Vinvalspl

Hor:
<private_key> ESCIF IS BBARIIAAR, ZICIHEE 5 205 W I SRR K FA B

LA SSH i 25 17 2451 o

N
g
N

$ ssh -i <private_key> <username>@<public-ip-address>

e

<private_key> SIS BEBARIILAK, 2 SCIFRL S 5 205 W A SRR K FA R
<username> /& ASA Virtual 361 H F* 44 .

<public-ip-address> £ MNIEHI GRS 1P Hillk.

<ipv6-address> J& RIS BEHZ 11 1PV Hilik.

£ A BITIEH &1EZ 2 ASA Virtual 32451
i3
FHIE1 7F GCP %G, #EFFi+E 51 (Compute Engine) > VM 3241 (VM instances).

$IB2 5l ASA Virtual S22 FR LT IT VM SEFEA{S 2 (VM instance details) T .
PR3 EFEMER (Details) LI~ F, sidiZEiER BITIEHI & (Connect to serial console).

HREQE R, 1EZ1H Google A5 HAT#3H| 542 H. (Interacting with the serial console).

£ F4 Geloud 1E3%%! ASA Virtual S2451
i

HB1 4F GCP G, %I+ E 5% (Compute Engine) > VM 3£41 (VM instances).
$£IB2 Sl ASA Virtual S21 4 FR LT IT VM SEFEH{S 2 (VM instance details) T{f .
PR3 EIFMER (Details) IR N, £l SSH TR N,

$B4 S8 F goloud 5% (View geloud command) > ZEZ Shell #3547 (Run in Cloud Shell).

7£ GCP L #RE ASA Virtual |

BEI KT IT “ 2 Shell” (Cloud Shell) 3 & 1. A7 R TEAIE R, 15214 Google A%, geloud fir 4T L HMEIA (gcloud

command-line tool overview) I gcloud compute ssho
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh
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CPU £ H15 LAk &

“CPU FH " (CPU Utilization) IR &5V 5 T g i8] WAE A0 CPU Horth. %, #ZOAEdEE g
N BT KY 30% £ 40% [F s CPU B8, 1EEIEINBEsiT RZ 60% £ 70% A& .

ASA Virtual #1449 vCPU {5 FH %
ASA Virtual vCPU 1 Fl % W T HI THE AR MM HERE ) vCPU ] .
GCP & 1) vCPU M ] Z A Hh_Ei& ASA Virtual A1 %
* ASA Virtual %5 [H I 1]
* JHT ASA FEAUNLIY %SYS T4
* £ vSwitch. vNIC # pNIC Z [H# 3 Zs w45 . T4 il ie s 4EH K.

CPU {& & /15l

show cpu usage fir % 1 1 T 78 CPU FIFH Z4801HE .

Gt

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
FELUR 7R, 435 1 vCPU Al HH ZR AR AN -

* ASA Virtual #%: 40%

* DP: 35%

* SMEREERE: 5%

* ASA (fE2h ASA Virtual #275) = 40%

* ASA FHEEHT: 10%

 JH: 45%

T H FHAT RN UR R P EhEE, LLEA# A vSwitch 7E NIC Y5 vNIC 2 [0 3) 5di 1 .

GCP CPU £ AR &
Sl GCP Bl s LSChI 45, AR i M (Monitoring) J30 . 65K 45 58] CPU AEFII T 4>
1.
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B Asavirwal 7o cep mx

THE GRS RENS i B AT IS U0 3 Hh SRR VT L5 | A R DL I PRI 7 1 21 Google Cloud Storage
FEAdiAR . ARG DU S 3R 40E T R B AE dr OIS B e B, BmT DLE B IUH oA 2 A L
SEPIIEAEIEAT n2-standard-4 HLEARR, DLRAEASCHIISATIN W] SEd T DL 7K A PERE AL 147
fig =S, DARAT RFA TS5 1 D RE A5 R

ASA Virtual #1 GCP B &

ASA Virtual 5 GCP Z [A][] CPU i 3 (%) f7 (L 2% 5+
* GCP ERAEURZ KT ASA Virtual 1H.
* GCP FRZ 4 %CPU 1fi 1% ; ASA Virtual 72} %CPU FJH %,

ARiE “o%CPU FIFH” Fl “%CPU & TR M4 V:
* CPU M 424 73 CPU Mg iHE B .
* CPU i FHZRAEME T T CPU ML FEMIEH CPU il 5 8. (B2, BT —4 vCPU,
IR ARFTIT
GCP #¢hn F J5 5 CPU A% (%):
A AL CPU &, LR CPU I F 4 L3RR

BT SIS T ML CPU M R, WA STk =EAE RS, BRI BT n H ERL CPU 1)
SEHy CPU A,

B, R HEEAS T — AN R CPU B ERIMLE — N BA VUM 2L CPU 1 ML L1247 H CPU A %K
100%, NhZBRNEsEEHR—MH CPU. BRI CPU R H A8 BL MHz 2y 57 i 1#
F/ERL CPU i x O HiR
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https://cloud.google.com/storage

HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



