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'ASA Version 9.15.1.10
!Interface Config
interface GO0/0

nameif inside
security-level 100

ip address dhcp setroute
no shutdown

interface GO/1

nameif management
security-level 50

ip address dhcp setroute
no shutdown

interface MO0O/0

no management-only

nameif outside

security-level 0

ip address dhcp setroute

no shutdown

|

same-security-traffic permit inter-interface
|

!Due to some constraints in GCP,

I"GigabitEthernet0/0" will be used as a Management interface

!"Management0/0" will be used as a data interface
crypto key generate rsa modulus 2048

ssh 0.0.0.0 0.0.0.0 management

ssh version 2

ssh timeout 60

aaa authentication ssh console LOCAL

ssh authentication publickey {{ properties["publicKey"] }}

username admin privilege 15
username admin attributes
service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS
name-server 8.8.8.8

|

access-list all extended permit ip any any
access-list out standard permit any4
access-group all global

! Objects

object network metadata

host 169.254.169.254

object network ilb

host $(ref.{{ properties|["resourceNamePrefix"] }}-ilb-ip.address)
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object network hcl
subnet 35.191.0.0 255.255.0.0
object network hc2
subnet 130.211.0.0 255.255.63.0
object network elb
host $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network appServer
host 10.61.2.3
object network defaultGateway
subnet 0.0.0.0 0.0.0.0
! Nat Rules
nat (inside,outside) source dynamic hcl ilb destination static ilb metadata
nat (inside,outside) source dynamic hc2 ilb destination static ilb metadata
nat (inside,outside) source dynamic defaultGateway interface
|
object network appServer
nat (inside,outside) static $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network defaultGateway
nat (outside,inside) dynamic interface
! Route Add
route inside 0.0.0.0 0.0.0.0 10.61.1.1 2
route management 0.0.0.0 0.0.0.0 10.61.3.1 3
license smart register idtoken <licenseIDToken>

¥33Z GCP =IhgE

PN 2

ASA Virtual GCP H 33" J it 7 S ZOR R P MAARESCE, - U4 ZIP SRR It = Dhfg.
* scalein-action.zip

* scaleout-action.zip

BRI #IE scalein-action.zip Ml scaleout-action.zip BHAKME R, HSR B3P
B

XL BT HE B L ARATHRR B AR S5, Il LIRS 75 BEEAT TH, - DLSR LI 5l D BEAUH FRA SCHS

NRE X T B SHOFRAE TORB. IS, BT UIAER GCP A PSR B 45 2 GCP
T H AL X L 2 H G i ASA Virtual B4

EFRCLE

g e SIFHY(E/LER 13t A FRGIEXRE
resourceNamePrefix AT AT SRS A A5tk | New
HTZR I AR Bl -
/N: demo-test
region GCP SCRFIA R | R8I0 H A DX 44
[String] i
/<9l us-centrall
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vpcConnectorName

Ab PR RS5 A A EE S
VPC [ 4% 22 1] (1) 5 1)
BRI

ENUE
demo-test-vpc-connector

bucketName

¥ EAL =T ZIP WK
GCP {F it i) 44 7R o

~fl: demo-test-bkt

cpuUtilizationTarget

-t (0,17

H B0y R RE 7 NE S 1)
SN2 UMLK -4
CPU f =%,

A~ 0.5

healthCheckFirewallRuleName | =7

VR AR ote &
PR TP Y 1 ) et A 1
815 KB U R B 25

N F
demo-test-healthallowall

AT

insideFirewallRuleName

SOVFAE N 38 VPC HRallifis
) 1577 I 5 KU PRI B 25

INGE
demo-test-inside-allowall

o

insideVPCName

W VPC 4K .

49 demo-test-inside

oAy

insideVPCSubnet

SEISEEINEp

N IF
demo-test-inside-subnt

AT

machineType

ASA Virtual VM [p)it45
WL,

7~ e2-standard-4
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82 SEVFRI{E/EE

152 AR
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sourcelmageURL AT

BRI H HEH 1 ASA
Virtual B & F .

ZNIE
https://www.googleapis.com/
compute/v1/projects/
cisco-public/global/
images/
cisco-asav-9-15-1-15

I 55 i 1P Mk

W Linux T A
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Wl 10.61.1.2

WEE VPC M6 TP #ihl | 2455

W VPC B G,
~l: 10.61.1.1

I VPC M IP Mkl | 745 R

& VPC IR
A~ 10.61.3.1

INE Auto Scale fRR X

UK

TR K Git A7l T BUAHL SR

git clone git url -b branch name

5

n ttyseal
clone hetps://bithucket-eng-bgll, cisco. conbitbucket/scn/veb/eloud_autoscale.git -b saaanwar_asa_autoscale_public_key

\ pack-reused B
18 | B.54 MiB(s, done.

gso) pranspAPRANSM-W-FILL ~

d CLI " A7t i o

gsutil mb -c nearline gs://bucket name

i

7E gclou

N
g
N
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Cloud Shell Editor

@ (asavgcp-poc-4km) X 4 -

PB3 MRS Zip
a) MK scalein action Ml scaleout action GIEALF LA T LRSS Zip fl.

* main.py

* basic_functions.py

requirements.txt

b) FIESEH Zip fLE T4 N scaleout-action.zip Ml scalein-action.zip.

iR
FESCAF R L, PESCrE, AR, RGPS “IR40 | /7447 (compress | archive) LAAZ i GCP AJ BLBLHX
] .zip.

T4 KB40 Zip {4 (scaleout-action.zip Ml scalein-action.zip) AT =gwiE2S LAEZSH] .
PRSI E BEAS B P I LU SO AR R A g TR .

* asav_autoscale.jinja

* asav_autoscale params.yaml

* pre_deployment.jinja

* pre_deployment.yaml

HE6 KRN Zip 02 BB .
® gsutil cp scaleout-action.zip gs://bucket name

® gsutil cp scalein-action.zip gs://bucket name

i

Jdemo=function=buc

(asavgop-poc-dken) §

FBT NI, AN B LTEIE VPC FIT M.
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B VPC W, BESAT 28 M, #iln 10.8.2.0/28.

TS TN KB LU T AR O A DR B . MBS, IR B A VIS AT RGO I (KB ok
AL

P9 ATEE A ASA Virtual Autoscale {53 7 Jinja A1 YAML SCFH K124
a) 41Jf asav_autoscale params.yaml SCIFIFEHLL TS5

* resour ceNamePr efix: <resourceNamePrefix>
* region: <region>
* serviceAccountMailld: <serviceAccountMailld>

* publicKey: <publicKey>

insideVPCName: <Inside-VPC-Name>

insideVPCSubnet: <Inside-VPC-Subnet>

outsideV PCName: <Outside-VPC-Name>

outsideVPCSubnet: <Outside-VPC-Subnet>
* mgmtVPCName: <Mgmt-VPC-Name>

* mgmtVPCSubnet: <Mgmt-VPC-Subnet>

insideFirewallRuleName: <Inside-Network-Firewall-Tag>

outsideFirewallRuleName: <Outside-Network-Firewall-Tag>

mgmtFirewallRuleName: <Mgmt-Network-Firewall-Tag>

* healthCheckFirewallRuleName: <HealthCheck-IP-Firewall-Tag>

machineType: <machineType>

iR
%I T+ ASA Virtual Auto Scale, & T cpuUtilizationTarget: 0.5 2%, %AT LURHE [ O sk 0t HEdk AT 4w 4

VLRI ASA Virtual SCBIALE) CPU EHI 0 50%.
b) #IJF asav_autoscale.jinja JCIFHEHILL T S4L.
* host: <Application server IP address>
* routeinside 0.0.0.0 0.0.0.0: <Inside VPC Gateway IP address> 2
* route management 0.0.0.0 0.0.0.0: <Management VPC Gateway IP address> 3
* license smart register idtoken: <licenseIDToken>

¢) #IJF pre deployment.yaml /I LU N 244,

* resour ceNamePr efix: <resourceNamePrefix>
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* region: <region>
* serviceAccountMaill d: <serviceAccountMailld>
* vpcConnector Name: <VPC-Connector-Name>

* bucketName: <bucketName>

S0 ff S FLEE GUIL A LA FXT S A =A% . 15 S [ https://console.cloud.google.com/security/secret-manager .
* asav-en-password
* asav-new-password

* asav-private-key

Secret Manager lets you store, manage, and secure access 10 your application secrets

Learn more
= Filter Enter propesty name of value
D Name Location Encryption Labels Created Expiration Actions
D asav-en-password Automatically replicated Google-managed Mange 44267217, 3:35 PM E
D asav-new-passwond Automatically raplicated Google-managed Mang 4726/27, 3:36 PM E
D asav-private-key Automatically replicated Google-managed Mane 4426727, 3:35 PM E

SN QI VPC EFHES.

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

5

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

SIE12 FETIEE YAML fic & .

gcloud deployment-manager deployments create <pre-deployment-name>
--config pre_deployment.yaml

i

gcloud deployment-manager deployments create demo-predeployment

--config pre deployment.yaml

The fingerprint of the deployment is b'9NOy0gsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025c]...done.
Create operation operation-1624383045917-5c55e€266e596d-4979c5b6-66d1025¢

completed successfully
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NAME TYPE STATE

demo-asav-delete-sink gep-typesflogging-v2:projects.sinks COMPLETED
demo-asav-insert-sink gep-typesflogging-v2.projects.sinks COMPLETED
dema-asav-pubsub-topic-delete pubsub.v1.topic COMPLETED
demo-asav-pubsub-topic-insert pubsub.vl.topic COMPLETED
demo-gsav-scalein-action gcp-types/cloudfunctions-v]:projects.locations. functions COMPLETED
demo-gsav-scaleout-action gep-types/cloudfunctions-v1:projects.locations. functions COMPLETED

$1213 & ASA Virtual Auto Scale 353,

gcloud deployment-manager deployments create <deployment-name>
--config asav_autoscale params.yaml

T

gcloud deployment-manager deployments create demo-asav-autoscale

--config asav_autoscale params.yaml

The fingerprint of the deployment is b'lJCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4£f3dafl6]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafl6

completed successfully.

NAME TYPE STATE

demo-asav-autoscaler compute.vl.regionAutoscaler COMPLETED
demo-asav-backend-service-elb compute.vl.regionBackendService COMPLETED
demo-asav-backend-service-ilb compute.vl.regionBackendService COMPLETED
demo-asav-fr-elb compute.vl. forwardingRule COMPLETED
demo-asav-fr-ilb compute.vl.forwardingRule COMPLETED
demo-asav-hc-elb compute.vl.regionHealthChecks COMPLETED
demo-asav-hc-ilb compute.vl.healthCheck COMPLETED
demo-asav-health-check compute.vl. healthCheck COMPLETED
demo-asav-instance-group compute.vl.regioninstanceGroupManager COMPLETED
demo-asav-instance-template compute.vl.instance Template COMPLETED
demo-elb-ip compute.vl.address COMPLETED

SER14 O ILB QUE b, USRS A 0 A P Y P e 5 3 TR

gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule—-name> --next-hop-ilb-region=<region>

i

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside
--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall

Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global
/routes/demo-ilb].

NAME NETWORK DEST_RANGE NEXT_HOP PRIORITY
demo-ilb sdt-test-asov-inside 0.0.0.0/0 10.7.1.60 1000

S5 A% NAT.

gcloud compute routers create <cloud-router—-name>
--project=<project-name> --region <region> --network=<outside-vpc-name>
--advertisement-mode=custom

gcloud compute routers nats create <cloud-nat-name>
--router=<cloud-router-name> --nat-all-subnet-ip-ranges --auto-allocate-nat-external-ips
--region=<region>

i
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gcloud compute routers create demo-cloud-router --project=asavgcp-poc-4krn

--region us-centrall --network=sdt-test-asav-outside --advertisement-mode=custom
Creating router [demo-cloud-router]...done.
NAME REGION NETWORK
demo-cloud-router us-centrall sdt-test-asav-outside

gcloud compute routers nats create demo-cloud-nat
--router=demo-cloud-router --nat-all-subnet-ip-ranges
--auto-allocate nat-external-ips --region=us-centrall

Creating NAT [demo-cloud-nat] in router [demo-cloud-router]...done.

Auto Scale 1B4E
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