I

Bt

i
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LAN [i1] VPN ] JEFEAN R ML PR B HT R 45

] LA 5 R AR LS 55 BT A SRR MERR 58 = J7 X451 LAN 0] IPsec 4% . X 48X 4544
] LURF A ESAI A il ([ IPv4 A1 IPv6 3EhE) MRl E.

ASA AN RVFl L VPN BEE &5 ping LAAMRA YR 5
AREAH AR LAN 7] VPN 8,

s MUEREE, 10t

o FEZ N SR N ECE SR VPN, 55 2 T

s BUEREIT, 20T

 FEANEEE O LGS ISAKMP 5is A ] ISAKMP , 28 3 11T
* {4 IKEv #4435 10 1T

o Qg IKEv2 #2338, 55 11 70

« & ACL, 512 7T

< ENBEELL, B 12 7T

o QIEINE WU HER LN T, 5 14 0T

AVPRPA T 76 LAN [HECE R e 5% 1 4R A0 20 3]

hostname (config) # interface ethernet0/0

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) # nameif outside

hostname (config-if) # no shutdown

hostname (config) # crypto ikevl policy 1

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config-ikevl-policy)# lifetime 43200

hostname (config) # crypto ikevl enable outside

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# # encryption aes
hostname (config-ikev2-policy) # group 2
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hostname (config-ikevl2-policy)# prf sha

hostname (config-ikev2-policy)# lifetime 43200
hostname (config) # crypto ikev2 enable outside
crypto ipsec ikevl transform-set FirstSet esp-aes esp-sha-hmac

hostname (config)

#

hostname (config-ipsec-proposal) # protocol esp encryption aes
hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config) # access-1list 121 list extended permit ip 192.168.0.0 255.255.0.0 150.150.0.0

255.255.0.0

(
(
(
(
hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
(
(
(

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl pre-shared-key 44kkaol59636jnfx
1 match address 121 list

(
(
(
hostname (config)
hostname (confiqg) #
hostname (config)
hostname (config)
hostname (configqg)
hostname (config)

#

#
#
#
#

crypto
crypto
crypto
crypto
crypto

map
map
map
map
map

abcmap
abcmap
abcmap
abcmap
abcmap

write memory

1 set peer 10.10.4

.108

1 set ikevl transform-set FirstSet
1 set ikev2 ipsec-proposal secure

interface outside

EEFEREN TERE A8 VPN

LML P IRAE 20 SRS SR VF sl IR SCHF . I AT IX

TR MBS SEEGUTRE VPN,

class ctxl

ﬂ‘k‘ﬂ:}‘ﬁ ’

LAN 4] IPsec VPN |

ATULT gt e il o

TEACE BHIRSE, ARIFIEFE VPN VFAUEME A SO VR BRI — 80
CRBHIE BIRCE R ALK LRCE D R U R B

limit-resource VPN Burst Other 100
limit-resource VPN Other 1000

P2 BB SOOI RN CRCE R AVE VPN VFRERZR IR0 . BUT ol e

context contextl
member ctxl

allocate-interface GigabitEthernet3/0.2
allocate-interface GigabitEthernet3/1.2
allocate-interface Management0/0
config-url disk0O:/sm s2s ikl ip4 no webvpn.txt
join-failover-group 1

PR3 MEERLECE SO SRS A AE

AN ASA BB, FEATE B EATRR S B D R .

» TO[RIRS A FH o A TH) VPN R B 5= VPN LB B TALE —HF .

BINICHIRR, R FOERR R L ] 4 BARZ 2385 .
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wohanizn LEE 1sakmp essss A sakvp ]

HOG, WHEASA ERCEIFR ML . )5, AR RCAFR. IPHUIERT 7R #ERD . B, 7R
AR ERCE A L 0N R T 44

\}

ER ASA (IS O HuEE GER T IPv4/IPv6) ASfE 55 H i bl 25 (A T8

N
8
N

$IE6

EREANEOECERL, WA R ER RS ST L BRI interface iy 4. 7ELA
T, %3024 ethernet0.

hostname (config) # interface ethernet0/0
hostname (config-if) #

BEBEE L ) TP HubE R0 HERY, &% ip address v 4. 75 LA Foanfld, TP k> 10.10.4.100,
T MHERD A 255.255.0.0,

hostname (config-if)# ip address 10.10.4.100 255.255.0.0
hostname (config-if) #

B, iR namef M4, R 48 M. WEILAIG, ANREXM LI THE S ELLVFR
#il71, ethernetO #2114 XA outside.

hostname (config-if) # nameif outside
hostname (config-if) ##

RN, %I shutdown T4 (1 no AR . BRAIEUL T, AL TAERPIRES .

hostname (config-if) # no shutdown
hostname (config-if) #

BRAFE K, THHI write memory T4

hostname (config-if) # write memory
hostname (config-if) #

UL AR O, A R AR R T

FESMERFEO L ECE ISAKMP SEESF0 /3 A ISAKMP

ISAKMP J& 1 1 & FHLRT 2 WA R 2 IPsec 24K (SA) PRI hille et TR SA @1k
A IE FHHEZE o X A48 5 0 SRV SA, LA RAE CCEMIBR SA. ISAKMP Kt i 43 A AN B«
Bre 1 Mg B 20 BB 1 GIEs—4cbsiE, HoRe Ry BEJS I ISAKMP WhRii R . BB 2 G Ory 4k
i 1 i
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B 5 evi sEszm s ISAKMP s

IKE ffi ] ISAKMP 3 %45 FI (¥) IPsec $8'E SA. IKE €& T 0534 T 5 43 36 10E (10 0 25 55 4 .
ASA SCH R IR VPN % S 348 1 IKEv], 332 #5 4 AnyConnect VPN %5 /734 ] IKEv2.
FURCE ISAKMP PR 4530 1 81 IKE 56ng, JLh @ U N

* IKEv1 APEEAR0 75 1 S 0 B0 uF 8 s A HTE F5 1) RSA 44 s fil L 524 (PSK).

s nEITE, H TR EEE I R

* BN BB BUEARES (HMAC) 79, H TR T G0y, DL ORI e AR B oo

RABE

* Diffie-Hellman #f, A T-#i encryption-key-determination 50 . ASA 1 F LLFVRIR2E I
BRI 2

* YT IKEv2, AfH SR Oy BEALRR 2L (PRF) /M IRAE TIKEV2 BEIE 125 255K ¥ % B ) 22 LA
BRI,

o FE SN A I, ASA R 2 0 A AR I 1) B

Wit IKEv] 5, W LUAANSERE —ME. 5T IKEv2, %aT LY AN SIS I & 2 N s fl 5
DI RIY DL e ZAN e HEME R TL o ASA K42 JR 22 AP AN iy B (10 036 e AT HE 7 A FH
FP S AR AT U i . IR IX R, 80T LU IS AR BURAE IR TG R VP4, i E 751500
IKEvl —FERIEREA RVTFINAL G-

PLUF & $ /e 1 A% IKEv] A IKEv2 508 310 35 e 50 1R .
« 4 IKEv] NS ISAKMP $HElg , %5 4 70

* O IKEvV2 &R0 E ISAKMP 56, 555 70

A IKEv1 E12ECE ISAKMP R ER

B4 IKEv] #2050 & ISAKMP 5%, 158 crypto ikevl policy fir 23N IKEv] SEm&HC ERI, 7
PR A DU E IKEv 40,

SIE1 HE IPsec IKEv] SEMSHD B A, #l%0:

hostname (config) # crypto ikevl policy 1
hostname (config-ikevl-policy) #

TB2 WES ORI, LU RGN E L

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy) #
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o ez i E 1sakmp 585 I

PE3 WENFE L. URRFIRcE -

hostname (config-ikevl-policy) # encryption aes
hostname (config-ikevl-policy) #

$IB 4 K'H HMAC J5i. LUF7RpIRlE SHA-1:

hostname (config-ikevl-policy) # hash sha
hostname (config-ikevl-policy) #

$£1B 5 % F Diffie-Hellman #f. DL R/~ E4 14:

hostname (config-ikevl-policy)# group 14
hostname (config-ikevl-policy) #

L6 WEMNEEHE M. DUNREIRCE 43,200 F6 (12 /N -

hostname (config-ikevl-policy)# lifetime 43200
hostname (config-ikevl-policy) #

TR PSS SRR T4 0 outside (K145 1 _E AT IKEvI:

hostname (config) # crypto ikevl enable outside
hostname (config) #

B8 WERAFH I, WEHIA write memory iy 4

hostname (config) # write memory
hostname (confiqg) #

71 IKEv2 &2 Fc & ISAKMP 5B

B IKEv2 SRR S ISAKMP S50, 1548 H cryptoikev2 policy fir 2 HEA IKEv2 Mg HC B R, 7
PR AT DAL R IKEV2 4.

$I21 JEA IPsec IKEv2 Sl BRI, 5tm.

hostname (config) # crypto ikev2 policy 1
hostname (config-ikev2-policy) #
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BEEME T UM ZRE AES 1Rl

hostname (config-ikev2-policy) # encryption aes
hostname (config-ikev2-policy) #

% & Diffie-Hellman . AT 2HECE A 15 Bl

hostname (config-ikev2-policy)# group 15
hostname (config-ikev2-policy) #

W IR AE TKEV2 BRI N a8 FT 22 5K 1) 5 N 25 AR ST 0 S92 i O BEH LR 8 (PRF) . LA 7345
fii® SHA-1 (HMAC 2%44%)

hostname (config-ikevl2-policy)# prf sha
hostname (config-ikev2-policy) #

BEE N A I, LURRBIBCE 43,200 2 (12 /N -

hostname (config-ikev2-policy)# lifetime seconds 43200
hostname (config-ikev2-policy) #

1E44 4 outside 4% 11 )5 H IKEv2:

hostname (config) # crypto ikev2 enable outside
hostname (config) #

WA, TE TN write memory i 4

hostname (config) # write memory
hostname (config) #

IKEv2 } %5 25 0 32

IKEv2 1 Ff| Diffie-Hellman (DH) 417 A&t 77 R R 7 2 (A e 37 He 22808 . IKEv2 SCRFRIAME 528
e, DARY IPsec A5 452 T IF NGB . A HAES S ATHANF ) DH 41, SA W E THH
(s s ] 2 AR IRAS HOR A T AT S5 I 404 . TKE SA J&7F IKE X 44K 2 [A) AT #e AN S5 4] I o7
o

ASA X 22 B AT AT FH -C AT (¥ e e Y
* BUANEEHACH 1 (IANA 1H 6)
* BUANEEHACH 2 (TANA {H 7)
* WUNEPIACH 3 (TANA {H 8)
WM 4 (JANA{H 9)

WA EEHATH 5 (IANA {H 10)

o FANEEA I 6 (IANA {H 11)
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Ikev2 5w imanenaRs ]

o MANEAHAT HE 7 (TANA {H 12)

T 2 v DAL B AN 2 3 A e X THLE RN BN B A8 3, #5002 F6 i DH 41. ASA I
S AT 4R AR 5 A SRR v 1) S35 AT b A T N8 o SR S T R i [ 5 %o A A oK 5t DH 2035 1 — 35,
IR M, FF2s i R T K% NO_PROPOSAL CHOSEN A il % . 1834 i) LUK 5 3 e B Ay
none. WIHEIEEE none, NIANLTFEAT B EHAT He o

X ARERTT AR BN PR n R B AL T VARC BN none:
o Wi N 77 ] AR BN B AT n 4% none Ak 3 PR T
WINPT ik .

SER B R D, RT3 R IR T A e e 250 Wi [ 75 P ) e AT UL
FEVL I R T 7 il v -

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 5
key-exchange-method none

Wi [ J5 D645 A additional-key-exchange 5 A4 AEVGACHE I
NSO SR SR B e, WIS R AR DL R A
© WA T Sy — AN W 7 BEBLULAC Y IKEv2 3210, W27 IKEv2 SA.
o WPAEMAORE IKE_SA_INIT ACHe v 5 A AT ] B4 28 BH A 0 e 4 R RO AR e 4o 28 0, ki i
LRI PR RN JF RS T R 1% NO_PROPOSAL_CHOSEN #5748 411 »

HRHIIREM TS B, 12 RFC 9242,

IKEv2 % % $R 32 #k BY 4 ) F0 PR
s BEE T UH LA ZHEHL .
o WSTCUAE o e BlAc i b A AR R 1) DH 4.
XFTUbThAE, ASA AR
* IKEv1
o AL GBI TS i N A AL
« VTN VPN, HA R VPN SCRF IKEv2 2 2048 .
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B »eerssmann

A IKEv2 B & % Z A 3 i

VERCE ATk, QR ELRY Psec MAF G52 B i SEHLEC, Il DAPRAT BE L

FHIEZ Al
s BEMENRIBRE. ATEAMEE, HSIKEV2 2 8 PAs e A R, 55 7 ot

o BOE TKEV2 SRS RN 5030 BOh0 5. B B0k J7 vk SA B . ACE4IE R, 1HS
B IKEv] F1 IKEv2 Sl .

I A IKEv2 $HIg.
crypto ikev2 policy policy_index
PLRTFH s IKEv2 S e A = o
w5
hostname (config) # crypto ikev2 policy 1
FIR2 N IKEV2 Fl L E AN AR e ¥
additional-key-exchange <1-7>
FERFFR 2R IKEV2 SIS AN 2 A M lC B — AN SRS R 2 v] UG & LA S A e 4
ENGE
hostname (config-ikev2-policy)# additional-key-exchange 1
WIR 3 MWL AN PA e o LA DH kI & B A # T
key-exchange-method <DH_group>
¥ DH 45564 14 15, 16+ 19, 20, 21 8¢ 31, A0 LUK 40 & 4 none. TR +% none, )
ANSSHATH AT He
5

hostname (config-ikev2-policy-ake) # key-exchange-method 21 31

SIE4 FHSE 2 M3, K IKEv2 5FEISHLE 2 NS AR .

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# additional-key-exchange 1
hostname (config-ikev2-policy-ake) # key-exchange-method 21 31
hostname (config-ikev2-policy)# additional-key-exchange 2
hostname (config-ikev2-policy-ake) # key-exchange-method 20 21
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hostname (config-ikev2-policy) # additional-key-exchange 3

wik ke s EAxREE ]

hostname (config-ikev2-policy-ake) # key-exchange-method 19 20 none

T—%Hft4
FARCE . ARHEER,

B03E IKEv2 % 3 $A AR ECE
B AT S i & R AT B TKEN2 % 3 HIAC S

= show running-config crypto ikev2

crypto ikev2 policy 1
encryption aes

integrity sha256

group 14

prf sha256

lifetime seconds 120
additional-key-exchange 1
key-exchange-method 21 31
additional-key-exchange 2
key-exchange-method 20 21

show crypto ikev2 sa detail

IKEv2 SAs:
Session-id:4, Status:UP-ACTIVE, IKE count:1,
Tunnel-id Local Remote fvrf/ivrf Status Role

HZ 0 Wl IKEv2 2 ZHAZHACE , 55 9 T,

CHILD count:1

41567725 192.168.15.1/500 192.168.15.2/500 READY INITIATOR

Encr: AES-CBC, keysize: 128, Hash: SHA96, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Additional Key Exchange Group: AKEl: 31 AKE2: 21 AKE3: 20 AKE4: 19 AKE5: 16 AKE6: 15
AKE7: 14

Life/Active Time: 120/5 sec

Session-id: 4

Status Description: Negotiation done

Local spi: 6BB6B7BFAOBAADF4 Remote spi: 7030C7xxx xxxxxxEIDBDE77EB

Local id: 192.168.15.1

Remote id: 192.168.15.2

Local req mess id: 9 Remote req mess id: 0

Local next mess id: 9 Remote next mess id: 0

Local req queued: 9 Remote req queued: 0

Local window: 1 Remote window: 1

DPD configured for 10 seconds, retry 2

NAT-T is not detected

IKEv2 Fragmentation Configured MTU: 576 bytes, Overhead: 28 bytes, Effective MTU: 548

bytes

Parent SA Extended Status:

Delete in progress: FALSE

Marked for delete: FALSE

Child sa: local selector 20.0.0.0/0 - 20.0.0.255/65535
remote selector 30.0.0.0/0 - 30.0.0.255/65535

ESP spi in/out: 0x4a7d5da2/0x56a28fa8

AH spi in/out: 0x0/0x0

CPI in/out: 0x0/0x0

Encr: AES-CBC, keysize: 128, esp hmac: SHA96
ah hmac: None, comp: IPCOMP NONE, mode tunnel
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Il 32 IKEv1 4538

Nil

B

IKEV1 et N & JiE M S RAE T A . (£ ISAKMP JEAT 1Psec 22 4Gk R IHIA], 4%
RTS8 B e SRR AR Pk 5 B o T RS T A S5 A4 A [+ o

FAR AR ORGP QTR A N B8 Wt 2% H PP € 19 ACL IO . 57T LAFE ASA FLE h A EE, K5
FENE W 2 H slsh 20 w4 H e i % 11 Mk

RPN T AN AN B G B 5

R 1L BYMMENSBEIET L

BYMERZE BHEHEIES %

esp-sha-hmac (ERiL)

esp-aes (128 A%  (ERYO

esp-aes-192

esp-aes-256

esp-null

B ATTE MG (A IEE RN ) ZEHERIPIAS ASA 28], 8% KA R A S IPsec. BFiE
R BRI, B .

UG B AR, U AE A S 1 SR AT B o R A S5

E4 R AR, # A cryptoipsecikevltransform-set #iy4. LR 74 Fi 4 FK FirstSet. esp-aes
fin F1 esp-sha-hmac & 3 46 UERBL B #3045 . TEVRANT

esp-sha-hmac (ERIA)

crypto ipsec ikevl transfor m-set transfor m-set-nameencryption-method authenti cation-method

hostname (config) #
crypto ipsec transform-set FirstSet esp-aes esp-sha-hmac
hostname (config) #

RAF R

hostname (config) # write memory
hostname (config) #
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ez e iz [

132 IKEv2 1233

KT IKEV2, RE0] DOk FAS SRS B 22N 0 A B A S e 2RI DL e 2/ e HE P 0 . ASA R I 22
Sk A BRI B B AT HE Y, IR ZIY 5 0 S AR AT i o AR R, fm UK
B A FEUVORAL I AT SRV, TR B IKEvD —FEAIE RS SRVFINAL & o

NRHN T AR IKEV2 D085 F0 B 43 B 5 15

F 2: 5y IKEv2 InZE T 814 75 3%

BRNEFZ* B REBMAE
sha (ERIAD

aes (ERIN) - A1) 128 Fr 9
AES.

aes-192

aes-256

U IKEV2 483, AR L S 1 SR R AT L AR 55

e R ERT, ] cryptoipsecikev2 ipsec-proposal i 4 #EN ipsec HEINAC BRI, 7E A
RO BRE 2 A N A e R, LRI, secure R A4 FK:

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure
hostname (config-ipsec-proposal) #

SRIG, NP BSURIIN S A . ESP & ME—SCRFI B, it

hostname (config-ipsec-proposal) # protocol esp encryption aes

hostname (config-ipsec-proposal) #

FNSERENESRA, it

hostname (config-ipsec-proposal) # protocol esp integrity sha-1
hostname (config-ipsec-proposal) #

SRR PRAFE
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B ==ac

fd & ACL
ASA F 5 I R = I K Ui e . BRIATEOLT, BENZESR AL EhE. BFEE
RVFREM ACL. fXFEHER, ES0E MEER B I “ G Ui iR ELrME R .

Syt LAN [8] VPN #3E Ba0 B 19 ACL 3E1-J8 IP Hohb R et H bR IP b LA & (RI¥E) 0. Mg
AT L Y A BRI ACL.

VPN e ) ACL A% B it
Y

ER A VPN D IERSACE ACL TS R, 1EZS MY Vs 45 8 VLAN 8O0 4 Sms N H 28— 15
FEEGHPVIP

$HIB1 i\ accesslist extended 4.
access-list listname extended permit ip source-ipaddress source-netmask destination-ipaddress
destination-netmask

PLR 75l & 44 4 121 list [f) ACL, fCVFK H 192.168.0.0 4% A1 TP Huhik 137 84432 5] 150.150.0.0 M
%,

hostname (config) # access-1list 121 list extended permit ip 192.168.0.0 255.255.0.0 150.150.0.0
255.255.0.0
hostname (config) #

N
8
N

LEEREN S — U ASA it ®—/ ACL, %1% ACL #AT%8i1% .
s s FR ) ACL 8RB I 21 7] — hn s i TP AN AR I8 ACL A5 X FRANS ES .
FELUTF 7Rl rf, G AR 32 7R 75 4 hostname2.

hostname2 (config) # access-list 121 list extended permit ip 150.150.0.0 255.255.0.0 192.168.0.0
255.255.0.0
hostname (config) #

B T A A0 35 PR R R SR () — Al . 60T ARC B B IELURFR IR AAA RS54, R B 5S4, LA
L€ SCERINALSRNE o ASA 25 (E N AR TE 41
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Nil

B
N

exmad [

ASA A PANERINBEIES]: DefaultRAGroup F1 DefaultL2Lgroup, Fi# /& ERIA M IPsec L1 ) b i
H, JaH LBRIAN IPsec LAN [RIBEIE4]. o DMESOXSEpsIE 2, HAGER LR .

IKE RiAS 1A 2 22 (8] i 32 B 22 A0 T VR SR iE 77 i IKEv] £E VPN Pl SevF—FPR LY
SO (B, POt HEGET) o (1, IKEv2 SVF4 il AL AN 72 5 4y 46 UE CLI Bc B AN
ARG ARIAE i (R, A 7 A PO 3 ] B O S0 i, (EDGS i 5 A FHIE S SR B8R
Bt R IKEv2 AL FIASI R SR IR, Herb g AMEUEREAT B U0 e, 53— I A HL A SRk
(UL EEESS) .

AL AT RSB QI N AR 4 . WORAERSIE V) pl R b SO AR VR E BEIE 2, ASA Kt
ST X P AN BE TG A IC B A2 VS ] BRI 21 A0 LAN [ B30 2H ) BRI BE T 240

TN IR LAN (AR, DN REEH R E A BN
o B IERSAEE A IPsec LAN [8],

o BE 1P Huhb il G033 e J7 vk CREH T IKEv] Al IKEv2 I FL =24

TR R B E Ol TPsec LAN [i], &I tunnel-group 4.

V24 tunnel-group nametypetype, FLH name 2L BEE A I A FK, type /EREIE IR, 7F CLI
HRE N BEE ST«

* remote-access (IPsec. SSL FIJG% % SSL ZEFE VT A])

s ipsec-12l  (IPsec LAN [f])
LELL Rosfairh, BEIEAL 2752 LAN [8) X525 4R 1K) TP #uhik 10.10.4.108.

hostname (config) # tunnel-group 10.10.4.108 type ipsec-121
hostname (config) #

a4
A2 B B 7 55 UE 7 9 DA B0 M/ o0t A5 AAE Bk A P BRI, A R A T A4 KA TP i hik i
LAN [AJf#iE 2 .

B G ALy R B A O], 1R ipsec-attributes BT, SRS ikevlpre-shared-key
A A LA L 28 i . T Ak LAN [RIERE A ASA IS A [F]— Pk 22 .
W 12 128 N PRI R AR

FELL N7, IKEv] Fidk 528581 & 44kkaol59636jnfx:

hostname (config) # tunnel-group 10.10.4.108 ipsec-attributes
hostname (config-tunnel-ipsec)# ikevl-pre-shared-key 44kkaol59636jnfx

T3 PRAF
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B oenzwssisammTen

hostname (config) # write memory

hostname (config) #

BB IE PR IE A R ST IE 81T, 18 H show vpn-sessiondb summary.  show vpn-sessiondb detail
121 8%, show crypto ipsec sa i 4.

Bl RN BR G F 4G H B A T O

INEE WL 4 H 416 IPsec LA KBRS FICHR, AL N ITE:

* IPsec ARSI E (7 ACL i S0

* ¥4 IPsec RYR R AIE BN E GE PRI S .

o XU I TPsec 24tk CHEHSETR ) .

* IPsec VAR AS bl R gk o4 11 0 P I 25 S S AT A D
AAHE TPsec By, AN AR 4 0620000 £ FAT A IC B RIS WS 4% H o S ATPIAS a8 sy 4% H 3
2%, EATA A DR DU A

o IR WL 4 H AL AR INES ACL (Fltn, Bif% ACL) o T Sk I (1) % A5 444 FH 3 & In 2%
WLSFE, USSR s ACL 4AZ00 “ R VF” ASA % ACL #1114 H .

o a4 H A0 B FRIR 53— AT AEAR CERARXS I DR S5 A T Sh A& s s )

o INEWLN 4 H A0 A AN LR R e sk
WG ER I QIR Z D INEYN & H, WA H IS (seq-num) K HHEA : seq-num
%, DUoEgollis . (EBCEA INE PO O E, ASA Jede AR e S8 m WU 45 H PP R i

PR 5 ) B AN (RRI) BT TN B st WIS 0 T ASA E i — AN LA U E— ). T
HL [ E W ANERN T T 2 AR . AR AN s B S T2 AR N, WA R IE
BT BRI T o R 2 AN 0 I T, D 5%y IS0 A P ME 52 SLIRTRAR
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ZLf ACL ) BRI w46 H, 1%\ crypto map match address iy 4.
V2l crypto map map-name seq-num match addressaclname. £ LL R, Wi 4% FR ok abemap,
P51, ACL 454 121_list.

hostname (config) # crypto map abcmap 1 match address 121 list
hostname (confiqg) #

FLRRR IPsec RN S5, 5% crypto map set peer 4.
WA crypto map map-name seq-num set peer {ip_address1 | hostnamel}[...ip_address10 | hostname10].
FELUR7RBI, SRR 2 FK N 10.10.4.108.

hostname (config) # crypto map abcmap 1 set peer 10.10.4.108
hostname (config) #

BN WL 4 H € IKEv] #6488, 5%\ crypto map ikevl set transform-set iy4> .
B15 4 crypto map map-name seq-num ikevl set transfor m-set transform-set-name. £ELL R, #
AL FEA FirstSeto

hostname (config) # crypto map abcmap 1 set transform-set FirstSet
hostname (config) #

QN s i 45 H $5 52 IKEv2 #2155\ crypto map ikev?2 set ipsec-proposal iy 4 :

VM crypto map map-name seq-num set ikev2 ipsec-proposal proposal-name. &L F7filH, 2%
4‘3%\77 secure.

M cryptomap fir %, B LU AR R T 4R E 24 Psec #2100, EIXIGOLT, ALY
IR AR 2] TKEv2 XA, I BRI Fh A 21 D370 N Wesss 4% H HEF I A e

pEY 22

U IPsec #E P AFAE AL A5 150 (AES-GCM/GMAC) A AR (g HAm 2R AL 59k, MGk

MEBCRIR RN K. FEIENE DL N L AURA RPN, M THEBRAEE, 5 M T
A

LAN [&] IPsec VPN .



LAN 4] IPsec VPN |
B snemsimmTeo

hostname (config) # crypto map abcmap 1 set ikev2 ipsec-proposal secure
hostname (config) #
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T2 TPsec Yt fe 483 R BEANEE TN Y I3 WL 46 o ASA TET A 2 1 _EE8SCFF IPsec. 42 W H
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i\ crypto map interface 7% . 1&v%:°A crypto map map-name interface interface-name.

hostname (config) # crypto map abcmap interface outside
hostname (config) #
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hostname (config) # write memory
hostname (config) #
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