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B =7 Mobike Fnizizisial VPN
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Cisco Secure Z F i A9 AnyConnect VPN & 3R A1 AT 3k .
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. 7ESMERIE O LB B ISAKMP 5BEF0 /5 F ISAKMP

interface {interface}

il
hostname (config) # interface ethernetO
hostname (config-if) #

N
g
N

BCEBE 1) TP Mtk R0 9 i -
ip addressip_address [mask] [standby ip_address]

IR

hostname (config) # interface ethernet0
hostname (config-if)# ip address 10.10.4.200 255.255.0.0

PR3 AWOIRE AR (P 48T o« BEILMRE, AREX AT

nameif name

il
hostname (config-if) # nameif outside
hostname (config-if) #

T4 O BOAMEST, O TARE.

T

hostname (config-if)# no shutdown
hostname (config-if) #

FESMERIEO LA E ISAKMP 35 B%F0 /2 FH ISAKMP

SRR R E ZAE IKEv Py i R P A8 T 0 S e ik — 4 S35

L2 IPsec VPN |

Priority ME—Fx U BEM S A8 e (IKE) SIE IF: 7] 1% SIS /A Se . W& —ANAF 1 5 65,534 2

AR, 1 Fonimiisedt, 65534 LoRBARMIEd.
fEJa s B, BA TR H B E N 1,

PR 2 i€ B IKE SO A I8 75 vk
crypto ikevl policy priority encryption {aes-192|aes-256 | | }
il

SR 3 04 IKE SRISHRCHSISL (U8 HMAC Z246)
cryptoikevl policy priority hash { | sha}
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N
2
~

[=—w ekl

CETTE N |

Tl

hostname (config) # crypto ikevl policy 1 hash sha
hostname (config) #

b IKE %l $ ¢ Diffie-Hellman # - SCHF IPsec %/ 0t 5 ASA HE 3L 381 1) i B isd:
cryptoikevl policy priority group {141||19]20|21}

i

hostname (config) #crypto ikevl policy 1 group 14
hostname (config) #

T TN DA i ) - RS 22 A RIBAE B 2 B NAFAE RIS, ARD O A
crypto ikevl policy priority lifetime {seconds}
AR A=A A 120 3] 2147483647 5. B JCBR A mr W, 156 0 7.

-

hostname (config) # crypto ikevl policy 1 lifetime 43200
hostname (config) #

14 4 outside 4 10 I )i F ISAKMP:

crypto ikevl enable interface-name

i

hostname (config) # crypto ikevl enable outside
hostname (config) #

DRAF I C . PR B

write memory

ASA FHEAT T 0 H 40 FE 1P Mk 75 AR LM hE i 4 441

M —Z2 1P stk g thtibit, ASA & Mozt m) 2 7 v 43 Bl b dk
ip local pool poolname first-address—last-address [ mask mask]

HohEHER S PTRE . (HUE, WURCRE TP bk BC4T 8 T ARFRHERI 25 1) VPN 20 7 o, )25 B (LA e
B AR HIERIATERS, Bl T g iAo IXPP IGO0 — S I ) A TP ikt 40 5%
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10.10.10.0/255.255.255.0 Huht, [ROAERIATE DL Rt A M4, 24 VPN 2 i 5 S0 I AN [R) #2111 V)
i) 10 W48 AR IR [E] 7 s, AT RE 4 S5 850k H i)

Tl

hostname (config)# ip local pool testpool 192.168.0.10-192.168.0.15
hostname (config) #

ORGP B AR 20«

username name {nopassword | passwor d password [mschap | encrypted | nt-encrypted]} [ privilege
priv_level]

T

Hostname (config) # username testuser password 12345678

£ 32 IKEv1 3% &£ 5% IKEv2 121%

A Fr SR TG B S IKEY 1) SR (KEN2). e 7R S 0 )7 A
PAUF A B 7R an T 6 4 IKEv] F IKEvV2 421,

LB BCE IKEv] #de, H 145 i PR 2 52 B 1 48 FH 1) TPsec IKEv 1 B FA 512

crypto ipsec ikevl transfor m-set transform-set-name encryption-method [authentication]
X} encryption A F LA o — /M :

* esp-aes 1 Ff 47 128 17 281 AES.

* esp-aes-192 {1417 192 7% 511 AES.

* esp-aes-256 {1 Y 256 17 %41 AES.

* esp-null AMEHI N .
X} authentication 5 LA F Hrp—AM :

* esp-md5-hmac i H MD5/HMAC-128 1§ 4 #5151k .
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* esp-sha-hmac ffi ] SHA/HMAC-160 1§ 4 51 5%
* esp-none ANl HMAC & 3 46:11F .
il

PR AES lit & IKEv] #4ud.

hostname (config) # crypto ipsec transform set FirstSet esp-aes esp-sha-hmac
BeE IKEv2 $2i8E, - THae S8 1Y IPsec IKEvV2 VRS, 28 RS 3k 5k
esp fif € B ke 242 41 3) (ESP) IPsec Wil CH ATME— SRR IPsec A0 o
crypto ipsec ikev2 ipsec-proposal proposal_name
protocol {esp} {encryption { || aes|aes-192 | aes-256 | } | integrity { | sha-1}
X} encryption A H LA R Hop— M :

* aes - X} ESP 45 & f ] AES CERIN) HI 128 L& 4N

* aes-192 - Xt ESP 45 & 1] AES A1 192 7% N .

* aes-256 - X ESP &5 &5 H AES 1 256 1 %47 N

X integrity A H LA Hodr—AME
* sha-1 (BRIND by ESP 58 BEME DR 74 i 36 R XA E AL BRFRHE (FIPS) Hhig U 22 4 iy 502
(SHA) SHA-1.

QL IKEV2 $E, AT LA R a4

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure_proposal

hostname (config-ipsec-proposal) # protocol esp encryption aes intergrity sha-1

BEIE 2H 2 — A PR IE IE RS . T AR B RS E AR PR IR AAA RS 2%, TrEiEBs 4, BLAE BIA
s . ASA STENFRAHHEEIEA .

ASA RGEHHNANBINEEL: DefaultRAGroup ! DefaultL2Lgroup, i A& BRI [P A2 5 1) %
A, e eBIA LAN MBRE4]. o] DA Sk 2o, (HARREK LM BR . Qi SRAE Rt iy i F b e
PRIRFERRIEAL, ASA H23 Al I Wy /> B 1 20 e i B e R U7 Il B& G 41T LAN (A& i 41 10 BRI ik 1
iﬁi&o

AU IPsec L FE VT M| PRI 2H (SRR G IEFRRC & ) -
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tunnel-group name type type

T

hostname (config) # tunnel-group testgroup type ipsec-ra
hostname (confiqg) #

HEBEE A H R PR (AN TN S I 0 UE T
tunnel-group name gener al-attributes

IR

hostname (config) # tunnel-group testgroup general-attributes
hostname (config-tunnel-general) #

5 EHH T BEE A ) il
address-poal [(interface name)] address_pool1 [...address pool6]

TP

hostname (config-general) # address-pool testpool

BEABEIEA TPsec JBMAIA (FEZBIA T rH A T IKEV] JEHLI IPsec R & JE@ 1) -
tunnel-group name ipsec-attributes

i

hostname (config) # tunnel-group testgroup ipsec-attributes
hostname (config-tunnel-ipsec) #

(Al BB IS EEY GEH T IKEvD) o 2% LR AE 1 3] 128 MR E R 7455
Ho

FHF B3 R 22 45 25 R EE - v [  AH DA Z0UAH [ o Gt SR LA A [R) T S 2 B O/ N JERE VPN & i 52
R, 2R AT IR R, R T AR HEAT S AT .

ikevl pre-shared-key key

w15l

hostname (config-tunnel-ipsec)# pre-shared-key 44kkaol59636jnfx

B BTSN AR AT

AN B W E S SRS R I R B T S50, XFE, ASA LT LAESZ K [ TP Hdhil A %0 1 6 2544
s FE T 1R 25 g ) IRz .

QAMM%%%HMw%?€§M%ﬁ% TGATT LU FH R B B, 1k ASA TT LUK & T3 422 7 i
M8 A5 L, JFl5d RIP 2 OSPF 18 25X d4(5 L.
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simzmg s e sERmsmzng |

SRR GBI E W 0 HARE IKEv] $e i £E o IKEv2 421X
« X F IKEvl, LR 4
crypto dynamic-map dynamic-map-name seg-num set ikevl transfor m-set transform-set-name
* X5 T IKEv2, LR dr4:
crypto dynamic-map dynamic-map-name seg-num set ikev2 ipsec-proposal proposal-name

-

hostname (config) # crypto dynamic-map dynl 1 set ikevl transform-set FirstSet
hostname (config) #

hostname (config) # crypto dynamic-map dynl 1 set ikev2 ipsec-proposal secure proposal
hostname (config) #

CRTIE) AR 028 Wt 2% F AT AR 343 5 T 5 1) i E v N
crypto dynamic-map dynamic-map-name dynamic-seg-num set rever se-route

IR

hostname (config) # crypto dynamic-map dynl 1 set reverse route
hostname (config) #

N
g
N

I EE InZ AR 5 55 B LA(E B sh7Shn 2 ik 5
QU= & H, 1% ASA GEWSAT FH BN ML R ik & IPsec 224 RIS HL,

FELL R 7l h, s W I A4 FR e mymap, FPo 2 1, Sha st 4 Aot dynl GE/EGIE
A W B AR EIEER)D .

SRR QAL B s i s 45 H -
Crypto map map-name seg-num ipsec-isakmp dynamic dynamic-map-name

ELE
hostname (config) # crypto map mymap 1 ipsec-isakmp dynamic dynl

PR 2 KB WS ] T AN 1
crypto map map-name inter face interface-name

i
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. L IEEEA TEE IPSec IKEv2 ITF235 5] VPN

hostname (config) # crypto map mymap interface outside

PR3 ORAFRHC B A B

write memory

EZE=EX THEE IPSec IKEv2 iZ#2ij715] VPN
A9 ISRV ) IPsec VPN i & (FPELIAE B, TSI LA R #5:
s FUEE, 30
o PoEHLEE , 555 T
IS, e it
* Qg IKEv] #3AEE IKEv2 210, 28 6 L
o T XL, 57
QIS INHEYSE , H8 T

o QU w4 H DRI ShA s w28 9 it

#2518 IPsec VPN &L & ;=151
PAR 78] 3k 7= G n] fic 5 e #2977 0] TPsec/IKEv1 VPN:

hostname (config) # crypto ikevl policy 10

hostname (config-ikevl-policy)# authentication pre-share
hostname (config-ikevl-policy)# encryption aes-256

hostname (config-ikevl-policy)# hash sha

hostname (config-ikevl-policy)# group 2

hostname (config) # crypto ikevl enable outside

hostname (config)# ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikevl transform set AES256-SHA
esp-aes-256 esp-sha-hmac

hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-ipsec) # ikevl pre-shared-key ravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikevl
transform-set AES256-SHA

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

PR 7481 32 7= el TiC & ZE FE 7 1) TPsec/IKEv2 VPN:
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S ERAER TET 80 IPSec IKEv2 7257 5 VPN mEE w5 I}

hostname (config) # crypto ikev2 policy 1

hostname (config-ikev2-policy)# group 2

hostname (config-ikev2-policy)# integrity sha512

hostname (config-ikev2-policy)# prf sha512

hostname (config) # crypto ikev2 enable outside

hostname (config) # ip local pool POOL 192.168.0.10-192.168.0.15
hostname (config) # username testuser password 12345678

hostname (config) # crypto ipsec ikev2 ipsec-proposal AES256-SHA512
hostname (config-ipsec-proposal) # protocol esp encryption aes-256
hostname (config-ipsec-proposal) # protocol esp integrity sha-512
hostname (config) # tunnel-group RAVPN type remote-access
hostname (config) # tunnel-group RAVPN general-attributes
hostname (config-general) # address-pool POOL

hostname (config) # tunnel-group RAVPN ipsec-attributes

hostname (config-tunnel-ipsec)# ikev2 local-authentication
pre-shared-key localravpnkey

hostname (config-tunnel-ipsec) # ikev2 remote-authentication
pre-shared-key remoteravpnkey

hostname (config) # crypto dynamic-map DYNMAP 1 set ikev2
ipsec-proposal AES256-SHA512

hostname (config) # crypto dynamic-map DYNMAP 1 set reverse-route
hostname (config) # crypto map CMAP 1 ipsec-isakmp dynamic DYNMAP
hostname (config) # crypto map CMAP interface outside

ZIEEER TETFFRER IPSec IKEv2:iTF2i5 8] VPN By EC &

]

LUK 7 8] Sk s A Ay 2248 S B T AR HE AR R U7 1) TPsec/IKEV2 VPN L& ASA. 7M7) sl 3 fit
ARAGHEFECEMA] ) FICERE R

X RGN S

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX2

hostname (config-ctx) #member default ===============> License allotment for contexts using
class

hostname (config-ctx) #allocate-interface Ethernetl/1.200

hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX2.cfg

X SRR

hostname/CTX2 (config) #ip local pool CTX2-pool 1.1.2.1-1.1.2.250 mask 255.255.255.0
hostname/CTX2 (config) #aaa-server ISE protocol radius
hostname/CTX2 (config) faaa-server ISE (inside) host 10.10.190.100

hostname/CTX2 (config-aaa-server-host) tkey *****
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hostname/CTX2 (config-aaa-server-host) #exit
hostname/CTX2 (config) #

L2 IPsec VPN |

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 internal

hostname/CTX2 (config) #group-policy GroupPolicy CTX2-IKEv2 attributes
hostname/CTX2 (config-group-policy) #vpn-tunnel-protocol ikev2
(
(

hostname/CTX2 (config-group-policy) #exit
hostname/CTX2 (config) #

hostname/CTX2 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2

ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX2 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_ MAP

hostname/CTX2 (config) #crypto map outside map interface outside

BN OUR . MIETHRUER) 2 i) IPSec/IKEvV2

TRV In) 37 T B G 4 DefaultRAGroup 1.

hostname/CTX2 (config) #tunnel-group DefaultRAGroup type remote-access
hostname/CTX2 (config) #tunnel-group DefaultRAGroup general-attributes
hostname/CTX2 (config-tunnel-general) #default-group-policy GroupPolicy CTX2-IKEv2

hostname/CTX2 (config-tunnel-general) #authentication-server-group ISE

hostname/CTX2 (config-tunnel-general) fexit

(
(
(
hostname/CTX2 (config-tunnel-general) #address-pool CTX2-pool
(
(
(

hostname/CTX2 (config) #

hostname/CTX2 (config) #tunnel-group DefaultRAGroup ipsec-attributes
hostname/CTX2 (config-tunnel-ipsec) #ikev2 remote-authentication eap query-identity
hostname/CTX2 (config-tunnel-ipsec) #ikev2 local-authentication certificate ASDM TrustPoint0
(
(

hostname/CTX2 (config-tunnel-ipsec) #exit
hostname/CTX2 (config) #

% 5 =1%5 T Secure Client IPSec IKEv2 iZ32i5 5] VPN BYED

&l

PUR 78] 5 7 ]k 2435 5B 2 Secure Client ZEFE 5 17] IPsec/IKEvV2 VPN [t & ASA. 7-f ) il

P O R G S5 R 19 SR A R
X RGN S E

class default
limit-resource All O
limit-resource Mac-addresses 65536
limit-resource ASDM 5
limit-resource SSH 5
limit-resource Telnet 5
limit-resource VPN AnyConnect 4.0%

hostname (config) #context CTX3

hostname (config-ctx) #member default ==========:

class

> License allotment for contexts using

hostname (config-ctx) #allocate-interface Ethernetl/1.200
hostname (config-ctx) #allocate-interface Ethernetl/3.100

hostname (config-ctx) #config-url diskO0:/CTX3.cfg
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%1521 T Secure Client IPSec IKEv2 5T 5] VPN B9 EC & =51 .

BRI E S BRSO RS0 @A 205 Secure Client SCAF, il n W% FIfc & S

hostname (config-ctx) #storage-url shared disk0:/shared disk0

X S

hostname/CTX3 (config) #ip local pool ctx3-pool 1.1.3.1-1.1.3.250 mask 255.255.255.0
hostname/CTX3 (config) #webvpn

hostname/CTX3 (config-webvpn) #fenable outside

hostname/CTX3 (config-webvpn) # anyconnect image
disk0:/anyconnect-win-4.6.00010-webdeploy-k9.pkg 1

hostname/CTX3 (config-webvpn) #anyconnect profiles IKEv2-ctxl diskO0:/ikev2-ctxl.xml
hostname/CTX3 (config-webvpn) #anyconnect enable

hostname/CTX3 (config-webvpn) #tunnel-group-list enable

hostname/CTX3 (config) #username cisco password *****

hostname/CTX3 (config) #ssl trust-point ASDM TrustPoint0 outside
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 internal
hostname/CTX3 (config) #group-policy GroupPolicy CTX3-IKEv2 attributes

hostname/CTX3 (config-group-policy) #vpn-tunnel-protocol ikev2 ssl-client
hostname/CTX3 (config-group-policy) #dns-server value 10.3.5.6

hostname/CTX3 (config-group-policy) #wins-server none

hostname/CTX3 (config-group-policy) #default-domain none

hostname/CTX3 (config-group-policy) #webvpn

hostname/CTX3 (config-group-webvpn) #anyconnect profiles value IKEv2-ctxl type user

LR, e % P i gs, 14 cryptoikev2 enable outside client-services iy 4

%P AR A5 RS B HTTPS (SSL) Vilil, PLASVFZe 43 %¢ ) i N FE e e Bk A T 4. Iid & Sk
AN H 5 RS CSD. SCEP PAR& P i BT 5 A LA SO R ke WSk RRb eI, & e e &
Ut R 450t o W SRAN I & RS R 45 2%, FH P W Ioik N8 e & 7 it ] Be 5 B AT SO

\}

AR T LUER] S AE R — e I AT R SSL VPN AR ki 1 BIERCE T SSL VPN, Sl ik £tk
i, DM@ SSL 4 IPsec-IKEV2 % i )2 FH S0 T %

hostname/CTX3 (config) #crypto ikev2 enable outside client-services port 443
hostname/CTX3 (config) #crypto ikev2 remote-access trustpoint ASDM TrustPoint0
hostname/CTX3 (config) #crypto dynamic-map SYSTEM DEFAULT CRYPTO MAP 65535 set ikev2
ipsec-proposal AES256 AES192 AES 3DES DES

hostname/CTX3 (config) #crypto map outside map 65535 ipsec-isakmp dynamic

SYSTEM DEFAULT CRYPTO_MAP

hostname/CTX3 (config) #crypto map outside map interface outside

hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 type remote-access
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 general-attributes

hostname/CTX3 (config-tunnel-general) #default-group-policy GroupPolicy CTX3-IKEv2
hostname/CTX3 (config-tunnel-general) #address-pool ctx3-pool
hostname/CTX3 (config) #tunnel-group CTX3-IKEv2 webvpn-attributes
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hostname/CTX3 (config-tunnel-webvpn) #group-alias CTX3-IKEv2 enable
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