B KhEE.

IPsec 0 ISAKMP

o 4 p%iE . IPsec M1 ISAKMP , %5 1 i
* IPsec VPN 150, 556 L

* IPsec VPN #EN] , 257 7T

s Nl E ISAKMP , %57 01

o Wl'E IPsec , &5 18 1L

« B IPsec VPN, 5 38 1T

IPsec 0 ISAKMP

A A T T R LG F 4% (VPN [ LI R B 3L 284S (TPsec) LA K B I W 2 4 e B RN a8 4 4 B
P AISAKMP) Frifk.

fErBNBEAE, AT DA ] LI Y 45 22 3E TCP/IP M 25 AE LR ] 55 Ak & T M 2% 2 IRl G 2o i e . d
TATERAIR A —ANBEIE .

ASA ] ISAKMP F1 IPSec B&IE bR #ER £ 7 A PLEETE . ISAKMP Al IPSec #5615 AN #4F -
* PR BERE 24
o AVA U3 1)
o AP IE €T
o A
o Jina R iR A
o B BE T KB AL
o A DAy 8 T 4% iy 3 A8 BN S8 R 3l A
ASA W RIWEX ) BEE 4o T LA G P S W SC e, A e, QUBRalE, SRJA K%

BEIE 5, BEEMEEIF AR Bl A Hir. et WA BBt s, R5
AL AL M 2% LI B H bz
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. IPsec {4

IPsec #i{it

IPsec %1 ISAKMP |

ASA 2% IPsec T LAN [i] VPN %42, FF4200% IPsec H T2/ i B LAN VPN B2 IET. 7
IPsec RiBH, XFEEPRZ AN EREY] ) % S i s A 2 A 06, X FIXpANERR Y, ASA S HF
SRR . T IRATESE VPN ATMEbRvE, ASA o m] LU HABAE R 35 0 S A 5 S ], (B,
FRAIAS SRR I X 2544

RN BEE PR, PSSR S i BE S S E . I BRI A HE ) 4 4 OCHK (SA).
XS R ALFE AN B BN B, 7B IKE SA): 25 /N E, A BRAZEE N I e (IPsec
SA).

LAN [fi] VPN T ZE4ZA [l R B (KN 4% . 7E [Psec LAN [A] 34, ASA A /R 7 8RN 7 .
7E IPsec % i 2l LAN &9, ASA HAEHEmN . K Tr &3 SA; Wy &85, iy,
PEHA LB, T X —DIFRAR A C & 1) SA ZH0IAT . A IER, AN SRR & SA.

T & IPsec B%i&

IPsec P& /& ASA TEXTEEARZ ML) SA B . SA H5 & 1E H U i W SUR 53 I 4 e o 45
WAL P A . TPSec SAFRTHI T F i R S bttt SA LI IR, (EEIE W O ST OB AN
D .

P TR SA K E . B4 SA BFELL N A%
* IKEv1 #44E 80 IKEvV2 $21%
e
* ACL
* PFiEAH
* Tigy v e

ISAKMP 70 IKE #fi4

ISAKMP J& AP & TR 52 W RIS TPsec 242Kk (SA) MM RIPM. B3R TR E SA JBPEM
R AHESE o b2 2RI ELAE L5 0 SR R A SA A SAE sl R SA . ISAKMP 4 13 i 73 4 A
BrBe: BrBC1 A B 2. BBl SIS —AeRRiE, LR RS BE)S I ISAKMP P pai e . BB 2 Gl
DRI HHs 1R FEIE -

IKE fii ] ISAKMP Jg EAL (¥ IPsec ¥ & SA. IKE il FH 56t 0t S5 A3 47 5 3 Bk (10 00 5 55 4
ASA SCH R IHIUERN VPN % /7 344948 1 IKEv], 332 #F 4 AnyConnect VPN %5 /7348 ] IKEv2.,
FLE ISAKMP Wi 453K, 1014 IKE kg, i BUR 2%

* IKEv1 XS54 DA 5 K S BAE R A A FHUET5 I RSA 2844 sl i3t 2% 4] (PSK).

s E IS, TR EEE I OREAAA .

* BB S 0 RIS (HMAC) Uik, TR AR5 10 S48, DL ORI R AE A el A R
KBS
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=T e zxizdmuzns [

* Diffie-Hellman #£, JH T#fi’€ encryption-key-determination 52 )55 5 . ASA LAV IR AN

YIRS
* KT IKEv2, AR AR O BEHL R £ (PRF) AR D0 IRAE TKBv2 BEIE N 25 B 22K (15§ N AN 1K
lbes ALK R

o FESHNEEF I, ASA R Z 0% % P N R FR

FIFH IKEv] 5, BN SEURE —ME. X T IKEv2, %ALY AN SIS IC & 2 N s fl 5
PIIGUE R I DL Je 2 AN e HEVE TR o ASA KE% I 22 4 M N vy B (000 0 8 e A T HE I A FH A%
JP SRR AT O . R IX AR, 80T LUK IS AR USORALIE T SUVFI L, 1 JC 754506
IKEvl —FERIEREA RVTFINA G-

ASA AZCHF IKEV2 2 %4 KHK (SA). ASA MHTMUEZ BN —A SA LI A IPsec it . Witk
FEATA FoAth SA R IPsec Jii s, JUZIR 5K H T von-overlap-conflict MY EFF. £~ IPsec SA
ARk BT SR Z TR b IE, ] fesk B AR FRBEIE .

T # IKEv1 53R 5250 IKEv2 1233

IKEv1 H #4208 IKEv2 #2302 8 X ASA Wil fR4r £t (1) 2 iR SE M4l . {E IPsec SA TR

W AR A ZTURR UL P AN G SR FE IO AL AR a1 . AR IS ASA N FH VT HC R 3 4B sl 13Uk 1z
XML R ACL T B () SA.

FIH IKEv] #4eds, 0] LU A SEOR E M. 0T IKEV2 #8307 LIy AN & 2 A
TN G Oy U0 AE 2RI DL Je 2 AN Se B VE SV . ASA K44 IR 22 A I s B KU 5 e B BE T HE T, 9F
A AZI P 5 % AR BEA T i o A IXRRHERS, 80T LUK I AR SO R BTG R4S, e
% IKEvl —FEE — RIEFA RV A .

USRS S U T-0 L SA B a2 X, ASA B IRIE . AR5 R, 153 IER
LA, 39 T,

\)

AR RS R N R A R W BME—JTER, ASA K E S SO EE W S 1A

XF IKEv2 % 3 S5 in 25 B B

M 9.14(1) RRATTAS, ASA TKEv2 SCHF 20 0 S5 A Wy - 24 BEaE Hh (e AR G AT, TKEV2 22k
BRI R R IE . 22 W LS ] 10 SRS ARk SR e B s i o TKEv2 b (R
ZRER SRR A, Fele A 2 06 SR N 2% B ¥ IKEv] iEF8 1

IKEv2 X SRR XA b s wiesph o DRI, 0 00 a8 st BB & T 2 AR, 48 P [R) 10 7 V4%
528 R L BRI ) AR i 3K

IKEv2 K2 51T A

IKEV2 K502k (flhn Peerl) MI2xilio WHRXTEEA 1 ik 5 ¥k SA_INIT &A%, N4 ki%k
IR TEAL . MR E KL T 2 /.
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B 7 kew s xsmmznng

2 Peerl KAHFEIT, SA INIT W ESH K IXF] Peer2. UNH: Peer2 WICIEV I, NITE 2 234G Kk
5 Peer3 HI4xifio

FENN S WSS IR AR DR R ) P A R AR, IKEV2 23 PO Peerl A0l 4x 18, HLE S AR DX
SEARHENL SA. IR TiZAT N
. 1: ki—ﬁl}lt

- SA_INIT — >
Peer 1
—_— (Retrans SA_INIT 5 times) —> 2000

e EEE—— - _— | — SA INIT request —>
<— (_ SA_INIT response

Host 1 Initiator Peer 2 Host 2
(19216820 ) (1111 ) AUTH request > 3.3.33 192.168.3.0
<«— ( AUTH response _

\)

AR O IKE SA THFFAE R, MR ORISR SR S B R — XA, IF B8 di Sl vy i) 1
XPEFAEENT SA. FEGUE WK 0L T H 2 Fahfilk, LMER S T — N SEAT IKE SA.

IKEv2 Moz /51T H

I FAE I W b o TKE SA (M N 7 W& BLE T 2 N5, AR Z4R IKE SA B, #5244 n
2 WS PR Y T B 6 AR [ M b SR BOAIE & AR T IKE SA [l .

B, G S WS A A RS S AR CRAEM R 7)) JE 53— NG, W2 A Peerl TP Hihik
HLIKESA. [FIFE, s sk A (F M A yiG sl 5548 CRHAEM R 77D 50 —ANKFEEAK, )42 I\ Peer2
IP Huhik & i IKE SA.

\}

AR IKEV2 20 A5 AR M A N7 DI AS SRR S5 4438 1T o

hnE ARG 5B el A B A F R E S

XTI W T AT AT S R oo R R S AR RS B %, JF HLBRIE IR R AU PR 35— A0 244
TFife R TR A PN X SR G e fi
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Ikev2 5 sz tkesenl ]

R 1: SA ZHIHI & W EH TR Tk

SA ZHTHY &M MHEERSIEBH;
eIEIEE

XA TGV VT ) et

551 BB AL &

5 2 B B BURIC L &

A DPD ik T

SO IR UERY B R PR g AN LT &

BB RUE R 2
T SR TGV G ) 85 B BT R HE

R 2: SA Z SIS W EAR R 5145

SA RIS MHERRTI BB
EIBIEE

H TSR BUANDLIG, 2B BB R HE

FHT AR R DY AR R R A AN UL I L

TN W A8 24 o

HA V¥t i

BRI % IKEv2 SA i

Tk ipsec sa i

IKEv2 SA i BE

IKEv2 % 3o S5 4 i o T

IKEv1 £A IKEv2 143

AR RIN T WS T I G T TKE RO 2 AR A4, WIFERS BN — SRR /T, KAEPT A IRAT)
BSOS AT SA 2l

W, a0 SN IO T AR (i PRI P2) , WIS{d ] IKEv2 9 P1 R RIS, {FH]
IKEv1 [i] P1 A&iek%iE, {1H] IKEv2 [ P2 Aidhsia, LLHSEHE,
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. IPsec VPN B9i%F 7]

IPsec %1 ISAKMP |

= AT

HATZ A RIS W 22 R s AT HA F igWa N7 i (FEE . 2428 — S W LIk RN, &
MR B WIN T B

AL TT A RS B WA N 7 B % AOREIE o U R P BE s A A b, 4 B % S 250l Peerl TP Sk it
SLBEIE, ANV R B EIF Peer2 TP MR N A5 BRS U147
AR

FLAT 22 AN SRR IR I S vl LS S AR £ rh QIR R A b X Wi 5 B IR . RS B e
TikviE, ERFABE T BN T B

RHD TV RS B W Y e 24 (I REIE . WA TG0 In) Peerl, FSAZERE RN i S 8h 2 T —
/™ Peer2.

DN ER

WREE T IKEV2 2 XTI # s, WA SRR A AR .

ZIEFRN
FEZ A ST, 20T AR s TR

Wik

I R BETE N R, T R X i A DU 1) A B — 2 A
* debug crypto ikev2 platform 255
* debug crypto ikev2 protocol 255
* debug crypto ike-common 255

PAUR 7= B2 € 1 IKEV2 26 AR &, B T SR e

Sep 13 10:08:58 [IKE COMMON DEBUG]Failed to initiate ikev2 SA with peer 192.168.2.2,
initiate to next peer 192.168.2.3 configured in the multiple peer list of the crypto map.

IPsec VPN B915F 7]

)

AR SLDhREAE M T E N A .

i ] TKEV2 (1] IPsec ZEF2 i 1] VPN 5% AnyConnect Plus B¢ Apex VA iE, A B, i IKEv]
(¥ IPsec ZLFEVj ] VPN FI§ A IKEv1 58 IKEv2 1) IPsec %fi s (8] VPN A4 FH &l VR ik B B 1 Atk
VPN VR, A RS A MEH, WS SR ASA RAIThHEVF AT

. IPsec #1 ISAKMP
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| 1Psec #n ISAKMP

ipsec veN 7 ]

IPsec VPN &N

TE =N

TG S S, ER R ST, WREVT M VPN 5% AnyConnect Apex VA E. R
ASA KA AnyConnect Apex VFHJIE, {H'E S Apex VIR UERIHREAE, I ansksd 1 & BN AT
) AnyConnect =28}t~ Secure Client 2k & H T JEFF VPN B 1 Secure Client Fl =1 4% 2 i VY
i o

B A AR AE

A FE S F B KB o ANSZREIE BB KR

BB EEFEIEN
AAE T2 /46 P i b e B TE v 327 TPsec VPN X

HA o

ENCE IKE I, 2%i2 A4 % RADIUS UDP ¥fii 1 1645 Fil 1646, Z%:H & 713903 Hic % T 1
B, Him a5 Bk 27910 F1 28166, %10 B8 AT A (i I AN2x 4% H T PAT %54,

fic & ISAKMP

B & IKEv1 0 IKEv2 3R E&

IKEv1 Fl IKEv2 £: 2 43 7 3 HF 20 /N IKE 356, RENERA AR ESE . A0 1R S0 2 3 45
fie—/NE— A e S . DL B, P 2e Sl i

£ TKE Wi JTARIN At i (000 S5 0oRs 2L DT S A08 SR FEX 54K, SRR e REXS S5 A0Ks 2 l4k
B ANUCECI . TR SR L AL B SOy (Lseddmmiise) o Rz BRI 5 5 A
B3 C B B2 SRS AT U, B AN IL RS

ok F SRR AN S AL S AR I 0 238 . #0854 B E A Diffie-Hellman Z 40BN, RWIAF
FEVCECIR . T IKEv1, JEREXT SR SR Ik A 20 R o — Ay B, LN T 8055 T R 5 Kk
FRy SFems b ) A o R T R A iy PR AR R, ASA S A AR a3 . 6T IKEV2, & 0454k
Z AN Ay L, TR A AT A, AN AT AR RS SR T e AR Ay R
RALAE T HSZ U, IKE 464, JF HAS AT SA.

ZIEE, RN SEOEF RN, & B 2 NEREZ RIREAT B . BRIAEAR B 2 42500 2
LU SR Z AL 20K RS DECR NS HUE IO AT AR, WA REF IS H
{Ho

AL IRAEREAS ISAKMP fir & FPAL & L SE . MO AEME—Fr il T S I HLgE 5 S A IKE B s
LS
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B == ke fn ke %

P O IKE KIS, TE7ER N S 2 I iR A SR i 2 BN crypto ikevl | ikev2 policy i 4.
PORFT B IKE SEmg it B,

RtIR
hostname (config) # crypto ikevl policy 1

B ASA L E B ERIA IKEv] B IKEv2 55 .

PR2 R &Rk, BIMER AES-128.
encryption [aes | aes-192 | aes-256]

Tl

hostname (config-ikevl-policy) #
encryption aes

L3 RS Ak BROAEN SHA-1.
hash[sha]

i

hostname (config-ikevl-policy) #
hash sha

FBA RE SIS, BOABCE D T 5
authentication[pre-shared]rsa-sig]

IR

hostname (config-ikevl-policy)# authentication rsa-sig

$1B 5 J55E Diffie-Hellman BEARIRAF . BRIE 4] 14,
group [14]

TP

hostname (config-ikevl-policy) #
group 14

FIR6 7€ SA A, BOAE N 86400 £ (24 /i)
lifetime seconds
il
WA A i JRL BB R 4 /ISP (14400 75D -
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hostname (config-ikevl-policy)# lifetime 14400

e gagxcerinE [

HIBT ] IKE Smg it 7RI , 55 9 TU 4L IKEv] Al IKEv2 S it 7 M HA K i @ HoAh i E .
W R A B AR R SR SR e, DK Y BRI

IKE SR R& K= FN{E
Kigx X 15t BR
authentication rsa-sig WG RSA 4 50 | 1R€ ASA T L AR TPSec W44 B 43 1 B3 B6AIE 7
BRI 25 B I B e %,
pre-share (Bt | ¥t =2554] PRI B AN BEAE B KR R 2 P AR B M BEA T 8, (EJEAE
N AN R 2% T 7R S
encryption aes (ERIL) fFFH 128 AL 3551 AES | $8 8 (R4 A IPSec % &5 44 2 [A14E: i 1R B () 6 R o 25 44
.
BRINE A 128 A1 255,
hash sha (ERIA) SHA-1 (HMAC “844) | $5 H Toi A5 se e v s 50vk . e ml DU R E i (o
KEAHFTEHE LT, I HAE R AR A
group — = ¥4 7€ Diffie-Hellman AR IR5T, PN IPsec X &R 2 fEANHH
14 (B 414 (2048 61 TR B IR, SR R IR e
.
Diffie-Hellman #4588/, HHAT T EK ) CPU W )5l
/b, Diffie-Hellman FEgw 58Ok, 24 kbl
ERINALE DH 41 14
lifetime BHE 120 & 2147483647 F55E SA E AT I . ERIAME L 86400 FPEY 24 /NN, A,
(86400 =k i\ A R A, ISAKMP Wi CEESCRRRERE ) e
) 4o AHJE, A BT, ASA CE 54 IPSec SA [
KT aX 15 BA
integrity sha CERIL) SHA-1 (HMAC 4244) | $5e o5 se e vk i By 50k . e nl DU R i 4o
KA R AL, I AAE R T ARG
sha256 SHA 2, 256 frdiHL ¥ HAT 256 AL 2 A HU Y ik SHA 2.
sha384 SHA 2, 384 fi#i§3 T HAT 384 AL B e ALY 5% SHA 2.
sha512 SHA 2, 512 frdHL Fa o HAT 512 AL 2 22 A0y ik SHA 2.
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IPsec %1 ISAKMP |

KT aX 15 BA
null FeE AES-GCM My inss ki, A& b nl LA S null 16K
IKEV2 535,
encryption aes (ERIA) AES Fa 2 RPN TPSec X 45 44 2[RI 1 B4 1) %6k n 2 5
.
ERIME A 128 A7 AES.
aesoes 192065256 UM AR SC R K E ) 128, 1920 256 £ 254 .
aspresprimp P 1T IKEv2 H11%35 (1) PN BARE SRR 128, 192, 256 (724
AES-GCM Hy%iE 10
policy_index Vi I IKEv2 g 1155k
prf sha (ERILD SHA-1 (HMAC k) | ¥R thBENLEREL (PRF), B Az sl 8 oy 25 1 5k
sha256 SHA 2, 256 fifige ¥ AT 256 AL 2 AUy % SHA 2.
sha384 SHA 2, 384 fiiue Yae B 384 N E A2 B H: SHA 2.
shas12 SHA 2, 512 fifi%E fe o BAT 512 Sr ) 4 B9 50k SHA 2.
priority F SRR i A SR HA TPsec V3 ThAE 48 AES-GCM
1 ECDH ¥ & 4 Suite B SCHFH—#84) .
group ‘ }& € Diffie-Hellman FEAR IREF, PEAN IPsec X2 RS 7E A
1419202124 |21 14 (2048 fiL) HAERRERRRT IO LT, A bR W kIR A S
iR
Diffie-Hellman #4588/, AT FrEK Y CPU B[]t
/>, Diffie-Hellman #f&w 5k, Wz 4Philke .
BRINE N (DH) 41 14
lifetime BHE 120 %5 2147483647 5 TR SA A B . BRIMEL R 86400 FPuk 24 /MK .

(86400 = ERIA
E)

e Ay R, ISAKMP Wi CEESERRRERE ) i
4 {HRE, AR R, ASA WCE G 4E IPSec SA )

ESMNEREO BB A IKE

TN IRAEZ4 1l VPN FBETE )4 0 EJAH IKE. Xl i 2SN s AL . 28 FH IKEv] 8L IKEv2, i
7 P el 2 1 S N 4 R E AR U8 T erypto [ikevl | ikev2] enable interface-name i 4>

Bl

. IPsec #1 ISAKMP



| 1Psec #n ISAKMP
maszm ke it [l

hostname (config) # crypto ikevl enable outside

2 FHEZE A IKEv FRERAES

BB 1 IKEVL il DU H] BRI X AR SR A R AR R 55 B AR A A A
X AR Z T HEAT PO A, AZH T =400 s AN ZEREAT = U R e, A TE /N 26
o PR TR, (HRA AR TR MR IR ORY . DRIE, XS RAE @ AL2e4 SA LTI AAL
Bebr U5 B BRI O F B B AR

)

AR AT B b B R VPN e i P TR S B S O IR A S0 1) ASA RS . fEE, B
AL RIS TUE S 1 S S0 0E (/2 ASA B RSA) A7 BEIH .

LN 1 BB IKEV] Bhas i AR, T 7E S s s 1 SRR AN LU R dr

hostname (config) # crypto map <map-name> seq-num set ikevl phasel-mode aggressive <group-name>

SRR, TR S S 2 1 S U AN BL T A2
hostname (config) # crypto ikevl am-disable
WURAE TR, ARG AR e, T I A 210 no JTE . il

hostname (config)# no crypto ikevl am-disable

it & IKEv1 F0 IKEv2 ISAKMP X 25K 89 ID 753

7F IKEv1 5 IKEv2 ISAKMP BBt T i vh, GHAEAR LU B AR IR H 5 S . rT LLUNCL R ik
FrrH vk

Address 18 FAS # ISAKMP FRE5 BV AL TP Mot

Automatic FOERR AN 5E ISAKMP Wi -
CERVO o PAL B TP Mk,
 UET B IR U T 4 A2 R

Hostname A H ISAKMP FriRf5 R BN e e 4 RN« bR s B4
A

Key 1D SRR O T AR BUL S 0 A R
key id_string
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B nvaup_seLecToRs @40

ASA i FHE [ SR R IE I BE TID. IS VPN 352 ik, (HERUR LAN 8] IKEv1 825
Ab, e AL P T B ik .

B ORI, AR R a2 R SR A LR dy 4

crypto isakmp identity {address| hosthame | key-id id-string | auto}

filtar, DL fir R bR IR R BB A AT L4

hostname (config) # crypto isakmp identity hostname

INVALID_SELECTORS i& %0

W TPsec REERA SA FIBI NG EHE A, (HIZEH AL T B S % SA IIERFFA—2, )
IPsec R/ E Tz B 6 SLEFAFI R H & 4% HAFE 2400 H I/ E) . SPIL IPsec B, Hidhi
SR H AR 2B A AR A rT Y B, BASCOR FAH DG SA 4% HIMIE B AHE . RS EIKE
W41 INVALID SELECTORS J &% %K% (IPsec XFA5E4A) , & WHWCH (1 B A0 R oK gl ik e 4%
PR AT T £ 70

ASA CfE CTM G s BT R 48 H SR e H &l ok

$ASA-4-751027: IKEvZ Received INVALID SELECTORS Notification from peer: <peer IP>. Peer
received a packet (SPI=<spi>) from <local IP>. The decapsulated inner packet didn't match
the negotiated policy in the SA. Packet destination <pkt daddr>, port <pkt dest port>,
source <pkt saddr>, port <pkt src port>, protocol <pkt prot>

L R IAE AT LU BRI AE SA _F R 5% SA PR S IE BT AN TT T A0 N 3t Bt 0 I 1) op 254K e 3%
IKEvV2 %0, Witk )a i, IKEv2 il 507 G s R MR A RS SA & 5 k26— 4l AnvE B . IKEv2 18
HITE IKEV2 {5 BAS #eHh 3% 216 454K

o & 751 #) IKEv2 Fi = %48
ST AZEA HO RZE FE PO 2 2 B oy & s I OB 7 hex, & 7S BERIT IKEv2 Pt Z2 254

ikev2 local-authentication pre-shared-key [ 0 | 8 | hex ] <string>
ikev2 remote-authentication pre-shared-key [ 0 | 8 | hex ] <string>

& FEV R & 1% IKE i@ AN

B B AT LU FH B 2A I AE TKEV2 IPsec VPN 443 IS0 31 15 12 % 2 ) 3t et 326 3 157 AN DG E P N S 509 0
N [ 6 AR R 3% TKE G AT BRAEOU N 2AAF A L 0. i LR CLIL v 4 3 FH 82 FH ZEXT ASDM
UEFS R P A4 F LN 2% TKE INVALID SELECTORS 38 %1

[no] crypto ikev2 notify invalid-selector s

PATUEF B Gr 0 TERS, AEBrPK CN w2 4, JF AR XA IR 55 2 AT R W iRA
“service-type” JETE, WHZ T SCHTIABEAT AL L

. IPsec #1 ISAKMP
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5E ke 55 ]

Be & IKEv2 53 /it In

fE ASA I, TLUS I EREEH] IKEv2 43 Jv, W BARR X IKEv2 i 4073 )7 I 1) MTU - Cle KA% i 5
R, AT LA B AR T LT dir & BC Bk oy v sk
[no] crypto ikev2 fragmentation [mtu <mtu-size>] | [preferred-method [ietf | cisco]]

BONEOCT, BHATE IKEV2 43 F 5k, IPv4 B MTU 2§ 576, IPv6 H MTU 4 1280, H ik 554
IETF #nifE RFC-7383,

FEZIEUU NS SHIEEOL T, /€ [mtu <mtu-size>]:
o {8 F 1) MTU {8 %545 1P (IPv4/IPv6) 413k + UDP 13k K/,
o WURAER RS E, W IPv4 FIERIA MTU Jy 576, 1Pv6 HIERIN MTU Jy 1280,
o —HA8E, WX IPv4 F1IPv6 A AT MTU.
* HREEFEAT 68 2 1500 2 v,

N

IR ERCE MTU I, Z0% 18 ESP FFAY. i1 e v %) MTU 1) ESP F4Y, s tun KA
TEINSE S BN . S 3] “ Bk (packet too big) 515, iR HAARKS A MTU A/ Il B 4K 1
MTU.

TG UL R SRR 4 7k — P E Ol TKEV2 [preferred-method [ietf | cisco]] (#1365 J 7 ik
* J&T IETF RFC-7383 #5{fEf¥) IKEV2 43 7 s
o PSR AR T T R YR Y SCRERN R TN, R GO e T i
 ARHBLVER, RGUETES FGHATINE, RS IKEV2 43 i S S g i 4R 9 .

« BRI Fr o

o WUERBLTT IR AR (B4 Secure Client) $EfIERIME— 73k, Bl AR EEAAHRE T Wi
WAIRIR SCREAT B LT, AR GeRe A s i

AR, RGURAEINE G HRAT 0 P o MU R SEMAENC R T 70 220, ToiExH
SEAT g B 3 AL

o BRI EEANRE S AR R SE A S DU AR

4 show running-config cryptoikev2 ¥ 7~ i L &, show cryptoikev2 sadetail ¥4 5 7% 5 A H
T SA I PTsEiff) MTU.
FraaZ 8l

* ASCFRFHAR MTU KL, A EET-SHE MTU DL R 45 R 3K

IPsec #1 ISAKMP .
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IPsec %1 ISAKMP |

o BERCE S A RIECE, KRN RS TN 8 SA. B SA AN B . 25 7Y

A5l

.

JFriF, IRt
2 A LI 100 N2 Fre

BRI IKEV2 73 1, WEHAAT BN 4%
no crypto ikev2 fragmentation

G BRNIRAE, TS HRAT BL T 54
crypto ikev2 fragmentation

EE

crypto ikev2 fragmentation mtu 576
preferred-method ietf

T MTU {5 50Ch 600, 15T LT 4

crypto ikev2 fragmentation mtu 600

TR RN MTU M, 34T BL T 4AE:

no crypto ikev2 fragmentation mtu 576

SR EIE S RSO “IBRET . WEHAT BT A

crypto ikev2 fragmentation preferred-method cisco

LR T “IETE” |, AT BL R4
no crypto ikev2 fragmentation preferred-method cisco

o

crypto ikev2 fragmentation preferred-method ietf

AAA B )56 IEFIIZ Y

aaa
aaa

authentication http console LOCAL
authorization http console radius

R S AN B A, X AR 55 253047 AAA B ieit. (R — M1 44, X radius k55

BPATIABSZAL . W RA R service-type J@PE, U7 SCHTIR AT AL B

J& A2 B NAT-T 89 IPsec

NAT-T R IPsec Xt 45 AATH 1 NAT B4 g iz, 728 i 1 4500 5 IPsec

M EEAE UDP

AR, M NAT %4 H 4L 15 B . NAT-T 2 H Zi# i NAT %45, (H R A ENER A
135 IPSec i & .
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Rz NATLT 8 1psec [}

\)

I8 [T Secure ClientfJ [, #4258 B NAT-T, A figil Secure Clientf#i Fj IKEv2 sl ThEri%E. R
fH2 P i ANAE NAT-T 4% /a1, dhEsk b .

ASA W] [a] I 2 FibrHE IPsecs IPsec over TCP. NAT-T Al IPsecover UDP, HAAH ye T 55 H AT Ha 5 4 1)
& it o

LU 4 73 3 s i ) T A B T PR

IR IR BFRIThEE BERiRE {ERARYINEE
KETI 1 Wi e )i H NAT-T I HL2 o T NAT 50, | 41 NAT-T
iy
I H W A% A NAT, W {8 F} A< H TPsec (ESP)
JETH 2 % 2 A H IPsec over UDP | Jf H2% F iz T NAT J51H, | f A IPsec over UDP
)
J HUn %45 NAT, ) 1§ ] IPsec over UDP
eI 3 I NAT-T Al I HL2 A T NAT J5iE, | NAT-T
IPsec over UDP #f . )5 H W
J B %H NAT, W) {8 | IPsec over UDP

\}

IR IPsec over TCP Jii FHI, el Bt s T HoAthiE 2 51k

M8 H NAT-T I,  ASA KAEATA )8 H 1Psec 14 0 _E B3h# F i E 4500,

ASA SCHFAE LAN [H] V5 ) (9 28 BE 27 ) I 4% HH I8 AT (HASRE R AE IR A W 28 g 47D —6&
NAT/PAT 1% % Ji7 [HI¥BE 2 > IPsec X4k, (EVRAHEIF, TeREys inl K b i M, PR T oot
SERAR R BAHE AR TP ik, BY NAT e (fHbdil. teAbh, TRy ) s 7 7R & 2858 2RI
{149 Ji DAL 45 B AT T PR LA [R) BT 4 AR (R A2 FR - (ol & NAT B (19 1P Hidik) o 1XFp—2
PES S EUE NAT B4 5 11 LAN [HR1ZEFE UG 1) TR A X 4% v 22 AN 544 2 1) B B 2R

DAL NAT-T, 357 S SR 2 i SRR R R0 AR 3l e [ 20 3R

S WAL 4, 7E ASA 42 J5)5 ] IPsec over NAT-T:
crypto isakmp nat-traver sal natkeepalive

FHh natkeepalive Z AU HUE G FE 10 52 3600 F5. BRIME A 20 75,

T
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. J& H IPsec with IKEv1 over TCP

B N LA iR 5 T NAT-T R AR A i JUME BB R — /N
hostname (config) # crypto isakmp nat-traversal 3600
PR 2 WA LI a4k [Psec 43 Fr SR BN i i It s

hostname (config) # crypto ipsec fragmentation before-encryption

BT SR VF UL R L AN SCRF TP 73 7 (R NAT B4 o IXAFEISCRR IP 70 F i) NAT B3Iz .

/2 F8 IPsec with IKEv1 over TCP

IPsec over TCP#f IKEv1 Fl IPSec Wi [A]IN 35367558 TCP Bl th N, 3 FFRI 285 NAT 5 PAT %
KRs K I AbEaE . BOIATE L NS b IhRE . X TARiE BSP 8¢ IKEv1 7E i evk T4E, s
ACAEAE SCIRAT B K BRI TR DL R A R TAEMPRES, 1Psec/IKEvI over TCP i3 8L VPN % ity n]
DLTE SR EE BT

\}

AR IRDIREAAE S TACRL R JCARC A A HT

IPsec over TCP 7] 5 e fe vy i) % P e & A H o 8] LRI AE ASA R L4145 o b A H TPsec
over TCP. ‘BfE ASA bafaH, M IKEv] 0. EAEH T LAN [z,

ASA ][RI 2 £ FRYE IPsec. IPsec over TCP. NAT ik /7 Fll IPsec over UDP, EAREL kT 5 H AT ekl
PRI . IPsec over TCP i F LG T B HAb IE R vk .

AT DUk 1835 5 1 22 10 N3 13 ] IPsec over TCP. i 4G H A — > 405 11, 45 413 11 80 (HTTP)
a1 443 (HTTPS), RS in 4%, fan 5 i%m ORI I BCR AN T A3 . g
TR, TR T B g A R VA B ASA . BRI, 5K HTTP/HTTPS &5 ¥ 557 ic
BN (1 11

BRA F1 24 10000,

TG IRAER o A S ASA _ECE TCP 3 o %5 )™ s FC B A 204 35 28 /b AN ASA BEEL )3 1
BE7E ASA 124 IKEv1 42Ja 8 1] IPsec over TCP, i 75 #fi 5ok 22 45 SR M HUAT LU R v 4
cryptoikevl ipsec-over-tcp [port port 1...port0]

A7 ITESG 1 45 F 5 A IPsec over TCP:

hostname (config) # crypto ikevl ipsec-over-tcp port 45

77 IKEv1 Bic & iE P £A Pt

BEIE L2 ST P EHAAF AR o UE5 4L UERE FeVEAEHT Il T A1 2% DN sl & DN 31
L BETE 4 R AT LG .
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Hwen BEirsars [

\)

AR UEP4IICEAGE T IKEv] A IKEv2 LAN [A7EHz . IKBv2 S FE U5 0 B S FEAEBRIE 4111 webvpn J&
PR DL AE certificate-group-map [f) webvpn Bt B A2 R BB (1K) R fr 41k £ .

TR PR L8 7 B I P B BRIEALILRC, A0 B s SCURRE A A RN, SR i )

JT w5 (% 1 VT«
B EE P, 58] usethecrypto cacertificatemap #ir4 . %5E B4, 1141 tunnel-group
e

ROL W ZHTRC FEAE B ALVL RO NG, 52 MR R ZLZAA7 (OU) - BLULRE4L,  mlidia s 4 A E15 1
AEFHERINAL . W] A A AR R A ik

PSIE ERCE I T UE I ISAKMP £ U [7) (5% 108 ZH B SR S840 11 S35 s ARRE D) - 11F D i 4% H 5 g 41 5%
56, WEE RS S 2 E SN tunnel-group-map 4 .

tunnel-group-map enable {rules| ou | ike-id | peer ip}

tunnel-group-map [rule-index] enable policy

policy a0 T M5 SR BE TE 41 2 PR SEms o Policy T LAJELL R A0t

ike-id - F7R AR TR AR A AU 75 4 5 BRI 41 R ok B OU (KB A1
JUZEFE-F3 ) ISAKMP 2 1A ARG I BE 1 ISAKMP 1D ) 3 75 U 2 i

2.
OU - FE71 U TG TR MO 5 0 00 A i o B 4, U P 288 m] 43 44 B (DN)
th OU K.

peer-ip - F 7 i R TC TR B F I 2 e i e B 2 21 5K HH ok B OU 1 B 1 41 B
ike-id J7¥%, WUAT FH S SE4A TP ik

rules - ¥R s MR L Ay 2 BTG & (1E T i G, BF5E TE 117 ISAKMP 2
Tl HL A5 1] B T 2

ruleindex (A[i%) 48 cryptocacertificatemap iy 28 E S H . HRUEN 151 65535,

TEE R R :
o AT LLZ O by A, U REOCOR H AEME— 1, IE EAZ RGBS R 5] .
o FASREEE L 255 NFATS

AT LUK 2 A Fogn 1] 4l. DUk, S ST BN IAR S AL . R)E, AR E X
Prits B AR Ao 2R 2 SRS e /] — 4L, ORE DI V2R — 2R A Fe DL et
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. BCE IPsec

o TR B AON, AT DLESRORE T RO A E BRI AL 2 ATV RC T AT 450 BEORILRLT A 4%
PR TZ M. o, R Bk A 7 Mgy i e BRIE AL 2 B 2R R IR — A4, 1
NS GAFAIEE — 2R o EESRRDLEE — N4 fH55 Al T2 S alis 5.

PR 2 457 E RCE AR E BRI LA ] BN BRIE A

HiE: 4 tunnel-group-map [rule-index] default-group tunnel-group-name , H:H rule-index 2 1 1J()
gk, It H tunnel-group name 225 T I 1 FEIE 4H

ANl
PUR 748 8 AR B B 1 ISAKMP ID [ N 29085 36 F-1E 15 19 ISAKMP < 15 RIS 21 % 1 2 -

hostname (config) # tunnel-group-map enable ike-id

PLR 78 3 FH AR 3 6 55 441 TP Stk 58 T-3E 1011 ISAKMP 2 175 B 5 281 i i

hostname (config) # tunnel-group-map enable peer-ip

DL 748 Je AR A8 & 1) 23 #F 44FK (DN) R 2207 (OU) WUt Tk 3 1¥) ISAKMP 2%
Iﬁ:

hostname (config) # tunnel-group-map enable ou

DL 78] J FH AR 4k BOE s R D) i o 35 T3 15 1) ISAKMIP 23 17 :

hostname (config) # tunnel-group-map enable rules

Mt & IPsec

AT L] IPsec SEHl VPN B ICE ASA i AT IR T .

RE X110 %7 AR &5
I WS & AE IPsec SA HH i 1) IPSec il . JLAFELL T 2
* ffi5E IPSec SR R VF ARSI B B 11 ACL.
© XTEEARFR IR
* IPSec ittt AU L. COCTEAIME R, 1S B A WUR N A T80, 35 26 . )
* % 11 D IKEvI F Rl IKEv2 #2130, AT 20 X SR 2 2 i AT UL .
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exmzng |

AN R R G AN AN AT A R IR 22 B O I R o PRGNS AN A WU I, S
SRR AR £ o DA 3 a5 T4 55K 75 AR S5t B A SRS B AR In A -

crypto map map-name seg-num match address access-list-name

1§ FH| access-list-name $5%& ACL ID, BUKREEfRZ Ny 241 MFRF 12T B B4

Je

R AT AN KRS B BEa] DU B Aa -/ 28 (P B E A% I ACL 1D,

T LIRS A S A S, OIS IR SRAS I A A . AELL s, mymap S8 RT REAREEAS I
EAUS Iy IEAVS T SN

crypto map mymap 10 match address 101

B SR R (seg-num) R AT AR [R] 44 R IRT D088 SR AH L IX 73 T o 23 BE 2 s St 19 15 38
PR E A 7] AN D05 RS A R 2 0 R AH T A D s S RIS . e i), i sE ot
FERCRE I WU SR MEZa 46 D 2205, ASA K 2 IS B v (0 s W P At e 12 4% DR B A TP
TR, RS s NN WU TE AR .

[no] crypto map map_name map_index set pfs[groupl4 | group15|groupl6 | groupl9|group20 | group2l
]

T 0E F T I8 Wesst 5 4 [ R AR 25 (PFS) 1) ECDH 41, B 1E8 h inas it e & 41 14 N4 24 30 (fifi
FH IKEv1 SEIEI) .

[no] crypto map map_name seg-num set rever se-route [dynamic]

HRFE b n 8 e S 4% F R AR 8 3 FH B i) B Y E N (RRI). B0 SR HG € I3l As, W) RRI AL E N 58
BT A, AERLE B O bR 2 R FRA A . A, DR RRI B HHECE T S A A
AR H bR, DU B S st S0 EFE 0208 RRIBS 1. ASA n] [ Sl i 2 4t in 21 % i 22
o, I S OSPF f L HH 0 2% sl i S i ph #3075 I e i o i SO T 95/ H F (0.0.0.0/0.0.0.0)
TRC N ZY ML, 2050 RRI, 75 4 520048 PR %t (K &

RARE NBhA, WIEE I IPsec 242 F<HE (SA) I G RRI JEZEMNER TPsec SA Ji I B4 4% i .

ANBEAE 5 R A T LS AT [ ) A FRORBC BB A I WL, S 2 R8R, - BRI b — AN s g sizfe
EIERBALH]

)

AR & RRIAGEM AT IKEV2 [ A s i

[no] crypto map name priority set validate-icmp-errors

%

[no]crypto dynamic-map name priority set validate-icmp-errors

0T A 17 0 N B A 0 B RS B0 A A A\ B ICMIP A 4587 S

[no] crypto map <name> <priority> set df-bit [clear-df | copy-df | set-df}
o
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[no] crypto map dynamic-map <name> <priority> set df-bit [clear-df | copy-df | set-df]
hy N ) A N WU G B IAT AN v (DF) SEmg (224 5CIg0D .

* clear-df—Ignores the DF bit.

* copy-df — {&%F DF fi.

* set-df — BCE AL DF £,

[no] crypto map <name> <priority> set tfc-packets [burst <length | auto] [payload-size <bytes | auto>
[timeout <seconds | auto>

=%

[no] crypto dynamic-map <name> <priority> set tfc-packets[bur st <length | auto] [payload-size <bytes
| auto> [timeout <seconds | auto>

B O3 AT DAY FRAT R K R R] B 4 TPsec 224 Ik i H BRIV AL P (TFC) Bkt . #8820 fE 3 H
TFC 2 R % & IKEv2 IPsec 3% o

\}

AR PR RS QAT BT 1k VPN ARG I

YL a5 e i ACL 045 B AH R ACL & RRHIITE ACE, LA R fir 2185 R

access-list access-list-name {deny | per mit} ip source source-netmask destination destination-netmask
QIS ACE It B A ACL. L N ir 28K 0 g sz ACL:

access-list access-list-name {deny | per mit} ip source source-netmask destination destinati on-netmask
TELL R R, ASA GF A 10.0.0.0 T3 ) 10.1.1.0 1~ M R 7 Vi I FH 20 Bc 45 0 2% W55 1) TPSec {4
EiAk

access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0
VKA (0 IS WS 2 P T SA DR R I 2 2 e T8 . SR ACH ASA JRASHI T, eoKs BT s
HIL A HH 4 R 1R SRS ) S8 326 B9 S8 X AR AR TR L o SR SR R TR, ASA & 220K SR mE S5 R A
DS VLT, i SRVCHC 2R M, )22 3T fE 2 i b 4 b R s A I B i as, - AT Pl 2 e sz ih
SEAR LT SEARTEL

LEPI R AR IE ST SA, ENTLINR AT — D IRBAIIE W o ZEHER, AW 4T 5 LA
R AAT

o s s AL S IR RN ACL (fl4n, Bif5 ACL) o Ui SR 1 A 45444 FH 2l A n 2
&F, W) ASA IE WS IHFRHIINEE ACL 4 BN IPsec.

o BRI W IR 50— R AEAR CBRARXS I Roer S5 A T sha I s
o TE W 2 DAT NI R B R R L

RO HBEN I TR . U RAFAE LU RO, WAE ASA O 5E B 1 B 2 A s
W
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Lan iamzegt R ]

o SRR TR S ) A A AL AN ] PR B

o TAREANE] (1) TPSec 24N H AN R B )i i .
filtar, NI B IR PRI T Z R E ) ACL, AR5 70l IKEv] 482k
IKEv2 $&3%. BIEE S —AMETHIAN R ACL AR I3 AP W0 2 TR 5 1R s sy, 9 B AL & AN )
VPN S50 e e AR B 1L
IR EA FEA R AN A ISR, 15 R BN 4% H R 8 — M e FEAE s i s 45 DL e 42 )
7% (seq-num).

A ACE 55— permit 5¢ deny 5 1. N RMRENH TIN5 1) ACL H permit Al deny ACE [
IR X

INERRGH T A 45 R RRFTR
VUL ACE P permit i 1) | 458 L% HEUNN A WUR S h LR (1 ACE X kATt 20 70 #r, i
I SER I BCLEIZ N WA 1) IKEv ] e e s IKBv2 S 130+ (8 0 v B P A

i s . KX A s e ol il b i BB ST UL
i, ASA RGN SCIRN IPsec BEE . THOG T b, XEWHE
P EHE AT . S IR B .

VLHC ACE A deny TH A | FPIBTHZ MEEAE DPAL B0 I S b % (1) ACE X Edis t kAT it —20 7%

5 Mr, TN A (AR RS S N AN S )
(1) ACE 4k&2HEAT VAl

JCIEVUHEC N 25 W S v P 52 | B e s A, AR LA T %

R permit ACE

WE deny 511 ACE R yEf AT 2 IPSec IR MR (I, B bhilnie) o Ik, 154
A deny AR IEA N 1% 442 FUINE ACL 1) permit 5 A BEAT PPN (1) b U F
PN I B AL, A s LR ESP SPL S i 4. A R&MHEI G, &
R e (1 Bt 0 0 N AR Sk S AN s £ SA SRIERIK) ACL A ) permit ACE ZEAT FL#R. AR P il ko
ILEAREILAS, LR Bz . WAL S ARER LA, e 4o I 2 it iz 0.
FELEBAR I N et B A K A R I, i s B P AR, U E T BHIER B 2 SA
IFCayas

N

AR BRI EAE WIS, 15 AE permit ACE Z Hidi A\ deny ACE. ASA 7£4)> E|B%i&E 1)

B P HERE ) ACE ASREtERt 28 4.

LAN 8] /10 %% B & 7= 151

PURLAN [H] R4 28745t G B 22 4 i ag A B AT C I H A2 e vl BRI ARk B b — A EHUF H
PAHA BN 55— A TN AR T iR . HE, UM ENL A3 (i 8Kk BN SR T
(IR, BT LUK 8 30 A IR 9D O b A it S S T A e B L, SRR
KETHL A3 PRI .
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B v e

Internet

14as14

P e s R AT AT B A 4 e Pk s AR L o 33 B TS P PR A AT S TP ik
o

TG RN B LB A, RGPS, TR A BN A3 %R, 5
TRAMZ A AL EHURE, WP R~ s

Crypto Map Seq No 1
deny packets from A.3 to
deny packets from A.3 to
permit packets from A to
permit packets from A to
Crypto Map Seg No 2
permit packets from A.3 to B
permit packets from A.3 to C

QwOw

QI ACL 25, SEEOGREN IS WS 70 il — NSl R RE A VL IC ) Bt E i ] P 255K 1K) TPsec

W ACL 3 K dfi N\ deny ACE PALERE #5 EHAS ACL HEATHIVEAL , 12 6 n a8 i ) 4 7 1) 5 82 ACL
RERIEAT VPN ot T AT DL AREAS I 25 WU S5 AN [ ) TPsec T B ORHK,  DAILAE VT LAAEH] deny ACE ¥
R S YL MR B 2 S o (g — D VA o HERR,  OF OB R R S 5 — N IS e () permit 1
FVCHC AP AL BB RS AEAN R 22 AR Y 20 FLEE N ACL R3S o L AE N 2% WLSis 4 P VP A 17741
WA E

T EEIR AASTR G P IS TE ACE G ZRIR ACL. M5 1935 SCE IR -

T | W AR P I A W
TS| (HELEREED SEE RS ACE VLRCIE H 0 e o
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wan g mzsst e ]

Fitr—/> ACE fliid sa . %P R AR S S 1 A
ACE VLRSI R B A o FOST I DOp AR AR A Al e 1R Y AN
HARIZE S

#// T ) 26 0 S A 1 T — A I

L8510 5 ACE VURC sl Joy% DC I i 28 i 54 P 1 T AT permit
ACE W}, i ma iy .

[ 2: N2 R4 65 P RO ZREX ACL

Crypto Map 1
Dby
A3B | =
Deny —
A3C — .
Permit
A \
Permit
AC l\
Apply IPSec assigned to Crypto Map 1
Crypto Map 2
P\?. '
erm )
A3B | o=
Permi
AZC —
Apply IPSec Route as clear text —ﬁ.»
assigned 1o "
Crypto Map 2
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B v amzmstol

LR AV A AL A3 R, B2 53HEA permit ACE ULAL, AR5 %4320 Tt 55 s i ¢
IKI1) IPSec %4, (HNLEHE AL HEA deny ACE VUAL, ASA K 20 in 25 WS vh I 42 (1) ACE, #RJ5 1%
PR — AN CEARH 2 BCA T S ) GREEEH TR . I EA R, n B2 e
AWCERR A EHLA3 A, &R S 5 — AN B o ) deny ACE LT, #RJ54&IE R —
AN IS WS R PP A B L . 2 e e A N L R T permit ACE VURRRY, &2 W F R EETH)
IPSec %4 Cif JIn s A b T 07 AL 8 8D o

h T SER 2% T K ASA BUE, AT EGINE B 7 B3] ASAB AT C. HZ&, B ASA 7E1F
il I (1 N L I 43 220 deny ACE,  JITLARATT AT A2 deny A.3 B F deny A.3 C ACE (W55 28%
%, I HLIA T 208 I el 2 S ausits . Rk, Wi EEE ASA B Il C AL E I ACL.,

FTRERDEE NTTE = ASA (A, BRI C) BLEMIINZZ W) ACL:

RE2REA Z2R&EB Z2R%EC
TNz BR & ACE 125X RSt ACE 125X TNz BR & ACE 125X
FF FF FF
= = =
1 deny A.3 B 1 permit B A 1 permit C A
deny A3 C
permit A B
permit A C permit B C permit C B
2 permit A.3 B
permit A.3 C

T PELRE S S 2SR e P B e 4 T TP Sk
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A
19216831

-

F

L

A3
192 168.3.3
Human Resources

LAN 8] /in 25 Bk = 451 .

BA CA
182.168.12.1 192.168.201 1
Az B.2 e c2
192.168.12.2 s 192.168.201 2

192.168.3.2

8

=

g
&

143514

RIS IS ACE W ORI I 28 A 2 PR T TPsec Hdl B ARSRAT IE WY IPsec BE

RERE AR S ACE #3X BT ACE
F
=l
A 1 deny A3 B deny 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
deny A.3C deny 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.224
permit A B permit 192.168.3.0 255.255.255.192 192.168.12.0 255.255.255.248
permit A C permit 192.168.3.0 255.255.255.192 192.168.201.0 255.255.255.22
2 permit A.3 B |permit 192.168.3.3 255.255.255.192 192.168.12.0 255.255.255.248
permit A.3 C |permit 192.168.3.3 255.255.255.192 192.168.201.0 255.255.255.22
B RNy permit B A permit 192.168.12.0 255.255.255.248 192.168.3.0 255.255.255.192
permit B C permit 192.168.12.0 255.255.255.248 192.168.201.0 255.255.255.2
C Negg permit C A permit 192.168.201.0 255.255.255.224 192.168.3.0 255.255.255.19
permit C B permit 192.168.201.0 255.255.255.224 192.168.12.0 255.255.255.2
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B 2= 0806 e =49

REaT LA 2] W 26 mP s (R HERE, S (T 0B ACL H5 AN 2 i B L4 %2 ASA TR AN
EHLET R

\}

ER O OBRATEOLT, ASA ANSCREH I g N M3 AR R IPsec Jid . X NS AU I 5 1) 44 PR . 4%
U-turn. hub-and-spoke Fil hairpinning. {H/&, &0 AN VR BT IR P21 ACE, MK IPsec At
BN CFF U-tum Yiiie . B0, 2EfEe w4 B FSCRF U-turn e, & “permit BB” ACE
WNINE ACLI . SZFs ACE W R FizR: permit 192.168.12.0 255.255.255.248 192.168.12.0
255.255.255.248

i B N SAEALIZTE (PKI) %57

TNV B AR (PKY), B HE 514 0] DAZE AR Bl U 3% B I $E Suite B ECDSA i

FHia Z |l

AR SRR N WS E B0 8T RSA 80 ECDSA S {E i AT BRI, S8 sE 2 E s P4k . AR A s
A LIS A RO FERE A R E P 5 E .

TR AR P I L Suite B ECDSA 5%

cryptokey generate[rsa[general-keys|label <name> | modules[512 | 768 | 1024 | 2048 | 4096] | noconfirm
| usage-keys] | ecdsa [label <name> | elliptic-curve [256 | 384 | 521] | noconfirm]]

HIR 2 EIAFEH PN EFE Suite B ECDSA 5.4

crypto key zeroize [rsa | ecdsa] [default | label <name> | noconfirm]

15 hn & AR 5 N A 42

TS0 A TPSec it F 28 1L R REAN L 110 BC I S WSt 42 o ASA FE T 82 11 L S24F IPsec. )2 1 /0 AL
in i S BB i 2 ASA F2 FEZ N 5 WL B VA BT A A R R R B SA P T TRIE FH F 22 PR SRS

R W 23 o2 42 FOR KA AR ABAT N JtiR S48, 00 SA 5ol P A 2 A S Kt e - 1B ot
(KT 0 85 WA BT 3 PO 142 1 2 R e AT I s 4 4 5 I WU P TR [R5 . edh, Sl A A B e
VN NI (X 55 AT ST 0 BC 0 3 W A 2 P BT AT %

{E£H#EO ACL

ERINEHOL T, ASA VT IPSec B U8l #5211 ACL. S 24442 11 ACL N T IPsec i &, i1l
no JE3 ) sysopt connection permit-vpn fir 4.
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aznac ]

5L R GR5E (N 28wy ACL 4 AL VF 46 4 1PSec Fid 4 ilit VPN B%i& . IPsec %f M IPSec [%iE
FIA B BT G IR, IR IR S B SR ACL #2532 VA

ACL & X EARY 1P i, Bldn, &rlLleld ACL MR A F M & BN I BT A 1P it
. (X% ACL 2K T-H T access-group 741 ACL. {Hi&, H T access-group fiz %, ACL #ff
SELEHE A e s BH R RLe i & . )

FESY LSS N3 WL 2 1T, ACL ANVFEE T IPseco FF/NMINEEWL#5H ACL, WS HE 4 s 0 5 o —
A ACL H 1) permit PEJEC, U)o B S i ff s I FH 1 e 5 A 1) TPSec itk

Sy L4 IPsec N BRI 1 ACL A1 DA EZ e
o B [Psec F IR H T (R =9 .
 NAEBATHESL SA B BL T REAT 1B AL 3% fil & ISAKMP B3 o
o ALBEN R, DU DE BT B SE AN Z IPsec LR R

o TEARPE K B0 SEAR T IKE Wi, e /& #3286 T IPSec SA 1l k. (W RAGEH T
ipsec-isakmp crypto map 45 H . ) XEERU 200 VTS ipsec-isakmp crypto map fiv 4 4% H JCHK )
B, A Beri ORAE Vi WA e 2

\)

AR WURMER ACL FPIME—TTER, ASA HUREINER I IN 3 WA

W RAE AR AN I WU 2 w5 P9 ACL, 1518 ] cryptomap inter face fiv 4 BT 01 i 1L 1247 )
SA Fdli e . AXTVEANE R, TS crypto map T 4.

XTI AEAS R A4 b SO 0 26 WL I RN 8 78 I35 ACL,  FRA T SIS AR I R 4544 FoE X
—A CBHR” N ACLo N MR N S R [ R e 4 4 J0Ah RGO X A TR A DR PR A
AR M AL BE TPsec.

)

ER NS N WU A Z0E LAY ACL Fl—A> IPSec A5, WIRAT [ —AMak 2R, 025 S #5476 2
I H ASA K 500 R 5 15 10 58 480 25 WS DT C AT AT & o 1) show conf iy iff DA i %5 1k
IHHGE SE RN . BRI ASEREMIE T, TIMERIZIN WA, ASnE A 4 B AR TR
e
InE ACL ASCFFER s EE 4 H

PATE VAT H] any S5 F-7E N3 ACL g e Y sl H bl ROh S pe—26 il i, FoAr 15 Z
BOAZAEH] permit any any fis 2 0], R4S ST LN #RAE:

o DRAITA R, A AR B RN B WA T X S A BT A S AR R
 SORRY P A .
FERXFMEOLT, ASA K B3 ZFr8/D IPSec GRI7 A PITA A uli i .o
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i O SCELLRA I LE B . W SRR any SCHE T permit W6y, WEAEILHETIHIIN L &1 deny i
PRI I A ARELLR Y B R, IR E N permit T54).

N

8 ME T nosysopt connection permit-vpn i, RAEESNEE D A V4 GRA deny ip any any
access-list) , RIS RIFK B EF by R % HIER .
WA AT no sysopt permit iy 4 45 G /M 1 117 il 4515138 (ACL) S ds il it sk o5 i)
EZEFE VT M) VPN XS 52 ORI 48 BEAT (07 ), DU Eik e h AT #3361
XGBB8 YT A O, AN A ACL, F 58K ] UAE A SSHIZE #8124 1 4% o
TR PR 4% ) ML I R ACL IEAf i LA, (LR TG vk BEL LR VAT 17 P 052 1 Pt P I o
ssh Fil http fiv 4 AT HE ACL a0 e 2. Bef)ifiiid, ZIEZ5M VPN 215 17 B4 1) SSH. Telnet
o ICMP #iis, NAEH] ssh. telnet Flicmp @4, IXLeay 040 40 N2 s I A H TP b

AE PR RASGIEE Hu i, ASA #ORHZ LSS 12 1 ACL YRR 4R BUR AP BRAS TPsec
SEEME I L

FIE1 QI T Ipsec [ ACL.

IR 2 K 5L B A s AN [R]85 Wk 44 Rk I n 25 i

SIE 3 ¥ IKEv] F e sl IKEv2 $EI0WuR 2N sy, A ) 2o s IPsec.

A D s S S 16 0 W 44 AR A e B0 1, DU s WS S () N P A s e

5

FEATR I, BB ASA A EIANEED, Wm EHL 10.2.2.2 1, IPsec ff4K N T+
H110.0.0.1 F1FEHL 10.2.2.2 Z [RIFIGH & .
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g psecsA = wAH [l

y ) Host
p—— b 10222
- |
Apgpliance —
Firswall A Firawall B

IPSec Access List at "outside® interface:
access-iet 101 permit ip host 10.0.0.1 host 10.2.2.2

IPSac Access List at outside’ interface:
access-list 111 permit ip host 10.2.2.2 host 10.0.0.1

Traffic exchanged batasen hostz 10.0.0.1 and 10.2.22 is protectad batwean
Security Appliance Firewall A "outside® and Security Appliance Firewall B ‘outside®

ASA A VA EHNL 10.0.0.1 B EHL 10.2.2.2 B s, WHFiR:
* Y = FH1 10.0.0.1

el

* Hbr=F#H1102.22

ASA A BIPAEMENL 10.2.2.2 B|EH] 10.0.0.1 IR =, W1 FHR:
o = FEH10.2.2.2

* Hir =FE#HL110.0.0.1

552 PPN A s B0 UL BC 1 25— 4% permit W5 T Psec SA L.

F 4 IPsec SA 4 v HA

PIRE BT IPsec SA I, S RT LUSE i ASA i FH A4 ey A= iy FA SR . 8mT LUK R 58 D a8 L) 7 7 IX e 4
ey A JE A

IPSec SA fif FHIRAE AL 3] . S 4H JE SA B 7 S 8H — i I st BR T4H . &34 SA
HWA AT R T AR A R A R A E . SAAE SNSRI JE R, AR JE AT
YA B SA. BRIAAE A 2 28,800 F (JU/NEF) AT 4,608,000 T (—AN/NIf AR B 10
JEFA) .

G A A e A, ASA K EFEREIE . COBAERE S ST SA PR S T .

1 SR Ty S A A T A o R T H ASA VESRAE T SA, ESHINE SA Tl 4 R A Ay
JESPME I N B R 36 22 0 SRR SR P o 2 SRR B i SR I, e 2 Al G S5 AR 8L A i A 3T
B AAS H I & 1 A= iy B IR 3 R s MR A SA I 2B i 5 3

XA AR B SA A=y FAIIHBIE 2 WU B RS — /N80 SA, BILRAEINA SA 1L I & 28 k4% 48
SA. YA SA P4 dr HIH R KL 5% & 15% I8, ARG R — BT SA.
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\)

ER AT BUETE A TKEV2 BRI 1A 0 B AN R 0 22 42 QIR I 2, DA S B0 AR il s B %

S VPN 3% H

elES

BROATEOLT 1 ARG R A A XA ESP i AT Aaxbiliid IPsec B&IE A% B Hd
AT A

FERLE R 24 b, i el ST S T A AR A AR, (EASHE IPsec BEIE ) IR W Ag 4T I, L BEIE
A T RETCVA IE R, GV RA T H 3.

TR RIS DL, TR TPsec A BRI /5 42 55000 (L it T A 4k Dh g

FiaZ |l
N T G L A AR AT PR RE RN, ERIAS 00 R A UL fe . BEIhRECAE 7 2 i

S IPsec A S0 A0 i ) e H5cdha (. i by AR $R T
[no] [crypto] ipsec inner-routing-lookup

13‘5}4:
b AERC B A0E ] TAE VT BRIE

Gt

ciscoasa(config)# crypto ipsec inner-routing-lookup
ciscoasa(config)# show run crypto ipsec

crypto ipsec ikev2 ipsec-proposal GCM

protocol esp encryption aes-gcm

protocol esp integrity null

crypto ipsec inner-routing-lookup

75 10 % R B

AT A I L G A TPSec B, 1 PAT LU R AP
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mgsmzns ]

PR B0 ACL PUE SCELRA R, WAL T fir
access-list access-list-name {deny | per mit} ip source source-netmask destination destinati on-netmask

M access-list-name $5 5 ACL ID, Bl—/ Mgkl 241 AT R H ol 4. destination-netmask
Al source-netmask $5 & 1Pv4 W48 Mkl A5 . £EAHIrh,  permit &5k Fo_H i LA & 411 B
H w2 IR

il
hostname (config) # access-list 101 permit ip 10.0.0.0 255.255.255.0 10.1.1.0 255.255.255.0
IR 2 BCE T U R ) IKEv] B g, AN CL T a4
crypto ipsec ikevl transfor m-set transform-set-name encryption [authentication]
Encryption $i5 & i FIWEAN N85 7775 R 3" 1Psec Hidfiit -
* esp-aes — fi FH717 128 A7 2581 AES.
* esp-aes-192 — fli ] 417 192 A2 % 811 AES.
* esp-aes-256 — i 47 256 {7 %51 AES. \
* esp-null — A% .
Authentication fi 52 3 JHWAS N85 5 VA RS IPsec Hidlift -
* esp-sha-hmac — 1 il SHA/HMAC-160 15 A #4557k
* esp-none — AT HMAC S50 10

w15l
LEA R F, mysetl Fl myset2 LA K aes_set A& #5142 FK

hostname (config) # crypto ipsec ikevl transform-set mysetl esp-aes esp-sha-hmac
hostname (config) #
hostname (config) # crypto ipsec ikevl transform-set aes_set esp-md5-hmac esp-aes-256

PR3 HNCE [FIN E ] R 1) IKEV2 #2130, 1A LL T dir -
crypto ipsec ikev2 ipsec-proposal [proposal tag]
proposal tag /& IKEv2 IPsec #& X4 FK, HEI— 1 & 64 M ARFI AR
BRI, ARIFHEN ipsec FRIACEAR S, AEMREIT o) DU SR E 23 R 58 B2
il

hostname (config) # crypto ipsec ikev2 ipsec-proposal secure

FEAMBI T, secure TR TR Fi A BRI S

IPsec #1 ISAKMP .
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hostname (config-ipsec-proposal) # protocol esp encryption aes
il
i & -k P2 FH AES-GCM %4 /& AES-GMAC 5%

[no] protocoal esp encryption [ aes| aes-192 | aes-256 | aes-gcm| aes-gcm-192 | aes-gcm-256| null]

W Rk PE SHA-2 5 null, )04 2505 AT WA S04 O TPsec 58 38 PVEFL . 40 3K AES-GCM/GMAC
fic & ANk, W AUEFE null Se3EME AL

[no] protocol esp integrity [sha-1 | sha-256 | sha-384 | sha-512 | null]

Pk 22

2R EKf AES-GCM/GMAC E B oM I 5530, W 25645 null SE R PESE: W LAKE SHA-256 JT1 15¢
HEVEAT PRF LUEST TIKEV2 BRI, (E2 T LUREIL ] T ESP e 4 PE R

CRAPIE) B nT LU H B AR f KA 0 (PMTU) 200 B0 PMTU i 558 A 2R AR (1 )
(B o
[no] crypto ipsec security-association pmtu-aging reset-interval
TRV W, V5 3 SR S 6 SR AT DA w1 2D %
a) K¢ ACL 73 FC 21 n a5 et -
crypto map map-name seg-num match addr ess access-list-name

IR — R IUME VN A, SR AL A FIT 5 (sed-num), (EEFAR TR U 22
P /1) accesslist-name & ACLID, B KR ) 241 TN TAFHBAERL. (ELL T2~
T, mymap 2NV B R A FR . BEURER 500 10, Bb)e 5 0 THP— DI B 4R 24
SHIOLSES. PS5,

il
FEATRGIF, 4F5A 101 [ ACL 4 FL s In % WS mymap.

crypto map mymap 10 match address 101

b) FE5E AT LA LS A 52 TPSec TR UL R 2544«
crypto map map_name sequence numberset peer ip_addressl [ip_address?] [...]
EUE

crypto map mymap 10 set peer 192.168.1.100

ASA WE SA, HAPW SRS TP Hikik2h 192.168.1.100.

ERR

M 9.14(1) FFUf, ASA SCRF IKEvV2 I WL (1 2 AR 1885 2 T LI g1 FRdsin 10 ST
SR
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©)

d)

sgmsmzng |

i ML WS SR VEIRLE KBV S5 mk IKEv2 S8 F RS T 41 HE 22 AN 4 4R st 130
RSEZm st o BATLMERBLR PIANGT &2 —, FEINE W iR 2 15 0E 11 Moz
e

crypto map map-name seg-num set ikevl transfor m-set transform-set-namel [ transform-set-name2,
-+-transform-set-namel1]

%
crypto map map-name seg-num set ikev2 ipsec-proposal proposal-namel [proposal-name2, -++
proposal-namell]

Proposal-namel fll proposal-namell 157 T IKEv2 [ A2 [Psec $2ILAFR . AF s
WA H SRR 2 11 M

EUE

7F IKEv1 HIA =B, WS ACL 101 VCELHF, SA o LA#H myset] CR—05E4%) B8 myset2
CGEZAREGD , HARIR T A S e B 5 5 SR i) i 4 AR UL A

crypto map mymap 10 set ikevl transform-set mysetl myset2

(AT3E) X1 IKEv2, 45 2K ESP N Al G 43 56Uk H T b 1E fimode. 17 BUf 52 I i 1P %
P AL AN 2 2 H ESP.

crypto map map-name seg-num set ikev2 mode [transport | tunnel | transport-require]

« BREARS - BRI BPReROR A BRE A . PR AORE ESP N2 F B 4 50 10F Y FH 28 4 it
B IP il (TP HRAIEHE D, AT BE e 28 (R ik A H IRk . A Jsh TP d e s
b, A En 1P B b g k.

BEABE A OV I 2 S X 48 10 2% FHAE TPsec AREE . B2 i, Bt asfCR ENHIT I . PRk
FH 345 0085 2300 B0 K LY IPsec BRIE L o H bm ek b o A 585 S 0 TP 508l i 0o L 6 381 H b
ARG,

B T R Q) T SR AN T G I s RGEE T 3RAT IPsec (WAL BEIERIAGL nf AR (iR
T A REIER,  Bodi i H AR e bR 18 2, 10 JGIA A s a0 ae % 1 A% 326 1 A5 0 1) L
EVEAE AR, B 5 BEE 2 f— PR TR A .

o ARHHRT - BB R O R, H AP SRR AN SCRRIN MR BB E R 7R AL f
AR, AUNE 1P 3k, AR 1P 4R IRFFAAE
IR L e A el A U I LA 7735 JF B ARV A L 4 BB A A Bl G i e &
EAE bR FEARR T, Ay DU TP Sk v (45 S A o 1) o 2 B FHARR R AC B (451t
QoS) o SR, 2B 4 FEH BN, XS 7O S R .

« AR E - BB U, AN AR DR B R E AR
b, tunnel BRI BRIAESL,  transport B AR R AR, 0 BT AR T RE, wTLALE]
IBFFRIERI; transport-requireds B AL St AL R =

pEkcd
ANEEBCRE AL A A ] TIZRE V5 7] VPN
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i, BRI PRI R BT .
* W Ry SRR AR T w7 DAREE A M [, Akl A (PR 2 i A
o DR RS Ty B A T i [0 7 DA A i [, iy 77 AN 2 [ 1 BRI A
o DR RS T B R A I 6 [ 7 Dy A s AR, IR N TR A0k AT IE R BRI
* [AIRE, ANRUREE 5 D At i ZERR I Wi Ny D BETE AR S, N AL “RATIE R o

CRIE) W RAREE s A Jm L], TR A s MR RE SA A dr A 1.

crypto map map-name seg-numset secur ity-association lifetime { seconds number | kilobytes {number
| unlimited}}

Map-name $i5 & N2 WL SR 24 K Seg-num Fi5 52 18850 Be 45 I 3 Wit 4% B )75 o 8] DAFE T I
B) B AL A TR B v B AN 2R R . B, AR S S 1 A i R AGE 10t 050 8] VPN, ANid
AT Y7 i) VPN,

w15

SRS 51K WS mymap 10 B TH IR di B4R R4S 2700 B0 (45 238D o BTt 0 A i JA 40
ARE

crypto map mymap 10 set security-association lifetime seconds 2700

CRIIE) 10 M A5 I SR BT SA i TPsee TR oEAx I pi R85, sl At P Bl i
SR K PFS:

crypto map map_name seg-numset pfs{groupl4|groupl5 | groupl6|groupl9|group20 | group21]
oRtIE

IS 9B SR AE R I Wt mymap 10 B3 75380 SA BF3R 4 PFS. ASA 7835 SA i [I] 2048 fir
Diffie-Hellman 2 U5

crypto map mymap 10 set pfs groupl4

CRIRE) MR N 88 S 2% H AT 35 5 ] B i % (v E N (RRI).

crypto map map_name seg-num set rever se-route [dynamic]

WRARSRE N A, W RRIAERCE N 58 SOFRALN RS, 7ERC & 5 Sl iR 2w R F A2
ASA T AZRg i s n 2% b, JFm LT OSPF (% T 19 2% 32 Ft it o 4 713X 4
B WURSRHAT AT/ H A% (0.0.0.0/0.0.0.0) 1352 4 Z R4 M4, 15203 RRI, 757 W2 5w
BRA K RO

W Fg s A EhAs, WILE R EENT TPsec 24 G (SA) I A1) RRI H-7E M B TPsec SA Jo MBS % i -
pEk e

2 RRIAUEH T JE T IKEv2 1A N3 W .

5l
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eigasmzns [

crypto map mymap 10 set reverse-route dynamic

IR 6 s s A N T PE Al IPSec Wi KL H «
crypto map map-name inter face interface-name

Map-name $& 5 I WL E K 55 . Interface-name $i8 7€ BE7F H: 5 F ek 25 F] ISAKMP IKEv1 155 1)
PRI FR

T
FEATRGI, ASA F2 N W mymap PEAGIERE AN U R, i o2 5 2R

crypto map mymap interface outside

Bl 2 Z 750 AR 5%

SN WA R AR C AT AT SR AW o AN R SRR, IR I S HCR AR L
JERAR TPsec BT A4S RANASTRI,  DAVCHCRT S5 EER o W R G AAE R a8 o RS v ff e 3o S5 A1)
1P Htuhik, ASA K51 A0 W LI SR A BEIE . IR 008 A1 U RAL R S5

« BAGZAITECII A 1P Huhlrox 45 4
LAN [H] Rz A2 U ) % 25444 i) LUE A DHCP SREUCA 1P ko ASA JU A el J5 2l Bk .
« A H] TP bl ir 0 4544
it SRS R 0] R T (106 S A 5 HAT |R Sk 20 IO TP ik %5, LAN [R] BE3E H A FUE 1
LML, TR EE S, ki AT 2057 IPsec SA.

g T B A 0 25 WG TR B 63, ST REN RN B A 43 BC 9 TP ikt GEik DHCP s 77v%) , 1
HAEATREAEDE HAb & i L TP sl CERENTI i) o VPN 2/ il & % i 1P Hh
Bk KGR Py 75 EE AN A I A R K S HF IPsec Wi o 1, Sk IKE Wi #[0] ) AR VPN 27
Uiy o3 1P ik, AR5 & i i i 1P Mk P IPSec SA.

\)

AR ZhAINE WU AT transform-set 24,

A WL R AT AL TPSec B, FRATHEBAE I AR A2 BENS TGl e 0 58 4% (14 X 2% mh A F Bl 28
WU XA VPN e (Bl s D AR A& 7 O TP bk (g 4%, I sh A
IEE WS .

Je

BR ESIASINE M TR any ST H T permit 4 HE, /N0 WR L permit ¢ H RS R AT BE
LS ARRE R, PRE T AR RS F ) deny 4% HAfA ACL tho 30480 48 F0 7 M) 3%k
TR LUK IPsec AN LRAP AL AT HAB VR S 4\ deny 45 H .
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SN I WS 5 TR R R I B (P R S5 AP RS SA . ASA ANFEAT FH 2l 25 2 Wit S [ s R ) 4%
R CER . A NS MR, a0 iR VLS ACL F A9 permit 4% H I H. M ANAEAERS N )
SA, N ASA ¥EFFZiiE .

o s A o] LA IR B A B AT o B AR N WS BRIV A 0 2 e S A A 5 R e A 0 n 2 e (R
AN ZAA RTINS , DMEASAS TP LA m . JAAEHM S B4 H AL
W, B SRS A NS WU

LiEp SN W SRR, BhAS 02 WS SR AR B HAT A R S A WU A AR IR T AT Bh A N2 sy . 3has
75 4 DX 43 B A N e SR v (R B A I 2 Wy o i AR IC B B A I WL, W54 permit ACL, b
% ACL A1 IPSec X SEARMIE PRI . ), ASA HKH2S2 0 & AL LT B A B s b i

A\
AR O TR B A IR B B A N A W AR LB ASA B TRV, WA L FORTEBR UL 1

LR RN IE N BRIEALIR IR, 5 ACL IR MBS AN WS o e & L FE V) il BEE OCHR 1) ACL
I, U ANOPR IR IE S . CAEREIE R 5 AP B i 6 PR N 222 o

T A SR A R Bl 4 H o B80T BLAE /NI s A vh [ I 60 25 i S A 8 2
S IEES

FE1 (W[iE) ¥ ACL /L 3 AN Wb
crypto dynamic-map dynamic-map-name dynamic-seg-num match address access-list-name
SSCKE B AR RIS N (R4 IR LE 7 . Dynamic-map-name 55 51 FH EL A 207745 I3 WL s 4
H 145 Dynamic-seq-num $& & 15 3l 25 I35 Wi 4% H XN R 745
Bl
EAZREIF, ACL 101 A BLL A N Wt dynl. WUl TS24 10,

crypto dynamic-map dynl 10 match address 101

$HIB 2 f5E MBI WL VL IKEv] B E 80 IKEV2 $4i0. fli %y 40 IKEv] #4858 IKEv2 $2
W AL A 751 H 2 AN AR s i (e m i) -

crypto dynamic-map dynamic-map-name dynamic-seg-num set ikev1 transfor m-set transform-set-namel,
(transform-set-name2, ---transform-set-name9;

crypto dynamic-map dynamic-map-name dynamic-seg-num set ikev2 ipsec-proposal proposal-namel
[proposal-name2, -+ proposal-namell]

Dynamic-map-name 5 i€ 5 | 1 T 21125 1185 S (17 0 2% e 46 H IR 44 FK « - Dynamic-seq-num 4552 5 3))
AN WL 4% H O B 175 . transformeset-name & 4 {6 i 518 2T L # B2 1 44 FK - proposal-name
A IKEV2 $i3 5 — A [Psec S 44 FR.

i
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$IE5

agssmzng |

7E IKEv] ARG, JiES ACL 101 UCHCHS, SA v RLHH] mysetl (55— 4c2) i myset2 (55
ARG, HARIGR T WA AR 0 AR 1) A AR UL

crypto dynamic-map dyn 10 set ikevl transform-set mysetl myset2

CAre) AP R AR o5 4 R F ML, T8 W shaA s W 5 H$a 52 SA Azvi Ji 39

crypto dynamic-map dynamic-map-name dynamic-seg-num set security-association lifetime { seconds
number | kilobytes {number | unlimited}}

Dynamic-map-name Fi 72 5 | FH CL AT 3125 I 5 10 0 2 i i 4% H 148K . Dynamic-seg-num 35 52 5 3))
AN Wi 4 5 X5 N 5 Wﬂuﬁﬂfuﬂﬁﬂ&%&mEﬁiﬂz%‘%&ﬁﬂﬁ/\i T, (HE, PriEirdidE
I A i A WIANGE T A ) VPN, A& T F2 15 ) VPN,

w5l
SR BIRE B 2 I WS dyn 10 (I 0HIS A= d JE 46 R 48 2700 B0 (45 208D o FEF IS R] 0 A o 530 AR
B,

crypto dynamic-map dynl 10 set security-association lifetime seconds 2700

(ALY 385870 M e Eh 2 0 25 W5 SK 5T 1 SA IS IPsec BEsK PFS, BN 1% 7E M AR 20 (1375 3k
Hi5k PFS:

crypto dynamic-map dynamic-map-name dynamic-seg-numset
pfsigroupl4groupl5groupl6|groupl9|group20|group2l]

Dynamic-map-name 15 & 51 HI CA7 B A s s 1) s 4¢ H K 447K .- Dynamic-seq-num 4552 5 3))
A R 4 HOG Y

B UE
crypto dynamic-map dynl 10 set pfs groupl4

K Bl AN W AV 0 3 i A s Wi Ak v
VB DR 5 | T Sl A5 IR SR 0 0 35 TR S 1 Bk Jn s WS R P DL SE R AR 46 H O )
crypto map map-name seg-numipsec-isakmp dynamic dynamic-map-name

Map-name 5 5& I3 WA 4 7k . Dynamic-map-name $i5 12 5 | I &A1 2785 I3 Wi 11 in 2 s 4% H
IO

TP

crypto map mymap 200 ipsec-isakmp dynamic dynl
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B =eusans

TE{ ﬁll\\lﬂj JlTLl'é-_t

T UG AT s g AN IKEVI XS5, DR CAR . SECE X T34 8] VPN AER A . IKEv2
ASCFF LTI RE

WA ARFEEARRI, ASA K5 T DRI WU SR SR B IE . B kit 2 O
LR R RIR A4, I HAZ SEAARE BRI 30 2844 iﬁiﬂﬁ%%%ASAﬁ LKE A SR
(RIRfEEAK, FLRIPN R RO b BRI ASARFAREE S TR — DX AEAR B o 22 55 03 WS SHR (1 B A 6T
SEAHROIGI, ASA HFIRIRIR A1 ZE — X AEAA

=12 |Psec VPN

&=E IPsec Fit &
{5 T LA B S S TR A A%, LT A% TPSec LB LS .

RIATEE IPSec L BEEH®

show running-configuration crypto BAINERCE, BHG IPsec. INEWLGS. 3)
%\jJLIJ‘ W F ISAKMP

show running-config crypto ipsec BIR5EEEN] TPsec L & o

show running-config crypto isakmp BN SEHE R ISAKMP Bl .

show running-config crypto map b 7R SEHE IR N % WL O

show running-config crypto dynamic-map YRR DA NS W

show all crypto map WORITHBCE S, AR B UME IR LR &

show crypto ikev2 sa detail e et s B WoR Suite B HASCFE.

show crypto ipsec sa TEHUR S 2 I SR U W7 Suite B HVESCRR
F1 ESPv3 IPsec #irth

show ipsec stats TR SR I ST R K IPsec T R4
(15 o TFC Hdi 0, LA A3 A RO I3 ICMP
B R4 R ESPY3 4iitfn B

EHRNRELZLBENEY

T LU HE ASA (A PTHE S 1R E AT &b )m, AR Eh. BOAKE UL S48 IkThae
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e En ma s ten

i reload fir & FEHTH 51 ASA. W E'E T reload-wait iy4, MHJ LUE ] reload quick iy 4 i
reload-wait 1'% . reload Fl reload-wait iy 421G FH T4 EXEC B, XA 2 HEA S isakmp

IS

SR AR T A I a2 1l AT LG ASA #1508 R S Dh g, 1B Sl 2 i S U N T BL R
S 1A 55
crypto isakmp reload-wait
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