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WA — N FE R P Ul s, (20 P A 2 2 A IR X 4% 1 9 1 B 22 AS AR AL Bz e 2
T, AT DU S A L B O I AR k. ILIHRERR N VPN iy, ek aifiiiE g m S
TERALAI S, MIMAETE W4 2 A0 2. VPN FU 4T Al LU o R T R g%, $R4ts
R PERERN R G n] FbE
PR VPN 0, IEEA T ARG B BT DU B
o FESLAE R VPN Sak @4l @ vk LUC E VPN Ak dl . X AR L 1P Hlik. UDP i
CINFEED) Rl IPsec SL =2 4] . BRI & AR SCAN, dIP T 2 5 38 A8 20 H AT AR TR R 2
=
« FEBES LR VPN S i 2 e e Jm vk (Bl A R Ag bt Ao ie & I 1)
B o I EAR [RI W £ 1T 5

73 VPN G185 @EL E » T RED
H VPN SRR AR AL SN AIE (HD B0, iUT LR,

B 1 7E vpn-load-balancing B E B N A\ w7 |bpublic JCEEE ) interface 4, & ASA LRCE AJLHE:
Flo i A IS VPN 38 D e i e 24 33 1 i 44 FRel TP M hik

Tl

hostname (config) # vpn load-balancing
hostname (config-load-balancing) # interface lbpublic outside
hostname (config-load-balancing) #

N
>
N

1t vpn-load-balancing Mt B T AT AT lbprivate S8 1) interface fin %, 1 ASA L E L HI4%
Flo i A I VPN S 88 Dh e dia e L 135 11 (0 44 Bl TP Mk

i

hostname (config-load-balancing) # interface lbprivate inside
hostname (config-load-balancing) #

TR 3 BE LA NI B e, VR 1 2110, ZMEHEE7R, B fE R S sy 3 W
R E bR, SOV AT A e T e WCERIDLSE R (Bl 10>, SRR O AT 1) g
BT REE s o
i
B, i EAEL N A B 6 ARG, R LU T i 2

hostname (config-load-balancing) # priority 6
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hostname (config-load-balancing) #

SR TN I £ N R g bR e, RN nat iy & AN 1% 2 17 NAT srEcHuhl . v BLE X IPv4 il
IPv6 Hihik, W] AR e & 10 M4 .

IR

W, G I 4 IE NAT Hidik 192.168.30.3 1 2001:DB8::1, &4 ALL Fr4:

hostname (config-load-balancing) # nat 192.168.30.3 2001:DB8::1
hostname (config-load-balancing) #

B E VPN 1 3B B 1t

LI

WE ARG BARCE VPN SIS m T, THHAT LR 5.

7E4 Jay i B A N 4N vpn load-balancing #ii 4, 5 VPN 724

-

hostname (config) # vpn load-balancing
hostname (config-load-balancing) #

I 2K E N vpn-load-balancing BB AR, W] DAAE I ip i B AR S a3 I i e 7k

OB e e A T B AL TP shb s se & MR e 44« 1% 2R AR IEA VPN T3y 8741 1) s — 1P Hohik
B FQDN. fEASLFMHLbEYSEIN, SRR T ASA JLZ 1P it . 2AZ0F8 2 IPv4 G
] LLE PR AL TPve Huhk .

w5l
P E L IPv4 AT IPve Sl R LL R a4

hostname (config-load-balancing) # cluster ip address 192.168.10.1 1000::2
hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing

redirect-fgdn enable

cluster key *****

cluster ip address 192.168.10.1 1000::2

cluster encryption

B4 VPN T B L BN & IPve bk, A 5E4T IPv4 Hib e B . AV C ¥ R 42 IPve Mk, T4
BEoRERRE .

hostname (config-load-balancing) #show running-config vpn load-balancing
vpn load-balancing
redirect-fgdn enable
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cluster key *****

cluster encryption

participate

hostname (config-load-balancing) # cluster ip address 1000::2
ERROR: Virtual IPv4 address is not set

BB 2l . iAo &2 51 VPN 734145 ¢ UDP i . BRIAER 9023, Wity
— N FH IEAE A s 1, i NS AREE T S g i) UDP H b 115,

=1
Blhn, s D W E D 4444, TEANLL R a4

hostname (config-load-balancing) # cluster port 4444
hostname (config-load-balancing) #

(Al3E) b VPN k341 )i i 1Psec In% .

%ﬁi)@&ﬁﬁ%bn* %A ] LA FHEEE H] IPsec N o ﬁn%ﬁaﬁﬁtﬁiﬁﬁ'r-, DA E RS UE L
4], VPN Gty i 20 7 1) ASA TR H IPsec 1) LAN R BEIEBE T A5 o B R AR s % 46 2
WA A R B, WA R .

B VPN a4 n %, 2518 1 crypto ikevl enable #ir 476 A #3211 L ] IKEvL,  [\INHE

SERERE O B, AEZRECE VPN G 4Un s, i B 59 S

WERAERC E A2 3 T IKEv], (HTERCE & M /i O 25 M, WTERI participate iy 4
i, SRR &R, A ZAE TN .
Al

hostname (config) # crypto ikevl enable inside
hostname (config) # vpn load-balancing

hostname (config-load-balancing) # cluster encryption
hostname (config-load-balancing) #

WA H AN, @i cluster key i 245 € 1Psec JL =% 4H . 7R3 H IPsec I )5, ZmA e
JE IPsec X SR 2 [A] (L3 B o e e i N B 25 Sl o Ry 1E 28 E’JE%??% WU EE A N
I (B, ML @EEEEP’E?EJ) , TEHIN cluster key 8key T4 .

w1l
B, IS E Ol 123456789, A LL R4

hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) #

Hi participate it %, ik AL
il
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hostname (config-load-balancing) # participate
hostname (config-load-balancing) #

T—3#ita

MEA ASA T S AT 7 BB B Secure Clienti®E 3 55 54 41 URL B, 84078 %/ ASA
Y PAT PR A

o AN L AT e Ul (IPv4 FTIPv6) (K40 URL B B AN s A7 ) i 3 e B 0
o AT AR VPN A I A Je bl & 240 URL.

{#i ] tunnel-group. general-attributes. group-url #iy &g & iX 452 URL.

BRERTEZREHZEER

Nil

%

BROATEOL T, ASA Hex i VPN G b4 s ) HH (K] TP bk A 45 7 P i o S0 SRAR T PRAIE 5 2 T~ DNS
YRR, USSR L ) 23 B B0 % N AR A TE R

B VPN D5 10 4%, % ASA 7E4 VPN 207 il FE o) 28— AR s e (AL iy 50—
ASA) I, W LU % 17 DNS £ #RAE I 53 B4 10 58 A BGE A (FQDN), i AZ HAME 1P 4
fik.

A vpn load-balancing BExU Jit I ald FALE FH 58 43 B e 8044 O FE 1], 15 A6 4 J C B AU A H]
redirect-fqdn enable fir 4. BRI FEEH ILAT A o

FHIa Z Al
I VPN S Yot LB AN AN A B 24 1, 2L T AR ) TP 4 2 T

i VPN 183515 i H FQDN,
redirect-fqdn {enable| disable}

-

hostname (config) # vpn load-balancing

hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) #

PR ASA AEE: 194 Hils 2] DNS Idsash Can R H b i eiX 264 H D o B4~ ASA 45 TP
HuhE#R N %95 — A5 G DNS 4 0 Fardk. 0T m ardk, thaZiis fixee DNS 4 H .

{# i dnsdomain-lookup inside iy 4 5 245 18 1] DNS Ik 45 2% 194 AT —F# 110, 7F ASA )i H DNS
k.
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$IB 4 7F ASA 5E X DNS fiR%#8 1P #ilik. #14n: dnsname-server 10.2.3.4 (DNS AR45%5 1 1P #ibil) &

VPN £ 3518 EC & 7R f5)

ER VPN 525191 CLIECE

LUF VPN S 33491 iy & ey R il a8 — 4 i Se s ROE A D M K L i %, KA s
S RE D test, AL E L LHRE N foo

hostname (config) # interface GigabitEthernet 0/1

hostname (config-if)# ip address 209.165.202.159 255.255.255.0
hostname (config) # nameif test

hostname (config) # interface GigabitEthernet 0/2

hostname (config-if) # ip address 209.165.201.30 255.255.255.0
hostname (config) # nameif foo

hostname (config) # vpn load-balancing

hostname (config-load-balancing)# nat 192.168.10.10

hostname (config-load-balancing) # priority 9

hostname (config-load-balancing) # interface lbpublic test
hostname (config-load-balancing) # interface lbprivate foo
hostname (config-load-balancing) # cluster ip address 209.165.202.224
hostname (config-load-balancing) # cluster key 123456789
hostname (config-load-balancing) # cluster encryption

hostname (config-load-balancing) # cluster port 9023

hostname (config-load-balancing) # redirect-fqdn enable
hostname (config-load-balancing) # participate

EF VPN & ER

VPN AT AL T 7 s WAL BB 6 ASA FBCE I R, JErP 535 8l Secure Client F1JC % 17 it 2%
IR, DR R T 0 BB s/ TR BRI d K S VF & i . Wi R4 K ASA 7R 100% (75
Ci, AT R 88 TCE ) JEHE 1) B 20 (R . 3 ASA AT RE SR N A O, (HAT L8]l fiedd
TARESAERF GRS, K T VFANIERIR SR NS %, 6 ASA #Ge b il B ok
PRSI R B IEUE, ARSI SEUR . 551 ASA fird 2% (1) -sessiondb summary iy
Lo Wt R, AEESSIEASME R T M. EASAKARECH (FilsIREsiam , 4
1 AT S L B A L I RR . ASA WIS, AL T ARE SPIR A S AN TR (2% T S
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hostname# show vpn load-balancing

Status : enabled

Role : Master

Failover : Active
Encryption : enabled
Cluster IP : 192.168.1.100
Peers : 1

Load %
Sessions
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Public IP Role Pri Model IPsec
192.168.1.9 Master 7 ASA-5540 4 2 216
192.168.1.19 Backup 9 ASA-5520 0 0 0
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