H lu\lﬂi

AT G TIE S R GUH SR TR .

s kRTHEWSH, FH1L
o Kl e, 559 uu
o PeE H &S, 210 00
s mfEHE, 250
« Hiidsontl , 5526 1t
« HEdThaeysadsk , 227 0

XTHFEIER

RGHE ﬂ%mh%ﬁm%%ﬁﬁﬁﬁﬁkﬁ% H i A*Tﬁ?%%%ﬁ%ﬁ& Fefd Bads
B rh R ARG H ARG AT B T H S AR mﬂu%Tu EIERIE R UNIX AR R
ZHERS. REHE %%%xﬁéﬁ%iﬁﬁﬁlﬁ¢ &%ﬁ%ﬁimglﬁﬂ@ﬁg LLX
PG sk HAE W H AR A2 R A I . H S W MO HE B Sz A b B A7 D

,fA%%E%ﬁ&ﬁ%ﬂA%ﬁ%ﬁﬁﬂﬂ%ﬁ%%%Mo‘L HdxIEE, AT LAAAT LR £
=
o FiE Nod R R g8 H AR .
o AR R g8 H A& R E RGO .
O RGHEHERRIER W —ANEREAMIE, .
* WIRZEIX
s —AEEARGHE RS
* ASDM
* SNMP E #u
o i€ 1 TR

- G
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%

h=E B
B =

R4t

&245tH

EESE

ERATHEFIER

* Telnet FI1 SSH <xif.

« LB (Bildn, 4%/ RGO B0 B0 BUEAE BAR S H S E .
© TR RTINS AR GE H s AL Y FH T A R A

o FHHAE N H AR G b DX I W AR BREC A 7 B RRZRPIX L KGR ih X A AL B FTP IS5
s BHRE N B ORAT B A B INAT

s FATE . TENEN . SReE E SGH BRI IE RS H R .

HEX TR HFIER

AN RS A O HEICRRCEI AR A QR E . ARG RBI RGeS 5, R)aE
SO AR 5, R BEFE 1P &R 5 T ARG R .

BN R EEEREIITE R T LR ARG HEHE (Wl ED DU AR B 5
AT R . TCIRAE RGP T 2 [ L H AR S sk A A R H % A5 S
FTLLKS ASA L E N AE BRI R P S 5 SRR, AT B X 70 A& B S R 48 H S IR 55 a A 19 373

Ko PEDIREAT B TR E MRLETE SR A BG5BT EOR A RS, IR T RG2S 18 (171 S H
B 1D system, Y545 B 5t A0 SR B SR (1 A4 AR A O % ID.

Ib\l‘ﬁ Ih\/\jzﬁ

PRy Aot 28 48 H 9 S o B vh AR R4 S SR 2 ) — 201«
* ASA ARG SR VFIIES: . X EUTH R B E 2 42 SR AT A7 8 (i o
* ASA LASRIEIR ARG . XL R R R L SR 3 )2 1 B2 PR YRR I 4
* M ACE 4% H ALK I RE Won /2 ASA BRI Bt
* IDS 52 BT DU s B R AR B
* M 503 56 UE A iy 4 -0 $E 146 2 4 SRONGS B ECF) i T R
o i AR I DU B B R RS ST W R, DL AR A T R4 S i R MR A
o DB DU SR Sk s RN A P UR 3 11 5

o M BERE 3 AT T BR RE SR L BT T NAT B PAT 34, i S0 M) 25 Py 31 70 A
B RSk, XA B

HEHEBR

ARG HEH S ST

[<PRI>] [Timestamp] [Device-ID] : %SASA-Class-Level-Message number: Message text

TR

| EESEES
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<PRI> A 258 HE&Id3 EMBLEM J&, WEHEREREHENET. A&
idsk EMBLEM 5 UDP 375, {HY5 TCP A%

A %%4&?5#%5%%ﬁ@ e I TR H e 05, S T S e N
RFC 5424 #%3X, MRS HEW S 1 FTA N EAR S BL UTC SR, W RFC
5424 FrAEFT R o

Device-ID T 7 5 R S 5k device-id MEITUIN L B B A hRIRFF 2R R . W R, )
££ EMBLEM #5200 24 HEH B P A S B/n 4% ID.

kK ARG H G SRR MK R G H AWM BB 077, ST 8% vk
HINEE. N, vpne FEEIR VPN 2 i

ASA i ASA JTAE RO B ARG H BN BB, [HEH2% N asa.

2 ) 03 7. ol it R G H EN ST HEIRE DU - oo, O,

Message_number | [ F-FriH 245 H & BKIME— A 8 5 . T B#5 0 s 7E Cisco Secure Firewall
ASA ;%ﬁu;%éﬁ G REE .

Message text FHTHERTE DL SCAR T/ . R 50 H S B — 30 A AL TP Hudik. 3
SEHHP Y

F');H T El Au\—bai EMBLEM. EI 1L»TE§(LHTJ‘IHJ ,j( rfc5424 %D-LX% ID E’J%éf El lu\/ﬁ ,uﬂ“fﬁﬂo

<166>2018-06-27T12:17:46Z: $ASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

JA T H G0N TR 8k rfe5424 Fik 4% ID [ &40 H S ol

2018-06-27T12:17:46Z asa : SASA-6-110002: Failed to locate egress interface for protocol
from src interface :src IP/src port to dest IP/dest port

ARG H GRS

[<PRI>] [Timestamp] [Device-ID] : %ASA-Level-Message number: Message text

FRBOUCHTR

<PRI> AP ME. (68 HEIL3 EMBLEM J&, WEHEREREHEHET. HE
idsk EMBLEM 5 UDP %%, {HY5 TCP ANFE%.

A [E) ARG W SR H IR R . 788 B H Ee )G, i ) 8 b & A
RFC 5424 #%3X, RS HEW BT R4 L UTC B s i), 41 RFC
5424 FrAEFTN o

Device-ID S A S ) 8 35 device-id 3 TR B ) WA AR IR AT B . WS A, )
7€ EMBLEM #% Ak 24 H G W B AL BoR k4% 1D,

ASA i ASA I E i BRI ARG HEH BT . (HIERZE N asa.

25 0 2 7. ol R4 H & BT HEIRTE G ™ EE - Fer o, GO

Message_number | f-FFril R 45 H &1 S e — N 8 5 .

| A7 IE“:R".


https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html
https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html

B ==ua3

= E R

EESE

Message_text R TGRS LI SCARE R B . BRGE A A RIX 32047 I8, TP Mk, 3 1
SEH 4

P& E T 24 H &1 B EE F54E Cisco Secure Firewall ASA RV R4 HEW EIEE 1.
JAH T HE&E I3 EMBLEM.  H & S [0 8k rfc5424 Fix#& 1D [ &4 H & H Eonl .

<166>2018-06-27T12:17:46Z: $ASA-6-110002: Failed to locate egress interface for protocol

from src interface :src IP/src port to dest IP/dest port

2018-06-27T12:17:46Z asa : SASA-6-110002: Failed to locate egress interface for protocol

from src interface :src IP/src port to dest IP/dest port

TERA ARG H &N B EEGO . TUﬁ%Fﬁﬁ@é/ﬂJ"ﬁiHEXﬁ‘ﬁ@ BRFA AT ASDM H &
A GO T . HRCE ARG H S B E, WIKKIEETR > Jikm > R B &L
T+, BEAENSERST AE TR ENBeIRE.

® 1. RAZREHE™ERS

RS FEE RS 15t AR

0 V) REAWH .

1 ik i 237 R RIS it o

2 =& PP DL

3 tHix GRS

4 1] EEAEL

S 1A IEFAHTE KA DL

6 (Ef=8E3 HEMES%,

7 i AR
P R, A IHE SRRSO B H & e H 400 T fE
SRR R, I R SR .

\)

AR ASA R ASERGTE ML A% (emergencies) & S H & E .

.EIlE%


https://www.cisco.com/c/en/us/td/docs/security/asa/syslog/b_syslog.html

| B&ies
zuasueE

?éj—t E IL‘.\i‘ lLa\l_IlL.\

AT AR R H G R, MEACK L R S H A BAOX SR €t HbR. #ildn, f&aT L
e ASABCE R ITAT R H STH B AOX 2 M HAxR,  MEROX LR G H S S i 8 Ak 2
FoAt S H A

FUARITE 0T DR LR S04 2 48 H G R 1 20t H s
* REHENHEID 5
© RGH &R EEGO
* R HEWNRIE A TF—DIRexO

M GUEE —ANE BB Y H RSN AT AR E T B AR A g SOX L85, o, W LUK ASABCE
e —MNRFE I B IO B RSB A Sar t1 Fbs, T AVEH BRI A

REAEHEELE
A DA P A A8 R g G R
o FE AN R G H S B A S . AT logging class i 4
* BURRE I BRI B . AT logging list i
RS H G BRI MR AV RS H W BRI, A TR R s i, #ln, RIP
378 RIP B .

R R ATE R4 HEN B RS HEN S ID 5 AR R P ar =807 . B, prfy DALY
611 FLM ARG HEHE ID #5 vpne (VPN % i) ZRAHKREE. 5 VPN &7 b DI BEAR LI R4
H &S BIJEEM 611101 £ 611323,

BEAh, K2 ISAKMP Z 45 H G S A AT 2 FITRE SRR T W SRR B o 3K 2850 G A 18 I i
BT ARG H G R ARRTESCA . W RAEA AR S H GBI SRS, WA B 754 5E 1) heading =

value 415 -

M AIHTZE a0 R

Group = groupname, Username = user, IP = IP_address

Hor 2 B IE AL, 4ok AARRER FEEk AAA RS 25 10 H P 44, 1P kil R e R 35 1n) 2% st
B2 JEX ARG A TP Huhik .

NERAUHH BB RS I L ID VG
% 2 R ARHBEMAOHE DS

25 EX AZEHEHEEIDS
auth P B IR AIE 109. 113
- Vi Bl 106

| A&icE I
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£3 EX REAEKHESIDS

- I 7 K ikt 415

— i 19X 4 U i 338

bridge % B B kR 110, 220

ca PKI GiEF A ML 717

citrix Citrix Client 723

_ Lt 747

. s 323

config A S 111, 112, 208. 308

csd s AT 724

cts Cisco TrustSec 776

dap BNV ) S 734

eap, eapoudp T M2 HE N3 (1) EAP B8 333, 334

EAPoUDP

eigrp EIGRP % h 336

HL I S A AR B 719

- IREE 735

ha b L RS 101, 102, 103. 104, 105, 210.
311, 709

- BT SO ERI B K i 746

ids N2 sl EEN 400, 733

- IKEv2 T HAY 750~ 751, 752

ip IP Mk 209, 215, 313, 317. 408

ipaa IP Hiuhik 53 i 735

ips MNP R GE 400, 401, 420

- IPv6 325

- i) 444

mdm-proxy MDM 4 802

e
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zuasuax |

x5 EX REATHEEIDS

nac W 2% T2 731, 732

nacpolicy NAC 5Em% 731

nacsettings Bl E NAC &, AN NAC g 732

- NAT 4 PAT 305

- W28 T B RN AT 713

np REP s 319

- NP SSL 725

ospf OSPF # i 318. 409, 503, 613

- L2 CyIES 742

- HITEACRE 337

rip RIP i Hi 107, 312

m DRI LA 321

- Smart Call Home 120

session P2k 106, 108, 201. 202. 204. 302.
303, 304, 305. 314. 405. 406.
407. 500, 502. 607. 608. 609.
616. 620. 703. 710

snmp SNMP 212

- ScanSafe 775

ssl SSL HEHk 725

sve SSL VPN % /' s 722

sys System 199, 211, 214. 216, 306 307.
315, 414, 604. 605, 606, 610,
612, 614, 615, 701. 711. 741

. JEU A 733

PRic AT #e JIR 45 bRl AT e 779

transactional-rule-engine-tre | 55 4% £ | 5 | & 780

UC-IMS UC-IMS 339

A&icE I
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Axieg |

£ EX REAEKHESIDS

vm VLAN It} 730

vpdn PPTP I L2TP £:if 213, 403. 603

vpn IKE #1 IPsec 316, 320, 402. 404. 501. 602.

702. 713, 714, 715

vpne VPN % i 611

vpnfo VPN Hipf 7 720

vpnlb VPN 8 41 718

- VXLAN 778

webfo WebVPN i #% 721

webvpn WebVPN F1 Secure Client 716
BEXHBRIIFR

ARG A AR EAI,  DIOREIRE R 48 H A RAE WA H AR St 76 82 R
GEH S EART, TRME ] LU R R BT A e RS H S B 4L

o PR

* JHE ID
s R HEME ID yu[
« Y EE

i, mT A I SR T AR R4

© P EEGONN 1 2 ARG H SR, R R] A e A L

< EREHIEIE (B ha) KECIITH R HEMNR, RSB P IX .
THEBRTT LIS 2 Bk 5. (U, D2 HBT & 4% H RIS IN 2518 Sk #e45F. mT LAGI

IR AN SIEF AN R AR WA B AR AN AR R S, R DGE % —
Ko

ARG H S SRR Tk I MR ) — B S TR SR IR ASA B &
(RZ SAVF\ BB ARSI ARG H A S R)a, KL logging fir & SCRF R IR L 7B,
Ferp RN TN BE 25 1D ARG H ARG S AT 4 1D bl R G H R ks . #80T U] logging

| EESEES
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IO
Axizzan

device-id i KA AT AR R BAN ) e 46 ID O AR S HAS TR, DU EE B8k BSR4 )
BN B

n)lE%EA£)U

A GRS AR B RS SR I ) PR YRR DDA R 1 o

IPv6 Y
o W FF IPv6. W LT TCP 5{ UDP KX RS HE.

s FORECEN TARIERGHERZ O LR M, SZRFIPve, JF HlBUENIRE & N FIE R G H G
JR 55 s o

o AN IPve T R4

H Ao

* R HE MRS 2R UBAGEAT A4 N syslogd MRS 25 FEF . Windows #2417 — AN R4 H E RS
# MEANHEERE ARG 7 .

* ARG HEMRS BT B ks RGN0 syslog-ng BEFEIEAT . 1527048 FHAMECE SCAF, 9101 SecureWorks
W]smeconfji4+ MRS AT e SEENTE 1R, R syslog-ng JEFEF
PRI

© EEE M ASAA KK A, AR E HS st Hix. wia B Sl A E ﬂi
fth H AR, WASASERIER, (HA S FLOR A B a0 AT & A Mﬁ$ﬂ?
AN H &g H AR B, 2 2R HE RS A it AR, WX R4geH
BRSSP T2

o AR A Ll TCP KX RS

o WA TCP AE ML, RASTTITE RS HEMS 81 4 MER, ARG EASE
Ko WREAEH ARG H GRS BN KB B SBEEN B, I LA IERIER TR RHZIR 5wk i oK
K, 1H%H UDP.

o ANRERFPTASANR] (0 5132 B BC 2 ANR] ) 2R 48 H 7 R 55 AR ] 07 75
s B Z AT UIRCE 16 M RG H SRS . A, ST, REDV A 5 4 MRS 2.

o WiZ ] LB ASA Fik R4 H GRS 8% . N Z AL E hFa e n] LN FE 248 H B RSS2
F8E 0 B ICMP ANaliATH B, I8 RS H G KR — RS a5 . 150 IR OO T ™ B 2251
Ja H H & e k. EME%%B*%%%%O,WWM%%Himmm 313004 11 313005 [#14=
o

* T ARG HER UDP BEE S/ & B CPU B MG TC E 1) R 48 H S M55 28 Bt HEAH
Ko FEAEMTINZY, UDP R4 H SR BER AR T CPU B e L CUE B 10 AR S8 H S 554 Ao
MR ETUIAT . W, 425 UDPIER S RN IEH] TIXLea1h, BOAME N 2 208

| A&icE I
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REBALPRIC IS, AT LA e, (BN G THT7 UDP &8, mAMUE RSEH

AN

A H) B SO BZRAL S Vs ) A1 & fir Th AHDC T, o6k T O H RS s EE I 2o 3 i 2t

(o 7D UG P ERA LR R AR H & AT logging list fir4, BRIA H sk HE kR
RBEEN 60 MEBOAT AR K5 ) H1 ML K H R0 ™ A ) St 3 e i
W, AU H R IE R L EA Y .

PLR /&K 11 show running-configlogging v & AN & Ui I Zl & ay A AR - oA L H e %
7B P ) B A TR

ciscoasa# show running-config logging
logging enable

logging timestamp

logging list test message 106100
logging buffered test

LLR A& H show running-config logging 4 1402 U7 1n) 51 28 iy o I RE A B -

ciscoasa# show running-config logging
logging enable

logging timestamp

logging buffered debugging

FEMIEOL N, ViR PIRICEA TS, JFaBnUms&dar b, W s gis.

ciscoasa(config) # access-list global line 1 extended

permit icmp any host 4.2.2.2 log debugging interval 1 (hitcnt=7) 0x£36b5386
ciscoasa(config) # access-list global line 2 extended

permit tcp host 10.1.1.2 any eq www log informational interval 1 (hitcnt=18) Oxe7e7c3b8
ciscoasa(config) # access-list global line 3 extended

permit ip any any (hitcnt=543) 0x25£9e609

M ASATH TCP RIE ARG H AN, ERGHERS TR RsIG, TERKA—PRIASER.

ARG H GRS 2 BB IR 55 #3E 1511 Extended Key Usage “7-Bt % “ServAuth” . 1t
AR AE A E A2 AR PR T, B UE BT B AR AT .

AL & HSIER

AT AT E H il

ERBEICE

R A&, AT LT PR

| EESEES
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{EI.
SH

CETTE . |

Ja &%,
logging enable
il

ciscoasa(config)# logging enable

Ao E i B AR

T ARG H G BAL IS DL LAAT e R AP e 4, i U E — N AL R G H G
BIALE, RN EHEZ X —PRENIMERGE H GRS 4. ASDM. SNMP & HLu, Fid]
3 45 E Lkl BE Telnet 11 SSH 2315

R AT OGEF D EECE RS H &CEN, BRPFEAEHE (SEFASKHEID302015.
302014, 106023 F1304001) , JFHASFERGHERS 5. T HUEBAA S b2 %0 S PO %
B, BEERRGHEMNE . Ft, HEMEEEE KD SV P )

'{% %gﬁ El Ih\lﬁ :u&l_iyl\nlzgéﬁ EI IL.\H&R?:&

TH@%%%%%E MR S5 L BT P A TR R R AR IR AEORAE H R skl Je onf HEEAT b
Blo lhn, w LA E A SR R R 48 H ST BN AT A, I H SR BB Rl sk Or
A BB SCAF DLHEAT IR, B0 S T3 s IR B AS BR ER G A5 R

LR RS H G B IOLRISME RS H B &, AT T DR

e ASA WCE N 0 R G H SRS E KL R

ALK ASA FCE I TPv4 B IPv6 A48 H b IR 45 2% k3 & .

logging host interface_name syslog_ip [tcp[/port] | udp [/port] [format emblem]]
il

ciscoasa(config)# logging host dmzl 192.168.1.5 udp/1026
ciscoasa(config)# logging host dmzl 2002::1:1 udp/2020

format emblem < 7 R 40 H & R45 #8553 FI EMBLEM #% 38 H & id s (X UDP) . interface_name
SRR EVT IR RS H GRS 2Tl (3 1 . sydog ipBHUEE € R 50 H SRS 2516 TP Mkl . top[/port]
orudp[/udp] et F-SHOW 5 E ASA NAE ] TCP B¢ UDP ¥ 24: H G BRI RS H B IR 28

A&icE I
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Axieg |

W LK ASA BCE ] UDP 8 TCP (HANFRIINAE TP ) R i Ak B R g H G MR S5 ds. WiRoR
fasg i, MIERIA B UDP,

§‘S_Zﬂ:

WISRARE TCP, WIAE ASA RBLH MRS58 R B tlls, T2 p, APkl ASA FUFTER
WRVFPNERZMAE &S TCP KRG H GRS LR, HSWE 3 L.

WHEE UDP, WL RS HERE S EHIZTT, ASAARSGRE: R VFandse. X MNMIMUTIERL
uEO{E R 1025 £ 65535, BRiA UDP 360 514, BRik UDP %5 04 1470,

i PR REE 2R 58 H S B AL B R g8 H S RS54 o
logging trap {severity level | message list}
B LE

ciscoasa(config)# logging trap errors

AR P EIEGON S (1 27 AR Biln, WA RO BCE Y 3, W ASA Sk IE M EE
PEGON A 3 2 F 1 ARG HEH . TLIREMRIREERIE B RS H B RS2 R H & WA B €
SCH RSN

(ATIE) ZEHIAE TCP RN FR S8 H k55 a5 IS BHL -8 2 1 D g
logging per mit-hostdown

i

ciscoasa(config)# logging permit-hostdown

AR ASA TCE ¥ R HEW B RIERE T TCP MRS HEMS#, I AL EM—N RS H
G MRGs AR S T H A RS s, W2 BHIE R ASA KBNS . &0 RgHERS &, HHEIIAH
d/v@): B RRR SCVFRT g a4, R RS NSRS S Likiatr, Wbl eirisdk.

(AT ¥ H Bk B & BCE A K2 8 UNIX R IER 20 LAAMME .
logging facility %5
il

ciscoasa(config) # logging facility 21

iR AT logging host fir & TR E secure S22 H &Il %o IbAh, R LAEFAmA
reference-identity.

| EESEES
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logging host interface_name syslog_ip [tcp/port | udp/port] [format emblem] [secur e[r eference-identity
reference _identity _name]]

Hrp:

* logging host interface_name syslog_ip $i& & &4t H G I 28 T e 148 1 DL R R G H B IRSS 2% 1) 1P
Hidk.

* [tcp/port | udp/port] #8E R 4t H i ik 4548 A3k R 40 H & S BT iWr )k 11 (TCP 8% UDP)
tep CHEE IR E ASA NATH TCP ¥ R4 H &N B LR RS HE MRS 4. udp KBEFF5 2 ASA
MNA#H UDP % R4t H G Bk IE R R4 H GRS 4%

« format emblem JCHE7 4 24 H E MRS %% )5 H EMBLEM #% 30 H &l %

* secure KB AR E S H WSk EHLIER N ALK TCP A SSL/TLS. %4> H il sk A HF
UDP; R8s his, W< & A4

* [reference-identity reference_identity name] ﬁ?f‘ﬁﬁﬂ@u%‘ﬁ’]?l)ﬂ*ﬂ D6F 4 et FHIE 5 (/) RFC 6125
FUARR R A . A5 HARRXT R TEAE B, WS EE 5| bR iR

il
ciscoasa(config)# logging host inside 10.0.0.1 TCP/1500 secure reference-identity
syslogServer

1% EMBLEM 3B A G H S B E B A K HER S =
FoF EMBLEM #2UI R4 H G BAE KRB R G H GRS 8, iHBUT LT DB

1# Fis 1 514 {81t UDP % EMBLEM &30 R4 H GH B A E R R4 H B RS 2%

logging host interface_nameip_address{tcp [/port] | udp [/ port]] [format emblem]

IR

ciscoasa(config)# logging host interface 1 127.0.0.1 udp format emblem
ciscoasa(config)# logging host interface 1 2001::1 udp format emblem

A DAL E IPv4 5% IPv6 2248 H B RSS7s .

format emblem JC5 7k R4 H 5 R4 28 55 F EMBLEM #% 20 [ 72530 3% (YXFE UDP) . interface name
SR EV M) 2 H B IRS 2T 4% L . ip_address S8 & R4 H B RS 24 10 TP Mok . tep[/port]
orudp[/udp] 8k FHIZHONHE & ASA NS TCP 5% UDP ¥ 248 H & RIEF R4 HE RS 28,

TUH ASA [ & 4] UDP 8 TCP (EANFEINAE P ) Kl RIL BIR G H S IR S5 as . ALK
FE P MIERIA P UDP,

Tuﬁiﬁﬁﬁ/\logginghosxéﬁ/%? SERF IR R g8 H ST B AR 25 25 ﬁﬂ%l’ﬁﬂﬁﬂﬁ’l‘ﬁi%’l\%
GEH SRS, TEEORAS BT H S0 s R g5 A K H S sk ™ A 4 R 1

| %z B


asa-922-general-config_chapter25.pdf#nameddest=unique_1120

Axieg |

B 5 emBLEm 3t 0 R B A B 4 BN Bt ) B AR

T
e TCP, WIFE ASA RILH GRS 28 kAN, BT 2ea ik, BBkt ASA FHHER.

BHERG H GRS S R BRI RVERTNER, WSS 30 OLBRGHEH B RIERINE RS H
& P D R 2D

WHEE UDP, WL ARG HEMRS LG IZTT, ASAAS AL R VFRER:. XN MUTIARL
B O{EH 1025 £ 65535, BRiA UDP it 0% 514, BRik UDP %5 04 1470,

ERE
AL HAE ) ASA it TCP Ki%k &%

1% EMBLEM X R % H R EE R EI E i BFr

Z0fs EMBLEM MU R S8 H T BE B bt B bs, WHATEL R D3R

¥ EMBLEM A& R 22 48 H AT B IE ) R g0 H S IR 4 Z AN Y H AR, %201 Telnet 5 SSH 2517 .
logging emblem

IR

ciscoasa(config)# logging emblem

'{‘J' “.zf"jl:. El Ib\l‘ﬁ MZEL_EW“B E ,._,\275‘1!2]1 I:

-

T B NORE VIR L 2R 4t H D SR SR A% B 78 24 e I A it (7 00 P o8 H S G i X o OB B B 1)
TRKIARE . HZerh X O (WatE v, et XEATIND  BRAE ASATCE s 58 g2 o X AR A7
FABALE, 7 WIAEAE BB BN 2 o I R .

TR ARG H B R AE B I H AR R X, AT U PR

1 AR IIRE AR G H A SR B AR B 78 2 i N A7 ek 7 1) A H S R X

logging buffered {severity level | message list}
il

ciscoasa(config)# logging buffered critical
ciscoasa(config)# logging buffered level 2

HiLE



| A&iER

prozasEaszznnasgdix ]

ciscoasa(config)# logging buffered notif-list

BH M INBIZRKR R . b X O (Wt 2 v, Li’l%‘/tlll;%ﬁ%ﬁfﬁﬂ‘) » BRAE ASATCE K e
M%‘FPETW’?@Jﬁﬂ'M‘I“, AR A SOFTH RN S R . ZHE A H S X, A

clear logging buffer 4.

ER N HEZ M X RN BOAZE X RN 4 KB.

2 e

logging buffer-size 131
ELE

NI
g
N

ciscoasa(config)# logging buffer-size 16384

PR3 EFELL I — AL
 BEFTH EORAE BN AR H G SR 0PI, IR 5838 H AR G2 i X N 2R A7 21 A BB I A
logging flash-bufferwrap

ZNVE

ciscoasa (config) # logging flash-bufferwrap

Pk =
WREPP X K/NET 2 MB, 2K ILEINAA R B NEHE, HAS KR AT,

R B RAF RS H G ZEP X, IR 584 H S G2t X A AARAT 2 FTP JIRS5 4% -
logging ftp-bufferwrap

ZNE

ciscoasa(config)# logging ftp-bufferwrap

B Gerh XN B ORAF B S AR B I, ASA S AT AT LUK I 1) 8 X A AR 1K H 8 S

LOG-YYYY-MM-DD-HHMMSS . TXT

HoAp YYYY 2, MM JEH, DD & H H#, HHMMSSEI ] (LN 08P RIED R sipr) o
PRUEAE A S22 0h DX A [ FTP IR S5 45
logging ftp-server server pathusername password

ZNE

ciscoasa(config)# logging ftp-server 10.1.1.1 /syslogs logsupervisor 1luvMylOgs

%z B
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server ZH4RE SN FTP IR 2511 1P Mok . path 284 e LA IL FORAE H AR L8 vh X BHi 1) FTP
g5 & LI H kg AR, BLERARARX T FTP AR H k. username 2 4R i W) H 510 5% 21 FTP i 55 &
HIRHI 4. password 28 d57r B 2 1 44 1 0 .

o 5 LK P AR AR B P R4
logging savelog [savefile]

ZNE

ciscoasa(config)# logging savelog latest-logfile.txt

EYAATASHMARAGFE
LT T HAS I A A7 A, ST U 2P R

T e v T ORAE H S SO B KN R I A7
logging flash-maximume-allocation kbytes

Tl

ciscoasa (config)# logging flash-maximum-allocation 1200

ERANTEOL R, ASA n LUK H SR A& Z 50 MB N ERINAE. ATt ASA T84 H S 1 &
/NRERINAE S 3 MB. flash-maximum-allocation 1 195 KP4 2 GB.

U RORAF 2 AR DA A2 K H 75 302 30T A BB DA A7 B G TG & AR s N R D0 AS A 2 I3 dz . 1)
HAESCE, AR ORAE BT H S SO ds N A R R T T o SRBEAT SN BR K SO, B0 n SRAE
BRI AT IR ST 5 o) F AR T BRI ) ASA K TGvE LR A7 B H 75 301

fia € AT ASA FHT-ORAT H A SCEFIR B B IR A

logging flash-minimum-free kbytes

IR

N
5
N

ciscoasa(config)# logging flash-minimum-free 4000

174 B EEHB AR GHEER
WK FR A R RIS BB, 54T LA 25 3R
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IR F5E NRRLE R g8 H G B AL B M bk .
logging mail {severity_level | message list}

il
ciscoasa(config)# logging mail high-priority
MR HEPE AR, RGEH SR WoR e AT . PRI, UK I IR A 3 e A R 5 A
A EmYEY O (I critical . alert Fll emergency) RS H G A .
PR 2 FREAR R GE H A TH B A% S S 1t 1k I 247 PRy s k- o
logging from-address email_address

i

ciscoasa(config)# logging from-address xxx-00l@example.com

PR3 FREAK R G H & R A% ST Sy 1k iy 2245 T AW R - sl o
logging recipient-address e-mail_address[severity level]

i

ciscoasa(config)# logging recipient-address admin@example.com

TR A SREAER R H G R AIL BN E ML ZEAEHT (1) SMTP kg5 #5 . S mT LLER AL ik 55 25 A B i 5%
dedihl, AT OR H RS BIRSS AT T. 8i3, flnr Lok 1 S5 RS54 55, LR T HA&
R R WORARRAHE D, ASA KRS BER 3R, WIREAENIEEILH, WatER
Pt k.

smtp-server [primary-interface] primary-smpt-server-ip-address [[backup-interface
1backup-smpt-server-ip-address]

RtIR

ciscoasa(config)# smtp-server 10.1.1.24 10.1.1.34

ciscoasa(config)# smtp-server 10.1.1.24

ciscoasa(config)# smtp-server management 10.1.1.24 outside 10.1.1.34
ciscoasa(config)# smtp-server management 10.1.1.24

BERZHLEEX1XE ASDM
I RGHEWEKILET ASDM, iHPATUL T S8

| %z B
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TR 5 E MRS R ST H & TH B IX F]) ASDM.

i

B
B E HEIL RS
UK

logging asdm {severity_level | message list}

i

ciscoasa(config)# logging asdm 2

ASA RS RIS ASDM R SE HEH BT — A2 X, FEEH S IR LRI AR SR i X
ASDM HEZEm X AEANF T W HEZ X 22X . 24 ASDM HGE g2 X T, ASA Kk
B RS H G R UAEZE P X oA R 40 H R RS B2 BBk 10 R 4 H B Bk B R
20 H G B H 23 ) ASDM I BRIA e . 23 ASDM H B2 b X AR BE 1 & 48 H A B AL
AT AT G2 DX RN

i€ A ASDM HEZzmt X ih R B ) R ¢ H AT
logging asdm-buffer-size num_of_msgs

i

ciscoasa(config)# logging asdm-buffer-size 200

A\ clear logging asdm fir 4> LAV ¥ ASDM. H AR 22 1 X IR 24 i A 2%

TR H ALK BAS, AT LN D8R

T ASA R AR 48 H S RUAOX 2 CRCE A ) H AR 2 B m] BLAETERAA P R B ) R 4t H AT B
logging queue message_count

Tl

ciscoasa(config) # logging queue 300

ASA FEA A7 AT EE B S, X Sebn] LAy BCH] 78 AR 4t H i 855 A A0 31 UG L (1t H A
IR LA i Pt BRI R T AR 4 H A B BAS I BERIBT H 0E R 48 H S AR 5 s 1Ko . 3R
WIBAFIKAN Dy 512 2 RGEH SR o BAFIR/ ML SZ BN A7 m FIPE KR AT 28fEh 0 &2 8192 451
Ko BARRAF G TTE . WER H R ASIBEE ) 0, WIBAS B KT BE B R/ 8192 4631 L.
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ﬂé?;%%éji [y Ehleééil__ééu fﬁu [ lﬁi[]
P RS H AW A RE BRI G L, HRAT LR PR

5 E N AR LE R g8 H G B IR B & o
logging console { severity level | message list}

Tl

ciscoasa(config)# logging console errors

){ Z%QEE H IL.\I‘E :n_.\&l_iu SNMP Hﬁﬂﬁg
LA H 2] SNMP k2548 1 H &Rl s%, IEHATEL M AR

JaH SNMP H & id s 45 e T MR LL v B % 21 SNMP JIl4s 25

logging history [ rate-limit number interval | level level | logging list | level ]

A H logging rate-limit iy R BCE 4 R B, W% ar 0056 T a2 v (1) rate-limit SCHE
Fo
w5

ciscoasa(config)# logging history errors

ciscoasa(config)# logging history rate-limit 15 15 level critical

% &% HEEBE A1%% Telnet 5 SSH &1
B R G H G B K% 3 Telnet 2 SSH 231, AT LA F A58

S RN R4 H BT B K% F) Telnet 3% SSH 41k,

| A7 IEER".
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logging monitor {severity level | message list}

T

ciscoasa(config)# logging monitor 6

T2 A IE AT H S k.

terminal monitor

i

ciscoasa(config)# terminal monitor

WMRFHREFFRE S, WHEEETMALG2S. A terminal no monitor 74 LAZEH 224 i & 0h
E/J DILA\IEA%O

EEE ?éj_t E IL.\I‘ s

ERFHERTSREITSAAZ

FEARGE H T AT BB RS S SR I I B P 4 AEBRIATSOL T W%%F%%ﬂ%
%ﬁﬁﬁi%ﬁ,%Fﬁ B B0 P AN N R AN E R A, AEZE R R L
%%*%ﬁ“%F%”%EWﬂéo@W%%Eﬂ%ﬁ%%%ﬁ%F%Hﬁ%ﬂ@ﬁﬁﬁ%ﬁ%o

TR BB 4

no logging hide username

T2 BRI 4

logging hide username

ARG HEHEBPES B AR (E
FERYE FG IR R FRIRT I, 4T L2588

g R GE H AT B AL 5 LA B H YA I TA] o
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logging timestamp
il

ciscoasa(config)# logging timestamp
LOG-2008-10-24-081856.TXT

TINRGE H B S A B H A A, 5%\ no logging timestamp iy 4>

BHAZHEHER

TR E M RS HEH S, WEHHATLLU T PR,

FH I ASA Az ity sE R 58 H S B
no logging message syslog_id
il

ciscoasa(config)# no logging message 113019

B A MRS H S, il logging message syslog_id #ir4> (i1, logging message

113019 . EEHH A O RS H EH S HEds, 1A clear configurelogging disabled

i

B RS HEH R TEEMERA

ARG H SR EEG0], AT LR B

g FA G0 H AT B G .
logging message syslog_id level severity level
Tl

ciscoasa(config)# logging message 113019 level 5

%z B
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ﬁé@%%‘f HEMW B E g EE A H % E, 155 A nologging messagesyslog_idlevelseverity_|evel
4 (4511 nologging message 113019 level 5) . ZLHE TR O UK R 48 H AR W B ™ B 4 ) H°E
S HAE, N clear configurelogging level fiv4 .

aERARELBEIERFATHER

4 BAF iy & BHLE A7 45 500 AR AR AR e R 4 H B B
no logging message syslog-id standby

TP

ciscoasa(config)# no logging message 403503 standby

I BHIERr B ARG HEW R, DU O R AE S DT, SRR 4 T ASA TR R 4 H iGN
BERFER . i logging standby fiv-2- B BEL 1 PART BH 1F 78 25 3846 AR s @ 240 H AT B
ERE

MEFAH ASA FRE R RS, KEHEKIEREE (B RSEHERS 2. SNMP i)
2528 FTP fRS52%) LIk /1y . 1E|E, ER MR, EVIB B, % ASA &4 EE
ZHM, AR EHBARYINAR FERE S,

#3E EMBLEM ARG HEHEFEZR& ID

"

LHEAF EMBLEM #% AR 4 H G EH A& 8% ID, HHATEL T PR

¥ ASA B E N7EJE EMBLEM kU RS HEW B A& 34 ID. HAE N R H &R E M Mn
% 1D,

logging device-id {cluster-id | context-name| hostname | ipaddressinterface_name[system] | string text}

i

ciscoasa(config)# logging device-id hostname
ciscoasa(config)# logging device-id context-name

HiLE
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context-name JCHE 757 NI A1 BE 4% ID IS TS St A PR (BOEH] T2 W50« WiRAE 25t
BT A R SR T H R IC B 1D, R T R Gepi AT 2 18] Hh g3 B e %6 1D system, YT
BRSOV S AR AR SR (0 A4 R A DA i TD.

pE

75 ASA SRREA, IRZAEHIPTIEEL K0 TP Mtk

cluster-id S5 i€ A LS ASA W& I S ELE I ME— S FRVE N 0% ID. hostname B~
T N A% ID 1) ASA B EHL4 . ipaddressinterface name St /S H0n 152 N IE & R
interface_name 14 11 TP Huhlk HAE % & ID. W94l H ipaddress JCBEY:, WITCTE MMIEANEE 11 R %6 &R
GHEGWE, W& ID #AHONTEEN ASA $200 1P #ulik. fEAERFRET, system i iR R 5%
ID A H: O EI RSP Hihik . I OCHE T N5 A T A &R 48 H AR B3R A —EU 1 % 1D
string text XBE /S EO0 HRE A text AT AR ID. PR AT LA & 218 16 M4

ANBEAL T 23 B DA N AT 775 -
* & (5%)
s (Bl
G GIE=D)
s < (UM
*> (KT
<2 ()

WA, WAE EMBLEM #4300 R G0 H AT BT SNMP BaBE i A2 BB ID.

BB EXEHTIR

AU AT = R okt T3
S
« R

* HEID

TR RS B H Ok B AR (B, SNMP MR4s#8) 1B & XFHMFIR, iHHITUL NS R:

TR $RE N TIERE AN B H S X h A B4 F e B, Wk ™ R g0 v 3, W ASA

SRIEFEEMYN N 3. 2 M1 IHRGEHEHE.
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logging list name {level level [class message class] | message start_id[-end_id]}

T

ciscoasa(config)# logging list list-notif level 3

ﬁi%’%ﬁ?‘é%ﬂi@m%ﬁh levellevel SCHEF-Z O R € ™ EE . class message_class KB /2
HoH¥a e R e T B 2K . messagestart_id [-end_id] JC8E /S H00 R 2 N RS H B B B 5
il o

iR

T2 RGO I A R A R G H ST B SIR I A FR . 25 IE A4 PR A4S emergencies. alert.
critical . error. warning. notification. informational 11 debugging. [FIFf, 15ZI7EFAFHIER AT TF
SRAE P IX S BR] (R A = AN 45 BN, 20 UFAF “err” TR FAFFIR A4 TR

(A [ A A s inge 2 3 Rk 51k

logging list name {level level [class message class] | message start_id[-end_id]}

T

ciscoasa(config)# logging list list-notif message 104024-105999
ciscoasa(config)# logging list list-notif level critical
ciscoasa (config)# logging list list-notif level warning class ha

WY LD R4, TRE BT B SR I AR AR SN 25 3L RS S
NS B, nf LR AES R a5 R g H &N B &R e

« HAEHE ID J& 175 [ 104024 % 105999,

* T ARG H &M B EA critical B SR E LA (emergency. alert 5Y critical) o

* T ha KRG H &N EHHEA waning 8 S K M) (emergency. alert. critical. error
oY, warning)

R
R ARG H &M EWES LU 4, WIssB e 5. Wik R4 H & B2 2454, Wiz
T BAGE F—R

B & HEICRIIE=S
KR FTA A% B EH B R RS TR B

-

LR M PTAT R 4 H ST B AOX SR E Mt HAR, AT B DR

HiLE
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B iR C (M H bR & B E . I, W R A RGO T B RN A% EE A R H A g
D, JF HENEGON A 3 () ha S ENAZEE RN H SR X, S A B AL

logging class message class {buffered | console | history | mail | monitor |trap} [severity level]

i

ciscoasa(config)# logging class ha buffered alerts

buffered. history. mail. monitor 1 trap JCBE 74558 RRF S 0 R 48 HETH B L 2 i B
Fro history S8 JH FH SNMP Hidiid 5. monitor <873 H Telnet f1 SSH H i1l 5. trap S
JH RS H &M H & mi AT HIERE— A Hbr . BN 22 A His, Wl
AN BN — AN 4

PR R4 H&RH B pUERER

i
H

Cht

FR RS H AW B R, EAT LT P R

FEFE E N ) B AR R B (1 &2 7)) BT R s A . (N2 HFR) .
logging rate-limit {unlimited | {num[interval]}} message syslog_id | level severity level

TP

ciscoasa(config)# logging rate-limit 1000 600 level 6

MR 2 m IR B P CECE M AR & . 20K H R ] o R IR E B EOAE, 1HRA
clear runnlng configloggingrate-limit iy 4. & H il Z A, 1551 clear configurelogging
rate-limit 474 .

HZ LT i R A H SR
* show logging
P& Bon RGEH W, AR EEG0) .

%z B
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A

iR

S BN RS H G B ECH 1000, XEBOAKE . W ALEE 5K
/%gﬁEl/LD Au\iﬁjj 20000

* show logging message

i R GO CAB ) AR S8 H ST SO AR HT I 2R 40 H ST B 91

* show logging message message 1D

I 4 o RE e R 8 H &R B B0 .
* show logging queue

B2 Whon H &L s BAATRIBA A S 15 R
* show running-config logging rate-limit

Wiy 4 27 I H S I SR BRI R
« BLE > BHAE > iia#n

BEE RS SCVFERIE I R AT G/ EERI ID) Ky H S sk i S A 43 g

TESR, WHEFEHMNI LT B R BAE (Show Log).

Iﬂn)lﬂiﬁiﬁﬂm

PLR 7~ 32 7- BT 2R 14T 9K show logging v 4 1 H &l %105 B

ciscoasa(config) # show logging
Syslog logging: enabled

Facility: 16

Timestamp logging: disabled

Standby logging: disabled

Deny Conn when Queue Full: disabled

Console logging: disabled

Monitor logging: disabled

Buffer logging: disabled

Trap logging: level errors, facility 16, 3607 messages logged
Logging to infrastructure 10.1.2.3

History logging: disabled

Device ID: 'inside' interface IP address “10.1.1.1”

Mail logging: disabled

ASDM logging: disabled

ciscoasa (config)# show logging
Syslog logging: enabled

Facility: 20

Timestamp logging: disabled
Hide Username logging: enabled
Standby logging: disabled
Debug-trace logging: enabled
Console logging: disabled

| EESEES
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Monitor logging: disabled

Buffer logging: level debugging, 330272 messages logged

Trap logging: level debugging, facility 20, 325464 messages logged
Logging to inside 2001:164:5:1::123

Permit-hostdown logging: disabled

History logging: disabled

Device ID: disabled

Mail logging: disabled

ASDM logging: disabled

PATR 7 8] St s ] [ P42 15 5 17 2848 H G B DURR € 1) AR 48 H AT B v 2001 -

ciscoasa(config)# show logging message 403503
syslog 403503: -level errors (enabled)

ciscoasa(config)# logging message 403503 level 1
ciscoasa(config) # show logging message 403503
syslog 403503: -level errors, current-level alerts (enabled)

ciscoasa(config)# no logging message 403503
ciscoasa(config)# show logging message 403503
syslog 403503: -level errors, current-level alerts (disabled)

ciscoasa(config) # logging message 403503
ciscoasa(config)# show logging message 403503
syslog 403503: -level errors, current-level alerts (enabled)

ciscoasa(config) # no logging message 403503 level 3
ciscoasa(config) # show logging message 403503
syslog 403503: -level errors (enabled)

HEIERIgEm £i8R

3 HEILRRERLILR

Ihae AR FarA LAA

HEid s 7.0(1) T P H AR AR ASA M4 H LR G R, JFESEE R HE X
(1) 131 o

R PR 7.0(4) FRAAE R 48 H AT B
5INT LA Ffr4: logging rate-limit.

H&dsx % 7.2(1) B T oAby A TS M4 (HE R FEANE R 1D) 1R/
iE/% % H/] E[n_b LE)&@J?%O
SINT LA R4 logging list.

A HEI S 8.0(2) fRe S H &l s B IE RN AT SSL/TLS . AXAE Ik (¥ Fpish TCP 1

P00 N I I A AT 45
BT LR a4 logging host.
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IhRE & TR T &hRA 1% RA
Hidxk 8.0(4) & IS TR H D % B ipaa SRR SCFE.
8.1(1) B T LA R4 logging class.
H &SR AR H | 8.2(1) N T H S S B dap FHERIS R
AISRELIT X Bk T LA R 474 logging class.
AT RS BR CORAE I H AR Id sk 2 X (ASDM. Wiy FTP FIINAE) L
o
5INT LI Fdr4: clear logging queue bufferwrap.
e 8.3(1) IS TN T 0 B 0 2 ) S
BT LA fir4: logging ftp server .
HEAER 8.3(1) ] H AR A H A s 0 7 Y8 1P HulikFl B A% 1P k.
A H D RE R | 8.3(2) MK RS H GRS S E A TCP H ARG H RS # AT I, ASA ¥
1k BEIEAE R R G H AT B HE e, H RN G4s e ol ARIRZS (il
VPN, %kiﬁﬁﬁ?ﬁﬁ%&ﬁﬂi@%) AL, dEIhREC SR, HAETE ASA |
(1) H e s A S s i B LB s e H e s AT B 5
A T AR UAE EALA+ SN 1 Ik shfg |§Aj|5$<jz 3 MR AT TEVE Rk B
P RS H T B RV . B RriE:, WE9R8HEH logging
per mit-hostdowniir 4
SINTUTRRGHEMNE: 414005, 414006, 414007 F1 414008
BT AR fir4: show logging.
ARG H &N B pERHEF | 8.4(1) LA RIS AN T S
o WA 5 &P N ) A SO R IR R g8 H AW R
* Qg {oE X g
« XH BT YIHE T . AOCTEAE R, 1S ASDM BB e
HEINRES TS ASA FRAS H 484
Y 9.0(1) I T X EEREIREE FAE ASA 5580 Fl 5585-X _EAE ARG H G A S H .
BT U4 logging device-id.
eSS LIRS H | 941 IS T REF-AE WS RS I P 1 4 e & BB AR ikl e R4 H AW B3

N

o

SINT LU R4 : logging message syslog-id standby .
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Ihiae AR FahA ERA
ARG H B S G R: |9.6(2) TLS % 7 i A IR S BT 6 REC 6125 56 6 5w a2 UK RSS2 5 43 B0 1 4
127% L 4 Wi S B0 UERE AR 2 R G0 H B RSS2 19 TLS AT PKI KE A3 T
W RS AR URTGVE S RCE 5 AR PAHUC S, WA S EEr ez
Whnsisek 7L R4 [no] crypto careference-identity. logging host.
R H & MRS58 3R 1Pve | 9.7(1) AR, AT LML IPve Mtk kAL E R 4 H & k%545, i@k TCP f1 UDP
Hht Wk RIEFBIRGHE.
B T LU R4 logging host
H il %2k 9.12(1) VNINT X BFD. BGP. #:11. IPv6. 418k X% 4148%&. PBR. M. SLA
K H BT RIS
B T LA R4 logging class.
ARG H GRS RE |9-18(2) TEILAE AT LS IR Il R R G H &
BriAEMf 4. interface loopback. logging host
SNMP %%t H & i 2 | 9-20(1) WIER AR B RGGH R BT, A AEILE T LRy R I% 5] SNMP 454511

il

ARG H & A RC B AR R

BG4 logging history rate-limit
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