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-LIMIT-MIB) clogOriginIDType. clogOriginID | fil. clogOriginID % AL HE M BHE T (5 544 7R .
coldStart - fil & SNMP Ji5, SNMP {3 i3 Bt & A 1

coldStart [&Rf. MARHAE RS E)S G a3, B
2 LB B o

R

XTI HA Y A, EHJE, W% D E S
[H R S 208 (P BIfED » FEBFst sl E 7.
AR HA Y S 3 PG, A A b BT
SN ARIE .

snmp-server enable traps snmp coldstart 74> ]
T P RIS FH 3 6 O 1 A% i o

oo
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s cam

FERHFD MIB 22 %57

Varbind %13

152 AR

cpmCPURisingThreshold
(CISCO-PROCESS-MIB)

cpmCPURisingThreshold Value.
cpmCPUTotalMonlInterval Value
cpmCPUInterruptMonInterval Value
cpmCPURisingThresholdPeriod.

cpmProcessTimeCreated.
cpmProcExtUtil5SecRev

snmp-server enable traps cpu threshold rising i
4T 2 F CPU threshold rising I8 %1 4% i o
cpmCPURisingThresholdPeriod %} % 155 HoAt %) 42—

cufwClusterStateChanged

status

snmp-server enabletraps cluster-state 1y 4 H T

mteHotOID. mteHotValue.
ifHCInOctets. ifHCOutOctets.
ifHighSpeed. entPhysicalName

(CISCO-UNIFIED-FIREWALL-MIB) Je SRR B ek
entConfigChange - snmp-server enabletraps entity config-change
(ENTITY-MIB) fru-insert fru-remove x4 1 15 JH Be @ 4l .
pE 3
SCH AR EIER T2zt snt, AaU 2RI
AL I T
linkDown ifindex. ifAdminStatus. 2 FTHBE RS 5C A KB
ifOperStatu:
(IF-MIB) i perstatus snmp-server enabletraps snmp linkdown 4
T 5 FH R FH K 26 B 1 A T
linkUp ifindex. ifAdminStatus. VI EE RS T J5 B BIF
ifOperStatu
(IF-MIB) Hoperstatus snmp-server enable traps snmp linkup iy T
Jit RN FH 3K 26 B B (A i
mteTriggerFired mteHotTrigger- snmp-server enabletraps memory-threshold fiy 4
(DISMAN-EVENT-MIB) mteHotTargetName. M A N AFBIEE % . mteHotOID ¥ & 4
mteHotContextName. cempMemPoolHCUsed. cempMemPoolName F/!
mteHotOID. mteHotValue. cempMemPoolHCUsed % % 5 HAthx G —fe Kk
cempMemPoolName,
cempMemPoolHCUsed
mteTriggerFired mteHotTrigger snmp-server enabletrapsinterface-threshold 4>
(DISMAN-EVENT-MIB) mteHotTargetName. FF 3 A D B {EIE %0 . entPhysicalName X} %5
mteHotContextName- HH A%k RIE.

natPacketDiscard

(NAT-MIB)

ifIndex

snmp-server enabletrapsnat packet-discard 4>
HITJ5 H) NAT #dfs 6 25 A . il a2 3
I 5 7Bt it BRG], I HJ27E TP Hodl fu Al
WS 23 [ AN BT FH T 9 NAT Z 580 F 2R
ifindex 2 AL L1 1D

e
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FEBHFD MIB 2 F/R Varbind %1/ 3% 15t AR
ospfNbrStateChange ospfRouterld, ospfNbrIpAddr, | snmp-server enabletraps peer-flap fir 4 F-1 1 Hi
ospfNbrAddressLessIndex, S R B A

ospfNbrRtrld, ospfNbrState
TR

Xt ASAS5585 A1, SNMP 5| % LU Bk i H
netsnmp 5.8 Ji4, PFEFARMELLIT OID:

* ospflfStateChange 1.3.6.1.2.1.14.16.2.16
* ospfVirtlfStateChange 1.3.6.1.2.1.14.16.2.1

* ospfVirtNbrStateChange 1.3.6.1.2.1.14.16.2.3

warmStart - SNMP QI & I JH I H 1) warmStart BB
(SNMPv2-MIB) AACHIAE SNMP BLE S UG TR A shiy, T

SNMP EHLEC B PAER, IFEHET SNMP
FoE, X2 BB P

snmp-server enabletrapssnmp warmstart i 4 H

TR FIANAE AT L8 B A4 Hr o

EORBFNRA
ek SNMP RS LB LI L5
AL - AP IREE RCEGE ( E RIERGE BL T

« VB - AR OREN R PR I ST B BRI B e 1 AT — AL HORI A I A B 4
THEE . MR O RE A 2 A 5 HOCHL VLAN 2 1. VLAN 4% R A2 G0HE
o

N

B T EREEZAEHSCH VLAN S DR 0, EA &, ifinOctets OID
Fll ifOutoctets OID ] SNMP 114525 2 5124 BLF: L (P 2R U s v B AH UL
fic.

* VLAN %] - SNMP 14 /] iflnOctets F1 ifOutOctets [F38 45 11Z & o
TR R s SNMP RS G B i ZE R . Rl 1 S sk show inter face iy 4 FiT show traffic

mAMEYHSZEMBSE T ERBTHESR. R~H 2 B R-4F show interface #iy4H1 show traffic fi
A5 VLAN & O 5 S5 B BRI S5 BL T4 showtr affic iy & s il H

oo
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F 6: YO VIAN OB SNMP RE2FRITHER

snmp 2 3 kgigtiz ]

w1

w52

ciscoasa# show interface GigabitEthernet3/2
interface GigabitEthernet3/2

description fullt-mgmt

nameif mgmt

security-level 10

ip address 10.7.14.201 255.255.255.0
management-only

ciscoasa# show traffic
(Condensed output)

Physical Statistics
GigabitEthernet3/2:

received (in 121.760 secs)
36 packets 3428 bytes
0 pkts/sec 28 bytes/sec

Logical Statistics

mgmt :

received (in 117.780 secs)
36 packets 2780 bytes
0 pkts/sec 23 bytes/sec

DA 749 S 7 A B VRN B 117K SNMIP 4 HH e 117 L« ifInOctets #1011~ show
traffic dy-&4 o o B STTHE B, (HARGE T grHE Rt .

B ) iflndex:

IF MIB::ifDescr.6 = Adaptive Security Appliance ‘mgmt’ interface

XN FYFEE O il f5 B ifInOctets:

IF-MIB: :ifInOctets.6 = Counter32:3246

ciscoasa# show interface GigabitEthernet
interface GigabitEthernet0/0.100

vlan 100

nameif inside

security-level 100

ip address 10.7.1.101 255.255.255.0 stan

ciscoasa# show traffic

inside

received (in 9921.450 secs)
1977 packets 126528 bytes

0 pkts/sec 12 bytes/sec
transmitted (in 9921.450 secs)
1978 packets 126556 bytes
0 pkts/sec 12 bytes/sec

VLAN P11 ifindex:

IF-MIB::ifDescr.9 = Adaptive Security Arp
IF-MIB: :ifInOctets.9 = Counter32: 126318

SNMP = 3 hR#itid

grde X it

SNMP 55 3 W2 L5 1 AREER 2¢ fRTECH 122 1458 Th A . SNMP 55 1 KURIER 2¢ LA SO 7
SNMP Il 4525 F1 SNMP A3 2 [ A& 5t . SNMP 55 3 Ji i) 22 2 WU Ve thgs in 7 5 40 50 1 A A
W, BbAh, BERRASTE R EE T 2 A s (USMY) A TR B U T 2 A 28 (VACMY) #2846l %6
SNMP I MIB X % 175 )« ASA (S REAIEE SNMP 1R 7, BLECK 224> SNMP T8 {75 )0 4%
A4 A 0 UE R0 2% T 5 1 L

HHHATECE, SIS UE R AL eI A JC R A i e il . e RN T P, e AR
vyt

e
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B swwea
* NoAuthPriv - LG IGUE HCFRFA, B AR SN %2k E .
* AuthNoPriv - § G IFHTLE, ZWEN BT H D KAF .
* AuthPriv - 5 S 0AE G B, BRE I B ST 500 5ar )t s .
SNMP 2H
SNMP 412 ] LUK P8 i 6 U 1) 2 6 Sms . A4S SNMP 41iCE 241, JF5 SNMP AL ¢
k. SNMP 2 [ 2 SNMP 2 1) 22 4 i QUL . IX S 805 52 SNMP 41 P4 1) 7 438 1 &
WYIEFI A FAZKET . 45/ SNMP 41 42 Fi/ 2 A pi X6 A 2t —
SNMP
SNMP H P HAfREMH P 4. HPFTERAE .. GO uEsis. s sat, DL EAE 5400 50 E
Fahnss . GOy IIE Bk I 3, SHA-1. SHA-224. SHA-256 HMAC 1 SHA-384. J#5 kit
15}y 3DES Fl AES (7 128 192 Fi1 256 fR-PAT ) o @I A, 2620 5 SNMP ZHAH ik .
RIG, H PR Ak Az AL 1) 2 .
Y
IR CE SNMP v3 H KN, AR S0 0 UE S A K B A T B T s A K .
SNMP E£#)

SNMP T H1J& SNMP 3l Z1FN BT A& 26 2 1) TP Huhik . ZERC & SNMP 28 3 fin EAL A H bk 1P il 26
MBCE 4, OB XS CRCE I . SNMP H b5 IP kAT H bR S84 FRAE ASA _Fis
ZME— . BN SNMP EHLHBERA — NS HOCHH - 44 . ZEH6C SNMP FABIE, 157578 I snmp-server
host v % 5, Hifrts NMS B H A FRUERCE A 5 ASA IR UEAH UL AL .

\}

FR O OEZATLLNIN 8192 & M. HiE, Hrpi 128 & H T 4.

ASA FnE#} 10S Bz BRI E M E R
ASA 1y SNMP 55 3 Wit St /E AR 75 T AN ] T 2R} 108 i) SNMP 2 3 i Sk i
o AHLG BRI RES 9 ID Y AR E . AHLS 9 1D ZAE ASA Ji B sl G g 1 1% S A B
o ANSCRPAE TR U7 ) 4], 3350 MIB 3 Y A2 B .
« ZEFFR LA R MIB: USM. VACM. FRAMEWORK 1 TARGET .
o TR ZIUE FH IEA 1 22 AR e P R AL
o TRAZRZ TE A BT IR P . 2R AL
* {ii ] snmp - server host iy &I ASA FUIU LA fo 74 X SNMP i &

oo
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snmp g Bsnakis [

SNMP ‘?éﬁ E IL.\I% ll_,\'ﬁ%l_

SNMP A= B 5 R 212nnn (IHEN R85 H AW R . R 88 H W B3R & 2 0 _ B4R E EHLE Y] SNMP
ik, SNMP [#BF. SNMP {58 F15K H ASA 5 ASASM ) SNMP Hi 3 (RS

ARAGHEH BN FEE, SRS HSH .

\}

ER W SNMP R4 H G U B E R (£ 4000 45/88) , I SNMP #8145 I8

By —
MARSFE=ATEH
A% SNMP SCHFFIfE ., 1S LA T URL:
http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd_technology support_sub-protocol home.html

A5 A 5 =77 T HAL T SNMP %5 3 ik MIB {5 5., &ML URL:

http://www.cisco.com/en/US/docs/security/asa/asa83/snmp/snmpv3_tools.html

SNMP &£
A5 AT SNMP 2 i 2575 3 AL

W PR AL FEFNES R

* Kt SNMPv3 H TAERF BB e R I, W SRAE W AR ST F0 5 VAN T P B8 T AL % B B 4 W e 2 5
W%, WISNMPv3 H A I BRI 6% . 200K SNMPv3 I BB I 24 61/ 3 FH 545
DA P S B0 e et s B8, W] AR B s B 7 (SNMPv3 H 2 Fldl & 6k
FEARTE B B 4 3 N i A I U R A1) E%ﬁﬁﬂﬁ’i/\ﬂ%ﬁ TR FE e
%\ snmp-server user usernamegroup-namev3 iy 4, B LI AR N % 7B 3K priv-password
HEIGURI auth-password 126 T5 2 2 21 i b/ 46 FH 4

IPv6 M (FrE ASAEIS)
] LUl IPve &4k Ed E SNMP, LUME IPv6 T HLAEWS AT SNMP &), - Miz4T IPve #RAF IR 4%
B SNMP i 5. SNMP AREEFAAH ) MIB CLiEATH 5%, PASCERE IPve -ik.
H b AN
o FEBEA ISR IBAT I R G A S K HL YRR B

» A AA Cisco Works for Windows 5 At 775 SNMP MIB-IT A5 #fE #7301 Yo 25 4 fig H2 . SNMP
Fed BHE R 0] B MIB

| e


http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/en/US/docs/security/asa/asa83/snmp/snmpv3_tools.html

SNVP |
B suwe e

* SNMP A7 fFillid VPN BEE U T4 15 1 (management-access ii4) - X T-3& T VPN
SNMP, FRATAXAEFRAE 0 L JE ] SNMP. #8J575 i FHAE B 1) Sh A B Al 76 2R Rl 1 _E A
SNMP., FR[l$; O3 H] T SSH.

o RN HEEE TR T R0, (HE VACM MIB ] 4501 W DUR 5 BRI 15 2
* ENTITY-MIB 73RBS S Al F . £F AR5 BRAS 5P O TF-MIB $AT 7 1) o

* ENTITY-MIB X} Firepower 93000 . AH %, 1 H CISCO-FIREPOWER-EQUIPMENT-MIB
Fi1 CISCO-FIREPOWER-SM-MIB.

o EHLEV R b, MR snmpwalk i KR ) (ifDescer) W75 0T 5 8 5 K AEAR A . ASA
F—Fh S5 KA 52 SNMP 2y (1) ifindex %o 24 ASA JABNIN, 42 11065 ASA SRS & I N2
W8 N2 ifindex . A INE] ASA [3HTZ 02 N2 ifindex £ 0 51%. BEEZ N
i, MBREE 4, PRSI TS I )7 .

* 7t snmpwalk #7424k OID IFf, snmpwalk T H2 i) 7B 45 € OID R IR A7 A i I ik om
HAf. Pk, ZEF RS LR A 4Ammh, W§His ssmpwalk fir4 4t OID.

* %}F AIP SSM B} AIP SSC AN £ SNMP 4 3 fifl.
« INIFF SNMP ik

« A FE ARP 15 BKR.

* NI EF SNMP SET 4.

 {fi] NET-SNMP % 5.4.2.1 B, {305 AES128 In#8 kA . A AES256 55 AES192 I
BV IRUAS

o MR RS SNMP A FA—Z0IRES, WS A i BT 50

* X T SNMP 5 3 i, AEZ L PP TRCE : 41, 1. EbL

* %} Cisco Secure Firewall #%!, snmpwalk iy 2 XM Hi4% 5248 1 FXOS mib.
* FEMMBRZLZ AT, 380 200 RN B 15 i 2 DGR IR T L

 TEMIBR P 200, R 25U G AR I B 5 % 4 ORI AL

 WER ORI e 2 R P BC BN IR TR 4, I LA R 2 A G0 BEAT T 382, )
WG BRI PRAT LA e«

o MAZA A I BR P o

o WA g .

« INIE TH R .
o NSRRI E s AR R X% MIB X% FAE I H P Ui il
o JITA R SROFN BE B L REZE BR A ) Read/Notify View 1 3KH

o (R FLE St 2E il connection-limit-reached [ERF. A B FEIE, SR 2k 2 E B R A0
FrE S e & 5 b — SNMP 4% EHLo

oo
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snwp e [

o RdR 2 T LAV N 4000 5 EHL. (RS, Hrp 128 G H TP
o CFRMTE SN A H AR SR 128,

* TEATLUFR & W00 G AR 2R SN0 EHLZR KA S0 AL

s U 2 B PG

* BT LATEANFI) host-group fir - Hhdig o B8 M ZS AT B0 Rt Ja— A WL TR & IO 2365 AN 7]
A B PA  ERUERS AR

o U HAHER AL oAl LAl E SR L, RS S i BTG B A S LA O E {E R
BE L.

o BNV (ELICR T H T-184T iy 2 IR E 1741 o
* SNMP AL DR/ R 1472 7715

* ASA SCFFREAME S SNMP IS5 #% FE B W LECANSZ Bl . show snmp-server host i 2 i Hi A3 {5
TN IEAERS ) ASA FIIEEh N, PLRFR ARG E I E ML,

MBS HERR IR
 BHAIREIOR B NMS [ NSl () SNMP 2872, 35 A LR fir %

ciscoasa(config)# show process | grep snmp
* ZHPOK H SNMP (KR ZEH S BIFR L BoRFE ASA #5616 L, A LU R i 4

ciscoasa(config)# logging list snmp message 212001-212015
ciscoasa(config)# logging console snmp

LR SNMP JEFLIEAEAORMHRCEE 60, 1A LU fir %

ciscoasa(config) # clear snmp-server statistics
ciscoasa(config) # show snmp-server statistics

LT SNMPv2-MIB (1] SNMP 4.
BRI SNMP £l fuili ik ASA JF45 ) SNMP #hRE, iEHALL Fin 4

3

ciscoasa(config)# clear asp drop
ciscoasa(config) # show asp drop

.

W NMS TGRS id R G ol R IEMALEER B ASA FIME B, 1558 H B 6 3 3 o i)
W, PSRN LL R A

ciscoasa (config)# access-list snmp permit udp any eq snmptrap any
ciscoasa (config)# access-list snmp permit udp any any eq snmp
ciscoasa (config)# capture snmp type raw-data access-list snmp interface mgmt

| e
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fic & SNMP

ATy

SNMP |

ciscoasa (config)# copy /pcap capture:snmp tftp://192.0.2.5/exampledir/snmp.pcap

© WA ASA AHETUYIAT, I AT AR BR AT R IRIBUAT < 99 288 0 AL e 7 6«

* X NMS BCHE, TR ME R
R I TCH
AT
514 ID 2547
A8 F D P 44 R0
o RHLLUF a4
show block
show interface
show process
show cpu

show vm

o WA AR, WS B LA IR, RS RIS AT show tech-support i 4 Al Y A IE 2

BRI TAC,

o WA R VF SNMP it ik ASA #2111, 0] BEIE 75 2444 H icmp per mit #iy & L1k F i 2 SNMP
4525 1) ICMP i & .

* WIERAEAEH] snmp-server enableoid AiL'E | &%, fEHAT SNMP 2 AERS, ASA F#rif

MEMPOOL _DMA il MEMPOOL _Global SHARED jthH [ A 7745 B . XA it 4 S 55 SNMPA]
KIJCPUMHE FE AL . B ILINE, 15 548 FH nosnmp-server enableoid fir &4 1) 54 &)
S SCH) OID. ZEJTIN, A7t OID i[O 575

o YAE— AN SR il H SNMPGET %tk OID #EHT#6 1 ASP EF i sint, T3 EE 41 ASP
EFvH s, MiXe SECEEK CPU TR Bk, FeA T e 2 Iy Em - as, Jf
FEREANT LSS AT SNMPGET SK3RHUXLE{E, LLid/b Xt CPU 1520

* HREZ ARG R, 1S LUT URL:
hitp:/Avww.cisco.comvc/enfus/support/docs/security/asa-5500-x-series-next-generation-firewalls/ 116423-troubleshoot-asa-snmp html

YN HCE SNMP.

FHIE1 )i H SNMP {CEELF SNMP 45 2% .

oo


http://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116423-troubleshoot-asa-snmp.html

| snmp
rarm snmp k2 smp R 2

$H1E 2 Jil'E SNMP K.
$£IE3 BlE SNMP 5 1 iUHES 2¢ inZ Bl SNMP 5 3 RS,

5 FH SNMP {{Z2%0 SNMP Ak 5528

P55 F) SNMP fCHER] SNMP JIR45 8%, 53T UL T A 1%,

1E ASA )5 Hl SNMP fREERT SNMP e 2545« BRINIEHL . SNMP s+ 2 o
snmp-server enable

i

ciscoasa(config) # snmp-server enable

i & SNMP B F
TAE 58 SNMP ACFE A e WIR L B B DA K dnfe) 5 I AR I 32 3 NMS, iEHUT AT 2D 3.

N

AR P SNMP BUR S8 H S EBEN . SNMP ZERE AT REs i ARARBEA M 2 )3 2 BE 0, P EUR G4k
o WERBRILARSIER . RISRIEREGHE, "L RS 1 SNMP AR SEH ERPF. i,
T Ak 5 B AR g8 H G MEBE 00 .

R AN BEBE EBESR S BT AT BE B A 0E 2 NMS .

snmp-server enabletraps[all | syslog| snmp [authentication | linkup | linkdown | coldstart | war mstart]
| config | entity [config-change| fru-insert | fru-remove| fan-failure| cpu-temperature| chassis-fan-failure
| power-supply] | chassis-temperature | power-supply-presence | power-supply-temperature
|1-bypass-status] | ikev2 [start | stop] | cluster-state | failover-state| peer-flap | ipsec [start | stop] |
remote-access [session-threshold-exceeded] | connection-limit-reached | cpu threshold rising |
interface-threshold | memory-threshold | nat [packet-discard]

T

ciscoasa(config) # snmp-server enable traps snmp authentication

| e
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B ==crosmzne

linkup linkdown coldstart warmstart

R AT A T LUK R 48 H A BE N BB R IX BINMS .. BRIARC B O FH T SNMP FRIERERE, ok
BT EAERTXLERERE, % no snmp-server enable traps snmp fir 4.

WL A A TTANTR E BEE T, ERIA K syslog [aRE. BRIATE S, 238 syslog FalE. ERA
SNMP e BIFbf 248 B 7R B2k 2528 H .

14 T HE AN iR & logging history fir4 #i1 the snmp-server enabletrapssyslog fir 44 fE M\ 5 4t H i MIB

A BB o
K SNMP BB BRI G, 358 clear configure snmp-server fiv4. ERINEIL N 28 BT
HABBARE .

ACEE S BT 357 rh ] PR B B «
* connection-limit-reached
* entity
* memory-threshold
A B 55 O R GG P A IR 4 A ) B B -
* interface-threshold

FER—RCN, BT AR B B SN B 5 R T

config KBk H ciscoConfigManEvent & %11 ccmCLIRunningConfigChanged 1B %1, 71 Hifid B i
J o3 AR X EEE K o

W2k CPU IR T i B M 0T K Pr e B B 2L, AR S84 2 A cpu threshold rising P

MEH ARG R NAAER R RGN 80% Y, RG4S NE B 5t 2E i memory-threshold F Bt
T BT HAB ] P55, SRz e sth CH WAFIA B R RGN AT 80% 2 A8 it e B

FELCREBEANIE ] TIPS o AR 2 AR B OB SR e WA L2 B S T 4 I B %o

* Firepower 1000 F 41 A FFLL TS24k [4ME: chassistemperature. config-change il
cpu-temperature.

iR
SNMP A W47 H AL 2%

BcE CPU (X X E1E

HRCE CPU M AR BIAE, 1T LR D BR:

oo
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mayeznmE [

Aty CPU [ FR o 1 M 42 S0 2 1
snmp cpu threshold rising threshold value monitoring_period

i

ciscoasa(config)# snmp cpu threshold rising 75% 30 minutes

BV R A CPU 8 FH R Wy A R, 15 a2 1 no 230 W R KA & snmp cpu threshold

rising T4, U7 A 2 5 PO ER AR A B 70%, 11 Ft 190 1 25 5ol RO R AE B L 95%. BRI M #2230

WHEN 18

i 5t CPU {2l 4 AR FETE 95%, TCIERCE . 1 CPU BIE A R IE A 10% 2] 94%. Wifs
WA B TE LA 1 3 60 23

Ao B3 i O R1{E

TECEV B OO BE, TAT LU PR

B B SNMP W B 11 R A
snmp interface threshold threshold_value

il

ciscoasa(config)# snmp interface threshold 75%

BOERR SNMP PR B, TE A a2 no JE . IR E SO s SER 210 H 0 L
A RBE G A 30% £ 99%. ERIME R 70%.

snmp interface threshold #ir &1 224 3 St Al

Py B CUE PG DUAT SRR 2 B8 T 2 B, RGeSt A B I AR I 4 B SR % . XN
BRI S B E A S O

B E SNMP hR 7K 1 Bk 7N 2¢ IS4

LHCE SNMP 25 1 JREER 2¢ TS, AT AR 23R!

e
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B s snmp i 1 stk 2c 054

FE 5 SNMPIRNRNCE , $Ras WAL BBIFRE 1, JF U BLERE 2 ASA 1) NMS 5 SNMP %

Nil

B8

LA FRAN TP kit

{interface hostname | ip_address} [| ] [community-string] [{|H /744 }] [¥f 2] snmp-server host
trappollcommunity versionl 2cudp-port

IR

ciscoasa(config)# snmp-server host mgmt 10.7.14.90 version 2c
ciscoasa(config)# snmp-server host corp 172.18.154.159 community public

ciscoasa(config)# snmp-server host mgmt 12:ab:56:ce::11 version 2c

trap JCEE TR NMS BRI AR poll S8 7Dk NMS BRI AR TR (i) - BRIk
TEULT, SNMP FEBEC . BRIMEM T, UDP % 162, #HX 45 H J&: ASA 5 NMS 2 jilfr it
R, FHE AN KNG IME, KERZ AN RATF R . ARV . BRIAFEX
FAFH N public. ASA A T 5 B € A2 N SNMP i SRS 8. B, 4 m] DU Rk X 7 4%
HoRIE G A, ARG A — A R L ASA I FIG . ASA TS E 4, JF ARSI
B IR D AR R R SR A Y o E, T S SNIMIP W 45 2 0 A B L AN R 12 e 1, e
7 ASA B UFAEDC AT B el BEA TR0 . FEREH I AL X 245 R, NPT R4 (B CLIL
ASDM. CSM %) AR M. WISCHEIEAT L. I 4L A5 R A2 B ASA A &
BN — M SO

KBTI T REBERIE R (58D [ISNMPRRAS . version X Fe v T AR 5 iR 45 25015

FAEANIN snmp-server host fir & Ja ECREBE, TSR ORTEHT ASA 0B (¥ FEUEAR [] (1 SR BL B NMS
Hal:u) DR

WEMME SNMP 55 1 FEls 2c FREC A AL DA 47 e o
snmp-server community community-string

IR

ciscoasa(config)# snmp-server community onceuponatime

TR

NV RER AT R AT L, @, 4,8, %, ", &, %, \) (EAEDC P R eh e S, ATV ERE RGN )
RELR P AL AT RF IR AT P BE S S BUR AN R B0, BoRtEe (D) SR B 4T, ANAEFRE X
A

BCE SNMP [ 5% i B mpe 5 A5 B

snmp-server [contact | location] text

Tl

ciscoasa(config)# snmp-server location building 42

SNMP



| snmp

it & SNMP =

Nil

B

mE snp 23 tnss [

ciscoasa(config)# snmp-server contact EmployeeA

text ZH R E R N8 ASA REGE T RNINAIR. BRI NE, BREZAOE 127 MR Alas
Tk, AHZANFRELTH AT

BCE SNMP 15 K K0T i [

snmp-server listen-port Iport

Tl

ciscoasa(config)# snmp-server lport 192

Iport ZHUe 252 A6 N =R 13 o BRI i 14 161, snmp-server listen-port iy 4> &fﬁ@fﬂi‘%%
T, TERGHE ST WA w8 A s O FRCE snmp-server listen-port @4, R4
TSN EP W

The UDP port port is in use by another feature. SNMP requests to the device
will fail until the snmp-server listen-port command is configured to use a different port.

BUAT SNMP Zee e Rpsfeify (i 60 B0, LR AT, Wi LA EAE T b, 2R R
4t H & %ASA-1-212001.

£ 3RREYS L

HHCE SNMP 2 3 iR SHL AT LR D BR:

FRAEMN A SNMP 2 3 BRIC & 1 08T SNMP 41

snmp-server group group-name v3 [auth | noauth | priv]

i

ciscoasa(config)# snmp-server group testgroupl v3 auth

BEAL X ERF G, RES A E A 5K A B AHULAC I BRI S Ab AL — AN RRER 1
2 AR, —ANRORES 2 i e e, auth JCHE ] JE AR B S 0 56 1F . noauth St
INAAEAT B s 5 iy IR E BN 25 . priv OCHET n] E AR 60 02 f Sy e iE . auth 58X priv CHEF
AELEERIME

AU S SNMP 28 3 kil &8 1) SNMP HC &8~ »

snmp-server user usernamegroup_namev3 [enginel D enginel D] [encrypted] [auth {sha|sha224 | sha256
| sha384} auth_password [priv {3des| aes {128 | 192 | 256} } priv_password]]

e



SNVP |
B ==swezsmusy

TP

ciscoasa (config)# snmp-server user testuserl testgroupl v3 auth md5 testpassword
aes 128 mypassword

ciscoasa (config) # snmp-server user testuserl public v3 encrypted auth md5
00:11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF

username Z 4L & T SNMP AUHEL I EHL B A4 FK. P BN 32 7 F. ARl y
BEFk . ARCARFOAR AR, Br, _ CRRIZD 0 (8D« @ (IRFERTS) M- GEFZRD) .

group-name ZHUE M TR AL A FR . v3 RBETFi € AT A SNMP 28 3 iRz i3 i
encrypted. privfl auth S8 . enginel D JCHEF e AT EM), AT HEE M T A4k F 7 1) 5 43 S0 A
{5 5L ASA [F) enginelD. enginelD S0 J045 & A 441 ASA enginelD.

encrypted JCHEE IR E ISR SR . s S 20 2 LR ER

o AGE T NHERIRS

o AR D 8 ANFERF, % 80 N AT

o A E TR BUFEFILL T 2455 ~ 1 @#% &*()_-+{[1\s"<,>/

s AMEAUFLURFS: § (GEnfFs) « 2 () si= (%6%5) .

o WIS 2/ 5 NASTRINR T4

o NI 2 IS alOR B B B, B, ERFER 9123457 WE U GRS, AT
“ZYXW” A =AM BRI BB AN R GEH A RT 4 32 6 A
FF) Ty B R A Al 2 I
R
LEAT IO AR 18 Bl 3o Jok A5 BN T B Z T, RGNS B B S ¥ el st il - 7 v . i,
abed&!121 B 2 A B AG Ar W, {H abed&!125 A4,

auth Jef 35 2 VA FH 5 4 B61iF 2 ) ( (sha. sha224. sha256 1 sha384) . priv J4 35 E
BN . ALEAE auth B priv S8 7 BB S A ERAE .

ST INE RS, W LR E 3des B aes SCHE . AL W] DU E EAT HI 1K AES I A 128, 192
8y 256, auth-password Z4($i & & Uy S iiE )7 %50 . priv-password S H0H e I H] - 20

WSO ED, Wk KA, DAL E o 0T UFR 2 S SO B R A A i 2 . A
A B 5 Sl FH P B S O B0l 507 (SHA. SHA-224. SHA-256 B¢ SHA-384) AHUGHL. 41
JURCE R E G FEUS NBISCE (i, HAECE ) B, G2 BOR A Ak B 3 S0 E R R AL
WET ARSI (B ZARED o BB I NE R/ e, HTese
JRIR, BATE UL 2> 8 AN FEREECE AT

H SNMPv3 HI T A sl S 4 A5 I, 0 AR A6 BT T RS VS 0BT PR SR A 1 ol o g B e A 4%
7%, I SNMPv3 H P A EHIZIH & . A0 SNMPv3 H P SR n 24/ 3 &, BAa
WP SRR RS s, WL EBARi & B IH = (SNMPv3 F P A 2 Jov e SR 4R
P EAANECE T 2 IR o FORECE RN P, 5 e A FH & B Ausername
group-namefii%, BF EHEAEEHE/ £ F % & L% A priv-passwordi%& i flauth-password £ I (RN % T
A) . snmp-server user v3

oo



| snmp

mE snp 23 tnss [

o SRAE I E W LA encrypted REETFEHIA T P, REK Ton— 4R S, TBA0% SNMPv3
P AW AT N IE RS LR L B A S BRI SNMPy3 F - Fldl a4 .

o, A T o s Y N I i & (R B e

ciscoasa(config) # snmp-server user defe abc v3 encrypted auth sha
c0:e7:08:50:47:eb:2e:e4:3f:a3:bc:45:£6:dd:c3:46:25:a0:22:9a

priv aes 256 cf:ad:85:5b:e9:14:26:ae:8£:92:51:12:91:16:a3:ed:de:91:6b:£f7:
£6:86:c£:18:c0:£0:47:d6:94:e5:da:01

ERROR: This command cannot be replicated because it contains localized keys.

B, AEEEAE S HIIA] (s vt b (OUAERC B P A7AE snmp-server user fir & (TS OL A 2 B8 -

ciscoasa(cfg-cluster) #

Detected Cluster Master.

Beginning configuration replication from Master.

WARNING: existing snmp-server user CLI will not be cleared.

¥8E SNMP 1l 41T o From MR G BIFIH: . #f e v] LLE#E 2] ASA [ NMS B¢ SNMP & 2
2142 FFF0 TP Hudil

snmp-server host interface {hostname | ip_address} [trap| poll] [community community-string] [version
{1]2c| 3 username}] [udp-port port]

il
ciscoasa(config)# snmp-server host mgmt 10.7.14.90 version 3 testuserl

ciscoasa(config)# snmp-server host mgmt 10.7.26.5 version 3 testuser?2
ciscoasa(config) # snmp-server host mgmt 12:ab:56:ce::11 version 3 testuser3

trap S ADE NMS BRI AN 2 b B o poll?%’{i’%%—H%NMS BRI UK IETE R () .« BRiA

FEWR, SNMP BB A H . BRUEM R, UDP 3k 162, #HIX 7458 JE ASA 5 NMS 2 i [t

T, B AN KNG IIE, B2 RN R . ARV AR . BRI

iy public. ASA i FH S 8 5 A2 N SNMP WSR2 5 %5 B, #80] DI Ak X 245 ok
BoE vk A, SRS Rl — R E ASA FI NMS. ASA {F ISR IR, I HA SN 5 I3

AR H R SRAE i Y . AERE I AL X FAF R A, ST &80 (i CLI. ASDM. CSM

) AN BRI R TE . BSOS ANTT W, I AL X A R AR 2t ASA ZE G 8 SN 1 — B

kA,

FH TR E T FPERNE SR (B [ISNMPRRAS . version 1 5o 4 FH BTk i As 15 il 45 28045

fE ASA LFCE SNMP 5 3 ik EALR, P 251 PRk,

BEAEVN I snmp-server host 172 G ECFERBE, T B PR ASA _CE 19 FEUEAR [H] 19 R IE R B B NMS

AR

BE SNMP Hi 45w B B R MG B o

snmp-server [contact | location] text

i

ciscoasa(config)# snmp-server location building 42

e
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BcEM P

SNMP |

ciscoasa(config)# snmp-server contact EmployeeA

text ZHHRE TR AN ASA RAEFH ML BIRX KNS, RETES 127 M55 vJad
Tk, AHZANERELTH AT

BE SNMP 15 K 0T s [

snmp-server listen-port Iport

Tl

ciscoasa(config)# snmp-server lport 192

port SR 24 N SR I3 1. BRI 124 161. snmp-server listen-port #4765 B4 5
T, ERGER SR WA M s O E snmp-server listen-port @4, R4
4%@%%??%1%\:

The UDP port port is in use by another feature. SNMP requests to the device
will fail until the snmp-server listen-port command is configured to use a different port.

BUAT SNMP Zefe S fpsfeif) (i 60 B0, LR AT, Wi LEAE T b, 2R R
4t H & %ASA-1-212001.

LCE S AT —dRE F i) SNMP H P81, 1B AT LA R AP ER:

5 SNMP H %1% .

snmp-server user-list list_name username user_name

i

ciscoasa(config)# snmp-server user-list engineering username userl

listname 24045 e H P IR AR, KEW LU ERZ 33 NMF4F. usernameuser_name S /2 506
FREAE A el LS & (K . {8 ] snmip-server userusername i 2Bt & 7 4106 FR I
IAEAEFH )2 SNMP 55 3 RIS FiZar &4 1T H . HPFIRBAEAZAH S, JF RS EHL4
oY, 1P Huhik Vi [ OCHE .

oo
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R PS5 MR K

SRR SR AR R SR HE P s AL RS AT ORI, TP T AR 2D 3R

B F P B R AN TP BT 7 2L R 200 BAR SRR

snmp-server host-group net_obj_name [trap| poll] [community community-string] [version {1|2c| 3
{username | user-list list_name}] [udp-port port]

il

ciscoasa(config)# snmp-server host-group inside netl trap community public version 1
ciscoasa(config)# snmp-server host-group inside netl trap community public version 2c
ciscoasa(config)# snmp-server host-group inside netl trap version 3 userl
ciscoasa(config)# snmp-server host-group inside netl trap version 3 user-list engineering

net_obj_name 2 #fit i€ Hl ) B H] 7 415 2 SRR A4 I SO A4 TR

trap KRB R E KB AORIERE, JF AN RVRSE B0 (Rl BRATEOLT, SNMP BalkAE T3
HPIRZS -

poll SCHE TR E AR VFI S AL (B, (HARERIZIEE .

community SR E K B NMS 38 R 75 AR FAT B0 928 k% 22 NMS (1 BABIF I 75 22
BN TR . EILRRR L OCHE 7 T SNMP 25 1 AREREE 2¢ iR, community-string 2 %45 & J3 %
B AR bR, A H B S IR B E NMS & R R rp R 2. HEK P R i 2 v LA
32 MFAT.

version JCEE TN SNMP T AR A BEE W ARA 1. 2¢ 88 3 U T REMBHFIZ 6k () . BRiA
WA 1o

username 2 (35 & B AE A8 ] SNMP A 3 15 2 144 K .
user-list list_name <87/ Z 506 Ha e H P VIR A2 KR .

udp-port port JCEET/ S HON TR 2 20K SNMP B BH A 26 B AEER DA 3 111 NMS FEHLIF% E 1% NMS
FHLIF) UDP %5 15, ERIA UDP %5 124 162,

5§ SNMP

HZ LT T A% SNMP (#74
* show running-config snmp-server [default]
iy A n] 7R BT AT SNMP IR 55 25 L B A5 B

* show running-config snmp-server group

| e



| EE

i A Al s SNMP 41 i & % .

* show running-config snmp-server host

Py T 7Rt SNMP ] Pl 3 1) R L ALK 7 SR

* show running-config snmp-server host-group

a4 Box SNMP EHLA AL E .

* show running-config snmp-server user

Ay A Al 78 SNMP 2T H 7 I E 3 E .

* show running-config snmp-server user-list

AR 7R SNMP H B R AL E .

* show snmp-server engineid

a4 ] B R TS E ) SNMP 511 1D,

* show snmp-server group

B2 AT 2R CRCE A SNMP A4 FR. d iR AR E AL 747 of, IIERIARE B0 N a4t b2
BRI EINI AL . AT AR IR

* show snmp-server statistics

BE AT R CRCE K SNMP S5 2. 22T SNMP T B BB 0 %

Sﬂﬂp-&ﬁVG’ﬂ&ﬂSUCSuuvw

* show snmp-server user

4] Bon O 1 PR AE

Gt

PAR 7 B8 W An ] Stz SNMIP iR 95 4 4t 115 5L«

ciscoasa(config)# show snmp-server statistics
0 SNMP packets input

0

O O O O o o oo

0

Bad SNMP version errors

Unknown community name

Illegal operation for community name supplied
Encoding errors

Number of requested variables

Number of altered variables

Get-request PDUs

Get-next PDUs

Get-bulk PDUs

Set-request PDUs (Not supported)

0 SNMP packets output

0

o O O O

oo

Too big errors (Maximum packet size 512)
No such name errors

Bad values errors

General errors

Response PDUs

TN A C B

SNMP |

» i clear
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0 Trap PDUs
DL 74 8 B e {2 7 SNMP iR 45 #1847 i

ciscoasa(config) # show running-config snmp-server

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

SNMP =151

NATRAE T AR SNMP RTINS 117 o

SNMP 2 1 kg 1% 2¢ ki

IR T ASA WA B R ERL 192.0.2.5 B SNMP iR, AH SR AT LA IEATAT
SNMP #4t H &K
ciscoasa(config)# snmp-server host 192.0.2.5
ciscoasa(config)# snmp-server location building 42
( ) #
( ) #

ciscoasa(config snmp-server contact EmployeeA
ciscoasa (config snmp-server community ohwhatakeyisthee

SNMP 2 3 ki

FEIEIR T ASA Wi SNMP FRA 3 22 AR FRI SNMP 153K, I EE SR IC B 00 4n 1 4 a2 1t
}_\?‘: éﬂ_\ ):HF\ j}:*ﬂ::

ciscoasa(config) # snmp-server group v3 vpn-group priv
ciscoasa(config)# snmp-server user admin vpn group v3 auth sha letmein priv 3des ciscol23
ciscoasa(config) # snmp-server host mgmt 10.0.0.1 version 3 priv admin

SNMP 847 183K

F< 7: SNMP i [ £18 5%

INRE TR FRA | i%PFR
SNMP 5 1 fi AR 2¢ fi 7.0(1) | B SCAE X P B AE SNMP Jil4s 25 5 SNMP A FR 2 [R)4& 5 B Sk it

fH ASA M2t P R HEE R

| e
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TIREAFR

(TS

152 AR

SNMP 5 3 Jiix

8.2(1)

it A W A2 R A2t SNMP 25 3 i it 3DES 5t AES Jin
RS Fr. WL USM,  BERRCAS SUVFRCE 7 . 4UR1 M LA A B4 B iE
Fifibo A, ARASIE Fo VA CHER MIB X 5 304705 45k, OF HAs
HAth MIB % FF.

SIANBAEE T LA Fdr4: show snmp-server engineid. show snmp-server
group. Show snmp-server user. SNmp-server group. SNmp-server user .
snmp-server host.

8.3(1)

SCRPRR N o

BT LN ir4: snmp-server community F1 snmp-server host.

SNMP [ BfEF1 MIB

8.4(1)

YEFLUN HA BT connection-limit-reached. cpu threshold rising.
entity cpu-temperature. entity fan-failure. entity power-supply. ikev2
stop | start. interface-threshold. memory-threshold. nat
packet-discard. warmstart.

entPhysicalTable i 5 %8s . WU HLJEFAR AR5 H o

YL HoAl MIB:  CISCO-ENTITY-SENSOR-EXT-MIB.
CISCO-ENTITY-FRU-CONTROL-MIB. CISCO-PROCESS-MIB.
CISCO-ENHANCED-MEMPOOL-MIB.
CISCO-LAL7MODULE-RESOURCE-LIMIT-MIB. DISMAN-EVENT-MIB.
DISMAN-EXPRESSION-MIB. ENTITY-SENSOR-MIB. NAT-MIB.

SRFLLFHARFABE: ceSensorExtThresholdNotification.
clrResourceLimitReached. cpmCPURisingThreshold. mteTriggerFired.
natPacketDiscard. warmStart.

SIANEEH T LL R ér4: snmp cpu threshold rising. snmp interface
threshold. snmp-server enabletraps.

IF-MIB ifAlias OID 37 ¥

8.2(5)/
8.4(2)

ASA FIAE S Fr ifAlias OID. % IF-MIB i), ifAlias OID ¥% & A A
e LU B E E

oo
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snwp e ies ]

TIREAFR

(TS

152 AR

ASA fIRZ5HEHL (ASASM)

8.5(1)

ASASM 3ZHF 8.4(1) HHEL AT AT MIB FIFERE, (HLLRN I H R4k
8.5(1) AL FFIF) MIB:

* CISCO-ENTITY-SENSOR-EXT-MIB ({¥ 37} entPhySensorTable £
THIXSD .

* ENTITY-SENSOR-MIB ({37 F entPhySensorTable 21 I %) o
* DISMAN-EXPRESSION-MIB ({{ 3 #F expExpressionTable+
expObjectTable 1 expValueTable 241 15§ 4) .
8.5(1) A SLRFIM B«

* ceSensorExtThresholdNotification
(CISCO-ENTITY-SENSOR-EXT-MIB). IR F o, K
J B A CPU 6 i

* InterfacesBandwidthUtilization.

SNMP [P

8.6(1)

T HF ASA 5512-X. 5515-X. 5525-X. 5545-X Fl 5555-X LA R HiAd ¢
B entity power-supply-presence. entity power-supply-failure. entity
chassistemperature. entity chassisfan-failure. entity
power-supply-temperature.

BM T LA R4 : snmp-server enabletraps.

VPN 2% MIB

9.0(1)

L SE it 5B A AR (1) CISCO-TPSEC-FLOW-MONITOR-MIB.my MIB K %
Sl A A | B
.4 ASASM J3 FH LR MIB:

* ALTIGA-GLOBAL-REG.my

* ALTIGA-LBSSF-STATS-MIB.my

* ALTIGA-MIB.my

* ALTIGA-SSL-STATS-MIB.my

* CISCO-IPSEC-FLOW-MONITOR-MIB.my

* CISCO-REMOTE-ACCESS-MONITOR-MIB.my

Cisco TrustSec MIB

9.0(1)

T X LU MIB HISZ#: CISCO-TRUSTSEC-SXP-MIB.

SNMP OID

9.1(1)

SIS K] SNMP W EALN TR OID SR SCHF ASA 5512-X.
5515-X. 5525-X. 5545-X 1 5555-X.

e
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SNMP |

TIREAFR

(TS

152 AR

NAT MIB

9.1(2)

ST cnatAddrBindNumberOfEntries £l cnatAddrBindSessionCount OID
K FF xlate_count Il max_xlate_count & H, #1245 fui4-{# 1] show xlate
count A HEATE .

SNMP EHL. ENAFH 53R

9.1(5)

IR Z ] AN 4000 & EHL. SCHRFRITEShEE ) H ARECE O 128. AT LIR
TE M Z R G LSRR SR I LA B ERL. TR 2 AN 5 —
EE PN 7

FINEENS T LL N fiv4: snmp-server host-group.  snmp-server user-list.
show running-config snmp-server . clear configure snmp-server .

SNMP ¥ 5K/

9.2(1)

SNMP A 3% )3 SR/ BRI UK 1472 575

SNMP OID #1 MIB

9.2(1)

ASA I{E 37 FF cpmCPUTotal5minRev OID.

ASA virtual CAEA B i N E] SNMP sysObjectID OID Al
entPhysicalVendorType OID .

CISCO-PRODUCTS-MIB #! CISCO-ENTITY-VENDORTYPE-OID-MIB
ELEE B W SZ R ASA virtual P& .

CLS I T i VN S VTP 0357 SNMP MIB.

SNMP OID #1 MIB

9.3(1)

£\ ASASM ¥§ il CISCO-REMOTE-ACCESS-MONITOR-MIB (OID
1.3.6.1.4.1.9.9.392) S §.

SNMP MIB Fi1[g

9.3(2)

CISCO-PRODUCTS-MIB FI CISCO-ENTITY-VENDORTY PE-OID-MIB
YWETH, LSRR ASA 5506-X.

ASA 5506-X LA A58 A il 2 SNMP sysObjectID OID Al
entPhysical VendorType OID &,

ASA L7E % FF CISCO-CONFIG-MAN-MIB, "Bl & AEW AT DL R 4%
o TIRCAREERCER T4 .
* (EISATHC B R A B SUS B AT NMS.
© PRERS b U R AFAA T I B AR G (1 I )3
© RERAT A I ARTE S, B, SOlTELNE BTG YR

BT AR a4 snmp-server enabletraps.

SNMP MIB Ffg R

9.4(1)

ASA 5506W-X. ASA 5506H-X. ASA 5508-X F ASA 5516-X C/E N
= i N £ SNMP sysObjectID OID 4 entPhysical VendorType OID &1,

oo
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snwp e ies ]

TIREAFR

(TS

15t AR

MMESTH SNMP IR 5545 BB =LA
ﬁBE%J

9.4(1)

ASA X FAREAME SRR IC BRI SNMP iR 45 5 BBk =ML show
snmp-server host iy 2 A WS IETERC 1) ASA IRESh 0L, LA
Pic B 1) Lo

BT LL R4 : show snmp-server host.

WRINT 6 ISA 3000 115K

94(1225)

UAE, SNMP S5 ISA 3000 /™ dh R 51 . BAThMF S E N T8 OID.
snmp-server enabletraps entity @4 CAS O B AR B
|1-bypass-status. X FFHE S HFAEAF 55 BRAS T

B T LA R fir4: snmp-server enable traps entity.

¥ CISCO-ENHANCED-MEMPOOL-MIB
M1 37 $F cempMemPoolTable

9.6(1)

UAESZFF CISCO-ENHANCED-MEMPOOL-MIB ] cempMemPoolTable .
KRN NAFIE, N2 ARG LI BSR4 H

PR3

CISCO-ENHANCED-MEMPOOL-MIB i ] 64 {7 71508, I H 3 Rpfs
RAM it 4GB IF°F- & B A AE.

xRS I ) B (PTP) SCHF E2E B W
i 2 MIB

9.7(1)

HAE Y Fr 5 E2E 3 W I A =6 W [ MIB .

R
N % #F SNMP get. bulkget. getnext Fl walk ##:1F .

LT TPV6 ) SNMP

9.92)

ASA LAESZHEEE T IPV6 [F) SNMP, 4518 IPv6 5 SNMP IR S5 2518
{5, SOWFEE IPve PUAT EMIAIFERE, DL RRILE MIB {# H IPv6 Hi
ko AT T LR B SNMP IPv6 MIB %1%, 41 RFC 8096 H1 ik .

« ipv6InterfaceTable (OID: 1.3.6.1.2.1.4.30) - £, & 54N 1 IPv6 5 5E (1)
{%‘1%\0

* ipAddressPrefixTable (OID:1.3.6.1.2.1.4.32) - 445t SRS AN K BT
ELIEE

* ipAddressTable (OID: 1.3.6.1.2.1.4.34) - {5 55 Sk LA < 1 -1k

.
=Y

* ipNetToPhysicalTable (OID: 1.3.6.1.2.1.4.35) - £ % ) TP Huhit 314y
peith| eI
B s MUy 4 snmp-server host

PR
snmp-server host-group i 4 A2 £ IPv6.

SCRFAE SNMP 5 A% 35848 11 18] i3 H AN A%
AT N AERTE ] AR ST B 45 R

9.10(1)

Jy il CPU YR 5 ), 4450 LU AN ZE Tl ik SNMP i A% #54E
AR AT W AE R Wﬁéﬁﬁriﬂ}%ﬂﬁ xR

B4 : snmp-server enable oid

e
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SNMP |

IhRE & TR FRA | iR
YRFAE SNMP 85 k% $E 0910) Ji AR A | 9-12(1) | by CPU AR & ), 48wl LUs FANZE ]Gl ik SNMP #5 A% 54
A NAE R N RGeS B 45 3 WA AT P9 A7 R0 L N AE e v Bl T 2 i
RGBT 4.
SNMPv3 543 53iF 9.14(1) | Bir, #nLIE ] SHA-256 HMAC %64iF 1 7 S5 .
BrEAE )T 4 snmp-server user
XFF9.14 (1) +rh ikl st e ik,  |9.14(1) | ASA Fi5 H AR = SNMP % /7 it 5 | 55045
ASAAFE5 TR AE RS = SNMP L i
ElE-SEioR
TRk 2R VPN #5417 SNMP 46 ) 9.14(2) | }F-IE L3k 25 18] VPN HE4T 224 SNMP #6#1, 5K oM 101 1P k£
BN R ) 5152 A28 VPN L —3104)
WE PO 9.15(1) | 5T FH 64 7 1150 2s I R4, L3 H CISCO-MEMORY-POOL-MIB OID
CISCO-MEMORY-POOL-MIB OID 37 (ciscoMemoryPoolUsed. ciscoMemoryPoolFree)
i CISCO-ENHANCED-MEMPOOL-MIB [f] cempMemPoolTable 4 i fi] 64
R RGN fEb s 5 B .
SNMPv3 & 43 §1iF 9.16 | #IAE W] LU ] SHA-224 1 SHA-384 34T 11 SR I . EASREFAE
(1) | jl MD5 #4717 S A B6AE .
TS ANREF£ ] DES #3847 0% .
BB E ) iy 4. snmp-server user
JEF IPV6 (1) SNMP 9.17(1) | snmp-server host-group fir 2 ILLESZHF IPve ML, J5 AT RIR % .
FR[AIE 113+ SNMP 9.18(2) | #& IRAE 1T LA IR B4 L1 SNMP:
Wb /E T4 interface loopback. snmp-server host
SNMP MIB F1 [ Bt 9.20(1) | Cisco Secure Firewall 4200 %4 5 # # (FPR4215. FPR4225 F1 FPR4245)

CUAE B 7= s %1 SNMP sysObjectID OID A1 entPhysical VendorType
OID FH, AN T HHXLE Cisco Secure Firewall 4200 F 511 7% i %4~ EPM
£ (4X200G F12X100G) [] SNMP 7§,

oo
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