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Firepower # connect local-mgmt

Firepower(local-mgmt) # show mgmt-port
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Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)
Bound Interface is Ethernetl/10

Port description is server 1/1, VNIC ext-mgmt-nic5
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scope eth-uplink
scopefabrica

P2 .
enter interfaceinterface id

enable
w15l

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable
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PR3 (ATk) BCE B SRk
set debounce-time 5000 {Enter a value between 0-15000 milli-seconds}
-
Firepower /eth-uplink/fabric/interface # set debounce-time 5000
il
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P4 () wEEHEA.
set port-type {data| mgmt | cluster}

TP

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data BT BRI . 1520164 cluster KB T BUATSOL R, RGie Balftin HIliE 48 LA
SRR

FES OHEEEM Az CnRERE D SR .
set auto-negotiation {on | off}

il

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off
PI6 BCEE N,

set admin-speed {1gbps| 10gbps| 40gbps | 100gbps}

i

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

N
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set admin-duplex {fullduplex |halfduplex}

i
Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex
FIR S WIAREG M T ECA RSN, e SN RO RGN TR, W N RO,

set flow-control-policy name

i

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

LB RAFALE
commit-buffer

Tl

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #
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scopefabrica
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create port-channel id

enable

P WpAnk:up

create member-port interface id
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i

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

QB DI S & JEE Tt
set port-type {data| mgmt | cluster}
il

Firepower /eth-uplink/fabric/port-channel # set port-type data

data JCHET N ERINKIY . 15703k FE cluster JCBE,  BRAEZDR g M@ FH AR S e i, A 2
LN

oAy i 1A PR RS 53 A0 E P 1)

set speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps | 100gbps}

T SRS N A B4 S (R R R 1, B PO TRk e I N i FE T . BRIA{E A 10gbps.
P

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

CRIIED Ay v 110 38 P Rl 02 T B8 P e (D R T o
set duplex {fullduplex | halfduplex}
L SN DA E TR E R R # 11, $ FURE vk e i A\ i 1838 . ERIAE R fullduplex.
w15l
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Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

A B Bl i Cln RS R4 1 SCE)
set auto-negotiation {on | off}

IR

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

VB2 1 LACP i B G A
ARSI L, BR 2R IR
set port-channel-mode {active | on}

-
Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on
WA g TSR ERIRNS, We CN 0. WEREAIE TR s, RN .

set flow-control-policy name

IR

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

AT -
commit-buffer
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BT HEANZRRSEA.
scope ssa

IR

Firepower# scope ssa
Firepower /ssa #

N
g
N

O S BR R A
a) BFA MR, R AL RO A

show app
1l
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes

b) K B A e AR G | B A
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swminz AsA [

scopedot dot_id
X} Firepower 4100, slot_id4i%¢h 15 XI-F Firepower 9300, M#HZ4 1. 2 5 3.

i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

o) BN H Sl
enter app-instance asa device_name
device_name FJ /T 1 & 64 ANFAF 2o LERT LS 0 I8 4 B A N, KA FH I 4% 24 7K o

i

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

d) WHE ASA WGHRA.

set startup-version version

i

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) B HBEEEA
exit
w5

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) 3] ssa Bz,
exit
il

Firepower /ssa/slot* # exit
Firepower /ssa* #

TP

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #
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FER3 QEEE R,
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enter logical-device device_ name asa dot_id standalone
A5 FH 548 22 BTN I S S48 AH 7] 1 device_name.

i

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

) RV A A O BRI B e 1 o X AN D S P IR
create external-port-link name interface id asa
set description description

exit

iB481% % Firepower 4100/9300

* name - i Firepower 4100/9300 HUAHE BEG 1 #AE ] s EAJEAE ASA CE 8 HT 3 1 A4 FR

* description - 755547 A% I RE AL FH 515 ().

B O SRS B AN MG T AR ASA R ARG B B 1, B S iE 1P Mk,

i

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"

Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"

Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"

Firepower /ssa/logical-device/external-port-link* # exit

BB MG SR ER.
a) BT TR S

create mgmt-bootstrap asa

51

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* #

b) FEERTKEE H EGE ] .
create bootstrap-key FIREWALL _MODE
set value {routed |transparent}

exit

. 1B 481% % Firepower 4100/9300



| Z#&i&# Firepower 4100/9300

d)
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oz asa |

P AU, A AN A 0 4% o P B R e A T B e s AN 42 VA T A R £ 5 Y
Fo Ji 7, EWIBT KR AN 2 )RR K, A YRGBT B B C B kT, AN
R e 380 e e B0 A% (P % b A R R
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EUE

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

i A B U R T

create bootstrap-key-secret PASSWORD

set value

WNE:

BE: Y

exit

15

TIMCE K ASA 3103 H] P A8 T 3 i AE EAT B i M S I AR R A s A SR8 FXOS 15 il AR,
FERRID T B P By, A DA L.

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

& IPv4 R E .
createipv4 dot_id default

set ip ip_address mask network mask
set gateway gateway address

exit

5l

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

fo'E IPve B BEEE 1R E
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createipvé slot_id default

set ip ip_address prefix-length prefix
set gateway gateway_address

exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

f) RS RRA.

exit

5l

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

PER6 RAFILHE

Nil

commit-buffer

UL N3 E R RAS, RBP4 Bz 11 VA 6 45 0 FH S 91 ke s S8 8 R A 4
{f ] show app-instance fir &K A EEER S . YEIERS A EBA LSITIRES M ELN, N SpiE
FEIBAT Hl (Al .

T

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

THZ 0 ASA BUEARM, LUTAARCE 2450

ot

Firepower# scope ssa
Firepower /ssa # scope slot 1
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Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

NS AT A TR

BV IASA Al IPE (BB SRR ) SRAEN I TP RCE, A AE FXOS Il E .. Hh Tikf
(RIRUAR A C L v T PR HE S, TS LR D8R

FHia Z |l
THZ PR R ER.

AR A3 1 7 e g & A AR e

R 2 R R AR B 0 iE 1 el 2 MR

SR U TAZ e 2 WU 1) 0w ] PR . AT WU —A> 10 GB Hudla 4k 11 ] T 414 (i
BEEEAE AR BER . R W I E I, T LU Sk i e e B MRS BB s RS BERS 75 241
WP . ANBERHE TSR 0 1 Tl B8 RS BER o BATTE BB AENUR 2 1B A A
BLs I HAHE [ o4 B ) FABAR AT B2 A1 i e o 42 11

HIR3 WK LA R AT E . 1 2 R R A S ]
SR A QR ] A A S e 1, USSR B AT S, AR5 PR B e BT B

e
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1B 4818 #% Firepower 4100/9300 |
B =xasazmins rwizn

iR

KT ASA, WHRAE FXOS B kg— N1 (lhn, WG R M4 Eitk, kR EtherChannel, BOKf
FAFE IO E P40 lic 2 EtherChannel) , W) ASA it B & B IR UG w4, LUEEAS o] LAHEA AT AT 26 22 1 A
e NERE PR R 2 I R . S TT LLZE ASA OS AN G IH 4 LR .

B ASA iZiEiw & ERYIED
FTLLTE ASA S A ML, NSRS S F R LT ASDM £ 1SR

VS TN 42 1 B 55 A A FH P42 1 6) AS A L 2 AR /o AHUE:, 4 SRAE FXOS At Bk O 2 Bie ()42 11

Clan, SR 255 . MR EtherChannel,  BYCK: 73 BC (1482 11 857 70 Bid 45 EtherChannel) , Jf- H.
LB A RIS TP Bz 1, BRI E S50 ASA Bl 'E . EIXFIEIL T, ASA Hl'E &4/ R Gy
4, DR DAEATATAT 5 21 3 . #80T LAAE ASA OS hF-ah B b IH 422 LI E

)

AR 0T LAgndE O/ FL Y EtherChannel [P 01, 114N 52 W 18 45 150 £ o

FHia Z |l

o MRPERCE Y FRBE L, 28 7 VLAY N EtherChannel (i 1ifiE) , 28 9 WECE &R, RN
JAF{A] EtherChannel.

o QU ARAEELE 2 BC R N N 2 EtherChannel (1140, BRINEDL N ¥ FTE B D BLA 28, W)
TS IR AT e O, AR S R Z32 D8 N2 EtherChannel. %} F-8i ] EtherChannel,
0] DLRE 5 %% EtherChannel 47 fic 211 45 .

o T ARRFERER AL, U ORASINBRS BRI AT e L0 1 o JA U AR e/ 46 H e Lo
BOE L, ARJE R T s B R L. BT DR P S IR TS, B, &
A S 1 %

pz A IV W

Firepower# scope ssa
FER2 GiHE B

Firepower /ssa # scope |ogical-device device_name
SRR3R IEH o BCR M .

Firepower /ssa/logical-device # delete external-port-link name

i X\ show external-port-link fir4 LB B 4% 455K .

. 1B 481% % Firepower 4100/9300



| Z#&i&# Firepower 4100/9300

G |

RPT A BEE, WEMIER TR L, AR IR S IR R B 1 2 AT, T commit-buffer iyl

e

PR A RO O IR B

Firepower /ssa/logical-device* # create external-port-link name interface id asa

PS5 RATAE:

commit-buffer

ARG EAL S -

ERR Y RS 8

DU R i 22 N R 6

S AT G &R Telnet IEHKIERE 2 AL CLL.

connect module slot_number {console | telnet}

SOER B2 LB B M 258, WA 1474 dot_number .
I HT Telnet SRR AL T, B0 LLRI IR BEHOITRE 2 A 201, JF Ha e B iR

i

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

R E VGRS

connect asa name

LAF LR, AN T B2 .
il

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to
[...]

return to bootCLI
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asa>

B H N #E4 2) FXOS ik CLI.
* ASA - #i N\ Ctrl-a, d

&[] FXOS CLI B | 3 2
BEIEH &
a) A~
TR IR H A Telnet
b) R Telnet N H], %I

telnet>quit

B Telnet £1F:
a) fA Ctrl-],.

A5l

1B 4818 #% Firepower 4100/9300 |

DLUR el & e i 1 FIK) ASA, AR5 [A 3] FXOS CLI [ F 5 |42,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

B FHI N EIER

i

Version |{fZRi=&

FF Firepower 4112 ff) |9-14(1) | AT JHEH T Firepower 4112,

ASA

F2 FX0S 2.8.1.
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ESHE Version |i¥spza
Firepower 9300 SM-56 3¢ |9.12.2 AT T SM-56 24 Mt ,
B R

T3 FX0S 2.6.1.157.

& A F Firepower 4115,
4125 i1 4145 f#] ASA

9.12(1)

FAHEL T Firepower 4115, 4125 il 4145,

T2 FXO0S 2.6.1.

Firepower 9300 SM-40 F!1
SM-48 3

9.12.1

FATZINT SM-40 Fl SM-48 Ze4 itk ,

£ FXOS 2.6.1.

SCRFLE[A— Firepower
9300 _E-AE AT () ASA
AT B B 1 B

9.12.1

TEILAE T BLLE [ Firepower 9300 - [AJI #558 ASA A1 i[5 180 12 48 50 6

£ FXOS 2.6.1.

Firepower 4100/9300 [14E
R AT 2 TP
Mk

9.10.1

BRSO R, AEREE IR A 127.2.0.0/16 P45 . BIAE, W LLLE FXOS H B SRR 4
W2 . HIAAARYENLAG ID FHERS ID [ ) A2 BURiA 1 #% (1 SERE I il B i 22 11 TP bk
127.2.chassis id.slot_id. {H/Z, FLERIZHIZEARVF 127.2.0.0/16 JiEilnl. Kk, R
PLA FXOS H AR I BE RS B B H e LRI /16 0 (BR[R] (127.0.0.0/8) FTZH 4% (224.0.0.0/-
HilkERAM .

T FX0S 2.4.1.

Hr MG M) FXOS #ir4-: set cluster-control-link network

SCREORATAR LN K s

Etherchannel

9.10.1

AL AT LUK B A 3 52 Btherchannel &0 “ 3 H” LACP #ixak “ORFr” Bk, HAthz
4 Etherchannel {32 FF “F 7 B

ER

T FX0S 2.4.1.

BB FXOS #ir4: set port-channel-mode

Firepower 4100/9300 #L 55
EIR) ASA (¥ g IR) SR A
Bies

9.7(1)

AE, 10T LU B 28 ASA 4EREI KA Firepower 4100/9300 LA L & i 5 1D LART, #8057
75 ASA NI C Bl 5 1D BT REMI AL T e Wl B8 . IR, AR AE ASA Bl &
WM ID. Ak, O TSR R AR (N B A e A, BATE BT E] ASA 9.7(1) 7
FXOS 2.1.1, FF it Az R P g ) 22 1 et o

B T LN i siteid

Y F¥ Firepower 4100 %)

9.6(1)

f#/] FXOS 1.1.4, ASA 1E Firepower 4100 241 S FF AR A FERE
FAE AT Ay 4> o
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5% Version | i$4{E2
6 MEELHLAERIAERE,  [9-52.1) | BRI R FXOS 1.1.3 i MU N AETE, 4 R 2l SAERE. i 6 ML T2 )
ALK Firepower 9300 ASA IS5 6 Mk,

I FH Bl A TR AR FAEBATAT 4

Firepower 9300 LA P | 9-4(1.150) | £ 2 1] %} Firepower 9300 AL P4 (1) 3 AN e gt v AR . HUAA P 1K BT A B 4R a0 20 8 T-1% 4
ASA Rt T,

SINT LU R4 cluster replication delay. debug service-module. management-only
individual . show cluster chassis
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