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BB AL BN SR o

R RS R s e i e, HReAE B e BB BBV AT o X3 /AT 12,
HBEAESR AR AL 1 0 BB RECE R RV Al X B p B2 et HA MBS
EHRZBCE : R RFEZEPRE . BV IER S HB& b, DB &Rl &
B I H]

B L Eaeiebir



| WALE: Beem A

\)

Firepower 1100 BY# P& 5 71 AT HE .

iR

TR ASA FETE A s e R0 IR0 EAT AR [ RN VF TR e F5 ASA JE BB REVE T IR S5 48 1N, 4
NI A M, ARGt HB ARG IO R s s VF ik il Tk, A AT
B RS D RE A iR N5 4 RIS, S8 PR VR FT IE %«

© fE A H RS 2 0T, TERB NS WA B RE T IR A . EIXMMELL T, e RSB ES
SR IhRE. ARG, FEJA RS G, ARl W & BRCE VI TIERI AL Wk WL S
BEMK A HNE, RS {EH AES/3DES (RN

o LERF M B Be VT RS 2R 200, WA MR . X FMESL T, SRS AR A RE
AT . ARG, e EVF AT UE R 3 R s M B REVF T IR S5 485 O 65 B H0KE 2R
AVFATIE RSN o W, W R EJa TN, REEH DES (59
T, DRI A W e A 2 A TR A SRS SN S 2 RS2 o ST M (5 1%, AR
TEREM FAEH AES/3DES. WURANEF gk — &, WZR &R AES/3DES, M Jith
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o B/ AL VFITIEAEE 2 AN S AT AN Firepower 1140 145, X E6VFnlE & H
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fE ASA VFAIIERC B, BOATEOLE, PI6 B LI JEal VRl uEan 2 4b TR AR . S 1/ il
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N M T, RGEs BTG A SR I 2 VP AT UE o 6 T7E ASA L& A FH I
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75 ASA VFRERLE , BOIAEOLT, PG B B0 SEat Vol UF IR 2840 10 FRAS . 2 /4% F i
Bt F et R 8% s HURBAE e ICE R R VF AT o AT 1/ b i e, L RE A Wb e
%ﬁlﬁI%Mu%Lmﬁ PRV R ARECE R B s, A R A S XA E
ERRFEDAPRES . BEVFIHERSZAAES M B b, DM IZ AR R BN T v ]
BBV T UE S ALK % DL R 7 AT B
o LAl - B G B IRSS A K AN BRI AT IE o
o 15 - R AR EERIVFRTUE . Ak, BRAE L B IR nE e ds 2 MG 5, A7
FHE&& L. BERAMEERVERHIERES = H B & LR SO HERE S 2 R8T & R

e it
« BN BERE VPP UERLES 2 M SR 6T P FirePower 4215 W, IXSEVFATE S T
14 MG S BT HD i s LECE 250 MG SV IE. RIL, SRaibE

HRVFIEEES 254 Mgst. A, T8 R &R TFE RGNS 250, RIL& Uk &
ZALAVF 250 IME . AEILIEDL T, HESR E S St IERCE h 246 ME 5t.

« EH/SH: %mﬁTﬂaﬁzAra % TP FirePower 4215 #£4¢, X SEVF A E R4
5 4 M & Ei@i%ﬁ#%i&%LmﬁmA¢RMﬁTﬁ DRI, SR A bR A
BUFE s 14 ME . filn, —a & TUUER 9 MES, isn—a k& LUEH 54
e, Bl AEFERMUHNE, — WS AHITA 14 M85t BT — 8 R&AHES IREY
250, RIS HVFAIIERZ OVF 250 AME 5 14 M SEZBR BV RE N

W SeEmer e



| FmriE:

NG

&R T Firepower 4100/9300 it aTiE ]

* S ANE (3DES/AES) - WR A (A BENK S R SRAF SN A AL, H Cisco CLffE SEVFRAE T s n
Rn] LLF-Blei s i s Ve e U In 2Bk o A BB il S Rk P aE,  Jf b T¥Fm]
UERAT, ME BRI E.

FERRERS e, BT I 2 B R AR S T SR SV RTIE o "R A G AV RIS 5 10 MR 55 2% BT i oK
B IHR 3 B A1 b 38 I BE & OB I AAZXT I, e R AV RTIERR AN o A58 B0 26 R AT AL
T, R R B T BV RTIE,  DUDET T B AV RTIE AT REAL T A S RRES . MR AL
FIZREVFRAE R 30 K%, U RAZ e e B 0 £ S8 BRI IR T3 AN T, UK JE 00 7 SR IRV RTIE
MiZhie (o, aSm—AEENOR R BATRCEE NG SEAEASZ 2. B B ARl 35
WO RIE—MREABELT R, ELRIVFIE SN 1. GRG0, I 3 F B8R Al
R IFHN B RE SRV TR REAEZAPRE . EEBFEOG VI, FEERE 6 g LNE,
SR EOR G A

KAHATERE
PR AVFRTETU A5 AR 2 ) 5 £ BUR WA S5 VPP A

i& FF Firepower 4100/9300 B9 ¥ [Z 4 #5 1 AT E

B RER TR 2R B M AR AN A 2 bR

TERC B MR % #2225, A Firepower 4100/9300 #5020 [n] 54 BE /- P28 B BE AKX (-5 BE AR A Hb IR
Mo HBh RS A S AERINEA

N A RS, ST RFE S, RS ABhE RSl AF AR, fFAHL
I EA MR N a e . X T7E ASA Bt E H 8 H Al 55 % (3DES/AES) hReiF il ik, &
Z: N o

N A% RIS B J b e 8 s I RE A BT %FME%?I%%mmh%&MMMﬁT
UERC BB REVF W] o X T B/ b e #, I REE M o 2 1 O BRI as BRCE R REVE .

P B R R 2 5 e, (B AR, e RIFEZIPRE. ﬁiﬁk%%%
I [ 55 AR SR VP ATIE . VFRAIIERE SRS — A ISR e R VR IE, oz =, Jf Hit
%%ﬁﬂﬁt%%ﬁﬁ%ﬁ&%i PASEAE 2B A5 K R o B ] o 2NV TR SR AR
PAR 7 QA T4 B

o JEAM— BRI T IR 5 2 ) I 25 A5 SR IR VR RIIE,  (HERIATE 00 T & Fl s &0 T T R atvr
AR EANT ) S5 SE R A

o W - HA EH®R ST EE R IE. AR, BRATE O B RS 10 AME 5, JRAPAE
TWE®S . 56 B R A IE A 5 %S BRI S e & I 2 4 R
e Bl

o B/ S VFAEASE 10 ME S 0T 2 Bk, REVFRIEA I Fh 20 MG

o AE /A R S R A EICE 250 AME S A UE. BRI, R WS R T
TEALHG 270 Mist. Ak, T —H®R& AR 250, KA HVFrHER 2 RiF
250 M st. EUEIEOLR, HERR G SO AT UERC B 230 M 5.

© EH/AEM: SOl VRS 10 AME R T2 G, XEVERRERTIZ Ry 20 A
St BAET/ AN P F e ERCE 10 MERINFTIE. Bk, JEA s ds vl e
AT 30 M B, — G BRAATLMER 17 &R, M5 & BT LU 13 M 5,

ik gaesiry



VFATE: Saemuira |
. Cisco Secure Firewall 3100 &9 ASA B & 15 A]iE

W, AHAERMOWE, — A BB 30 M. T8 R&IES RSN 250,
F & I IR i 2 SO 250 ME 5t 30 MG B Z R FIVERE A .

s EE R - A BRI R ILVERNIE, JF BT URAER S, R A A e

SN (3DES) - WAL A BEMK T ARSRAT BN FAL,  (H Cisco CUAfE SEVFEAT T s n s, &
A LAl s N S VEa UEAs In B K o A 3 e R AR UL VF e, O HL i TR AR
KRG, MAEREHTEHNE.

FESISEERS 5, OB T B K AR S SR Vi T UE e EREAM T A7V vl BTG 22 i I 55 4 BT oK
B A TH IR 2 P B A1 b 4 B FOF I AAZT I, ER R ATV RTIE R A o 7526 FH e 26 A AL
AT, WA B BV ATIE,  UDET B AV RTIE AT REAL T A RIRES . SRR AL
PR VFRTUE R AZ 30K, Ui RSB 3 A2 A 58 FRIBS 3 AN R, WIRRE JCT200 i B IRV R ik
(IZhREBEATHC E S s A MR AN 2 R o OB 2 0 B A BERR 35 M0 A IE — DM BUR IR EL A K
FLRIVFATIE S AR 1h o WERMR G R R XS, W B R A AT, I HLP & et 2RV T iC
BARAAEGAORE . EAPHAG VI, T 2a kR G wed RIOCE, R EpitcE e

KAVFAIET B
XFRAVFAIIETR 60 L B B e A2 2 1 Bk B U A SV ml e 3 T

Cisco Secure Firewall 3100 f9 ASA £ &1 7]
R E TR SR M AR AN A 1 AR

B G B EIEATFATE CERR DD AR B &VFaliE . BATTE SR i T SRt 2 i P VR v i
S o A B B BEATVER], G R ILVF AT AN DL RS ) B, R AE AR TSR0 VF AT eI Y BLAR T i
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B AR B R TOZ VP T UEZ B, W SRR P o AT T PRV RO IE, U 8 5 RO VF P E m] REAR
TN EEHURA . R RVFRTUERA ROV A 30K, (H a0 R e 0 BRI 5 040 T AR5 HUIRAS
BB oI N 7 EERF PRV T IE I DD BEREAT OB SO, S ERAEAS A2 5Ema . O BB S BERG 35 10k
E— SR LA 3K, VP IES N ko FERTVF AR SR T 5o R (R Ab B2 T, I3k o E
ITRCE . WA G WA IR HARHRE, A7 AT HINC BRI B, 42 e 26 EAT PR BURS 2 DR B

JEHIE, S EAEAR SR & L FOB SR S AT

KAVFATIET B
XTI AVERIETE - 20 B AR A T b B LA SR SIS VF PR IR R T

ASAv £ ASA =BT ATHE
B IR RS MIRAA LR

160 45 7 S ] 0 W T A 0 0 VT A AU FTSERE 2 0 PV T 55 2
RO Ve HERT YRR, 38t P ASUL R0 B, ¢ PV, s P E £ SRR
#i.

YCRED A AT SEAEFTVF AT

YN HEM AR, RFES AR A R RIS VP e . X7 ASAFCE A I
A& N (3DES/AES) IREVFATIE, 1HZ W K .
TEASAVFRIUEFRE Y, HEFEIfil i o ERCE R REVnT . X0 B & W 28 ¥ %, (BR8P n]
AMEHIZACE ;B TEAPIRES, RABHIRSEA SR E. XSRS R — > H4E
PR AL E R R, RSV IE S SAF B et b, DR R B I JE v 2548 A 4 il
WAAIATH o BANVFATIESE R 4% DLF Ty U AT 7 3

o JEAth - U P MR S5 25T SR ILREVFATUE, JF BB IR SR, B s A nT A b

HEVFATIE .

W SeEmer e



| WALE: Beem A

Firepower 4100/9300 f4 ASA $E8%iF AT i .

o HrE - B A BRSNS RS w il Sk H 3 A VAT

* SRINE (3DES) - AR R RENK ) RARAF RN B AL, (5 Cisco CLAfE SRVFRET BN, &
A UAT SR S0 A VR A I B K o AR B B R MRV R, JF H il VR ArE
RE, WHEBRHWEE.

KAVFAIE T B

TR AVERIETE A Z0AE G B AR A T b B3 65 B SR SIS VF R IR T

Firepower 4100/9300 &9 ASA & E#iF A iE

BRI EIE R B AN AR

SETE TN REAR B AT ATV AT UE o A0 5 % AL Al aT 3B 1P vTHIE, %A Firepower 4100/9300 HLAT
FOA I AU BV T TE AT R LR B RE R BE 2% MRSORIAS MR o B B S AN 27 R A AR

N AR, S TR SR, REi4 A3 E TR k. 48R, S AL
R M FE RN VERIE . X776 ASA it & 8 B 3E 5% %8 (3DES/AES) Il il, iF
SR,

FEASAVFANIERCE H, HAEER TR % ERCE R GEVFT . XM E SRR B, HICLVFnliiE
AMEFZICE; eV TR, RATEBIB A A SRV, RSV R G dsk
HEBAESEE IRV IE, RS VPR S A B et b, DUERRERIEA I s st 428 2
B H] e &V TUER AR 4% LT 5 U748

o JEA - AP WSS ST SRIERIVE TR, JF H i PRI, PSSR #mT LU HIAR
HEVFATE o
o R - AT PRI MR S5 85 0 SR VP ANIE. BRSO, JEmbVFrE G 10 M5, JFH

REF PSR L b RS B AR AT (RN B il e B R S SEVF AT IR A (R L R 1k
TREEMVFIHET RS R Bl

'Eﬁ*ﬁﬂAM@Wﬂ%mﬁﬁ FERBVPATIE LS 10 ME 5 X 6 Bk, XLV
EARINZ F02h 60 AN 5. & Eh%mﬁiﬁﬂmﬁ—¢ﬁAmATRMWTﬁ (A,
RA MRV ATIE LG 80 AN ¢, AT G BRI 250, REE A VE ATHE
% fuVr 250 M 5t %AT &ﬁi&%@% B, fasnT DAFEE il g B E B % 80
AN Ses BRGS0 B A I G A IR A 80 M .

« P AT 3 & Firepower 4112 Wt FEAIVFATIEGLAR 10 ME S XT3 G#cs, XLVFA]

UEHIINZ AN 30 M5 5. SsAe Pl v s FHUANE — A@A%UATRMWTﬁ BRIt
RA MRV T IE LS 280 M. BT — G W&AIEABHI 250, WIS 5 HVERTE
m%ﬁﬁ%oAfa,%oAfaLﬁT%@% DR, S84 RT ARl e 4 RS e %
250 /M SRR G B v E I A S R AT 250 AN R, TEULIE DL R, R Akl
u%raﬁTﬁMEﬁnoArao

< JEE T - 0 An A UE A VPN T o BEVFRTIESZ & S TR, B4 A MRS 2 sk 3 A C
VFAlE.
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VFATE: Saemuira |

* SN%E (3DES) - XfT- 2.3.0 I Cisco Software Manager A8 B A4S (K & RENK )7 R 3R 15 5if
IEEFZAL, A Cisco TVfE SL VR s, 16n] ARSIk i hn 2 V8 nf uk s n 2 & ik = o
WVF AT UEFZ B REATHRAL, B & B IR S5 4818 K H H VAT E

AL OB IR B, B R e AR R A VP Tk e 2 A T A7 IOV R U G P
UCTRPERI B VF AR 4 TH A2 e 46 1 0 Bl B 46 B ISR R & R i BE s VF ml e
BB AR BEARE OZ VP A UL Z R, SRR P AT AT AV R AE, U9 ) 8 95 ) VR UE R] REAR
T AIEGHIORE . PRE BV SO0 30 K, HAURE AR 56 BRI 5 054 TAE S BURAS
TR JETRNS T3 BERF IRV AR (Y Sh REREAT G B S O A5 MR AN B2 5o B (0 I e B 12 /M R
R ML LT K, BEIVFAUES N 1o AEXSVFAIUET SR HEAT 5o R AL FR 2 i, N3 S 1k
ITRCE . ARG A IR HAERE, DRAF HOPhIme BRI bR, 1042 e AT IR BUR 2 IR B
JEIOE, BHEAEARRN B & EER R SRV AT E,

KAVFAIET B
XK AVERTETE - 20 G AR AR 2 T o LA SN S VF RTIE IR /A

B RE T AT RRTIR R

B RN EIER T MARFNZAH b B 1R 5

Firepower 4100/9300
TERCE ASA VEA[#2ALZ B, 1 7E Firepower 4100/9300 HLAH e & %5 RS 8 A VF v] BEfil 3 ik .

FEEMES
* PR H B LIRS 1) . HTTP AQH; n) s 1 il 55 25 Uy 1) L R REBRAT A BEAS .
* BC'E DNS g5 as, DA BE % REVS AT B RERR A F e B 2R 10 A4 PR
© BCE BRI
* (ERHE RE RS B As L AR
https://software.cisco.com/#fmodule/SmartLicensing

WERBEGR AN, UE mll R DABCEDRT K ™ o Tl SO R RE P BEES, EaT LUM A 236
K

K AVFANETR B AT 5%

o FEIDRVE RERCIRE B As LI K

https://software.cisco.com/#module/SmartLicensing

B L Eaeiebir


https://software.cisco.com/#module/SmartLicensing
http://www.cisco.com/web/ordering/smart-software-manager/index.html
https://software.cisco.com/#module/SmartLicensing

| miE: Beemuire
agmarmen [

R BOR AR, U R R AR IR o Gl IR REIH A S, T LON A2 —
AR o BIAE AS A S i T W B BEVE AT iR 55 A AREA T AR AV RIE TR, (HA AKX
PHE BT T B IR K AV RTHIE

o SRAFVF AT PHBA AR AVF ATIE TR SCRF o BRI AE FH A AVE PIUE TR (1 2 B o S SR A
R P ARIRAFHEAE, TSI SN AR AVFATE o

o WSRFIRIC K AVFATIE. GEZS 3 A5 VFRTIE PID , 36 74 50 o WMk - 34 1E
FRVERTE, W42 ASA FARBIVFUER, B/ BT LU R WAE R . “7F
APUETCVATR R, DR A AR A R 8 ()B4 LR K AV ATHIE: 1-Firepower 4100 ASA PERM
UNIV GKA) o “

o RAVFRIUEEFE BT vl FHIDRE, GHESIn%s (3DES/AES) VFnliE (Cun Sk &7 &5 400D -
Secure Client Dy e tH 2341 & M S ds R0 J HY, - HARER Y T- 1808 32 1) Secure Client V5 AJHIE
T HABUEH Secure Client (152 [ Secure Client Advantage. Secure Client Premierfll {3 [}
Secure Client VPN #HJUE , 25 8 T1) &

* ASA Virtual: Azure AN TR A SRR AR AV AT UETIEY

O &b +A A SH
BT T EN
o DCEZFFRREAEVF AT o 4T ASA virtual LR R A, W THEINAT PAK VF ] [f] ASA virtual ,

W LS T S 0 0, {E 2 (RBTAE L b WTEHE ASA virtual B2, WUHRST BT
1.

o X FIRAVFAIETI R, SR AAE A RIS Z BB PHZ VAT IE . W R AN IE S GR [FRZVFATHIE, 1% 7F
ES R R O R, BTGB M TRk & .

o W ERME S R SCAE A A G L E S DACRS AR S, DIEAERE ASA 551%™ il — e i F I
TCVEAE ] HTTPS . Sab 2506 JIRHE fy 9 5S4 Fl HTTP.

o &b +A A} Al S ML=
B HIT AT EOAIRE
Smart Transport
BRUNEOUT, AT B4 78 54048 F] Smart Transport MEAT 4 e -V nIUFE S, JHEH LR URL:

https://smartreceiver.cisco.com/licservice/license

X} Firepower 4100/9300, 5250 AEHLAR ) et A g A Vi AT IESEA

ASA Virtual

* (EFEE ASA virtualltf, R BCE D RE R R 00 o BRI AL ZON AT HT . 0 T K AV RTIE
TR, BARERCEXSESH . AR AR AVF R UET R N, X2 4Rk A C P .

| ik gaesiry


https://software.cisco.com/smartaccounts/setup#accountcreation-account

VFRE: Beemeira |
B savinua: BB s s T

A

R Essentials VF Al iEid RO BRHEVFRTIE, CLIMEH] “ArvfE” Rik.

license smart
feature tier standard
throughput level {100M | 1G | 2G | 10G | 20G | unlimited}

AR W AEAE VMware BUKVM FATHI 2 32 81 64 1075 ,  WILE throughput
level fir& 1 I BEAE ] unlimited BT,

ASA Virtual: fiC & & gE X415 1]

ARG ASA Virtual B & 8GRV 1T

ASA Virtual: BCE T M E s HF 7]

FEF B ASA virtual B, 8 0] DLFIUNCE W& RS — N MR, DAL 1) 3 BE AR A4 BR AR M I
FHERE AT . W IS TG 2 E 0 HTTP ARBEAR S 2%« VFRTIERZAL, B M ASA virtual (121,
B RAE Day0 FCE P AE ID AMD |, iEHAT TS .

\)

AR EATRE O AR E B ASA virtual N TS E T HTTP ACHE RS 3R AIVE rIUER AL R80T eAE B
ASA virtual I 7E Day0 Be &P A8 TN A RO IXRE, RO AN T 24 R 7 B

FE CERM BRI ) b, BN LB I 2 Bt Rk F 45 SRk — AN O Sl A b
a) MiiEE (Inventory).
1758

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) {EFEM (General) LM~ L, riili#ii2 Sk (New Token).

B L Eaeiebir


https://software.cisco.com/#module/SmartLicensing

| WALE: Beem A
ASA Virtual: BL & %S GEARFIFAT .

2R

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0of 10

c) 7r Create Registration Token XJiHEH, A LLF#E, #R)5 sithi Create Token:
* Description
* Expire After - ARHE BLZIN RN 30 K.
* RAERRE
* Allow export-controlled functionaility on the productsregistered with thistoken - j5 HH S HH &
FrEdr.

3: BIEIE A<

Create Registration Token o

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

ARG A A I BN

d) sk R 0 0 35 Sk B R P AT OT Token XHIAE,  RT LA HURE 43 ID SR AHIBIBIGIR . 249 2E
W ASA I, TEAER AR, DAAE ISR i i AR o T

| ik gaesiry



VFALE: EaEarisa |

ASA Virtual: B2E & M g8 415 AT

E4EESHE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0 of 10 Allowed
B 5: £ <hE
Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky

NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cirl + ¢ to copy selected text to clipboard.

P2 (Wik) 7E ASA virtual I, $i55%E Smart Transport () HTTP ¥ URL.
license smart

transport proxy proxy_server_ip port port
P ] Smart Call Home 1 AN# ] Smart Transport, &2 {05 4, %5 28 1.

ERE
o RZFFAUEHTTPACEL,

* BCEACHRSS %% URL I, 52048 5E Whisle

T

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)# transport proxy 10.1.1.1 port 10101

i

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)# transport proxy proxy.esl.cisco.com port 80

PR3 HCE VAT UERRAL
a) HEAVFATUER AERC B R

B L Eaeiebir



| miE: Beemuire

b)

c)

d)

ASA Virtual: BB &S GEREFIF AT .

license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

BB e
featuretier standard

Wb GEA) JZ0TH, (8T EALERCE PR R o JERERROZE AT UE BARTAR R bR vE R AT E
7€ CLI HAFR Ky “hRUERR” «

BB AR, AR5 D R B S B R VT
HIHE%K 5 {100M | 1G | 2G | 10G | 20G | FePR#ll}
iR
IR I 32 Ak 64 B A0, S T ORI AT
BT 7BV

* 100M—ASAv5

* IG—ASAv10

* 2G—ASAv30

* 10G—ASAv50

* 20G—ASAv100

* JoPRH] - ASAVU
il
ciscoasa(config-smart-lic)# throughput level 2G

CAraE) o A s
feature strong-encryption

U AR I REAT A BRI R SN R, AT ZEIE VPRI IE. SR, WRAE R RENK )™ Rk A
SR FAL, {H Cisco LU E SCVFRAE A s s, S mT LA Bl s in 85 VF rl eV In 208 p ik -
S E R e SO SR VFANIE, JF B TUFT R &, W &l e

oRIE

ciscoasa (config-smart-lic)# feature strong-encryption

IR H VR AT IE R B AR DAY B
exit
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VFALE: EaEarisa |

B savina. mESRSEGREET

FEIE R AR U5 2GR VTR REfC B2 0T, EBCR AN B R WAl i Cexit 51
end) , B A AL REIE A SLARBL G A 2

i

ciscoasa (config-smart-lic)# exit
ciscoasa (confiqg) #

SIEA4  (a]ik) {#H Smart Call Home ifj A& 2k 1IN Smart Transport K5 %2 564 o] IR 45 23 EAT 1045

i A48 5 F4d ) Smart Call Home 1fij AN /& Smart Transport, 15588 LA NP, G0, N Al FERIA K
Smart Transport .

a)

b)

WAL 52 B % & o Smart Call Home.
license smart

transport type callhome
FCE 45—~ 444 License ) Smart Call Home FC'E SO, JEhHRE T R BER (145 B35 1K) URL.

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

i

ciscoasa(config)# license smart
ciscoasa (config-smart-lic) #transport type callhome

(AT1E) F&E HTTP f{2E URL.
call-home
http-proxy ip_address port port
P
ASCFFIERHTTPACHE

51

ciscoasa(config) # call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

S IE 5 ¥t ASA virtual FF M BB RS FE S .
license smart register idtoken id_token [force]
ASA virtual S [n) 8 g P AT B BEASE IR SO0 CRCE VR nIER BT R AL
T ASA virtualff, B RERRATEF LA 250 ASA virtual AR B8 {7 B 3% 2 8] O30 5 A& ID UE1 .
BIL LK ASA virtual 2 BCEAH N AU o GEEAE DR, AR — MR SE . (HE, R ID
E S H T A ad A ) A B DR 2050, RS S ) BE T B E A T ASA virtual.

B L Eaeiebir



| WALE: Beem A

ASA Virtual: BB &S GEREFIF AT .

7)1 SR SCHE IR LAE N O HE T e R RE A BE AR AR 1K) ASA virtual o BT, WM fE

A PR B MR T ASA virtual, 1518 force.
w5l

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0AODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%S0A

KAV UER A .

show license statusaishow running-config license

ISR 5 RE A A LR B A5 RN, TR AR T B T DNS JR g5 4l LA R 5 il Ji 5% i 1A IE A i

FE

TP

asavl# show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Smart
URL: https://smartreceiver.cisco.com/licservice/license
Proxy:
Not Supported
VREF':
Not Supported

Registration:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Controlled Functionality: NOT ALLOWED
Initial Registration: FAILED on Feb 27 2024 06:34:02 UTC
Failure reason: {"token":["The token 'sgdgdsdg' is not valid."]}

License Authorization:
Status: No Licenses in Use

Export Authorization Key:
Features Authorized:

<none>

Miscellaneous:
Custom Id: <empty>

Device Telemetry Report Summary:

Data Channel: NOT AVAILABLE
Reports on disk: 0

i
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VFALE: EaEarisa |

B Asavinal TR EREEREEES

ASA Virtual:

ciscoasa(config)# show running-config license
license smart

feature tier standard

throughput level 1G

transport proxy proxy.esl.cisco.com port 80

AR E AR & RER G ETE 23
IR P 3 1A FH A R e 1R B 88 1Y) ASA virtual o

FHia Z |l

* M Cisco.com NEERER M HLAR A HL OVA SCAF, H7E VMwareESXi 55 #% b 2 & FIRL E S

fro AREZHEE, WS ERH REP IS BLES AL HEE ™ dh T

o {E 7.0 i, AHWEBEARAEE BRSSPV IN T Smart Transport « S0 SRR R IHRAS, iHH M

MWAEPAE ASA virtual I8 Smart Call Home.

* TR E TR 21T, W NEOINE CA FAEL. GBS A M, R

W 2% rh ] g e il

crypto catrustpool import url http://www.cisco.com/security/pki/trs/ios _core.p7b

TER BRI B A 108 SR 2 it
(A[iE) 7E ASA virtual b, J4§ Smart Transport & HTTP fXZE URL.
license smart
transport proxy proxy_server_ip port port
FLAJH Smart Call Home i AN# ] Smart Transport, &SP 5, 5 32 Ui,
iR
AZHFUAEFHTTPACEE .
-

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)# transport proxy 10.1.1.1 port 10101

SH MO/ RT IR IR S5 A URL DARG 2158 e PF 7 B s ANl
license smart

transport url https://on-Prem_ip_address/SmartTransport

P4 ] Smart Call Home 1AM Smart Transport, &% 5, 5 32 Ui,

B L Eaeiebir


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/smart-software-manager-satellite/datasheet-c78-734539.html

| miE: Beemuire

Asavimal: »mEEsesenreEs [

TP

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)# transport url https://10.1.5.5/SmartTransport

e B VF T UEAR AN o

a)

b)

d)

HENVF AR e e B A 2
license smart

5

ciscoasa(config)# license smart
ciscoasa (config-smart-lic)#

WHEIIREZ:
featuretier standard

SARRE GEAD R, (AR SRR E AR SR T o JERBAR VR AT E AT AR AR AR VF T HIE,
£ CLI SRR “HRAERR”

BB RGO, DM E A BB B SR K VF AL
HI 2 5] {100M | 1G | 2G | 10G | 20G | FPR#I}
P
R AR A IR 32 Rk 64 K%, 0 A FeBRBIEI AT A .
TS B LR AP T IE G R

* 100M—ASAV5

* IG—ASAV10

* 2G—ASAV30

* 10G—ASAvV50

* 20G—ASAvV100

* TGl - ASAVU

i

ciscoasa(config-smart-1lic)# throughput level 2G

CRIE) R n s

feature strong-encryption

USRS I RE A BB N 5 R, AT ZEBE VAT E . RIS SRAE R RENK ) R AR A
SN, {H Cisco TLAfE SCVFREAE A s, SmT LA Sl siin s VF n e in 204 ik =
A B s & Z0n R IEVF AN, JF B TV iR &, MR s e,
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VFALE: EaEarisa |

B Asavinal TR EREEREEES

a)

i

ciscoasa(config-smart-lic)# feature strong-encryption

AR HVFRTUE Y REAE X LAY ] B

exit

FEE I AR 7 2GR VP UE R R AC B AT, e A S AR IR A Cexit B
end) , ERH AT E A LA iy 2

il

ciscoasa (config-smart-lic)# exit
ciscoasa (config) #

WIS (ik) ffHH Smart Call Home 1M A2 BRI\ Smart Transport >k 5 2 REVF 1] k555 A TH0AF

i A48 5 F 48 Smart Call Home 1M AN /& Smart Transport, %588 LA N, G0, N AdFERIA K
Smart Transport.

a)

b)

c)

Wi 2 R % & o Smart Call Home
license smart

transport type callhome
Ml & A5 —A4N 4 4 License ) Smart Call Home it & S0, JLrdR e 78RR A BL A5 1) URL.

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

i

ciscoasa(config)# license smart
ciscoasa (config-smart-lic) #transport type callhome

(Ali%) #5E HTTP 403 URL.
call-home
http-proxy ip_address port port
Pk o
AN SCFRFAUERHTTPACHE .

51

ciscoasa(config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

SEOCVE TIE S5 s URL DAL 238 B B0 PILG A

B L Eaeiebir



| WALE: Beem A

ASAVirtual: A A B A GEAHF 1R 58 .

call-home
profile License

destination address http
https://on-Prem_ip_address/Transpor tgateway/ser vices/DeviceRequestHandler

i

ciscoasa (config) # call-home

ciscoasa(cfg-call-home)# profile License
ciscoasa(cfg-call-home-profile) #destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

FIR6 AL 1 DRI ASA:

®

license smart register idtoken id_token

ASA [ A HO T SRR TSR, I P I 4 AT . T SR (I P fi, U B R
AR £ N 5N 35 (3DES/AES) ¥4 1l Lk

VEME ASA virtuallit, %5 BSHLERT ALl ASA virtual FIEBE SIS FIS A 0 - 1) (5845 A
IDIFF . EB2H ASA virtual 400 BAHR I RIS o SFASOUR, IR RS, (H 2,
U TD UE S R T A ) B e R B30, WY 5 T B 5 2 FE BT ASA virtual.

P

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0A0ODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%S0A

KAV AR S
show license status

ISR R R AT AR I A5 R, VSR A O A IC . T DNS Je g% ds LUK RT 7 In) Je 9% & 1A TE A i
FE

Tl

asavl# show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Smart
URL: https://10.1.5.5/SmartTransport
Proxy:
Not Supported
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ASA Virtual:

VFALE: EaEarisa |

ASA Virtual: B ESFT2/F (MSLA) & GBS AT

VREF:
Not Supported

Registration:
Status: UNREGISTERED - REGISTRATION FAILED
Export-Controlled Functionality: NOT ALLOWED
Initial Registration: FAILED on Feb 27 2024 06:34:02 UTC
Failure reason: {"token":["The token 'sgdgdsdg' is not valid."]}

License Authorization:
Status: No Licenses in Use

Export Authorization Key:
Features Authorized:

<none>

Miscellaneous:
Custom Id: <empty>

Device Telemetry Report Summary:

Data Channel: NOT AVAILABLE
Reports on disk: 0

AL E S FHF2F (MSLA) & g8 3k 45 a]

T FCAE MRSV T EMY (MSLA) RS2 R T, 80T LASZEF i (0 458 FH IR TR SR A 2, AN 2 A i
AFUEVT FH 8K AVF AR S 9 o ESE R TSR, ASA virtual 23 LU R R FLA7 (15
SYBRTAISE ) RERERF TR SO0 ASA virtual 2 GEACEEAEPUAS /NI 1) 2 HE 40CPF A B2 A I% VP nTHIE
G OARSE (BERRH RUM 2D o AR5, (IS OUIR &K B i e BT ol Ik 55 4% o A s IR
VFAINF,  Smart Call Home A2 FHAE VAT W B AR . 1 R SO Al FH A se A% it ik HTTP/HTTPS
BRI,

FiaZ |l

T LU A e AR A B &3 I Cisco.com R 4R BERIHE B A OVA 30, JFAE VMware
ESXi 255 as B2 BB E I ATREZAE L, THS IR EPIHE PLES A AL 2™ dh T

TR R B CORME R AR o, OB b1 28 Vs I 215 v 7 R DK - 14 Sk — AN
A RIS HINZ A W
a) miiliiEE (Inventory).
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https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/smart-software-manager-satellite/datasheet-c78-734539.html
https://software.cisco.com/#module/SmartLicensing

| e masnury

AsA Virtual: EEAREF (MsLA) Baeatir ]

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) 7EE#M (General) kUi I, sii#TE Sk (New Token).
B 7 HiEs

Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Uses

Mjk1OWYyMjitMzEWMS00... & 2024-Mar-30 05:14:09 (in 30 days) 0of1

¢) {E CreateRegistration Token XfiftEH, HALLN#E, 285 it Create Token:
* Description
* Expire After - JIBHEUGZIN ] 30 K.
* RAEERRE - MBI IREL
A RAE 80 393 1 399 b A H KU 210301

| ik gaesiry
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B Asavirual. RES: AR (MSLA) & a8 HE T

& 8: SIZiE M

Create Registration Token ®

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 30 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Create Token Cancel

RGURE A R I BN I3

d) s RAT O R 3 Sk R T AT OT Token XTRAE, R LA ARE4h 1D BRI BIBIIGRR . 5 205
W ASA I, USHER L AR, AFEIZAE R Ja T

E 9 EETHE

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

New Token...
Token Expiration Date Uses Description Created By Actions
Mjk10WYyMjlthEwMSOO... 2024-Mar-30 05:14:09 (in 30 days) 0of1 test Actions «

E 10: EH1<HE

Token 0 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

$IE 2 {F ASA virtual -, EEEREVFATSH
a) HEAVFRUER AR B A

license smart

B L Eaeiebir
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b)

d)

e)

AsA Virtual: EEAREF (MsLA) Baeatir ]

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

Jia FH Re At 4
transport type smart
SEHFE PR AT 5 248 ] Smart Transport 1M A J&: Smart Call Home.

1l

ciscoasa(config-smart-lic)# transport type smart

CATIE)  Fi7 7 B e A BEAS B L BUAC 22 (1) URL. 80, Jm] DU VFRTIEAS A Bl A 15 45
A H R

transport url {transport_url | utility utility url | default }

WIRORBCE URL, EORE [R50 3 e AR 4 AN VF T IEAE 1 DL o5 4] default,  Rf)
https:.//smartreceiver.cisco.com/licservice/license,

-

ciscoasa (config-smart-lic)# transport url http://server99.cisco.com/SmartTransport
ciscoasa(config-smart-lic)# transport url utility
http://server-utility.cisco.com/SmartTransport

CAE) SR W 2% i FH] HTTP AT I BRI Vs 1), i e B A H il
transport proxy proxy-url port proxy-port-number

ERE

AZFFUEHTTPACEE,

il

ciscoasa(config-smart-lic)# transport proxy 10.1.1.1 port 443
FEVF ATV R BEVF T B i A LA s REACBE AN 5

privacy {all | hostname| version}

il
ciscoasa (config-smart-lic)# privacy all

WE IR E:
featuretier standard

AT brE GEAD JRATH], (A B R E R R o At RRV/F AT IR LUK A bR/ RTIE,
75 CLI FFH5FR A “HRAERR”
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B Asavirual. RESFREF (MSLA) B 8 LEE T

2

h)

BEAEATHE RGN, ARG R BRI B 1 SR VR AT IE -
FIERLF) {100M | 1G | 2G | 10G | 20G | bR}
pE
WERSEAE T A E 32 128K 64 1505, W IUA FEPRFIE AT H -
HZ UL T i BT IER A

* 100M—ASAv5

* 1IG—ASAVI0

* 2G—ASAV30

* 10G—ASAV50

* 20G—ASAv100

* TLIRI - ASAVU
w5

ciscoasa(config-smart-lic)# throughput level 2G

AT A s
feature strong-encryption

QR R BE A BRSO 5 8 A R, AR BRI E . BRI, WER IS I REIK P R 3R A
SEINEEAZAL, {H Cisco T SOVFIEAE I sinas, 48] LLF- Sk o 0 2 140 nl ey i 20 16 (K - o
P F & T BRI VEaliE, JF B d P iER S, ey e.

5

ciscoasa(config-smart-lic)# feature strong-encryption

AR VF AT R RS LAY P 5

exit

FEIERE PR O 2GR VAT IR e e BRI AT, SR AN S AR IR i Cexit Bl
end) , EH AT E N AR B AT dr 4

EUE

ciscoasa (config-smart-lic)# exit
ciscoasa (config) #

PR3 A E LR PV

a)

HEASE IR P e B A
utility

B L Eaeiebir
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$IE5

AsA Virtual: EEAREF (MsLA) Baeatir ]

i

ciscoasa (config-smart-lic)# utility
ciscoasa (config-smart-lic-util) #

b) AUEME— 1R P AR AR . AR TRAF 0 & 70 S AR P VR vl A A DU 5 v b
custom-id custom-identifier

A5
ciscoasa (config-smart-lic-util)# custom-id MyCustomID

c) QUEME—% T CE SO AR B S SE TR PP VF el P A B 2
customer-info {city | country | id | name| postalcode | state |street} value

5

ciscoasa(config-smart-lic-util
ciscoasa (config-smart-lic-util customer-info country MyCountry
ciscoasa (config-smart-lic-util customer-info id MyID

( )# customer-info city MyCity
( ) #
( ) #
ciscoasa(config-smart-lic-util) # customer-info name MyName
( ) #
( ) #
( ) #

ciscoasa(config-smart-lic-util customer-info postalcode MyPostalCode
ciscoasa (config-smart-lic-util customer-info state MyState
ciscoasa (config-smart-lic-util customer-info street MyStreet

d) AU FAYF AT

mode standard

i

ciscoasa(config-smart-lic-util) # mode standard

FERIEAESE 1 2D iR M ASA:
license smart register idtoken id_token

IR

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUxLTEOMTQS5NDAY$0A0DQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wSs0AC2NnMD0%$3D%S0A

KAV AR S
show license status

IR R R BT B IR R, VSR AU T IC . T DNS g% & LK AT ) J 5% & FA TE A i
Hi.

T
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B Asavirual. REXAFTIERE

asavl# show license status
Smart Licensing is ENABLED

Utility:
Status: ENABLED
Utility report:
Last success: May 14 2018 21:37:25 UTC
Last attempt: SUCCEEDED on May 14 2018 21:37:24 UTC
Next attempt: May 15 2018 01:37:24 UTC

Customer Information:
Id: MyID
Name: MyName
Street: MyStreet
City: MyCity
State: MyState
Country: MyCountry
Postal Code: MyPostalCode

Data Privacy:
Sending Hostname: no
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: ENABLED
Version privacy: ENABLED

Transport:
Type: Smart
Registration URL: http://server99.cisco.com/SmartTransport
Utility URL: http://server-utility.cisco.com/SmartTransport

Registration:
Status: REGISTERED
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on May 14 2018 21:37:20 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Sep 13 2018 13:34:40 UTC
Registration Expires: May 14 2019 21:29:20 UTC

License Authorization:
Status: AUTHORIZED on May 14 2018 21:37:22 UTC
Last Communication Attempt: NOT STARTED
Failure reason: Device in Thirdparty Utility Mode
Next Communication Attempt: None
Communication Deadline: Aug 12 2018 21:37:24 UTC

ASA Virtual: .8 7k A iF AT IET R

T Ll ASA virwal 5K AVEATIE, A5 A ATESE R ) ASA virtual I, S7E S OB 2 9
EAEH I VFATIER, TR T

HIE1 228 ASA Virtual FK ASTE , 4541 7T

B L Eaeiebir



| miE: Beemuire
235 ASA Virtual kA AE I}

$E2  (0[¥E) RIE ASA Virtual K AVFAE , 543 51

224 ASA Virtual 7k A5 73

T IET 7T T ASA virtual, 1651 DA 40 A P45 B SRR A VFITHIE . 47 ASA virtual 7k
AFATERUR K PEAE 8, T2 BASA Virtual KA ZFATIERR , 45 3 .

\)

ER O TURAVFRUETIE, RS B ASA virtualZ BB [PV ATE . I S SR FHZFE, 1%
VPRI 253 AT FDIRES, BESR R F T35 11 ASA virtual. 15204 (A[ik) IRiE ASA Virtual 7K A
VEAJIE , 58 43 T,

AR WRAE K AV IR RS RS (Bl writeerase) , R T4 FHASTAT ] S 501 license
smart reservation iy B H 8 FH K AVFRTIET R (A58 1 Fion) 3 BT8R e i 4 5
e

FHia Z |l

WK AVEFATIE,  DMEILAE R e AT BEAs Tl H o JFARPT A K A ME A K A VR AT IE T
B B I Re 2T, R SR DAL HE

* 1 ASA virtual JHZ)Z )5, BB RKAVFAIE: BEAGELE Day 0 Be & 3 1R] 22 K AVFATIE.

IEI:
M

\

$E1 (LR ASAVS) 1 DRAM 4 2GB (9.13 S A i AC 2Kk 1, RVFl ] ASAVS FK AV AT
ko

license smart set_plr5

N
8
N

7E ASA virtual CLI ', Ji FI/K A VF A IE T BE -

license smart reservation

IR

ciscoasa (config)# license smart reservation
ciscoasa (config)#

LA GEVF AT, E A LE a1 no B
MIER T LR 4

license smart
feature tier standard
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B = asavimal kasrmic

throughput level {100M | 1G | 2G | 10G | 20G| unlimited}

T SR B RE R A B2 Hh R N PRIV IR AR
license smart reservation request univer sal

IR

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
ABP:ASAv, S: 9AUSET6UQHD{A8ug5/1jRDaSp3w8uGlfeQ{53C13E

ciscoasa#

WIS 2 Py A7 B vCPU, U RAZGE A 2 B VF e, HOEHT S 20 BBV e o 17 SR VR T U A 250
53 (N AR vCPU AHIGHL . 45 5% ASA virtual 7K A VFRET B (K] vCPU FT N A7 204 A I S B4 ) 7
MIEEL, S RASA Virtual K A AJIETEE , 453 T,

T K E Y ASA virtual (55, ZERERINLIR R, AT RUE B vCPU A DRAM ¥ PLUCHC B
[R5 HR, 47 XYY, 20 ASA virtual PN 3R . EAEE YT, 5 H show vm

AA
o

RIS A A, WS B A —AAh, RIS TOR s 2wt A A AR St AR N
BIREIAE B, HAY IO &K, iR

license smart reservation cancel

WEREEH K AVFRIUE TR, WA o A B SR 2 B o A RIS UK 2 AR S N\ 2 RE AR 2 s
D520 5 R P A BER %4 nT UE Y T ASA virtual, 2R 5 m] LU 4 T 8B MLV n]3E. 1550 (nf
) IRIE ASA Virtual /K AVFAIE , 55 43 T,

Vila] “ R RE A FRESIE H.” (Smart Software Manager Inventory) Ji %%, 571 AJIE (Licenses) ¥
I
https://software.cisco.com/#SmartLicensing-Inventory

Licenses JEII- 7 5 RS AR 7 ARG IR BT AT BRAT VF RTUE. CEREAIR O

MdTFALEFE (License Reservation), #A)5 {17 815 KX f5 (Reservation Request Code) - Bt 4
A ASA virtual {35,

R FREB 1 AT (Reserve License).

BRI PR AR U o SmT DAR O A SO LR BTG . MO RE A B s
VPATIEEL C A T HPIRZS

WA 7 51 License Reservation $ic6l, ISR F W BEAGITA A VFRTIE A . 7ECRPAR,
T ARSIV TE U I T4 RO 0% RV T E &

15 ASA virtual T NG -

license smart reservation install code

T

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwWS

B L Eaeiebir


https://software.cisco.com/#SmartLicensing-Inventory

| miE: Beemuire
(aTitt) i55% ASA Virtual X A TiE ]

ciscoasa#

ASA virtual BLLE 523KV 0] .

(AJ1%) 1R3E ASA Virtual 5k A 3 8] iF

RS R AVEAIE (B0, 482245 ASA virtual B SO A 5 G 01 & R 200Vl
WAL MR 7 K % VP AR IE SRS 45 B RE A B o WREEANIZ IR T 2D SRR AT, VP RTHIE
iR ORFFAEAPIRZS, IF HICEEAA RO T oAl Ty

HIE1 7F ASA virtual F2EBORIEARHS:
license smart reservation return

i

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTREVrp7M/zDpirLwYCaq8oSv60yZJuFDVBS2Q1iQ=

ASA virtual 23 3 RVAR BRRVE AT AR Ay “PPAL 7 RAS . R 2 A A AU, 1S ERT A
Phain4 . EER, R ROET K AYFATHIE (license smart reservation request universal), 55 i
ASA virtual 525 CRRLWIT B8 5 3 vCPU/RAMD , WK TCVE S0 s AR IS . A AR dh 3k 1%
AR LL5E BRI o

$IR2 AF ASA virtual B BRI (UDD), DA BB LS h #6811k ASA virtual 5541
show license udi

i

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#
PR3 U R BRI BLAR K “WE B (Inventory) Fidw, AR5 Al =S5 (Product Instances) i3 -
https://software.cisco.com/#SmartLicensing-Inventory

Product Instances #5813 UDI SR I3 A5V 0] 1077 o

WIE 4 BB VAT ASA virtual, KIUIEFIRIE (Actions) > #ilFk (Remove), #8577 BBiR [B143
(Reservation Return Code) 7Bt 18\ ASA virtual, s i fHB& 7= 52 SE 45 (Remove Product I nstance) .

TR AVF RTUEASER 4 21 7] i o
TS BAANDKAVFIETUR , W AT BL T R A4F:
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VFALE: EaEarisa |
B ) mossim AsA Vinual (B @A)

a) ZEFK AV UETIE .
no license smart reservation
b) A LU A 2 AV R E O

show license features

(A1) BGHEEAF ASA Virtual (CEIFAA#E)

X ASA virtual B TEME MK S A ASA virtuale RSN ASA virtual 5 FTA 4 Al iE R
FIES . 0] 5875 SO 7 Ik A 91 ASA virtual BRI . 883, 0 a] DU BE 344 B as i
% ASA virtual,

)

ER IO ASA virtual, JUAEFET N ASA virtualJ5, ECREP BT RS R R BREPR A .

BT ASA virtual:
license smart deregister

ARG ASA virtual 23 FFNEL

(AJi%) 22249 ASA Virtual ID IEBSIFAIIEIRN (CEMFAARH)

BOATFOLT, IDUEASEE6 AN BB ERT,  VFATIERBCRE 30 R BRI A U5 ) LI (R 1) A B
B AR RO AR h BEAT TAR VR AT S SR A, T RE N IX LT H T3S T -

S B ID AT

licensesmart renew id

L2 FOH A IR AL
license smart renew auth

B L Eaeiebir



| WALE: Beem A
1000/1200/3100/4200: B2 & %5 4R 141 AT .

1000/1200/3100/4200: FC & & G &R 441 AT

AFA-H AT 5 1000/1200/3100/4200 Fe B A BEBAF AT o SEFELLF ik —:
* 1000/1200/3100/4200: [t & A BE SR A4 mT 5 5 45 TL

AR DL CATak) BUMTEMN 1000/1200/3100/4200 CiARFIAHD) , 45 58 TUEE (AJik) 4:4)
1000/1200/3100/4200 ID UE s VF AT UEFZAL Ciy ARARTACHL) 26 59 WL,

* 1000/1200/3100/4200: [t 5 & GEAREAR R AT, 5 50 TT

AR DL CATak) BUMTEMN 1000/1200/3100/4200 CiARFIAHD) , 55 58 TUEE, (AJik) 4:4)
1000/1200/3100/4200 ID UEPSaRVF AT UEFZAL Ciy ARARTACHL) 26 59 WL,

* 1000/1200/3100/4200: it & 7K AVF AT UETIEE , 5 54 L

1000/1200/3100/4200: B & = ¥ & e EX i /]
CRR Py 3 FH A e PR B2 1) ASA.

HIE 1 7E Cisco Smart Software Manager H', A BRI £ I8 N2 14 KB FOUMK 738 SK O & v 2 1t
a) KA E (Inventory).

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts Convert to Smart Licensing

b) 7 General LI~ I, siili New Token.

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances t

Token Expiration Date Uses

OWFINTZiYTgtY2Ew... 2024-May-18 17:41:53 (in 30 days) 0of 10

c) fE CreateRegistration Token X iFHEH, AL N, )5 siidi Create Token:

| ik gaesiry
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VFATE: Saemuira |
B ooonz0031000200. B EHmE s sk

Create Registration Token ©

This will create a token that is used to register product instances, so that they can use licenses from this virtual account.Once it's
created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Virtual Account:
Description: Description
* Expire After: 365 Days

Between 1 - 365, 30 days recommended

Max. Number of Uses:

The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel

* Description
* Expire After - JUBHEUGZIN R 30 K.
c RAERARY
* Allow export-controlled functionaility on the productsregistered with thistoken - j3 3 H &
s .
RGK S I B T

d) e RAT O R 3 Sk AR T AT T Token XFRHE, T LA HURE4hi 1D SR BINGRR . 5 205
WEASAIR, UEHER L I, DAZEIZAR P Ja 1 R B

B 11554

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Uses Export-Controlled
OWFINTZiYTgtY2Ew. 2024-May-18 17:41:53 (in 30 days) 0of 10 Allowed

B L Eaeiebir
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W2

1000/1200/3100/4200: B7 & & M5 REAR 1 AT .

12: IS8

Token 0 X

MjM3ZjInYTIZGQ40500Yk2LTgzMGIMThmZTUyY]ky
NmVALTETMDISMTIT %60AMTMxMzh8YzdQdmgzMjA2V
mFJN2dYQjISQWRhOEdscDU4cWISNFNWRUtsa2wz %
NAMDANSTN%AINANA

Press ctrl + ¢ o copy selected text to clipboard.

(W[i&) 7 ASA I, y Smart Transport 55 HTTP fCE! URL.
license smart

transport proxy proxy_server_ip port port
FEAf 1] Smart Call Home 1M A~/ Smart Transport, 152 DD 4, 5549 G,

iR
o RZFFAUEHTTPACEL,

* BCE IR SS % URL I, 52048 5E Whidle

TP

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)# transport proxy 10.1.1.1 port 10101

IR

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)# transport proxy proxy.esl.cisco.com port 80

1E ASA EiFRVFATUFZAL .
a) BEAVFRIUER RERC B R
license smart

i

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic) #

b)  (Firepower 1000) # & IhfE)Z:

featuretier standard

HARHE GEAR) ZErTH, (EEFHEAERE B ILEH; 2Vl il S In S A D BEVF ml UE (A HT$
S0 FERBROA AT E ARG RR A ARMEROA AT AIE, £E CLIFFRAFR A “Fr¥ERR” « Cisco Secure Firewall
TR FEA VPR IE R &AL T B PR, ToikZEA .

¢) IERLAENFVFTIE.
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B ooonz0031000200. B EHmE s sk

d)

feature context %5
pEb 4
Firepower 1010 1 Cisco Secure Firewall 1210/1220 ANz #F VR AT IE
BOAEOUT . ASASCHF2/ME 5T, DRI R N 08 SR I S8R R 7 S B IR 2 2 N BT 5t
15 5 R B R BRI T A I 28
* Firepower 1120 - 5 F# 5
* Firepower 1140 - 10 Fi 5%
* Firepower 1150 - 25 F 5%
* Cisco Secure Firewall 3100 — 100 /M 5t
* Cisco Secure Firewall 4200 - 100 M& &
B, X}F Firepower 1150 115, ZAHH & KAH - 25 Fifl 5, il AT =BG 23; ILEK S5 EK
WHE 2 A .

5

ciscoasa(config-smart-lic)# feature context 18

(A[i%)  (Firepower 1010) i 3K 385 8 22 A V7 nf ik LU H SO %
feature security-plus

i

ciscoasa (config-smart-lic)# feature security-plus

(W[#E) (Cisco Secure Firewall 3100/4200) i >k Diameter. GTP/GPRS. SCTP ¥l {1z i v vl
k.
featurecarrier

i

ciscoasa (config-smart-lic)# feature carrier

AT A s
feature strong-encryption

BRI RERAT A BEERWCR IN 25  j, WUANTG ZEBE VAT E . RTTT,  ERAE R RENK - R AR AT
SN AL, {H Cisco TLAfE SCVFEALT s, S5m0 LU Sl sl s Ve nl e on S48 ik -
AT B e 25 R IEVEAE, JF H i FVFaliEsR e, WG sl e,

i

ciscoasa(config-smart-lic)# feature strong-encryption

B L Eaeiebir
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1000/1200/3100/4200: BL & & M1 LR AFIF AT .

w4 (i) ffHH Smart Call Home 1M A& 2RI\ Smart Transport >k -5 %2 GEVF 1] k4545 AT HHAF

R A 2 A4 H] Smart Call Home 1 A& Smart Transport, 5 58HCA TP, I, AT HIBRIA
Smart Transport.

a) LIS ) Smart Call Home.
license smart
transport type callhome
fic & LG — N4 0 License 1) Smart Call Home Bt SCHF, Hrhfiae 78RR R A4 BLA% 1) URL.

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

i

ciscoasa(config)# license smart
ciscoasa (config-smart-lic) #transport type callhome

by (R[EE) Few HTTP ALEE URL.
call-home
http-proxy ip_address port port
P
ASCFFIERHTTPACEE
1

ciscoasa (config)# call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

PRS ATHEA 1 8 A MR ASA:
license smart register idtoken id_token

i

ciscoasa# license smart register idtoken YJjE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0A0ODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZINTNCNG1vRnBHUFpjcmO2WTB4TU4wS0AC2NnMD0%$3D%0A

ASA [ B e BRASVE N, JF FRIE G B VE TR A . A SR R P Fe e, TR RERR A B A% I8
2N FH N %% (3DES/AES) ¥FHJIE. i i show license summary 5%, show running-config license iy 4
R A VF P UE AR FIALE FH 1R L o

IR

ciscoasa# show license summary
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B c0onz0031000200. B2 E sk A i T

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:

License Entitlement tag Count Status
regid.2014-08.com.ci... (FP1010-ASA-Std) 1 AUTHORIZED
il

ciscoasa (config)# show running-config license
license smart

feature tier standard

throughput level 1G

transport proxy proxy.esl.cisco.com port 80

1000/1200/3100/4200: fiC & & #EEX A B IF 7]

‘%F ‘%Fr

IR & T B A 2 BE A B 28 1) ASAL

FHIa Z |l

* M Cisco.com FZ&%# Q‘E?F’”ﬁ:”ﬁfigﬁzfil@ OVA X, FH-{F VMwareESXi iR 5525 I 22 3 FIC & I 3

o ARELHEE, WS IR RIS BLE A 52 ™ i T

© 16 7.0 JR, ARHBR BRER AT BEAS NN T Smart Transport o WHREAT RIS IHARCA, 151410

IR AE ASA [ JA H Smart Call Home.

s KA E ARG 20T, 5 FENE CA [, ATl < ag) N, AR

W 2% rhn] g2 il )

crypto catrustpool import url http://lwww.cisco.com/security/pki/trs/ios core.p7b

E VREPIFE FLER A IR 55 4% i SR 4 J
(") fE ASA I, 4 Smart Transport 455 HTTP /CFE URL.

W SeEmer e


https://software.cisco.com/download/release.html?mdfid=286285506&softwareid=286285517&os=Linux
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/smart-software-manager-satellite/datasheet-c78-734539.html
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1000/1200/3100/4200: B¢ B %5 RE 5K 44 A b i AT .

license smart

transport proxy proxy_server_ip port port

P ] Smart Call Home [ A~ /& Smart Transport, 152 PP S, 55 52 G,
ANSCFFAIERHTTPACEE

-

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)# transport proxy 10.1.1.1 port 10101

SRV RTIE R 55 4% URL DU 2R BERR A F 4 B ae AL .

license smart

transport url https://on-Prem_ip_address/SmartTransport

P4 4] Smart Call Home [fij A~ /& Smart Transport, 15ZPEPE 5, 55 52 Ui,
il

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)# transport url https://10.1.5.5/SmartTransport

7E ASA B RVF AT UESZ AL .
a) HEAVFRTIES ARl B
license smart

5

ciscoasa(config)# license smart
ciscoasa (config-smart-1lic)#

b) (Firepower 1000) % & Ihfit)=
featuretier standard

HEWAE GEAR) B, BEFEEREREILG M Bl 2 g m A Dh R84 ik i Ay
b o SERBROVF AT E ARTRR N FRAERRF PTIE, 7 CLI R RR . “ARUER” o Cisco Secure Firewall
TR FERE VFRJIF LR &AL T B AR, Joikss

c) (i) iR SVFAE,
feature context 4=

pEk e
Firepower 1010 Fl Cisco Secure Firewall 1210/1220 A3z #7 I VF ATHIE

BOATFOLT, ASASCHRF 25, DRI N0 SR (i S5 80 75 S O 2 2 BRI G 5t
T SR R B Ok T A (K 2 5
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d)

* Firepower 1120 - 5 F 5%

* Firepower 1140 - 10 Ff i 5

* Firepower 1150 - 25 Fl 5t

* Cisco Secure Firewall 3100 — 100 ™5 5%

* Cisco Secure Firewall 4200 - 100 /M& 5
B, %§T Firepower 1150 155, SEAE i KAH - 25 Mg 56, WA SUEC N 23 IB(ER S8R
ML 2 A

5l

ciscoasa (config-smart-lic)# feature context 18

(n3&)  (Firepower 1010) 15 3K 14 5 41 22 4 VP ] ik LU E H B i 4%
feature security-plus

-

ciscoasa(config-smart-lic)# feature security-plus

(W) (Cisco Secure Firewall 3100/4200) 5>k Diameter. GTP/GPRS. SCTP ¥yl [)ia & i vF nf
Uk,

featurecarrier

51

ciscoasa(config-smart-lic)# feature carrier

CAFRE) e s
feature strong-encryption

DA IR RE T BRI R I o, WA TG ZEIRVFRTIE . SR, WERAE R RENK ) Rk A
SN, {H Cisco TLAE SCVFRAE I s, S mT LA 2l slin 8 V8 r IRV N 208 ik -
A B s Es R, JF Bl TR &, R & i e .

51

ciscoasa(config-smart-lic)# feature strong-encryption

WIS (i) ffHH Smart Call Home 1M AN 2 2RI\ Smart Transport >k 5 & eV 1] k5545 A TH0AF

Gn FE A0 ZAE ] Smart Call Home 114N /& Smart Transport, 5588 A N0, &0, [ AFEFHERIAR
Smart Transport.

a)

B2 % B ok Smart Call Home.
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1000/1200/3100/4200: B¢ B %5 RE 5K 44 A b i AT .

license smart

transport type callhome
Bic B UG — 440 License [1) Smart Call Home FC'& SCfF, e T4 a4 A BEAR (1) URL.

call-home
profile License
destination address http
https://tools.cisco.com/its/service/oddce/services/DDCEService

5

ciscoasa(config)# license smart
ciscoasa (config-smart-lic) #transport type callhome

b) (W[iE) 45% HTTP /L2 URL.
call-home
http-proxy ip_address port port
P
AN SCHFFAIE I HTTPACHE

i

ciscoasa (config) # call-home
ciscoasa(cfg-call-home)# http-proxy 10.1.1.1 port 443

c) WP RIUEARSS %% URL DAL 287 RE AR 155 B A b :
call-home
profile License

destination address http
https://on-Prem _ip_address/Transpor tgateway/ser vices/DeviceRequestHandler

-

ciscoasa(config)# call-home

ciscoasa(cfg-call-home)# profile License
ciscoasa(cfg-call-home-profile) #destination address http
https://10.1.5.5/Transportgateway/services/DeviceRequestHandler

IR 6 THIEAES 1 D kI M ASA:
license smart register idtoken id_token

i

ciscoasa# license smart register idtoken YJE3Njc5MzYtMGQzMiOOOTA4
LWJIhODItNzBhMGQ5NGR1YjUXLTEOMTQS5NDAY$0AODQzNz18NXk2bzV3SDEOZkgwQk
dYRmZ1INTNCNG1vRnBHUFpjcmO2WTB4TU4ws0AC2NnMD0%$3D%S0A
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B 1000n20031000200. "B KASFTIERE

ASA [ AR B FEAS IR S 2 M, O Hs G B O VF el UE 2R . W SR A Ik S, A R A
PR g8 18 2 N 5 in %% (3DES/AES) ¥F Al iiE. i FH show license summary iy 24 28 17 il IR A
(RN

w5

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: Bizl
Virtual Account: IT
Export-Controlled Functionality: Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2018 UTC

License Authorization:
Status: AUTHORIZED

Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2017 UTC

License Usage:
License Entitlement tag Count Status

regid.2014-08.com.ci... (FP1010-ASA-Std) 1 AUTHORIZED

1000/1200/3100/4200: i B 5k A iF A iE 71 24

&R LL Ay Firepower 1000, Cisco Secure Firewall 1200/3100/420043 it — AN K A ATIE . AT iB A 44E
15 H ASA B Q] 38 [ [F AT HIE .

P 2235 1000/1200/3100/4200 7K AVFATE , 55 54 T,

$IE2 (A% RIE 1000/1200/3100/4200 K AVFATAE , 55 57 7.

%2 %< 1000/1200/3100/4200 5k A F AJ iiE

T ICE VT ) ELECR ASA, AT DA 34 RE PE S BR B SR K AVFATE . 7K AVFRTAIE A F AT A ThRE
HA w2 24 5 el YTk,
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224 1000/1200/31004200 X A 75 T I}

\)

AR O TARAVFATUETIR, G 2007E 15 B ASA 2 BB FHZVF A E . G0 A IE 2GR [FHRZVF AT UE, &V Al iE
SARFF O AR, BEEBIRIH THH ASA. S (Aik) #if 1000/1200/3100/4200 7K AV 1]
Uk, 257 7.

FFi6 Z A

VSR AVERTIE,  DMEIAE R BB B g thal o JRARPTA K P S HEAEAE TR AVF AT IETIR
FERS ZARC B L DI REZ /T, VST OR C3RTG S RHILVE .

$HIB1 4 ASA CLI ', J3 FH/K AV AT UE TR «

license smart reservation

Tl

ciscoasa (config)# license smart reservation
ciscoasa (config)#

N
g
N

T SR AR BRI LA T R N R VE AT IEA RS
license smart reservation request universal

T

ciscoasa# license smart reservation request universal

Enter this request code in the Cisco Smart Software Manager portal:
BB-ZFPR-2140:JAD200802RR-AzKmHcc71-2A

ciscoasa#

WEREF A A, WS WoR A AR, BPAEZE SR In40E 2 k. SR v Rk AR IS H N
FRE A E B, O HA IO IZIE R, WA
license smart reservation cancel

WERAE K AVFRTUETI R, BT A A A B SR 2B G o W R OB A R i N RE AR B2
W) DAZ 5 R FR e A B iZ T E Y BT ASA, AR5 0] DIRE 2 H0E [0 Z 4l iF. &0 (Afik)
PRI 1000/1200/3100/4200 ;K AVFA[E , 55 57 T,

HIE3 Uil AR RS 7 (Smart Software Manager Inventory) i %E, it AT IE (Licenses) #£
+:

https://software.cisco.com/#SmartLicensing-Inventory
Licenses LEIH K 27 5 S IR P AR I P AT IR VRl IE. B ATRAD ©

SB4 SHFRIETREE, JEEMEP B ASA fUE. i Reserve License.

| ik gaesiry


https://software.cisco.com/#SmartLicensing-Inventory

VFALE: EaEarisa |

B = 1000120031004200 & A5 ATIE

B BEBATE B AR o SR LR BOZ IR B0 F R I RIS . AR BRI FEAS
VRATIEEL S A T HPIRZS

ﬁu%‘? S 2 License Reservation #%4, MK P AR B BRI T K AVF T UETRE o AEIXFRf 50
145 N 25 FH 7K G VR AT E P00 BE S 505 N 38 1) 2 BE VA T UE A 4

7E ASA HEI AR :
license smart reservation install code

T

ciscoasa# license smart reservation install AAu3431rGRS00Ig5HQ12vpzg{MEYCIQCBwS
ciscoasa#

76 ASA LR VF IR AL
AR
AR FTIE SV 52 4 B I (O ATE, ELS A A 4T TF ASA BEE T IO$2RL,  LURE ASA i
Er AEHEAT.
a) HFEAFIUER RERCE A
license smart

il
ciscoasa(config)# license smart
ciscoasa (config-smart-lic)#

b)  (Firepower 1000) & & IhHEE

featuretier standard

HARHE GEA) BT, (HEFEAREYBILEH; BVFal il 2as A D)V vl ik rmrde
%ﬁ:o FERB R o] UE LR A SR MERRGAE P IE, 76 CLI AIFR ) “FrifEIR” - Cisco Secure Firewall
FEAY () Fefl T IE R &AL TR RPIRAS, Toik2EH .

o) (Wik) JAH LN sVFE,
feature context 45

pa it 4
Firepower 1010 I Cisco Secure Firewall 1210/1220 ANSZ £F VR AT AIE

BRI OL R, ASASZRF 2N S, PRI N T R S B0 5 EE I B gl 25 2 S BOA R 5t
HI TR AVFTIE A VAR KSR, PR LUy B R85 8 Hl s K80 R s RO T
AR

* Firepower 1120 - 5 Fifj 5%
* Firepower 1140 - 10 Ff 5

* Firepower 1150 - 25 Fl{i 5

W SeEmer e
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d)

(ATt #E5% 1000/1200/3100/4200 K A5 ATiE |

* Cisco Secure Firewall 3100 — 100 M7 &

* Cisco Secure Firewall 4200 - 100 M35 5
filan, ¥+ Firepower 1150 M5, ZEATH A - 25 B 5, & ARG 235 SLEE S5 2R
NE 2 #H 0o

-

ciscoasa (config-smart-lic)# feature context 18

(WJi%)  (Firepower 1010) Jii FH 385 8 22 A V7 ]k LU F MO 46 %
feature security-plus

5

ciscoasa(config-smart-lic)# feature security-plus

(A[#%) (Cisco Secure Firewall 3100/4200) Jii il Diameter. GTP/GPRS. SCTP il ft)3z 8 i vF )
k.

featurecarrier

i

ciscoasa (config-smart-1lic)# feature carrier

(k) B .

feature strong-encryption

DR SR I RE R B N 2 2, AT IRV AT E . SRTTT,  SRAE R RENK ) AR AR AT
SN AL, {H Cisco TLAfE SCVFREAE A s, JmT LA Sl siin a8 VF n s on S04 ik -
A B e & Z0n R IEVF AN, JF B FYFER &, W s i e,

i

ciscoasa(config-smart-lic)# feature strong-encryption

(A[i&) iRiE 1000/1200/3100/4200 5Kk A iF AJ iiE

WA FTFEGRAVFIE (B, SIEAEAEH ASA) , BU 2 U N R P4 i VF vl e IE 2R 6 45
BREMAFE PGS o WREALIR T D B AR, WNZVF AR R GRS (TR, JF HIEIRAR R
T 2EAt 75

ik gaesiry
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B (7% s 1000120031004200 CERANA

T4

1 ASA EABR B ACHS

license smart reservation return

i

ciscoasa# license smart reservation return
Enter this return code in the Cisco Smart Software Manager portal:
Au3431rGRS00Ig5HQ12vpcg{uXiTRfVrp7M/zDpirLwYCaq8oSv60yZJuFDVBS2Q1iQ=

ASA L RIAR A R VPR IRHEN VPG IR WS T E X A A AR, W ERmA LG A . 1
s A SRFT I K AVE T IE (license smart reservation request universal), #4862 # 5 o

Jklzﬁﬁf& AR L ARG LA SE BGR IE . AR VP ERE 1, W ASA S NGRS . A AN A H0IR

SHFHAGEL, ESH AGHRE , 5 83 1.

Ah ASA il H AT (UDL), DMEAE R e R FLES h 43 ASA 549«

show license udi

i

ciscoasa# show license udi
UDI: PID:FPR-2140,SN:JAD200802RR
ciscoasa#

Vi R RE S E HLER 1Y “TE L7 (Inventory) B e, SRJ5 miii P=aaskfil (Product I nstances) £ 1 :

https://software.cisco.com/#SmartLicensing-Inventory

Product Instances %3 il i UDI 7R BTG SR-AF 7] 1177 i o

FENERERG VAT ASA, KUGEFHRIE> MIBR, RJFAEHEF A ASA RIS . it Remove

Product I nstance,

TR AVF T UEASER 14 21 7] i o

i2) HYGHEA# 1000/1200/3100/4200 (5 ALFAZA )

M ASA K WAk 7 I ER ASA. R SMER ASA LA VT IERZAURIAE 5. 0] RE 75 2L
B VE N A BER B P UE LT T8 00 ASA. B0, nl LLEF ASA B BEAR (-4 7 2% h I

HUUH N ASA:

W SeEmer e


https://software.cisco.com/#SmartLicensing-Inventory
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(FT#%) 4229 10001200/3100/4200 ID SE B i miEsEMY. (mmngi) [

license smart deregister

(AJ3%) £5£41000/1200/3100/4200 ID iE P s iF 7] iEFE A CEHIFIARS)

ERAEOL T, IDAEEE6 A BB R, Vi RERAURE 30 R ERT A R4 U5 ) ELIBC R (R I o) A B
BE BIUAEA RERCPHE PR TR AT TRV RS G, WIRT e 200 Fe P A — T Bh 8R40 M

W1 B ID iE:
license smart renew id
S 2 FH A UF AL

license smart renew auth

Firepower 4100/9300: fiZ & &5 RE &R 414 AT

PERE il T R RE A B g . A HO R RERCP A BESR IOMLAT,  BUKAVFRIIETIE ; 1525 (FXOS
BCE TR - DURRIRI 5L RC BN AT 45 1F

X RAVFARERE . VFRERT S I DRE: B2 2t SR s i VIR b= . (HAE,
ik ASA “HNE” W LMEHIXLET)RE, BT EAE ASA ERHEA.
FHIEZ Al

YT ASA R, A W EEIL T TR . 6 ARSI, e — &R AR T .
WZREFFTR, el LA ASA CLI #4742 .

$I8 1 #4:3| Firepower 4100/9300 HUAH CLI (#4168 SSH) , SRGH 1T &S] ASA:

connect module #f console connect asa
w15l

Firepower> connect module 1 console
Firepower-modulel> connect asa

asa>

ik gaesiry
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. Firepower 4100/9300: B2 & & SE4K 1415 AT

TUCGERR] ASA ¥ G R, A EEHEAN ASA, ANFHEF KA connect asa.

XT ASA GRS AURT BT ) P o0 DO ATV rUE R B AL AR G R . R,
1, PRI, R SE ROE R B A

IRV AR R T}

PIER2 /£ ASACLI, FALJRIER. BOASOL L, BRARAEAEIE M o I BEE TR, SIS

R R 2E, AR RS0 Ui\ i 4 enabl el 2 7 18 T s i
enable configure terminal
il

asa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: ****x*x

Repeat Password: *****x

asa# configure terminal

asa (config) #

W3 KT ASA £, WL, IEHIA RS A HI I,
show cluster info

i

asa (config)# show cluster info
Cluster stbu: On
This is "unit-1-1" in state SLAVE
ID : O
Version : 9.5(2)
Serial No.: P3000000025
CCL IP : 127.2.1.1
CCL MAC : 000b.fcf8.cl92
Last join : 17:08:59 UTC Sep 26 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-2" in state SLAVE
ID : 1
Version : 9.5(2)
Serial No.: P3000000001
CCL IP : 127.2.1.2
CCL MAC : 000b.fcf8.cl62
Last join : 19:13:11 UTC Sep 23 2015
Last leave: N/A
Unit "unit-1-3" in state MASTER
ID : 2
Version : 9.5(2)
Serial No.: JABO815R0OJY
CCL IP : 127.2.1.3
CCL MAC : 000f.f775.541e
Last join : 19:13:20 UTC Sep 23 2015
Last leave: N/A

R BE R A A e, IR AT, PR BIEM B % . AR ER, S

TIO
SRR A PEAVFAIER e B AR
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srasmrTi W

license smart

T

ciscoasa(config)# license smart
ciscoasa(config-smart-1lic)#

SIS WEIDRE)Z:
featuretier standard

DORHEIZ AT o JZVF AT IE S R I A S BEVF R IE A TS24 1F o S IRIK P Hh b 200 AL 05 (1) 20 VF RTALE o
N, TR B AT HA D REVF AT UE Bl 55 ZEVF AT e (T DI fE .

PIR6 TR LU T IIRE Pl 2 Filr
o iZ7E [ (GTP/GPRS. Diameter A1 SCTP ¥l
featurecarrier
- %A 5k
feature context <1-248>
X TIRAVFRIUETRRE , ] LR & e K1 58 (248).
* 1% (3DES/AES)

feature strong-encryption

DR A NE REBRAHE PEES R N R, WA SRV RTIE . ART,  RAS R REIK Y AR 3k
FHOm IR, fH Cisco L e SEVFREAE AT s, & mT LAT-2loH sl Vel ks i 21 8 ) ik
Jre HA BB # EHERICVF T, JF H il PR iHER S, WE RGN E.

i

ciscoasa(config-smart-1lic)# feature carrier
ciscoasa(config-smart-1lic)# feature context 50

PERT EOR ASA FEHI 6, AERRTFR RS ~ HIFR B Telnet . A quit DUR [P PE5] % CLL

BB SENFRLE

ARSI AT T ASAv Fl Firepower 4100/9300 HUAH ASA 2 A (K17 nl AL .

ASA Virtual

{1 throughput level fir & 7£ ASA FU'E P E AT K, EORH i 8 AR BE A L& HIT VP m]
WEe TS LA A O VF AT IE R R
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* 100M—ASAV5
* 1G—ASAv10
* 2G—ASAV30
* 10G—ASAvV50
* 20G—ASAV100
* TCFHl — ASAVU
TR ZONIE E T K Secure Client 1 TLS ﬁf@ WEE. HSE, BAKM ASA virtual PYAFRCE SCHF
W BRI 1R S B S5 TR A, DR R e S IR 231, T A A A i S GO R e B P A7
ASA virtual I AEDGE T S KIFR BT KBS EREOR VLAN, A e i i 20 v e
MR IR ASA virtual 231 IRV RE

VFATIE 1L AR

VFAEIR R
g Al LM throughput level i 475 ASA It & I E A5 K
YOS 8 S T VR T TE

100M: ASAv5S

1G: ASAv10

2G: ASAv30

10G: ASAv50

20G: ASAv100

TeBEH: ASAVU

B KISV AT HE
) P 25 U i B JA

B KEGEREL Tk B KB #z HH ASA virtual PIAFHRE .
2GB % 7.9 GB: 100,000

8 GB £ 15.9 GB: 500,000
16 GB %2 31.9 GB: 2,000,000
32 GB % 64 GB: 4,000,000

ASAvVU: 0 R Ad /N TE N 64 GB 1) ASAVU, 7 -k 5%
R R H N 8,000,000,

JA

1
i
=
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AsAVirual JJjj

VFATE

15t AR

Total TLS Proxy Sessions

TLS AR 21 th ¥ 20 F1 ASA virtual W AFIRE
100M 7 & + AR A7 500
1G #rik & + fFE A AE: 500
2G it
*2GB % 7.9GB A f7: 500

* 8 GB+ N A7: 1000

10G it
*2GB % 7.9 GB W f£: 500
* 8 GB % 15.9 GB 4 {7: 1000
* 16 GB LA EAE: 10,000

20G it i
*2GB % 7.9 GB WA7: 500
* 8 GB % 15.9 GB N {7: 1000
* 16 GB % 31.9 GB W 4%: 10,000

* 32 GB+ P 4%: 20,000

ToBR A B 2 ASAVU (/N AE N 64 GB)

M) TLS ARBES 15 1 d5 K AR 4 40,000 4,

VPN 15[ iE
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1 AJIE 15 BR
Secure Client f 2544 RIRAGVFA] Secure Client ¥} 4544 f1 47 H- & 2%

FAT ASA virtual NAFRE -

Al 1% Secure Client Advantage 5%
Secure Client Premier VFAJiE, %
%

100M ¥ & + fEAT 47 50
1G ik + (RN A7: 250
2G it
«2GB % 7.9GB W ff: 250
* 8GB+ M ff: 750

10G F i
*2GB £ 7.9GB W 1f: 250
* 8GB % 15.9GB W f#: 750
* 16 GB L LA fF: 10,000

20G Frith i
*2GB £ 7.9GB I ff: 250
* 8GB % 15.9GB W f#: 750
* 16 GB % 31.9 GB: 10,000
* 32 GB+ A {f: 20,000
ToPR A A R A A 2
ASAVU (HIg/NAAEA 64

GB) , Il Secure Client %4544 ¥
B KRR 40,000,
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AsAVirual JJjj

VFATE 15t A

oAt VPN 4544 <t
Fofth, VPN X645 4 b A5 M RT ASA virtual PIAFRE o

100M #x 4 + B A 7E: 50
1G k& + EEAAE: 250
2G it

*2GB % 7.9 GB W fF: 250

* 8 GB+ AF: 750

10G &g
*2GB % 7.9 GB W1E: 250
* 8GB & 15.9 GB W A{£: 750

* 16 GB LI F N /#: 10,000

20G frit &
*2GB % 7.9 GB A ff: 250
* 8GB 4 159 GB Wf7: 750
* 16 GB % 31.9 GB: 10,000
* 32 GB+ W 4F: 20,000

ToR A . A SRR A 2 ASAVU (/NN AFE R 64GB)
M FHAD VPN XS8R 18 B R B4 40,000,
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VFATIE

152 AR

VPN X254k a4 (HEpTE R
A1)

R
VPN S5 A A0 A i 20 T ASA virtual P AFHRE o
100M ZEI 5 + (T ] 4F: 50
1G &M E + FZENE: 250
2G At
*2GB & 7.9 GB Wff: 250

* 8§ GB+ WAF: 750

10G &g
*2GB % 7.9 GB W1E: 250
* 8GB & 15.9 GB W A{£: 750

* 16 GB L NAF: 10,000

20G frit &
*2GB % 7.9 GB A f#: 250
* 8 GB % 15.9 GB Wf#: 750
* 16 GB % 31.9 GB: 10,000

* 32 GB+ N A¥: 20,000

TCPR A B AE % ASAVU CEAE FH /NI A7 64
GB) , MK VPN %2564k % A 40,000,

18 F 1 A E

s

Ffih (DES) 8458 (3DES/AES), Ik )5 H & B e E

e 7%

T

LR

R

ST

EYEH|

K VLAN ¥

VLAN 1 ASA virtual A7 HR5E
2GB % 7.9GB - 50

8 GB % 15.9 GB - 200

16 GB % 31.9 GB - 1024

32 GB % 64 GB - 1024
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Firepower 1010 ]

Firepower 1010

N IR Firepower 1010 SR VF A (R Th it

VFATIE it 15 AT HIE

B K 3EF ATE

B W 2 B s RS ANFF

IR BT KBRS 100,000

ST RS, BARARSCFF SCTP KM, {03 ACL [ty SCTP

ARSI -

TLS AR 23 15 S 4,000

VPN ¥ A]3E

Secure Client X} 244 ARIRAFVFH] nJ'i% Secure Client Advantage.
Secure Client Premier. =%, 1R
Secure Client VPN VF AT iE, 1%
%: 75

Hoflh VPN 2544 75

VPN W SRS E CafEfAE |75

ity

i A1 AIE

n BLhit (DES) (3% (3DES/AES),  HU#k Tk ™ i3 H A FAE i

Hhsg 24y (GRS . VPN AR | 250 Ak

I

AN AN

it AN

B K VLAN $kt 60

Firepower 1100 3 %)

N IR Firepower 1100 & 51 CL 3R 7] (I IhfE

VAT IE £l 1 ALE

B A3V AT IE
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. Firepower 1100 %1

VFATE: Saemuira |

VFATE

LA 15 ATIE

{7 W 2 L i 2

A

%
IR BT KB K

Firepower 1120: 200,000
Firepower 1140: 400,000
Firepower 1150: 600,000

m

]

iz

A BARASEF SCTP eIl L,

’{j(u_n h%)ﬂﬂ :

{H 3 F#4# ] ACL ) SCTP

TLS AR L35 S 4

Firepower 1120: 4,000
Firepower 1140: 8,000
Firepower 1150: 8,000

VPN 15[ iE

Secure Client %} 2544

RG]

pid
411:3

nJi% Secure Client Advantage.
Secure Client Premier. 5, {¥ i
Secure Client VPN ¥ 1J3E, 1%
ER

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

Hifth VPN 4544

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

VPN &5k a3 (f
)

EEAEEES

Firepower 1120: 150
Firepower 1140: 400
Firepower 1150: 800

& A ¥ RTE
n B4l (DES) 25 (3DES/AES), MUK 7 1) 5 2 B e
L7 R - WEVFANE, R

Firepower 1120: 5
Firepower 1140: 10
Firepower 1150: 25
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Cisco Secure Firewall 1210 #0 1220 .

VFATIE EAE 15 AT
g i AN FES
5K VLAN % 1024

Cisco Secure Firewall 1210 #0 1220

"N E7R Cisco Secure Firewall 1210 F1 1220 &4 3RV ] (R ThRE .

VFATIE L8 1 ATHE

B KISV AT HE

AR P 2 e D ANSCHF o

AR TR BLE Al Cisco Secure Firewall 1210: 200,000
Cisco Secure Firewall 1220: 300,000

BE ANFF o BORASCRE SCTP KrMIWs, HSZHEEM ACL 1) SCTP
ARG -

TLS fCF &% M2 Cisco Secure Firewall 1210: 320
Cisco Secure Firewall 1220: 320

VPN 15[ iE

Secure Client X 4544

+

o

RV

pes

nJi% Secure Client Advantage.
Secure Client Premier. 8¢ X i
Secure Client VPN ¥FAJF, #x
%.

Cisco Secure Firewall 1210: 200
Cisco Secure Firewall 1220: 300

HiAth VPN X545 Cisco Secure Firewall 1210: 200

Cisco Secure Firewall 1220: 300
VPN XS5 S H (HFHTAJE | Cisco Secure Firewall 1210: 200
L Cisco Secure Firewall 1220: 300

B ATE
s Ferlt (DES) okiit (3DES/AES), HUyk Tk 7 (1) 5 A Bk i
R A FF.
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. Cisco Secure Firewall 3100 7%

VFALE: EaEarisa |

VFATE

LA 15 ATIE

K VLAN #=

1024

Cisco Secure Firewall 3100 % 7%

N# B R Cisco Secure Firewall 3100 241 C 3RV 1] (R I fg .

VFATE E A 17 ATIE
B K&V AT E
R W 2 L i 2 ANSHF

H R K I

Cisco Secure Firewall 3105:

Cisco Secure Firewall 3110

Cisco Secure Firewall 3120

Cisco Secure Firewall 3130:

Cisco Secure Firewall 3140:

2,000,000
: 2,000,000
: 4,000,000
6,000,000

10,000

,000

M

AEVFRANIE: JEE R

TLSHH 25k M

Cisco Secure Firewall 3105:
Cisco Secure Firewall 3110:
Cisco Secure Firewall 3120:
Cisco Secure Firewall 3130:

Cisco Secure Firewall 3140:

10,000
10,000
15,000
15,000
15,000

VPN AT HiE

Secure Client %244

ARIAFVFA]

AJ' % Secure Client Advantage.
Secure Client Premier. &% 1Y [E
Secure Client VPN ¥ r[IF, #x

% .

Cisco Secure Firewall 3105; 3000
Cisco Secure Firewall 3110:; 3000
Cisco Secure Firewall 3120: 7000

Cisco Secure Firewall 3130:
15,000

Cisco Secure Firewall 3140:
20,000
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VFATE £l 1 ALE
FLAth VPN X 4544 Cisco Secure Firewall 3105: 3000
Cisco Secure Firewall 3110: 3000
Cisco Secure Firewall 3120: 7000
Cisco Secure Firewall 3130: 15,000
Cisco Secure Firewall 3140: 20,000
VPN W24k i # (aigira2E | Cisco Secure Firewall 3105: 3000
) Cisco Secure Firewall 3110: 3000
Cisco Secure Firewall 3120: 7000
Cisco Secure Firewall 3130: 15,000
Cisco Secure Firewall 3140: 20,000
i AV RE
I JLAili (DES) Bii# (3DES/AES), HUak Tk /i) 5 S e
LA 5 2 AEVFAAE, #%: 100
Y A H
I K VLAN & 1024
Firepower 4100
3 %R Firepower 4100 S 7T FIZhEE
WHE £t 1 ALE
B K 3 I BT AE
187 W 2t B I e A ANSCHE
IR b7 K e Firepower 4112: 10,000,000
Firepower 4115: 15,000,000
Firepower 4125: 25,000,000
Firepower 4145: 40,000,000
BT 1% AT VFITIE: G
TLSARHE & 15 B 4L 15,000
VPN ATk

Firepower 4100 ]
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. Cisco Secure Firewall 4200 %

VFATIE it 15 AT HIE

Secure Client % ZE 44 ARG ] nJ % Secure Client Advantage.
Secure Client Premier ik, 1% [
Secure Client VPN VF A ik :
Firepower 4112: 10,000
Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000

HoAth VPN %] &4k Firepower 4112: 10,000

Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000

VPN AR (AT | Firepower 4112: 10,000
) Firepower 4115: 15,000
Firepower 4125: 20,000
Firepower 4145: 20,000

18 A 1F AT E

ik JLAifi (DES) B(3% (3DES/AES), Ryt Tk ¥ &t 5 Mk B
A 10 AEVERIE: 5% 250

i JA H

K VLAN % & 1024

Cisco Secure Firewall 4200 % %]

NE B7R Cisco Secure Firewall 4200 41 C 3KV 0] (R D fig.

VAT IE £l 1 ALE

B A&V ATIE

A7 W) 3 e i i AL FFo

IR B KB IEFEE Cisco Secure Firewall 4215: 40,000,000

Cisco Secure Firewall 4225: 80,000,000
Cisco Secure Firewall 4245: 80,000,000
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Firepower 9300 ]

WHE EA FAE
R M AT JEH T
TLSAREE 21 S 4L 15,000
VPN 1§ iE
Secure Client X %544 KRIRTFVF ] AJ 1% Secure Client Advantage.
Secure Client Premier. 5§, 1 i
Secure Client VPN ¥ 13iF, #ix
EX
Cisco Secure Firewall 4215:
20,000
Cisco Secure Firewall 4225
25,000
Cisco Secure Firewall 4245:
30,000
HiAth VPN S 24k % Cisco Secure Firewall 4215: 20,000
Cisco Secure Firewall 4225: 25,000
Cisco Secure Firewall 4245: 30,000
VPN S &k g (fudhpra2 | Cisco Secure Firewall 4215: 20,000
) Cisco Secure Firewall 4225: 25,000
Cisco Secure Firewall 4245: 30,000
i AV RTE
ik %:Aili (DES) Bak (3DES/AES), HUy Tk 7 (1) b & R v
weNER 10 ALEVFATE, % 250
i & H
I K VLAN ¥t 1024
Firepower 9300
2% %K Firepower 9300 L3R VF ] I Zhfig .
WHE £l F ek
B A 3EF AIE
1B P 2 gk s g s ANLHE
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B s z2eaiTizen

VFAJE EAib VP ATIE

F R B KBS AR Firepower 9300 SM-56: 60,000,000
Firepower 9300 SM-48: 60,000,000
Firepower 9300 SM-40: 55,000,000

Carrier ik AIEVEAHIE: EE R

TLS ARH 21 K 2K 15,000

VPN JFA]iE

Secure Client 4544 ARAAFF AT A% Secure Client Advantage.

Secure Client Premier. 58 /YR
Secure Client VPN ¥FAJF: &%

20,000 4>
HoAth VPN 45444 20,000
VPN X4k a4y (aEfTAJE 20,000
Ly
AR ANE
n'E BEfit (DES) (3% (3DES/AES), HXp Tk it 5t 2 B 1
At 10 IEVFIE: % 250
i JA H
K VLAN %t 1024

B85 8915 7] E PID

T SR R M LW SR I, BV T UE A 1% R B I AR BE VR AT IR . HE
RS B H ANV, WAL BB R 45 TAR ) E#E 3 2EB (Search All) 7Bt

B 13: 7 AHEE R

= v SearchAll..

f Catalog Estimates Deals & Quotes Orders Subscriptions & Services Software

NG Rk £ E SR A0 AR S5 (Products & Services).
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srmsmismien i

14: 555
e All Results
T Orders 6
[# Invoices 2
&, Software Subsc... 1

© Products & Ser... 1

ASA Virtual PID
ASA Virtual & g E IR ER E MM AN A Mk PI D
* ASAvVS5 V1 1] iIF—L-ASAV5S-K9=
* ASAV10 VF A IF—L-ASAV10S-K9=
* ASAV30 YA IF—L-ASAV30S-K9=
* ASAV50 YA IE—L-ASAV50S-K9=
* ASAv100 ¥FH[iF—L-ASAV100S-1Y=
*+ ASAV100 VF ] iiF—L-ASAV100S-3Y=
* ASAV100 ¥F A iF—L-ASAV100S-5Y=

* ASAVU ¥ H]iIF—L-ASA-V-U-K9=

)

AR ASAV 100 2L THUTRIVEAIUE, VRaTIIBR O 1AEL 3 4FEL 5 AR

ASA Virtual sk AFATIEFEE PID:

KAV UERFE BT o HIDhRE, G558 N2 (3DES/AES) VFriiE CUn S ik /' 7545 414D - Secure
Client V) RE B2 41 5 0 I B KR 3 Y, BARE R T 1808 32 1) Secure Client V5 1] I & 5 HAT AL
1§ F Secure Client (i 2[5 Secure Client Advantage. Secure Client Premierfll {¢[R Secure Client VPN
VFAE , %5 8 T

* ASAVS YFAiIF—L-ASAV5SR-K9=

* ASAV10 YA IE—L-ASAV10SR-K9=

* ASAv30 ¥Fr[iIF—L-ASAV30SR-K9=

* ASAV50 V1] IF—L-ASAV50SR-K9=

* ASAv100 VFHiF—L-ASAV100SR-K9=

* ASAVU ¥ H]iIF—ASA-V-U-ULR-K9=
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Firepower 1010 PID
Firepower 1010 % gefR & TR 28 F MARFIZA HE AR PID:
* JLAlER — L-FPR1000-ASA=. Required.
* WA 2 4y — L-FPR1010-SEC-PL=. MR 22 A VFnliF i ] 1 b4 75
* @R 1% (3DES/AES)—L-FPRIK-ENC-K9= A\ 4k " AR SR FZ AL FH o I 2 i) 75 222

Firepower 1010 5k A1FFAIIEFRE PID:

KAV UERLAE AT ol I RE, A F540 N4 (3DES/AES) VR E (Ui L4 [k 7 754574 11F) - Secure
Client V) RE B2 i1 5 10 K 1 de KR 3, BARE R T 1808 3211 Secure Client V5 W] IE & 15 HATHL
{# H Secure Client (i Z [ Secure Client Advantage. Secure Client Premierfll {¢[R Secure Client VPN
VFAE , %5 8 T

* L-FPR1K-ASA-BPU=

Firepower 1100 PID

Firepower 1100 & 883X 4 B 12 23 F MARFAZ AR PID:
* JLAfAR — L-FPR1000-ASA=. Required.
* 545t — L-FPRIK-ASASC-5=. 1R VFniF2 RN, niysE 2 AN Vrnlir.
* 10 155t —L-FPRIK-ASASC-10=. 1§ EVFATiF A& Bh0f, AT 2 ML

* #iN% (3DES/AES)—L-FPRIK-ENC-K9=, X4l "' AR SR BUAL FH 3t o a5 I o 22

Firepower 1100 sk A1FRIIEFREE PID:

KAV UERLEE BT ol HIDhRE, G548 N 25 (3DES/AES) VFniE CUn S ik ) 7545 414D« Secure
Client D et £3 MHF  0 S2 ) dpe K8 8 H - ARG T80 21 Secure Client VF ] UE A2 75 HATAL
1§ Ff] Secure Client (i 2[5 Secure Client Advantage. Secure Client Premier#ll ¢} Secure Client VPN
VFAiE , 3811 .

* L-FPR1K-ASA-BPU=

Cisco Secure Firewall 1210/1220 PIDs
Secure Firepower 1210/1220 & gE 4 B 1228 B AR FAZA AR PID:
s EAt—HIEE.
* 51125 (3DES/AES)—L-CSF1200-ENCK9=, 1V 24 "t SR ZRFZ A AT i i 5 i 9 222

Cisco Secure Firewall 1210/1220 5k A B EFAEE PID:

KAV IR RGBT al S RE, G558 N3 (3DES/AES) Vil (Ui & ik 1 75 &4 14F) » Secure
Client D e B S M- 65 0 2 1R b K8 Ja - ARG T80 2 1K) Secure Client V] UE A2 75 HATAL
{1 Secure Client (1525 Secure Client Advantage. Secure Client Premierfll {¥ i} Secure Client VPN
YRk , 25 8 51
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* L-CSF1200-ASA-BPU=

Cisco Secure Firewall 3100 PID
Secure Firepower 3100 & sEF 4 B 1228 F AR FAZ AR PID:
s Eili—AHzEE.
* 5 {5 5t—L-FPR3K-ASASC-5=. 15 5tVFn ik E M, L2 AVEnliE.
* 10 155t —L-FPR3K-ASASC-10=. & 5tVFAIIER SN, FIIEEZAMVFATIE.

* IZ7E [ (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR3K-ASA-CAR=

%% (3DES/AES)—L-FPR3K-ENC-K9=. X 24k /' A FRAZ A FH 580 0 2 i 75

Firepower 3100 5k AiFAJIEFEE PID:

KAV UERLAE AT o] F I RE, A F540 N4 (3DES/AES) VR E (Ui 4 ik 7 75454 14F) - Secure
Client D e B 23 M 6 W 2 ) dpe KB A - HAREGR T80 941 Secure Client VT AT UE A2 75 HATAL
1% Secure Client (i5Z [ Secure Client Advantage. Secure Client Premierfll {¢[R Secure Client VPN
VFATHE , 25 8 51

* L-FPR3K-ASA-BPU=

Firepower 4100 PID

Firepower 4100 & GEFR 4 & 12 3% B MARFAA AR PID:
* JLAkiR — L-FPR4100-ASA=. Required.
* 10 135t — L-FPR4K-ASASC-10=, 1 St VF ol iFJ& SN, nlil S5 2 /NP alHE.
* 230 5t — L-FPR4AK-ASASC-230=. 1 S VFAIUEZ SR, A2 A VEATE,
* 250 5t — L-FPRAK-ASASC-250=. 1 S VFAUE& SN, Al 2 AN VFaf ik,
* & 7 (Diameter, GTP/GPRS, M3UA, SCTP) — L-FPR4K-ASA-CAR=

* BN%E (3DES/AES)—L-FPR4K-ENC-K9=. ¥ 4k J* A SR P2 BUAT FH 558 fin s e 5 2

Firepower 4100 5k AiFAIIETEE PID:

IKAVFATUEALAR BT A W B ThRE, G5 N3 GDES/AES) VFHTiiE Cl A ik 774 44F) . Secure
Client Dy e th 2 41 6 W 3K 1) s R B0 A H - BRI T4 3K (1) Secure Client V5 1] UE & 157 HATHL
§iFH] Secure Client (i Z [ Secure Client Advantage. Secure Client Premierfll {2 Secure Client VPN
VFAJIE , 25 8 51

* L-FPR4K-ASA-BPU =

Cisco Secure Firewall 4200 PID
Secure Firepower 4200 & gE 4 E IR R & MMAIA AR PID:
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< SEtl— A .

* 5 [fi5t—L-FPR4200-ASASC-5=. 15 S VF AUk RINK), w2 ANVFTiE.

* 10 1§ 5—L-FPR4200-ASASC-10=, 1 5tVFAIERE SN, A2 MVFATE.
* J&7# 7 (Diameter, GTP/GPRS, M3UA, SCTP)—L-FPR4200-ASA-CAR=

* #iN% (3DES/AES)—L-FPR4200-ENC-K9=. X 24k /' K FRAZ AU Al F 530 o 5 i 5 4

Firepower 4200 7k A1 AJIEFREE PID:

ARAVF IR T A nT HZhae, BRSNS 3DES/AES) VFrliE (A& ik #5441 - Secure
Client D e B 23 M H - 65 0 2 ) dpe K8 8 F - ARG T80 21 Secure Client V] UE A2 77 HATAL
{1 Secure Client (iZ:[5{Secure Client Advantage. Secure Client Premierfll {¥ ¢ Secure Client VPN
VFHE , 25 8 51

* L-FPR4200-ASA-BPU=

Firepower 9300 PID

Firepower 9300 & sEEX 4 E 1225 F MR FAZK HE kR PID:
* LAl - L-FOK-ASA =. Required.
* 10 {5 5 — L-F9K-ASA-SC-10=. &5 VF T UE2& RN, mIgR 2 MFTiE.
* 12T (Diameter, GTP/GPRS, M3UA, SCTP) — L-F9K-ASA-CAR=

* 51125 (3DES/AES)—L-FIK-ASA-ENCR-K9=. 1Y 41K /"' A SR PZAAS F 9 fin 25 I 75 22

Firepower 9300 5k AiFAIIET E PID:

IRAVFRIE LSRG ] FH D fE,  ALG s hnss (3DES/AES) VFRAIIE CAEREE Mk #5458 o Secure
Client D e B S MR H 1 5 0 2 e K8 Ja - ARG T80 211 Secure Client V] UE A2 75 HAAAL
i FH Secure Client (i§5Z[{Secure Client Advantage. Secure Client Premierfll {¥ [} Secure Client VPN
VFA[aE , 288 71 .

* L-FPR9K-ASA-BPU =

REEK 1T A

T DU VPRI IEZh e . IRSANEAS,  DLEOR R S

EEFESERFRIE

NMHFEFEVFUE, WS

* show license features

PUR -] B oA E Feml VETE (R VT U280 1 ASA virtual -

W SeEmer e



| WALE: Beem A

Serial Number: 9AAHGX8514R

ASAv Platform License State: Unlicensed
No active entitlement: no feature tier configured

Licensed features for this platform:

Maximum Physical Interfaces
Maximum VLANSs

Inside Hosts

Failover

Encryption-DES
Encryption-3DES-AES
Security Contexts

GTP/GPRS

AnyConnect Premium Peers
AnyConnect Essentials

Other VPN Peers

Total VPN Peers

Shared License

AnyConnect for Mobile
AnyConnect for Cisco VPN Phone
Advanced Endpoint Assessment
UC Phone Proxy Sessions
Total UC Proxy Sessions
Botnet Traffic Filter
Intercompany Media Engine
Cluster

EFERITAIERES

W2 LA fir 2 R &G VF AT A :

* show license all

10

50
Unlimited
Active/Standby
Enabled
Enabled
0
Disabled
2
Disabled
250

250
Disabled
Disabled
Disabled
Disabled
2

2
Enabled
Disabled
Disabled

EEHREFTIERS

perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual
perpetual

BRIV IRE . AR, UDLE R B REILIRE . SRAMERE. 8L
A& VFARIEAE BAHEE 8 REABEAESS .

DL R 74l i 75 ASA virtual V5T HIE:

ciscoasa# show license all
Smart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA

Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC

Last Renewal Attempt: None

Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC

License Authorization:

Status: AUTHORIZED on Sep 21 21:17:35 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 21 21:17:35 2015 UTC

Next Communication Attempt: Sep 24 00:44:10 2015 UTC
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Communication Deadline: Dec 20 21:14:33 2015 UTC

License Usage

regid.2014-08.com.cisco.ASAvV-STD-1G,1.0_4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c
(ASAV-STD-1G) :
Description: This entitlement tag was created via Alpha Extension application
Count: 1
Version: 1.0
Status: AUTHORIZED

Product Information

UDI: PID:ASAv,SN:9AHV3KJIBEKE

Agent Version

Smart Agent for Licensing: 1.6 reservation/36

show license status
R RV IRIRAS

PLR 7451 S 7 A5 FH 8 30 2 RE AR AF 14 W] 1) ASA virtual RS :

ciscoasa# show license status
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Initial Registration: SUCCEEDED on Sep 21 20:26:29 2015 UTC
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:28 2016 UTC
Registration Expires: Sep 20 20:23:25 2016 UTC

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC
Last Communication Attempt: SUCCEEDED on Sep 23 01:41:26 2015 UTC
Next Communication Attempt: Oct 23 01:41:26 2015 UTC
Communication Deadline: Dec 22 01:38:25 2015 UTC

LAN 78] Sl s A IR AVF PTUETIT 1K) ASA virtual FPIRZS:

ciscoasa# show license status

Smart Licensing is ENABLED
License Reservation is ENABLED

Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION
Export-Controlled Functionality: Allowed
Initial Registration: SUCCEEDED on Jan 28 16:42:45 2016 UTC

License Authorization:
Status: AUTHORIZED - RESERVED on Jan 28 16:42:45 2016 UTC
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Licensing HA configuration error:
No Reservation Ha config error

show license summary
TR REVF AT IEIR A AL 1% Bl 47 22
PAR 75591 A58 7 A 25 3 R e B V/F T A ASA virtual FRH0 22 2

ciscoasa# show license summary
Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: ASA
Virtual Account: ASAv Internal Users
Export-Controlled Functionality: Not Allowed
Last Renewal Attempt: None
Next Renewal Attempt: Mar 19 20:26:29 2016 UTC

License Authorization:
Status: AUTHORIZED
Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Oct 23 01:41:26 2015 UTC

License Usage:
License Entitlement tag

regid.2014-08.com.ci... (ASAv-STD-1G)

LAN 75 1) S 7 A FH K AVF AT UE TS 1) ASA virtual (422

ciscoasa# show license summary
Smart Licensing is ENABLED
Registration:
Status: REGISTERED - UNIVERSAL LICENSE RESERVATION

Export-Controlled Functionality: Allowed
License Authorization:
Status: AUTHORIZED - RESERVED
show license usage
B RV IHERE I 0L
DA R 7 27 ASA virtual (14 F 4700 -

ciscoasa# show license usage

License Authorization:
Status: AUTHORIZED on Sep 23 01:41:26 2015 UTC

EEHREFTIERS

Count Status

1 AUTHORIZED

regid.2014-08.com.cisco.ASAv-STD-1G, 1.0 4fd3bdbd-29%ae-4cce-ad82-45ad3db1070c

(ASAvV-STD-1G) :

Description: This entitlement tag was created via Alpha Extension application

Count: 1
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Version: 1.0
Status: AUTHORIZED

£% UDI

Qs AW P SRR RSE (UDID), 1520 LT s

show license udi

LR 7n ] 878 ASAv ] UDI:

ciscoasa# show license udi
UDI: PID:ASAv,SN:9AHV3KJBEKE
ciscoasa#

B R AT
THZ LN H TR dr 4
* debug license agent {error | trace| debug| all}
M REAREAT IR
* debug license level

FTTT AP0 B8 RERAFVF AT 4 B A8 R

Y. Parlax . e
BRI HEESBEE
AR A I IR B 2% W] 55 2 RE AR A BB A
S & NS b

XEFREA K, Sn] DRI M . BRIARE DU, BE AR 30 K. il B R B
TEMP AT B I, TES AL R ID DURARA G . WRBLA AR e ), AT LB (K4 h

)

E®E Firepower 4100/9300 HLAH - B & MR EHUAE T A 27 ASA iR es FREATICE .

FEHR 2 Ja BRAE B B LT IR X SR SR SN, B o 1) B R E A BE R b A TR . A4
FRE ML I, R RERP A PR 22 D LAt AR REBH A B 1] A TR ANUAC IDAIEAS o SRR A5 A7 2430
LA, HFTEEE 6 DA K.
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sagntemsncnas |

N P Parlax [=]=] —= . 2
e IR S By EHRIE (S
WARE30 R G R RE A B8RS — IR W ISAE R RE A B TR AT S O, Wl mT DU 5 2%
HIBA, DM o B AR . B3, W] LA R & 34T RIS
Erl LLBE R & HTTP QR

ASA Virtual
ASA virtual 2250 n] DL EzVG R BB, B &2 /b ] Rg 90 Rl HTTP AR U5 7] BB o MR Tk

AR EE30 RIEAT—IK, (HAR KA RA IR, W2 R AR 0K, AT BahiE k.
GRS, NIRRT BT B, AR ASA virtual B AE R AR AZ

TS
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