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interface ether net 1/ [

o uil, T RE IS, N1 E] 8,
IETCIEKG Management 1/1 32 10038 8 A8 e Lk AR
w5l

ciscoasa (config)# interface ethernetl/4
ciscoasa (config-if)#

Nij
g
N

Je FHAS Heb Ly 1 B
switchport
AR VAL T s e lom DA, RGN A Bl L 1 25, AN S

ciscoasa(config-if)# switchport
ciscoasa(config-if)# switchport ?
interface mode commands/options:

access Set access mode characteristics of the interface

mode Set trunking mode of the interface

monitor Monitor another interface

protected Configure an interface to be a protected port

trunk Set trunking characteristics of the interface
<cr>
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ciscoasa(config-if) #

SEFIAZ e L AR

no switchport

ciscoasa(config-if)# no switchport
ciscoasa(config-if)# switchport ?

interface mode commands/options:
<cr>

Nt
PR 7B LUK R 1/3 FiT 1/4 15 B BT KRR

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa(config-if)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa (config-if) #

Bc & VLAN #0

A AU E VLAN 82 1 (SVI) LU SCBAS He b Lo 1 o #8852 v] LB EE 60 4S5 48 b L 1 AH
A VLAN 4510,

VSN VLAN 11,

interfacevlan id

cid- WE M VLANID (AT 1 14070 Z18]) , ANELHE 3968 31| 4047 JuE N KIID (f 4t
PR

Tl

ciscoasa(config)# interface vlan 100
ciscoasa (config-if) #

(AT AR 3 55—~ VLAN,
no forward interfacevlan id

e vian _id - A AREREEIHE VLAN Ji# 1 VLAN £ 1 VLAN ID.
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ciscoasa(config-if)# no forward interface 200
ciscoasa (config-if) #

1 3 $R 4w O B & N im O

AT AL 4 HC A TR VLAN, R RS NG D o BN D Rbrid i . BRI
BF, PUKM 172 ZELUKK 1/8 A #H Lk I 247 3 FH 34 Be %S 1 VLAN 1. 7E Cisco Secure Firewall
1220 F, DKM 172 22 UK 1/10 A8 #b Lo 12 4 BRA S I3 4 VLAN 1.

\}

AR B AN SRR R 20 AT PR A I 0 A R B A, AU RS ASA AR IE I AN AE K
2N DAY

T A ORCERA.
interface ether net 1/ I
cuiid, HFREmROS, M13E S,
w15

ciscoasa(config)# interface ethernetl/4
ciscoasa (config-if)#

Nij
g
N

B AT el Lo /3 i 4y VLAN.
switchport access vlanZyi 5

* number - ¥ E T 1 F14070 2 0] VLAN ID. ERIAE A VLAN 1.
w15

ciscoasa(config-if)# switchport access vlan 100
ciscoasa (config-if) #
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CAJa) e A el L BB A S O o 1, R ) DARH B Ag e Lo 1 5 /) — VLAN B HAl
SR AN L AT
switchport protected

FECLUFIEDL R, S nT BE AR 11 A8 e pf Loy VA FL 2 [T I8 A 2 LAt VLAN 1 ) 1% 2847 41
S 1 LB ARTE ALV VLAN (8] 5 ) s 2t 00 2 Jk e ol oA 22 il D) B B8 46 A L
B TF. Bltn, R HATEE 3 4 Web RS- 2511 DMZ, W76 switchport protected i 4 1T
FAT WML S, AT LAY Web RS e AH ELRG 2 . A3 0 25 FIAMT I 45 1) T LS X 3 6 P2 I 45
HHTIAS, IR, (HIXEE M4 45wt B2 (A IOk A T Il

Tl

ciscoasa(config-if)# switchport protected
ciscoasa (config-if)#

CAlig) BB .
speed {auto| 10 | 100 | 1000}
BIMER auto.

-
ciscoasa(config-if)# speed 100
ciscoasa (config-if)#

(AE) WEA T,
duplex {auto | full | half}
BRINMEA auto.

i

ciscoasa(config-if)# duplex half
ciscoasa(config-if) #

JE FHAS Het L 1

no shutdown

BAE R A e L 1, 1IN shutdown fir 4.
RtIR

ciscoasa(config-if)# no shutdown
ciscoasa (config-if)#
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PUR 7R LA 173 LUK 1/4 FICLK R 1/5 (Y HGI 40 FiRZs VLAN 101, FFE LUK 1/3
FICAA I 1/4 B ECA 3 B Ry 524540

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa(config-if)# no shutdown
ciscoasa(config-if)# interface ethernetl/4
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa(config-if)# no shutdown
ciscoasa(config-if)

ciscoasa(config-if)

ciscoasa(config-if)

interface ethernetl/5
switchport access vlan 101
no shutdown

1% i O B & b A dkim O
HERE A anfel G vl LAEH 802.1 Q #ridA&iii £ A~ VLAN (W 4k 1, A gk 852 AR brid Fbs
Wit . FUFA VLAN b F 3 s i b g 1R AR

Rk L BRSO FRIC T R S HARIC A VLAN ID,  LUE ASA ] LICKRm F s i 38 1 A #e Lo
F1, B%A] DK B A o — B K 0 W ASA Mgk R G%6 A4 H VLAN ID fiiss, M4
JHBR VLAN bRice 1545048 7 — G AL L1 b Skt 1 115 B AH [ AN VLAN,  DUERE A AR Ie it
wEAMC 2 A — VLAN,

BB A ORCERA.
interface ether net 1/ I
e, AFwEmEOS, M13ES.
w15l

ciscoasa (config)# interface ethernetl/4
ciscoasa (config-if) #

IR 2 AP AT Lt 1 R R H Ak
switchport mode trunk
BOR b DS B2 ANBESR, TN switchport mode access T4

T

ciscoasa (config-if)# switchport mode trunk
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ciscoasa(config-if) #

LB 3 ¥ VLAN e b gk
switchport trunk allowed vlan vian_range

« vian_range- & /T 1 f14070 2 [][f] VLAN ID. #0] Lk AR 5 2 — iR 518 % 20 M ID:

* FL—2%%'5 (n)
* JEH (n-x)

o JIE SR g 5 A FE RS T, 00
5,7-10,13,45-100

AU E S, Hba AR R E TS, Hh RS S RE S .
WRAE I A A AR VLAN, ¥ 208 Z A S VLAN;  Mih H R IZEAM VLAN FER, &
i TR A2 MIBR VLAN bricd. 4, ASER)EA VLAN brid .

T

ciscoasa(config-if)# switchport trunk allowed vlan 100,200,300
ciscoasa (config-if)#

T4 WEAM VLAN.
switchport trunk native vlan vlian_id

* vian_range- & N1 1 14070 2 [A]f) VLAN ID. ERIA{EH A VLAN 1.

AN T BB — /N ACHL VLAN, {H &35 1 ACHL VLAN 1] DU R ] A .
w5l

ciscoasa(config-if)# switchport trunk native vlan 2
ciscoasa (config-if)#

WIS (AR KA e L 1B E A 2 R 11, DRI AT DA R A #ed L 1 5 [H]— VLAN L[R5t
AR AT ML AT A
switchport protected
FELL NG OUR, n] e AR BBy 1A e b Lo VAR B2 (R TI0 M . F 2 NI VLAN Vi A IX 2848 el
Ui _EHW A AT SV VLAN (A7) 0 B B0 B B e ml oAt 22 4 i, 0 75 B0Ks e 46 AH B
e TF. B, WAL 3 & Web JIR%5 4511 DMZ, WI{E#CK switchport protected iy 4 W H T
BAS WML 1, DAT LK Web S5 ws AH ELRR B o A M0 28 AT I 28 350 ] DL IX 3 & 48 RS 4
BTG, [RZIMR, HIX L6 2% e 25 2 AH B2 [ Je vt AT 1045 .

Tl

ciscoasa(config-if)# switchport protected

Firepower 1010 77 Cisco Secure Firewall 1210/1220 X #4lin At EAEOREE [



Firepower 1010 7 Cisco Secure Firewall 1210/1220 3 ##lis OB EAZEORE |
B ==camips

ciscoasa(config-if) #

PE®6 (nik) WEIEE.
speed {auto| 10 | 100 | 1000}
EIME R auto.

Tl

ciscoasa(config-if)# speed 100
ciscoasa (config-if)#

T (AR BEL.
duplex {auto| full | half}
ERUME Y auto.

TP

ciscoasa(config-if)# duplex half
ciscoasa (config-if) #

SR8 o A L

no shutdown
FAR AT Wl L 1, 1%\ shutdown 74 .
w15l

ciscoasa(config-if)# no shutdown
ciscoasa(config-if) #

Gt

PLUF 7= R LK I 1/6 ¥4 VLAN 24 20 21 30 ()P 4k 1, JEEAM VLAN WE A 4:
ciscoasa(config)# interface ethernetl/6
ciscoasa(config-if)# switchport mode trunk
ciscoasa(config-if)# switchport trunk allowed vlan 20-30
(
(

)
ciscoasa(config-if)# switchport trunk native vlan 4
ciscoasa(config-if)# no shutdown

LB AKRM A

1t Firepower 1010, LIXI 1/7 FILAK K 1/8 SRR IP HITE B2 FE N mUAE & I LUK M I HL (POE) .
{E Cisco Secure Firewall 1210CP _I=, LUK 1/5-1/8 S #¥ PoE. Firepower 1010 F Cisco Secure Firewall
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1210CP 37 #F IEEE 802.3af (PoE) 1 802.3at (PoE+). PoE+ 1 I % /2 &K L WML (LLDP) K 1 7 Th 2 4%
Wlo PoE+ 1 LUK 52 M BEA 3L 30 FLIMThR . AN 7 S $ it o .,

WAROGPARE Y, e 2R e A% L

£t Firepower 1010, £LLKM 1/7 FILLUKM 1/8 1 )3 H PoE. 1 Cisco Secure Firewall 1210CP |-, LA
KK 1/5-1/8 L) PoE BRINJA o el B G AT 25 HIRA ) PoE DA B ¥ B il e 244

B DL E A
interface ethernetl/5 (fFR 1210CP) | (fLFR 1210CP) 6 ({XFR 1210CP) 7|8}

TP

ciscoasa (config)# interface ethernetl/7
ciscoasa (config-if) #

JF I ERZE ] PoE+.

power inline {auto | never | consumption wattage milliwatts}

* auto - PoE fiff FH i 15 52 M 1A 4 0 1K FL AR s A A&k 22 -k 7%« Firepower 1010 Al Cisco
Secure Firewall 1210CP i il LLDP #3F— 25 W0 i 1IE 6 1 FO 4k

* never - 22/ PoE.
* consumption wattagemillipowers - T2l $& & LA BL A 54 (1 FCEL, Y 2R 4000 28 30000, 1 L2t
T BCE FLHOTAE N LLDP MRy, 3 it 2.
{8 H] show power inline iy 4 #7641 PoE+ IR7S.

TP

ciscoasa(config-if) # power inline auto
ciscoasa(config-if) # show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00

Firepower 1010 77 Cisco Secure Firewall 1210/1220 X #4lin At EAEOREE [



Firepower 1010 7 Cisco Secure Firewall 1210/1220 3 ##lis OB EAZEORE |
B sezmnsn

A5l

LAUR -8 IR 1/7 FEhBEE LR, LUK 1/8 BEE RN A 3):

ciscoasa(config)# interface ethernetl/7
ciscoasa(config-if)# power inline consumption wattage 10000
ciscoasa(config-if)# interface ethernetl/8
ciscoasa(config-if) # power inline auto

ciscoasa (config-if)#

S A A im O

* show interface
WoRBOGUE R
show interfaceip brief

RN IP Hulik PR,

show switch vlian

7R VLAN B4 # A Loty 11 OCHK o

ciscoasa# show switch vlan

VLAN Name Status Ports

1 - down Ethernetl/3,
Ethernetl/4,
Ethernetl/5,
Ethernetl/6
Ethernetl/7,
Ethernetl/8

10 inside up Ethernetl/1

20 outside up Ethernetl/2

show switch mac-address-table

WIREHAMBIA MAC Hilik 4 H .

ciscoasa# show switch mac-address-table

Legend: Age - entry expiration time in seconds

Mac Address | VLAN | Type | Age | Port
0c75.bd11.c504 | 0010 | dynamic | 330 | In0/0
885a.92f6.c6e3 | 0010 | dynamic | 330 | Etl/1
0c75.bd11.c504 | 0020 | dynamic | 330 | In0/0
885a.92f6.c45b | 0020 | dynamic | 330 | Etl/2
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WIRENAS. FAFCHE ARP 4 H. 304 ARP 4 HHE ARP & HIBR (F0) . #74 ARP 4 H
DU RIZE () BUREFBR, AREE ARP & H B R “H4” o LUF 2 show arp fir & W%~ . 2
AN HIERRA 2 B AESLH . B oANAHERESH, B oA HKRBRE ARP,

ciscoasa# show arp
outside 10.86.194.61 0011.2094.1d2b 2
outside 10.86.194.1 001a.300c.8000 -
outside 10.86.195.2 00d0.02a8.440a alias

* show power inline

7R PoE+ IRAS .

ciscoasa# show power inline

Interface

Ethernetl/1
Ethernetl/2
Ethernetl/3
Ethernetl/4
Ethernetl/5
Ethernetl/6
Ethernetl/7
Ethernetl/8

A A i O 7= 451

DA e At B ey Rz AR C A M L 1 PR 7 8

B AR5

Power

Class

LUR7RBI G A VLAN #2100, FER A Sl L 1 fogy A 0, — S Beg sz f

interface Vlanll
nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0

no shutdown

interface V1an20
nameif outside
security-level 0

ip address 10.20.20.1 255.255.255.0

no shutdown

interface Ethernetl/1

switchport
switchport access vlan 11
no shutdown

interface Ethernetl/2

switchport
switchport access vlan 20
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no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

1ZE AR R TR 5

PLURZRBIZE AT 1 P BIEEPIAS VLAN 32100, FRR AN e Lo D e gs 3 1, — AN Be 4 4
e,

firewall transparent

|

interface BVI1

ip address 10.20.20.1 255.255.255.0
|

interface Vlanll
bridge-group 1

nameif inside
security-level 100

no shutdown

|

interface V1an20
bridge-group 1

nameif outside
security-level 0

no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

e By AR O3 L im O 7R 51
U000 P T B VLAN 511, 3540 dim IERS D KL 1.

interface Vlanll

nameif inside

security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/1

switchport
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switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/4
nameif outside
security-level O

ip address 10.12.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/5
nameif dmz

security-level 50

ip address 10.13.11.1 255.255.255.0
no shutdown

£5 B HY B N i 7 131

PLUR R G AN RIRE 4L, HoAh BN VLAN #2100 CGinside 1 flinside 2) ZERIMFAL1H, —A> (AMEE)
TEPIFAL 2 e BEDUAS VLAN 42 LU R TR AL, T 3 s th 2 o []— VLAN _EAZ #iloi 12
5] (R AN 52 ASA R 224 Mg BRI o (H MBRZH FR VLAN 2 8] (R B2 52 1) 22 A S K BR 1, A1,
A] LGRS A AN A e Lo AT 73 J8, DAAE 8 03 B TR) St 22 4> s

interface BVI1

nameif inside bvi

security-level 100

ip address 10.30.1.10 255.255.255.0
|

interface BVI2

nameif outside bvi

security-level 0O

ip address 10.40.1.10 255.255.255.0
|

interface VlanlO
bridge-group 1
nameif inside 1
security-level 100
no shutdown

|

interface V1an20
bridge-group 2
nameif outside
security-level O
no shutdown

|

interface V1an30
bridge-group 1
nameif inside 2
security-level 100
no shutdown
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interface Vlan 100

nameif dmz

security-level O

ip address 10.1.1.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 10
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/4
switchport

switchport access vlan 20
security-level 100

no shutdown

|

interface Ethernetl/5
switchport

switchport access vlan 100
no shutdown

|

interface Ethernetl/6
switchport

switchport access vlan 10
no shutdown

|

interface Ethernetl/7
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/8
switchport

switchport access vlan 100
no shutdown
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interface Vlanll

nameif inside

security-level 100

ip address 10.11.11.1 255.255.255.0 standby 10.11.11.2
no shutdown

|

interface V1an20

nameif outside
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security-level O

ip address 10.20.20.1 255.255.255.0 standby 10.20.20.2

no shutdown

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

interface Ethernetl/3

description LAN/STATE Failover Interface

no shutdown

failover
failover
failover
failover
failover
failover

lan unit primary

lan interface folink Ethernetl/3

replication http
link folink Ethernetl/3

smnmneiaz |

interface ip folink 10.90.90.1 255.255.255.0 standby 10.90.90.2
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Cisco Secure Firewall ~ |9.22(1) | Cisco Secure Firewall 1210/1220 37 #5785 8% LUK W22 11 8 &k A8 B L i 1 B K B 11

1210/1220 FEAFAZ He AL

SCHF

DL R 1 1/5-1/8 1= |9:22(1) | Cisco Secure Firewall 1210CP 7 LUK M 55 11 1/5-1/8 137 # 5 LUK M Hi+ (PoE+) .

i Cisco Secure Firewall

1210CP PoE+ 37 £

Firepower 1010 {42 |9-13(1) | Firepower 1010 SZREHE 5 LA W12 118 B A #e Lty 11 kB K Rz 11

-

B B AE ) fir 4. forward interface. interface vlan. show switch mac-address-table. show
switch vlan. switchport. switchport access vlan. switchport mode. switchport trunk allowed
vlan

Firepower 1010 PoE + 3¢ | 9-13(1) | Firepower 1010 SCRFLAKMEZ 1 1/7 1 1/8 L35 84 LUK I 4 Fi+ (PoE+)

FrLLRM 1/7 FLLK R
1/8

BB fr4: power inline. show power inline
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