EREORE

AFEAH AU R B LS MAC Btk Gnfe] o B s KAL ST S0 (MTU), Wi 85 5 K TCP 43 F K/
(TCP MSS), LA A ] avFAf I 2 A G005 . B s IERHY MTU Fli K TCP 73 oK/ e Sl itk
4 25 1k R ) S

s KT EPHEORE, B0

s T E MAC ik, 55 1

« [Eh50 0 MAC ik, 556 1

 fit'® . MTUFI TCP MSS , 7 I

* RVFR—ZARAMIESE , 58T

s MGFEORE R s, H 9

XTEREOERS

AT A A D BE

XF MAC it

B LLFB) 9l MAC Huht DL 3 AE . T2, &ar bl B s3h 28 ok —r MAC Hhht G&
TSR a0 FUpls st GEH TP . .

)

AR TTHAE S ASA B X L0 ECME— MAC $uhl, R EA 18 A 1 _EAH R A E AL MAC
Hihiko B, BEAEE R T REARYE MAC sl AT U ] Ak, T IPve B ASH bk 2 I T
MAC il A= ), DR i — MAC Hidik 2 B 25 745 1 25 VRS v — IPve BERR A b, X8
Tk ASA FRERE S P ke AR v R T T

2X1A MAC bt
ERIA MAC Hbsik o Fe B e 42 L 2890,
o WIBREZ I - PR D B 2055 1 MAC bk,
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* VLAN #2 (Firepower 1010 F1 Cisco Secure Firewall 1210/1220) - % rH B k. Frfs VLAN
PO B MAC ko i DR T A B R AT LI m] SCRF I T 58 0 I SR PR AT 4L o
Mi— MAC Hihil:, W35 A MAC Hihl. 1520 T30 E MAC Hilil, 55 5 0L,

BERTKEEBIR . % VLAN B394 ME—) MAC Hobl. W 753, &l T3040 MAC
HoHk7E 35 A2 ) MAC itk 1§ ST E MAC Hihk , 25 5 i,

* EtherChannels (Firepower Y5 ) - %} EtherChannel, & T-iHi& 4 /)T f5 £ 1 ¥ L= M — MAC
Mok, M ThHEAT EtherChannel X B2 N FHANH P, BROABATT UG B — AN 8EER:, A
T ANE MG o S I T T ke b e — MAC ks 32 1R 0 B AS 5 MAC Hiuhk .

* EtherChannel (ASA -5) - by U 3£ V8 FH 25 /DN (P TE 41 42 11 MAC kA 2 i 11138 18
MAC Hiht. o3&, %07 LAt FOEE RS MAC Hohk . FRATTEE AR 4L IE 22 1 Rk 2 S 4y 30
R, CCEME— 1 MAC Hihik o a0 SN BR e i 1M 1 MAC Huhk 42 1, D) @ MAC #
BTSN A5 /NP, T2 B = .

o FHE L= BB L1 T AT 4 VR [ — Mgk MAC Hiuhik o 8] B ALUR 42 1 0 e ME— 11
MAC bk, #ilhn, %88 ] GERR i MAC Hihi- AT U7 4 dl. eAk, 1T IPve 4% ik At i
HERRET MAC HhikAE s rty, Do — MAC Hihik 2> o 2s 4% 143 o204 P ME — IPv6 ik A
bl IXBEUSEE G ASA R E SN R AR E .

B 57 MAC it
A ERGAT, EBNE e 5 RLL NG S0 T AT B 114 BOME — 1) MAC it

WERIE T3y e MAC ik, JF FLIRIIN A B3 E R, WA T3 20 Bo i MAC ik, W Rkl S
MER T T3 MAC $tbhit, W8 A3 Bl CaREBHD .

78 HIA ) MAC Hbik 55 9 2% v (1) 55— AN ] MAC bk SRl A B AL G L T, SsmT Bk 42

NF3) 1% & MAC Hihk.

HI T A E Rl (EFTRTZRIN) BL A2 J13k, PRI RS et SR A sh Ak, MIAREAE T
PL A2 JFLI T8 MAC Hidik.

ASA i F BU TR % 2042 i MAC Mk

A2Xx.yyzz.zzzz

Horr, ocyy 2 e ORI TS s AR 4 0 MAC ik i) 85 Jm AN 745 BB AR N T2, zzzzzz J2
ASA BRI N VRS . 8T MAC Mk, Hihkse 4 AH A, H AT 2 1.

A A FH AT SR R R RISl 77, ) ASA 2344 77 4 kTS EEHIE 004D (YyxX).
& MAC il I, i AT8as S (xxyy), LAMES ASA R4 A UERC :

A24D.00zz.zzzz
K THTZE 1009 (03F1), MAC Hufik -
A2F1.03zz.zzzz
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A\

iR

xF MTU

FE1E MTU &I

ELIA MTU

MTU 05 E&

auto M4,

BRI MAC Ml SO IHACROA . A Mg ATe 5 8, 123 i 227% i) mac-address

MTU $55E ASA 1545 5 LK 42 11 F AR S (1) 5 it 7 280K/ e MTU R WA LUK ISk . VLAN
0 H A RS TR L R IR/ . i, ¥ MTU & K 1500 I8, FREAWOC/N A 1518 745 (5
k) Bk 1522 FAT (A VLAN) o 1214 840X B4Rk MTU I A3l s o

%I T VXLAN 5§ Geneve, Wi 2 E3HA DR EHEIR, KILHH P BR TR, FEE KK
MTU: f&EMNi%¥ ASA VTEP i 1 MTU % &4 M2 MTU + 54 745 (0} T VXLAN) 8 + 306 77
(Geneve).

ASA THEH/E MTU KL (A0 RFC 1191 HRTE XD, IS AL 18] R 9 2% % 45 w0 10 BT A i 4%
YIrr i MTU,  DUEEATAT DUARHELL 12 H 1 5l MTU.,

ASA LFIJERIA MTU 4 1500 775 . iZAEAEHE 18-22 I LK MR L. VLAN bricd A H A T4 .

WHAE VIEP #:10 FBH VXLAN, 4 MTU /MT 1554 F451F, ASA 2 B3 MTU $#53) 1554 F
o AEXMEHT, BALUKMEBER R E2E, Fit, HEdRaET R, FEERHMTU. —Bk
i, NoKE ASA V1 MTU &% & b R4 MTU + 54 775

KT IPv4, R AL TP Bl A K TR E MTU,  WHZE GU0R 7 h 2 e s 2 it Jr BfE HARaL (7
IFAE P RIER AL FE4L, TW2r Jr il RESs SEUWERE FRE. X T 1Pve, W A SRVEXTEuls Wit T 70 BL.
R, TP B A0 K/ RNAE MTU KNG, LB Fro

XFF TCP #i A, 2o B 8 F e 11F) MTU KA1 5E TCP F KR SCBACHEE (Fl4n, MTU-40) . 40
R G INERAME) TCP 4Rk, 1ansxs T3k A i VPN F%iE, ] TCP MSS ] fE 7 2 i B i 1% 4 Sz 44
W R, ST TCPMSS , 26 4 1L,

XFF- UDP 5 ICMP, N HINK MTU % FEEN, PLBE G5B

)

AR A A, ASA BT HEIBCR T ETRCE ) MTU FW.

MTU #0 E B! i

MTU K, S REAE A RO . Bt rTBEAT R T3 2% 20 o 152 B LA HE:
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* LU ERAE LA MTU A UGAC - JRA T BRI A ASASE 11 LUt i AR R HoA e 442 11 B MTU
BT . VLEE MTU wJBl5 L mp ) 40 s e adt 1120 7o

o FANERT - A2 B RUN, MTU "B 9000 75 Bl e d KGR T 1L

X7F TCP MSS

TCP f KRB JE (MSS) J2 TCP 8 /EAs AT TCP A IP #SKHT K/ . UDP s o A 2x 52 3
RO FESLIERENS, R ARG g8 A = IR TR AS ¥ TCP MSS fH.

& 0] LLE ] FlexConfigH 1) Sysopt Basic X% #E ASAJE il FlexConfig HM&#unique 1025 5 ERIA
TEULR, Bk TCP MSS 5 4 1380 5. 24 ASA 7 88 hn s £, K- & LAFIAT IPsec VPN 1),
W EIERAH. ANk, XFTAE IPsec &, NAE ASA AR £k TCP MSS.

WIERBE T TCP MSS M NE, & E AT — 2wt K TCP MSS K-+ ASA & MER, ASA
228 ASA fie KAR 7S 75 15 KB AL 1) TCP MSS. i B EHLER IR 25 28 % A7 i 5k TCP MSS, ASA £
BE R REC 793 [IERIME 536 F-715 (IPv4) B, 1220 7745 (IPv6), HASE S HHE L. Hlan, w LUk
BRI MTU 580 1500 775 . W FHLE KK MSS 24 1500 i 2s TCP A1 1P LK BE, X408 MSS
WE N 1460, WIHE ASA LK TCP MSS 4 1380 (ZRIAE)D , ASA 24 TCP i K HHE LA (1)
MSS 5k 13800 RJ5, MrSsavas ik 1380 i A (0. 285, ASA A [ 60 rh i b s
Z 120 TGk, I HARTEA 1500 11 MTU K/h.

165386 0] DANC B e /N TCP MSS; 4 B LR 55 2817 3K — N E% /N TCP MSS, 1] ASA wK; % A8 i
e BRI, fe/ TCP MSS A Jid FH .

XU W& I, AT SSL VPN i #1W i s, HdEANEH . ASA i H MTU k43 TCP
MSS: MTU - 40 (IPv4) 5 MTU - 60 (IPv6).

ZLIA TCP MSS

IR, ASA AT K TCP MSS J& 1380 715, IEBRIMESRF & VPN IEFEE K (7 VPN EH#;
L ki ATAR] 120 ) WEAZRA MTU (1500 F95) el A .

iR E K TCP MSS i &

¥RIA TCP MSS fl5 58 ASATE N IPv4 IPsec VPN i, Ff H MTU 24 1500. 24 ASAFI{F IPv4 IPsec VPN
LISy, BT TCP # IP #HEL AR Z 120 M.

R E T MTU A 3 IPv6, 8E AT ASAYE N IPsec VPN 235, IR BE 2 TCP MSS % &
.

THZ A LL R .

IR - 251 TCPMSS MR, RS2 AR R A i 2 A ST . T & — U2 MMTU
31 TCP MSS, Pl AE IPsec £l (LIl #4575 1 TCP MSS.

* IPv4 IPsec i i - K Kk TCP MSS % & 4 MTU - 120, 40, 548 /1 B 3% MTU & &
29 9000, JIJFEEE: TCP MSS W& 4 8880, LLAJA BT MTU.

* IPv6 IPsec Zuimii i - # 8 N TCP MSS & & 4 MTU - 140,
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EOEBEE
FOVF IR 224 2 ) 42 11 22 TR A HLIE A HAT LA R A3
o AT AN E S 101 NMEfERA

WER BN RN DA AR G000, 10 HASKHAT A4 1 2y e B[R] — 24225 4, AT UK RN
sl (o 21000 BUE-MEEH.

* A IR AR AR R 20N ISR D 2 18 B sl i L7 ACL.

SRR R 22 Ao B LA, T T DU L B AN R 22 4 0 A% 1

FEORBE (EHEFEAEEREL)
?%Dl‘lﬂﬁ%’ﬂl J%}\% VO, HMNE—# OB VPN mEG H . XRfES T, VPN s
AeAR N, BERE BN UL T 55— VPN ZE#. #lan, wHiEs —AF.O0fMiES VPN KW
2%, HAr ASA ZEEF"U TCFE VPN W& 4, — NS5 o NMa T leE, WS LA

ASA, RIGERL, NS —NES

\}

ER IR ARV T T 52 BB K L S5 BNy, ANEE AKX B 5, R
WA RE SR B A TE ASA.

F AL E MAC btk

WURTE T3 70 e MAC Mk, AT U AR 58 e

T HEAR S ASA b U4 1AM BCME— MAC Hbhik, PR e AT B A28 10 EAH [R] R [l 48 MAC
Huhko i, SIS R T AR MAC Ml B AT U Rl Ak, BT IPve RS A H bl & 1
MAC HuhEZE 1, DRIHK i — MAC Mk 73 o2 1482 12 eV Ik — TPve K A it ik, X fefs
G ASA TR i S8 P R A e T

FHiaZ Al
FEZ SRR, BENRPITE NP B RAT . BRI RN RICE, 1M changeto

context name fir % .

SIS DA A

interfaceid

T
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ciscoasa(config)# interface gigabithethernet 0/0

N
5
N

] ez 43 e H MAC #huhik:

mac-addressmac_address [standby mac_address]
EUE

ciscoasa(config-if)# mac-address 000C.F142.4CDE

mac_address [14% X8 HH.H, b H & 16 A2/ @207 . #ilan, MAC ik 00-0C-F1-42-4C-DE
L 000C.F142.4CDE HIIERHAN . A1k MAC Ml B HELT, BIARSE AN ANHERIEEAGE &
W

W R GEEAEF | 3 A MAC ik, W3 MAC Mk RIS ANGER A2,

e SR A, W RCE &R MAC ik, R RS R AR, & RN
FHBe&, W & T AR 5 F MAC Hiuhik, Dl KRR BE b g /b 19 28 b, 17 JsU R I 32
# A #5 H Hk

B 5149 B MAC Ht it

AN AUATECE MAC Huhkr B a4 k. o F 2580, SLIhaek m i 22 st 1
RAIHEME— MAC Huht. XFF8pis, SbIhaeksm VLAN FH IR ME— MAC Hbiik.

FHiaZ |l

o MO E nameif fr A, 2RI MAC Hulil o G SRAE G B 05 B T BE, 7E
M2 )G, S BT H A MAC Huhk. a0 AR sk Thfe, RN D MAC Hihk &k &
JI BN MAC Hidik. 140, GigabitEthernet0/1 1)+4% 11k 52 4 {1 H GigabitEthernet0/1 1) MAC Ht

fik.
* (EH PR MAC Hihik 55 2% P i 55— % ] MAC st ph XAl D A A RO 0T, 2850 LA
NI TBBCE MAC Hidtks

* XT 2R, B RERAT AP SE AT . EEE S B R R HAT A, THRA
changeto system 74 .

H 8 ) RN % 170 Bl T MAC Hihik:
mac-address auto [prefix prefix]

MR RENETS, W ASA EARFEE: L MAC Hulik (15 5 WA 235 H 3 A BT .

B s3E0RsE
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WRE TS A RTSL W prefix 2411 0 Al 65535 Z (] (¥)-+BEHIEL. LT

N, IR MAC stk — &5 .

TP

ciscoasa(config) # mac-address auto prefix 19

BcE. MTUFA TCP MSS

FHia Z |l

mE. mustcemss [

G — A DU KL

s ALY, AN RPITE T ERAR . WAV SECE, 1A changeto

context name iy 4.

o ¥ MTU B9 n#z 1500 LA L, &+ 088 B F: (ASA Virtual. 1SA 30000 3 H B 24,

TR WE MTU. fS/MERE KR TR &

Nil

B

mtu interface_name bytes

i

ciscoasa(config-if)# mtu inside ?
configure mode commands/options:

<64-9198> MTU bytes
ciscoasa(config)# mtu inside 9000

BRI R 1500 745,
Sy CURIERE L 5E MTU I, ASA KRB N THrA R R0,

JIEMSZFF (ASA Virtual. ISA 3000)
DL 0 B BB TCP fi K23 KN, YT AE 48 FMTA 5 KA 2 [7) :
sysopt connection tcpmss [minimum] bytes

T

ciscoasa(config)# sysopt connection tcpmss 8500
ciscoasa(config)# sysopt connection tcpmss minimum 1290

TSR B R R, W RO AR LR A R T 1500, R R T BRSSO Hs . T2 A
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BRI 1380 715 Bnr LA e Dhag, Haiks 7 i 8 &y 0.

X minimum S8, TR BRI FONEE AN T 48 165535 Z M8 BRI T,
minimum WJREEZEH] CGREN 0) &

HIR 3 it R H G TCP $0d B B K B0R .
sysopt connection tcp-max-unprocessed-seg A< Ab ) W B

T

ciscoasa(config)# sysopt connection tcp-max-unprocessed-seg 7

PINE R 6. JEHEN 6 3] 24,

T

DL 7008 e B B st 384 42 1 1% MTU 3R 9E VPN J 45 H TCP MSS CF TCP
MSS W& K 0, FARLIRED -

mtu inside 9198
mtu outside 9198
sysopt connection tcpmss 0

DLR 708 e B T, ST 82 10 () MTU, 35 VPN i &1 TCP MSS ¥ X5 H 9078
(MTU % 120) -

mtu inside 9198
mtu outside 9198
sysopt connection tcpmss 9078

SR —= 2R A BRI

EROAEOL T, A2 0N i3 DR B B, 1 H AR IS AR I F]— 4% 1 o A5y
AP 1 g [R]— 22 A 2l I G ] i P42 1 TR A

S A2 RGN 1, A R AT DU AR -

same-security-traffic permit inter-interface

S R BB 10 B2 I T £
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same-security-traffic permit intra-interface

SREORS M FIER

xR LsREORENR RIER

TIREAFR

R

hEElR B

K MTU Bl 9198 -7

9.1(6)- 9.2(1)

ASA "k MTU 4 9198 7345 (it CLI #Bhal
K& S R ED o IEAERESE 2 2k, LT,
ASA SRV IR MTU $57E 4 65535 747, X ANUER,
FERTRES & 8. WHRE R MTU % & 4 5T 9198 HI1H,
WITFE G MTU 23 HBIBAIG. ERELEEIE O, X Rl MTU
AL ] BE S A MTU ANUUHED ;1555 0005 34 352 1 BT A 18 46 ¢
BT MTU (.

BT U4 mtu

11T Firepower 4100/9300 HL45 L ASA 11
MTU K/

9.6(2)

A LAZE Firepower 4100 F119300 458k MTU W& 4 9184
AT LURT, SOKRAE A 9000 7. FXOS 2.0.1.68 K 5
WA H S RF I MTU.

BT LU N4 mtu

g R N I IE— MAC Mk A %

9.8(3), 9.8(4),
9.9(2)

BAE, BT LIRS S R 3 A VLAN 741 E’Jﬂ&
MAC skl IEF RSO, 05 F8 D=
MAC Hitik. T IPve HE % At bl & 5L MAC #uhk A=
B, B, DD RERE RVTRE— 1 IPv6 FEE% A H b .

BB M) 4. mac-address auto

Al LA 1Gigabit A 5 i FCAS (P62 101 )i FH 302k
Cisco Secure Firewall 3100 Bz«

9.17(1)

A LAY 1Gigabit S 58 sy RROAS (1142 11 )i F 8027% H Cisco Secure
Firewall 3100 HaIHR . Xf T Al 5 1) SFP w1, no
speed nonegotiate 1 FE 3 E A 1000 Mbps;  Hiin 4
RO T LU 15 Sl R A .

B/ B4 negotiation-auto
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