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B AWK B ARP A% Ping ML R, WIILCR & — Hi21r T &

EORES

5 W ] LURAT RU MRS :
* Unknown - HI4IRAS . MR m] BERIRA RS TIEM E .«

RS F5 BT (8]

* Normal - ¥ O IEE A &E .

* Testing - %11 B3 5 NS R VT 2] Hello 1 ..

* Link Down - 3 185, VLAN i & B 7 X o6 A .
* No Link - $22 [ {4 H 85 4 5 1] .

* Failed - 7E4% 0 _BRE W R &, (BEAAENEARE D _BRUr 2100 &

PAR i 75 Firepower iy i XS HH s e e e 4% -

* TH B L 50% 1) Snort S LU OCH] o
o BB AT AR 2 1A S 90% .

o TH LiZ1TI5E nofailover active fiy 4, 145 F & % Fiz4T 1042 failover active iy 4.

o BRI DR AR 2 .
o TV L 1] b e T B A PR

BRI UL, BN R At i o 3 SO . T LU 3o P 84 1 0 1 R A B P i
W2 e T a2 A W ) 52 A R PR S BB S RAE e I BB e, )

SRR o W R T B B BRI, RN “HgpE

R

LE BN A1, AR R BRI NRALUR dr

=x1:

AN
Ap <

H&y

failover interface-policy num [%]

hostname (config)# failover

interface-policy 20%

PN N ez s 2 TR

TR E R E B BN, numB T LA T 1 R1250
Z i,

FERE L AN, num B 3aT LIS T 1100
2 1],
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B ==ms

S

ER WG CLI 5L ASDM T3l AT ik B, B BB ngk ASA, W o e IR, A2

THTAITE I B L
xR 2:ASA
MR &M =/ ZKIA =A
TRV, ARG BT B I 2B . | 800 AP 15 #» 45 B
X LGN, 52 W e 1 B R B B R AN
S EUTAT Hello 71 &«
F A% R VR R A 500 =Fb 5% 15 7
FH W% AGE 15z LIRS R AR i 2 /b 51 15
FHWAENERIEBAT, FEER NS SBEE W |57 25 7 75 F»
k.
BLER D
R RS AL B S AR L E R

ETRE S

IR IR BN G & RSN, R SHITIBITICE R
TEE /A M e R b, OB IR 2 o0 I e R A2 38 o5 H et

FE B SEERER T, 256 ANR S AT B A2 WS AR S B & SR IUE S AT I E, K
WHE N EEM S A Bh e W Al Witk fEPNAS B IERIZATIA, EREPAT A 1 iy &
SNIE R RS 2 1 AT PR 1 ¥ 52

S/ AR HAIG RS G, SEREIEITICE (FES T H w5 ffailover ir BRI
1117 25 P B ) 2 1) 2 B AR e e B . TR, B B ASA 156 2 Bonil

“Beginning configuration replication: Sending to mate” ; FEJEM, ASA EI/R75E “End Configuration
Replication to mate” o M HCE KA/, KA RET 22 JLAD 21 L2 #t

B E MRS b, BN TIsIT AT . N AZAR PR A7 0 B OB e B A BN AE . 51
i, Y*jzfﬂ/jzfﬂﬁﬁﬁ$$§$&LP, MRS A 1 AT ERPIRS B4 1 R G HATA R RN write
memory all 4. Zm2SEFBIN SR, ZNEREHESELNE S ABIINE.

N

AR AR, &kﬁmEMm%L%AMWv RETCVAIEA S I 2R A B o, I ELAE S Oe B 0

& FEIARIS A RO I BB o5 . AR E R IR, N S e W 3 B 6 AT — e %
AT,
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XS
BB WAL N SCHE RS B ALE, R b 20 F sl S X S s, DA ATTUE A
* Secure Client H{%
* CSD Wtf%
* Secure Client fit & X 1F

ASA A {E cache:/ste/profiles H[1] Secure Client Bt B SCAFIIZEA7 S, A EAFAELEINAF
ARG SO B Secure Client MU B SCPF S 2 4 B, WPAT LR Hrp— T4 -

« fEEH WA L write standby i
o A5 B b HOE N T RC B S
o FOHOINAEA B

* AHIUEB AL (CA)

* ASA W%

* ASDM Hf%

5
@

£l
JABhJE, A LB BRI A SO RIS HI B B . AR IR ORAT B AT A g

A4 o

FE BB b, AERGPAT 2 R R A (K i & S0 B 6 BRSO R 241 1 40 T 3 AR 10
B

ARAELAT & BN et B 22 SBIEA L o AT T RKAIREE RV, X
LSRN B K.

PAR i &2 L HI 2% H] ASA:
* % mode. firewall Fil failover lan unit 2 4K BT BC & iy 4
* copy running-config startup-config
* delete
* mkdir
* rename
* rmdir
* writememory
AR fir e A il 225 H] ASA:
* B copy fiv &AM T TE 3K copy running-config startup-config fir 4
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. config-sync /i1t

config-sync L1k

BB nETAE |

* [ write fir &AM T AT T U write memory i 4
* debug

* failover lan unit

* firewall

* show

* terminal pager ! pager

VA A 15 B S I A i T R NI, IR ST R HASATICE . ARG, R
A LA PCE SR B4, DI e R E R . R R AR EROR, Wl nT g
ity LI BN TR] o

Pe B[R] 5 DL Ay R T T e A 48 P e A (R RO AN B8 A0 P e A (RO ME 2. SR 3 e A
B UM RIS AL, AR Bl e 2RO E FE, BRI RO E . D) RE T i
OREPRAO S BIE, IR AES B VAT ) o

B & 5 451 1k B9 M FAPR I

* FCE AT REBA 2 A .

* ASA L1 SR U I A 58 4 e B )25 0 IRD K s 1 S5 P R SCRFIE B2 (R AL, AT ARV J 4
T R EHT IS 1] LA SO0 .

o WRMC B R RS IPsec T, WML E RO TERL, IR T BEa Ml F e e ok 5
HEMEAR .

* WURALFHB)AS ACL 5 SNMPV3 FLE ¥, WECE [RP A TC R

BB LAN GEER RS (1 58 BERC B ERUAT A AT [RI2D o 76 3 A e 48 0 86 s % 2 T8
REH ARSI, AR E R, B S PAT S BB E R .

o I T A T V8 5 506 22 T ) D0 4 30 A5 v T e 5 2R v MBI, 2l A T . I 21
itk

BiIERERTMRIL

FHRE RIS, RESERREHEHE, B BB AR S LV EsiE
FETRULES, BH AR NE R R R g8 H S IR 2 Won WK K SR LB )
Wi 228 3 PR R 1] o

LGSR SN R o W I P 2R S A
* show failover config-sync checksum
WIRA R BEIRA AL AR5

* show failover config-sync configuration
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T TRAT RV A E ARG A A5 B
* show failover config-sync status

BRBCE [P AL SRR -

AT ER/ERWERER

T/ P e i SEVR RS AR 26 ] ASACRH T Wb BE s (M ZhBE . 4 B BEa R A ik bs iy, 26 B
R AR E Bt o ARAESE BB B4 2RI, A Z00KE 9% FH e U B0 B v, A OR B AR I i 4 (1
o

)

AR T ER R ASA W LR B (WREITAN R RIMTEBEERS, (HAREAE M SR LR
AT BB RS

FAHEABRMERERRT

FEMBR R F I 5 B Z 18] 10 X G2 BBk, WEE 2 B, BIZEmpLe 1p
ik AR WIR €5 B8 AR A 32 7t

HIE, B Z A7 AE— SR I — B o BB (FERCE P HRE) , Wb B i s (K 2=
il :

* WERW S B[R] R OF FIZAPIRBUAHFD W38 S s o B0 st

* A& MAC HiHEIG 28 5 3 1 1P HUhEARVCRC . SR A oh 2, a4l Bh B & ok 3= R HL
TOVE I I B RS BRI T e MAC e AEIRXAPMEOL T, 2RI % i MAC Hudik.

BT E R & E
F B AL LU J5 € -
c WEREG BRSNS AE AR O B BT, M ol &
s MAR BB AD), IF HARK IR SRR, W%t 2 o EHIB % .
© WERPY BRI R B, IRl B, Al B O 5 e

MR EM

FE LA RIS, bR AR PO AT . RIMEEZ RSB ITI RS B, Bt
AN A S A AT SRR RS

RN TR R RIS R B . X TR, IZR RS TR R O (bt
Mo SRR ) BB AT IR . SR AT 3R AT, DURAT AR RS 2 P AN A
PRCESS N R
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RIMERBEY

HEEH HEE FRARERIE ZRRERE 5% RA

FERH AR AESEE CRJREAE | M | ANEH BIE R FEATAR] 52 W 20 11 Bl s s 7 e ks

(G 95 B b0 b, BRI F] Hello V5 & .
a4

CLAG I = H B 2 AR Wb | A B TCHEAE To

%
S R A O JRakhg | 25 bt | s hnic ik | ANiE H MWW bRd R R,
(G) % e FHBE A AR T Wb i, )

AR 2 e ) it

W R A AT IR P A

A8 bt

R b R AR e

W A R B B

DS SRR e, A

A b B Sy R e g U | MM B R R, B
ST R B 26 T

WO R BB 10 S I R A e | P O | o P e WO | W R 2 AR R

2 2 Za3n L . L

b B AR R bR | ¥ BB R B b E’W A B SO B
Ay A 0k R A e °

KA B M ST | el T e e

B o, T LA AL

A O R | R | bR R | O R |

it A i

P B L 1 O | A e | T TR A i BRI | A TR E bR g, 1

(i B o A e

AR 1 e th o

X T ER/ERMEETR

AFB A W F

E A/E R8s BihE

s
[\

FEEH/ BB RO E S, WG ASA Byn] (& M 2t . A1/ 3: e 72 e 2 1 iR

SEFT ASA. (RS R, T4 ASA L4t

WL AL — DA LN R IR A . G0T LUK s e B 4145 € A 72 12 ASA EAET T APIR
&, IR RS A 2 3R N AERT ) ASA EAET BHPIRAS . KSR, ARSI 00
AT Bilhn, HRPEE MER,  SREARAL | W RES R A BB ASA, AN, MRS A
2 ] e B RS B 12 ASA. AELLUIROL T AT R A B gt Wb A 1 i I 7E 32 ASA Bk E
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Wk, (HAEEED ASA FIES TAE, M4 2 s /e 4iBh ASA FRZEHE, (H{EFE ASA
FIEW TR,

B SR LR AL 1 R . BB, T RO 2 e St R s 4l 1 fIk
o GnSRAY A 3 F/ SO RS, AE 21 AN IO, S R BRI AR AN I — AN A M
PIR RN e e 2

AR PR/ BRI, RN G R S TR RS AR AL BRI Z N

AR BN, AR SERRER AR 6 ASA, (HEKTEERIN BA MG TH ASA AL

BB HAME /BB AR ER/FRIRTS
5B RIS b4, BRSO R P — B iR R e Bk, S BIREN
WG . AT B/ SRR 2, M 6w FIN RS, e AR — & B 2 bl
N BB MM, BB B4R 8 AT I
BRI A, &R AueiricE.
o FOE RS R AL AIC B T A B B B AT, S RTINS E ]
TR B RS 241 ) B Je AR IR B e RIsAT. I RAMETIFE s, WP IILERE — & 28 3
Wt LisdT.

BRI IR B E R & HE
R RS AL G Ak R PRSI0 B A3 B R 7 sk
R BB, R R, A SR AL AR R A A ETRE.

s BRI, WRNER AL T RS G H AR AL T AR Mg
BRe RS AR AR T e BARFE PR, T JC 18 Wb e 7% 4 1) 1 W o il B v e o B T
HEHBEL I EBZ

o KA .
 THRBIHAT I 7 .

© PR ANCE T4, X BSR4 A R R N, A e ks EA Y
TR

MR RN

XM/ MM RE S, W AR A0, A REHHHAT. P, Wi
R SRR AR E O B B RIS R 4L, JF b 4l 1 A b, Wil s 41
2 e WA DAL, MBS A 1 S AE R B B AR ARG
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=5 FH A 2 T 201 P 45 1 R 6 PR e 2 s 20 PR B A

R 4EWEEBEY

P - TRERE | ERERE &
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P I E T pry S TR | 26 TR AL b i TR s

f # RAEE |, LR AL A i

BERERS, DA 2 L S
2tk .
LT ] A B AL b AP | BT KR BT T A, )
B RS I At A BT L
R
R RN W | AT | o A | o E R | 0 AR R B B 2 2 A
# G, T R B
2y R
AR B T A | Tt EEERE MR, KA A
# W 1 L A L
BT R 3 TR R A A | B ikt | n/a 5 B H e R BB AR I

%

R o SR VR
FoERs, Dk ik bR R i i A 2k
WINPT S B 46
B

BESE 51T A]

TR ZEMNS, SRR v AN ER AN s L AT VFmlik. R A
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ASA Virtual THZ I ASAv IR VFATiIE

Firepower 1010 PR B b R 38 I 22 A VF TR . 15 2 [ Firepower 1010 [¥) R4 5% 1VF 1T HIE
Firepower 1100 152 [ Firepower 1100 [#) ¥4 #2148 nl AIE

Cisco Secure Firewall |52 Cisco Secure Firewall 1210/1220 {445 VF v iiE .
1210/1220

Cisco Secure Firewall | {523 Cisco Secure Firewall 3100 Ft) i i 4 # V5 vl 3iF .
3100/4200

Firepower 4100/9300 | % 2 43 [T T Firepower 4100/9300 [ b4 7% 14 7T HIE

ISA 3000 WA LT R e VT

pE s
KRB Bt LA AT A R (RN 3 VP AT L

)

ER TR A e OSSN, 76 ISA 3000 T LIBT3 (Y PAK S IF 254 . R B854
A 0 41, )T B H e B A S AR S, ARG A RE A b RS .

AL RN

(LRt
o DA SR ASCRE 1 A/ AR
« T EHEEG HERSEHITE R T RATIA LR, BRIAESI S .

S
* Firepower 1010 F1 Cisco Secure Firewall 1210/1220:

o [ MEERERE N, ANATH A #Lm D Zhag. B Ayl e histr, Kb adks:
EEH B T H s AL . MR B ER bl 4 H %, HibreAis
YRR HN G 1. 7E 1 MR MR E T, WE & LG sh 8 el L 15 5 280
IR . VU AT N AT AT BT Be . TR, VLAN# O nl @l i s I,
MAS WeW Lo Gyl W s e 7 Wi . 38 b, 80T LB BN AS Bl Lo 118 T VLAN _EJF
FCIDAS W # , {F T B 1) 1 A e D BB K R

o DCATAE I KB A D W B A A B B
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Firepower 9300 - JRAT T A AR I HUA ) ke s e 1 DL SEBU e (T C AR

F T S50 2 JR IR, AN SCR IR S e AR AE A 3L 2 4% (3 Microsoft Azure F1 Amazon
Web [Ii55) EAEH] ASA virtuale 533520 A3 mn] FIPESRERS

@32 ASA Virtual B [E55 7S S AT

] ASA virtual @178 fi S B 6 I, 75 EE AR [R5 H5cdie #2045 ASA virtual. @19 5¢ 4
AR R D7 N2 A4 ASA virtual, {ERFIARFIRIG, 76 ASA virtual# ] & 12 BoRiiiR. b
B IEE N GEth &2 25

HA o

3

2 RIS RS B 2% F A I, TR A1 AT AR R P (STP) RS #eb Lty 101 76 B4 2 4
ISR, 2k NPHZEARAS 30 48 50 #b. 243 L AL T-FHZEARAS I, s E%, &albl
AT LSS ] STP PortFast I fig :

interface interface_id spanning-tree portfast

I AR YR g i P T B B e S RIR  4 B  FRAS L. BEERFTITINE, PortFast DR 2s a7 B
i V3 B STP B ki, %3 125 STP. BRIk, WS L ERBR I —30 45, s 1 552
ol STP BHZERI, .

KATEERS AL, FEEERE T ASAHRE R X AS Bl L L iC B o 1 24k, nlRes S8
R, — AN 24 O L E BR R ) 24 MAC kR 3 59— 24 1, ACHel L 224 T Rg
PR pIn, &4 It

2 ] U — G W% FIR B A5 561 1025 Mg,

¥ F /4 MRS R VPN IPSec fiE, Joihffi ] SNMP it VPN B i W 3 % 4 f 4%
. 2 W& A 1201 VPN BEE, K 35 A E NMS . 88n] Bk ff A =LA s
THEE) SNMPv3, KA TR ZE IPsec Pl .

X RS, AN SAEAH R ASR 20 Hh CEAH R S e AN 1
MR RE IR (i M - E APV B M 2 2

X RS, BRSO R AL, 20t N R B e R A 1. MR RB 4 1 4R %%
RN R R BRI RS AL AT SR BRA D B B A 4 1. AREMER 22X
SrBe TG SRR A 4 .

WBEREAL T, ARG B APt R 37 R R A b RS e 1 stk LA
N T RS (AESEERRE D, S OCHA] HA XF R ARy 0 B sl (il SCIR R4 1

I ARAEAE VP AR IR SR R InE, RGO DES AT I o W R B 5 AT i 5
W PN A, WA AR R R 2 5 AR AES. BRIk, Wi RS TR R ER RS, A
LTI, WEARICEILS, WE WA BB % . BUUEAETEN Be& Z ir AN 2
EINE . WARGBAEVHA I T ST BBCE, el WU AEVE I ¥ 2 2 Hi M A N 4

A HAT IR RS T RE T SNMPV3 I, Ui ST e e B B2 4, ) SNMIPY3 I AN A 21
Bieh . Bzt SNMPv3 JY T SOFAS NS E A Bee%,  BLamdbl - 208 e s s, ]
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BEMEEBIIE A AN

3

P |

DAE AR e g BN . BORmCE SN, Dk el E & BN snmp-server
user usernamegroup-namev3 i, BCE ELFEA H AN # 2 1) priv-password i i FH auth-password
NI ERSUR I E R E

WA AN H SR L 22 SNMP %5 7 ity 5 | 3 404k

U SRR A R U el 7 R NAT RO, JUIAC & (9 K/ v e s BB A R il 8 2, 3 e
e BRI ) A BEIA B 45 4R A . X B4 m 8 7 i 75 71 5 3 SSH &3 1 AT 52 11 11 1)
R H B IRE ). B mlCE L HIPERE, 15T asp rule-engine transactional-commit
access-group F1 asp rule-engine transactional-commit nat iy 4 U7 i FUUAT NAT Jii H 954542
2L

Bk £ R ) SO RS b B 8 A LI Bl b 3 A TR D

ZNE

firepower#show clock
01:00:52 UTC Mar 1 2022

01:01:18 UTC Mar 1 2022 <======= Incorrect (previous) clock

Cold Standby Sync Config Detected an Active mate
19:38:21 UTC Apr 9 2022 <======= Updated clock
Sync Config Sync File System Detected an Active mate

firepower/sec/stby#show clock
19:38:40 UTC Apr 9 2022

MRS IR RSB RIS Bl LUR S HEAT R0 I — 2 2o«
o K QAP SRS X
o WBEEERS Corh T COEE Ak
o WORSEL RS R L RE A PR T R ST
« i f] nofailover/failover &% configure high-availability suspend/resume I T4k
£ CLI ,
A RS S omIMR T B B, IR e MR R BERRAS D “TEE)” RS R A X g
Berho EULMEL, SR RE B BER R R M.
WA Ve b IR PO B, B 1 K e B R VD RS R OGHA, AT T T

75 MRS BB D, R GEH S 1 53) S RESCH], IfF HAGE A AT f%
ek [R) 2D B2 e, DRI SR e A2 e b R IERRBUR P R AE 2207 . I R ERZ A T
WIAT H . BT DL EE ) (i, B 30-60 F0) I

FEBEAEAS IO E T, VIUER: CRRSER =R TR IERIE R S PREOCH], I EARAE
THBE M E B 2 WD . Bt T O m il PE RSB 2. I, WE
Fers voek ENEREOT R R, XRETUIT N
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BB nETAE |

o WERHRRRS LAN BEBR AR TSR 19188, DRl — 6 o2 GACHLIESR:, 0 R EAR A K

BEnl e PECEH R R R SR B IR, NS/ AHPREA 2L BRRIAL
Wi HBEEERS ThRe, R ORI R T B 4 M 2 B8 ) (1 B e AR B i R A

R LAN BER AR BEI, ANEBCE AR, DY e T A2 RIS 34

* 7 ASA [¥] OSPF 1, WURMHLASHMUEL, 1T ASA £ 15 [A— ASHMUAHE,  WIBs K&

P M RIS LR OGP ORI o IR FE I v A e i v] PR B 22

© WERA T ASA LB MASHNL, FEIXMELL T, RSN, B HRR 5T 3) ASA 1)

R X FEUER RPN (29 15-17 B i, B2 58 A ARG R

MR BRI EOANRE

FRINTE UL, WP RS s 5 LU R A7
* PR MRS Th ANREAT HTTP &4
o MR R T B A AL
 FEERRI TR 5 R
* P RFFIN TRy 25 70
s WA RN 17D,
© WA RFFIN TN 15 7.
* FEARES ST .
s WA .

B & * H/&EAMREE

TENCE T/ AT R, U £ e A AR B et L E B A e e RS o A i A TG A AE
Begg BT, RIRIRLERCE S L BB B

AERIERBEEBEEERE

BOEAT N AR, A/ s R B P i B . XD BRIt T BB B R Al
ot e % T 5 1) /NG

FHIEZ Al
o FRATTE U Ay Bt i e A2 LIRS BB M P AT 4 VL B A P TP ik o A SRR - RO i 4

31477 M, E2)ECE ) 1P k. Wik DHCP RO 7AEMTHE L, BOReoidn ik
%o
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nxmERuEtsnises [

© V) N B FOR S HE R IC B nameif.

o XT2ERE, WEEREPAT A I S RATR T . ML SUI B R A RAT A A], TERIA
changeto system #ir4 .

B A7 E N A

failover lan unit primary

T2 A b e RS i 114 1 -
failover lan interface if nameinterface id

IR

ciscoasa(config) # failover lan interface folink gigabitethernet0/3

e AN AR AL AT (HA TR HERRERAL) .
if_name Z(n] 2 i€ 4 FK

interface_id Z4 ] LU B PEE: 1. T4, 5X EtherChannel 111 ID. 7F Firepower 1010 Fll Cisco
Secure Firewall 1210/1220 -, 1Z$z &R k#5#: 0 ID; ANREFR 2 A #A L% 11 1D 5% VLAN ID.
Firepower 4100/9300 1] DU FHATAr 44 S 2 11

hy M BR AL B R 23 E T2 T AN ) TP Hiuh
failover interfaceip failover_if name {ip_addressmask |ipv6_address/ prefix} standby ip_address

Tl

ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

P HE N AL T RAFH 7N Eo M Ar R 31 47 (255.255.255.254), B S HIAS TP Huhk.
169.254.0.0/16 F1 £d00:0:0:*::/64 & N FBAE K7W, ASGEH T Wb 4 78 etk 355 1%

2 HI 1P Huhib b 20ty ) 1P M hEA T A — 1 .
J PH R A A -

interface failover_interface id

no shutdown
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R e

TP

ciscoasa(config) # interface gigabitethernet 0/3
ciscoasa(config-if) # no shutdown

CRIE) D SRARCELAE APIRZASBERR A SR 1, Fsg o 1

failover link if_nameinterface id

T

ciscoasa(config)# failover link folink gigabitethernet0/4

T SRANFR E P O, D e A B B K TR S B
if_name Z: £ A4 4R E H R o

interface id Z%0n L& Hda B8 11, 732 11 84 EtherChannel #2111 ID. #£ Firepower 1010 fil Cisco
Secure Firewall 1210/1220 &, %% 2B ki 1 ID; ARede € A Hblin 1 ID 5 VLAN ID.

AR T HOMPIRA BER, W] UK TR 6 TP ik e 2 IR A HE R -
failover interfaceip state if name {ip_address mask | ipv6_address/prefix} standby ip_address
il

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

'R

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

BB HE N b FAS A T b i A R AR A 7 . AT DU 3147 (255.255.255.254), AN
PN TP Hihik. 169.254.0.0/16 F1 £d00:0:0:%::/64 & P EBAEFH 191 M, ANREH T il % sl A BERS .

&M 1P bk a0 S 1 1P HuhEA 3[R
BRI SRR, Bk D IR
WREHRE T RS BERS, 18 TPIRASHERR .
interface state interface id

no shutdown

TP

ciscoasa(config) # interface gigabitethernet 0/4
ciscoasa(config-if) # no shutdown

WERBECR LIRS R, 1B OV IR
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_u:qax 8

nxmERuEtsnises [

CAlE) AT BU R AE—484F,  DUINSE S 3 FR S BE RS 1815

o CHIE) TR 2 I R RURES BERE 7 IPsec LAN I LAN F%1E, LU I (1) s
AT
failover ipsec pre-shared-key [0 | 8] %4/
AN
ciscoasa(config)# failover ipsec pre-shared-key a3rynsun
Z key (M KK JE N 128 7455 fe i & W& LA R 250 . % 80 i IKEv2 1 3 g
WERATH %8S GESRICE %), WS HSTERCE DN . W AECE S H (i,
M more system:running-config %yt 52D 5 WIS Al 8 JCBE N B . BN T AT
0, IR ME B
failover ipsec pre-shared-key 7 show running-config %ttt g7 Jhy # IR 3 4] Tovk 5
il o
WL R B R AR BB I, WO RIS L7 G S ST R P
(P ITAT B B ) KR I SOE A
ANBEFIIN A FH TPsec I Mt 4: failover key I . iR [FINECE IR 5%, HAEH IPsec. A
o, AT A, ARG E [Psec N 2 Hi 20 5 5648 H no failover key i 4 MH R Wb 4% %
A,
Mk A% LAN 3] LAN BEEATE IPsec (Fofth VPND VFATHIE.

o (k) X Wi A RLIR S B b 1) s e RS 0 45 AT 0 %%
failover key [0 8] {hex key | shared_secret}
NAE
ciscoasa(config)# failover key johncrlchtOn
1 2 63 471 shared_secret, Bi 32 MFAF hex key. Xf T~ shared_secret, &1 LI
RALA AT . PR SAE5 o IE s e S bl T T AR 9. wepies
Wk LIRAH R H .
WAAEH Y GESRECE E500) , WSS e Nl H SR & I . R
e g A (B, M moresystem:running-config ¥t &2 4D, TR E T 8 Jek s [ L=
WHECE NER R . BRUE DL T 0, BB K% .
failover key 7i show running-config % i /1 i 7Ry ks SOPlEHE % B L 52 i
WSRO B S b e B RS BB N2, MR Rl AE (ARG iy 2 S I R v R ()
P IT A 2B D SRR B SOE .

Jo b 7%«
failover
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BB nETAE |
R L

PR R ARGERC E R BN A

write memory

T
LA 7391 G 2 3 o IR iR e RS S 4

O

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3
no shutdown
failover link folink gigabitethernet0/3
failover ipsec pre-shared-key a3rynsun
failover

Ay 3 = [===] LY

AER/EFRYEE R B ILE
TESBh e b T B R A B B . BB B W A T IR ey Aok S W A U T S . AE R
oW FUHCE A B BB A 5, PINICCE 2 1) B E— 7K AP 22 ) 2 failover lan unit @4, %4 Al
e R W & E B, k%,

FHIa Z |l
* WAy DHCP BCE TAEMTHEE T, ok e n b s % .
o TN IR R RS B IC B nameif .

« MT 2, EERERAT R ST . EMZ SV B REIAT A E, TERA
changeto system 4% .

$B1 LA EIHE A SMFEN 4, failover lanunit primary fiy 2 FRAh. B0, %0l LIS failover
lan unit secondary fir &0 %%, HIXIFARL T, Py secondary 2 BRIN & . 152 [ h T HI/ &
MR L E A, 2R 24 TS

%t

ciscoasa(config) # failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(config) # interface gigabitethernet 0/3

ciscoasa(config-ifc)# no shutdown

ciscoasa(config) # failover ipsec pre-shared-key a3rynsun
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ciscoasa(config)# failover

P2 MBI E L )R, SR BRI N A7

ciscoasa(config)# write memory

B & B/ R FE5E

AT A AT C Y TR

AER/IERWEEBEE FIRE
AT AR, P PO B o 10 B, MBI T 0 W B
b B B B N
Tt 2 B
o L LA 20 SRR P B B

o BRI RUIRASBERE 2 Ab, FRATE SIS AR I 56 b A Q42 L URE W R U4 11 BT e L %
FIIP Mhhik.  Gn SRS T 05 % A A 31 47 RS, 152l E 4 1P dhuhik . 40 SRk DHCP i
BT, BRI S IR

* V2] N B AR HE R IC B nameif.
* FERGPAT A SERATE Y o EEMZAE SO B R AT 10, 1i5H A changeto system iy
A

<o

B ORI N g

failover lan unit primary

WIR2 AR R AR R )4 O
failover lan interface if nameinterface id

T

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

PEEE SR AR A AT (R IR BERR R ADD
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BB nETAE |
| BEEL L e

if_name Z- ¥ n] 2 1R 52 A4 R
interface id Z¥n] LLIE B IR BIE 1. ¥42 1 % EtherChannel #2171 ID. Firepower 4100/9300 7] LA{i
ERER IR C/T A Ju
PR3 bR R o B IR A 1P ik
standby failover interfaceip if_name {ip_addressmask | ipv6_address/prefix } standby ip_address

T

ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

By

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

PEHBHE AL T ARAFH 7N Eo MR R 31 47 (255.255.255.254), S HIAS TP Huhk.
169.254.0.0/16 F1 £d00:0:0:*::/64 & N FBAE 1M, ASHEH T Wb 4 78 etk 55 1%

% H 1P ka2 5 1P HubE A TR —F .
TIRE o R R R -
interface failover_interface id

no shutdown

Tl

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if) # no shutdown

PSR W AU APIR SRS 1 R 1, FRE R .

failover link if_nameinterface id

Tl

ciscoasa(config)# failover link statelink gigabitethernet0/4

TRAT T UL A T B e R A i v 1) — S FROMUIR SRR o P SRANSR G SR 11, U R R R i
IR A HE RS

if_name Z-¥(n] b4 45 € 4 7R
interface_id Z 4] LU B P4 11, 14 180 EtherChannel #2 H ID.
HIB6  WRESRC TR RERS, T LK = A1 TP kb e 45 IR A % -

BEHbHE N AL T AN A T b i A B R A 7 e b P IR DU 3147 (255.255.255.254), L
WA TP Hihik . 169.254.0.0/16 A1 £d00:0:0:*::/64 & N IR 0T M, ASREH T Wb 4 78 5eth 3555 1%
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% H 1P ka2 5 1P MU TR .
I RGOR LSRR, Bk AP R
failover interfaceip stateif name {ip_address mask | ipv6_address/prefix} standby ip_address

TP

ciscoasa (config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config) # failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

N
&
~J

WRAESRE T R PR RERS, 8 8 HDIRASHER
interface state interface id

no shutdown

i

ciscoasa(config)# interface gigabitethernet 0/4
ciscoasa(config-if)# no shutdown

WER BRI IR B, 1S B HOP IR
P8 L) TEPAT LU ME A, DU S AR A AR e L 0T A -

o L) FEVA AR e RS MRS e 42 57 IPsec LAN £ LAN B&I&, LU0 P (0 i
FERB A

failover ipsec pre-shared-key [0 | 8] %4/

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

2 key HY I KA RE N 128 N7 45 i€ &5 Bk LA IR S B . e 9]t IKEv2 I T 7R .

WA %0 GESRICE 2%, WZEHSERE TN . W NECE S H B,
M more system:running-config %t & D 5 WIF el 8 BT N S . BN T Al
0, FHIARINE (128,

failover ipsec pre-shared-key 7+ show running-config %yt i iR g %%, XRPEHE S I0IEE
il

TR R B B e A% FUIRAS BE S %, WO f5 (R Ay 2 IR rh A i (1 e 4 v
(BT S B 81D KR W SOE

AR [ TPsec %% Fifk 4t failover key N . AL [l NTECE PRl 5, KA IPsec. A
i, WSS AR, UITERCE IPsec %5 2 {24200 1 Se ] no failover key iy AR b i 4%
FH.
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BirarEgsInaTAYE |

| BEEL L e

W LAN 3] LAN BRIEANTE N IPsec (FHiAth VPN) ¥FAJHE.

o CRJIED )RR B RRASBE B o e 7 5 AT n 35 -

failover key [0 8] {hex key | shared_secret}

ciscoasa(config)# failover key johncrlchtOn

fiH] shared_secret (1 2| 63 74 B 32 ANFRF1 73l 25

Xf T shared_secret, %] MEEA G LT FREBBR AT o IS PR TSk 2
FF A 540 #9963 LA IR 2548

WA 800 GESPRCE TR, WSEs PNt s S E g . R
e A (B, M moresystem:running-config ¥t &2 H]D MR & 8 Jek s (1 L=
WHECT SR BROINEDL T 0, REIR IS %

failover key 7t show running-config %t m1 i 7 Ay ks SRl % BH L S 0

U SRR B S R FORASRE S I, Wb Bl AE CRLFETE Ay S I R o ok (v i i o
(BT S8 KR H W SOE A

QU MR R AL 1
failover group 1
primary

preempt [delay]

TP

ciscoasa (config-fover-group) # failover group 1
ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 1200

HH, EATLOREZE 1 7 Bess e, KA 2 o BCA B B . MR R A B OR BN B B
WA EPRE (RMEEANIE RN R3), H-SR& R EPRE) , AFEZAN L
A E . U AR T FIN, preempt dy A S MRS AL A ShAE % A AR EHPIR
&

T LA N FTIE ) delay {, % {EARE MBS 4LE TR bt B 33 TAPIRAZ AT, AR
EOREF T ARSI E. A REE RS 1 2 1200,

WRA PR e R, WG T EIR, ELRDER A A T 3 APIR A (K S s 36 38 4 T AE 1) e v
ik,

WERTFBNPAT R, T2 200 preempt 74
O RERA 2, TR LT R R B B4
failover group 2

secondary

preempt [delay]
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TP

ciscoasa (config-fover-group) # failover group 2
ciscoasa (config-fover-group) # secondary
ciscoasa (config-fover-group) # preempt 1200

HENG e i = S ERE, RE RN S e gs s e A 4
context % Fx

join-failover-group {1| 2}

i

ciscoasa(config) # context Eng
ciscoasa(config-ctx)# join-failover-group 2

XM SR I

FTA AT BN 5o 45 A B BB OB 3 o 41 1, 5 NS SR O MR A1 1 IR JEANREHE JL
LA 2.

JR P b e 7 -

failover

B R G ORAF BN A7

write memory

Gt
PAR 79 S 3 o i R e B S 4

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3

no shutdown
failover link statelink gigabitethernet(0/4

failover interface ip statelink 172.27.48.2 255.255.255.254 standby 172.27.48.3
interface gigabitethernet 0/4
no shutdown
failover group 1
primary
preempt
failover group 2
secondary
preempt
context admin
join-failover-group 1
failover ipsec pre-shared-key a3rynsun
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B »imzpusssnsmmes

failover

AER/ERBIEE B ERBIRE

FEAR ) et b A g BB AR A B o BB DA ) U 6 i B IX B iy oK A AT . AE B
R L B AR PR B Bt e, A ECE T E K AE 2255052 failover lan unit dy4, %2R

RGBSR LB, Rl Be.

FHia Z |l
o MR A BRI 221 seiiaUs 2 sep e
* WA DHCP FCE TAEM#E L ROk e n a4 .
o TN IR B RS B IC B nameif .
s FERGPAT A SERATEF o ZMAZAE SO R 00, i A changeto system iy

%,

76 g FE BTSSR A4, failover lanunitprimary fir & ah. 503, %A LME failover
lan unit secondary #ir &0 %4, HIXIFELT, K4 secondary /EERINKEE . B AT A
failover group 1 join-failover-group fiv%, BIAXEear o M E w52 . S 000 3 /73 ik
HBIE R R& , 29 0.

il

ciscoasa(config) # failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(config)# interface gigabitethernet 0/3

no shutdown

ciscoasa(config)# failover link statelink gigabitethernet0/4

INFO: Non-failover interface config is cleared on GigabitEthernet0/4 and its sub-interfaces
ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# interface gigabitethernet 0/4

no shutdown

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config) # failover

PR I B B AP A, REICE DA B A

ciscoasa(config)# write memory

PRI WERT L, WTRAT EOR M R 241 2 AR B e & BAL T EAPIRAS
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| BidrEEBTmE RN
CEEETC TP |

failover active group 2

B B Al ik I PEEE 554

BT DAL 2 SCRBREER B R

B EM R EGINEMIZE
AR PHEART T E S 2 BN BOARE, WHS PR BOARE 5 24 7. X5 T EH/
TR, 0] DL BRI R A I R 2 Hac . .
FIaZ |l
* RN FAEUT, AR RGHAT A R P X e
o W BB ATIR L AR O L) e AT I (BFD), 1525 LA B
* fYFR Firepower 9300 1 4100.
AR /A
o PR F AR 2

BB AR R AT DR RF I 1] «

failover polltime [unit] [msec] poll_time [holdtime [msec] time]

i

ciscoasa(config) # failover polltime unit msec 200 holdtime msec 800

polltime JEH AT 1 A1 15 Fh 2 [6], m%# 200 A1 999 Z£ b2 [H]. holdtime JE AT 1 ] 45 Fb 2 [H] ok,
800 $1 999 == Ab 2 [1] o Hr A LRIFIS TAMEAN B /N T & HE W I [B] 19 3 F% 0 BB M I ), ASA
G ] S BRAG I0 8  e  f e BS o RIS, RIS SRR, SRS I S EOR D (T

U RBEA AN F S A R R R AR A A AP I et A, St e AT SCAh R I
URAECREEIN T P, SRR B0 S5 BRI, A% B Sk R A R, R v 4 2
e, W B AT, SO B Bk

FEER/ERBGUR, EaTDOh RGBSR (BARE R R e 1 20 1 B R

$E2  HEAIEITIRGUIE R E BFD,

| BiwrarsrnsTRAE ]
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B ==ussnsunstess

SEWIME P8 4% AT RE 2 CPU 11 %6 R SEUH A . BFD Ji AT, FTLIRS CPU R
Wi JLi847 .
a) € SCEH] T A B T ARDURN Y BFD AAR «

bfd-template single-hop template_name

bfd interval min-tx millisecondsmin-rx milliseconds multiplier multiplier_value

i

ciscoasa(config) # bfd template single-hop failover-temp
ciscoasa (config-bfd) # bfd interval min-tx 50 min-rx 50 multiplier 3

min-tx $& € BFD 45 il 5 69k A 1% BB 6 B 0 AR TR R . JE AT 50 2] 999 =P 2 [].

min-rx $5 ¢ TRk B MR R 65 R 1) BFD #3515 % . Ju AT 50 2] 999 =)
2 I8, multiplier & #£ BFD 5 WG SRR AN T FH 2 iy Db 25U ik ok B 12 Wb e A% 5 A5 4R 1) 3% 452 BFD
P B, YR 3 F) 50.

WAk, 3 m] DA AR P (] N R B B iE s 352 [ A1 4t BFD BiAR
b) Jyisf PRI JH ] BFD:
failover health-check bfd template_name

i

ciscoasa(config)# failover health-check bfd failover-temp

P3O B R A AR I ]
failover polltimelink-state msec poll_time

-
ciscoasa(config)# failover polltime link-state msec 300
Ja 2 300 %2 799 b, BRIATGOL T, R 0 KBS ASA BERE 500 A0 A — IR H 42 L

HORAS . BEATLLE E SCR WIS ] Bildn, o SRR R IR ()N 300 2245, T ASA AT LS R RS i
P B A e R R R

FEER/ERIBGCR, BT DON R G REE I A (HARE B MR 75 2 e
P4 WENER TSI R R

failover replication rate conns

IR

ciscoasa(config)# failover replication rate 20000

StV e T O KA B K . 76 R RN T B R B tik
2 ADRRE A O R A B M

B EsuEEsInETRY


asa-922-general-config_chapter31.pdf#nameddest=unique_378

B EREBEI S A
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SRR A8 Vet s St PP ELE AT A PR B P D

failover standby config-lock

BRUEOLR, RV HR&/G 5 EFTRCE, HRGESER - REEHE.
/IR fi5E 2 A8 E SR % 4 -

{| } failover groupl 2

Tl

ciscoasa(config)# failover group 1
ciscoasa (config-fover-group) #

Jet H HTTP R A S il

o RT3 A AR K

failover replication http

o T3 /3 AR

replication http
BEARVHERSE BB S HTTP &8, BFH28 H HTTP & FATE SR FHHTTPARAS K.
TR
P 1A FH B e A% N A2 F 2% rh IR HT TP Eidls i 23 £ 48R, It BL show conn count %t 7 3= H]
B & B LT R WoR AR OB, WRAER LR B E T R &, WS/EN G ks L&
BIAH A B £ i
T 2 1 R A A o P g e % A -

o RT3 /A AR

failover interface-policy num [%]

2R

ciscoasa (config)# failover interface-policy 20%

X3 /A
interface-policy num [%]

IR

ciscoasa (config-fover-group) # interface-policy 20%

UL, — ML RS SO ERE .
A8 SE B LR S BN, num ST A1 1 31 1025 2 07].
I EZE DT A LN, num Z250ATA4T 1 3 100 2 0d .
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SR S AR AR RN A]
o T3 /2 AR
failover polltimeinterface [msec] polltime [holdtime time]

2R

ciscoasa(config)# failover polltime interface msec 500 holdtime 5

XT3 /A R
polltime interface [msec] polltime [holdtimetime]

IR

ciscoasa (config-fover-group) # polltime interface msec 500 holdtime 5

polltime- 5 B ) %] S5 A A JK W M s (o 2 1A FR) A5 AP IS ) o R IS W PR A R ELA T 1 380 15 A2 T
USRAG I AT () msec SCHE T, WIATRUES T 500 1) 999 2R 2 (A BRIME N 5 7.

hol dtimeti me- 13 & M S 5 K 155 4% T S5 I 2 il Hel lodiy B 5 10432 1R DARR 2 38 LS4 Ra 22 J)
IR (FERTEED o e iR IR )RR S0 0] % & holdtime / 16, A R E Y 5 2
75 #b o BRAMECHEC I [R] 565 o BN DR BRI REANTS 56 T8 S RS I TR 5 £%

LEFE T VR Z AT Cy) 3BT BN B A

1. x= Choldtime/polltime) /2, DU T AN EIZIT RS . (4R RIEETA; 0.5 FlfH b
RS TN

2. y=x*polltime

.

B, dn AAE BRI CRRFIN TRI2S A I (] 5, Wy = 1580

P10 FCE BB MAC Hilil
o XTI AL
failover mac address phy _if active_mac standby _mac

2R

ciscoasa (config)# failover mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

X3 /A R
mac address phy _if active_mac standby_mac

IR

ciscoasa (config-fover-group) # mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8
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BHEEBIUS AL

maznsz |

phy_if ZHUEF PB4 FR, #iln, gigabitethernet0/1,

active_mac Fl standby_mac Z4 & H.H.H #2010 MAC bk, JLih H o 16 APt filges. i,
MAC il 00-0C-F1-42-4C-DE ¥4 75 B4 A\ 000C.F142.4CDE.

active_mac itk 542 L% 20 1P HbibAHOCHER, 1 standby_mac 152 1 1) 45 A TP HuhibAH DG

st ] DU oA fiy 2 5O VB MAC Hihik, B A TS U —Fh 5. A T 22 Ry vk
BEE MAC #ibik, Frfi R MAC b2 HU e T 235, AT eSS AN AT Fiil

i show interface iy Al o~ 4F ) MAC Huhk.
AR 3 /3 A0 6T oAt i e 75 41 o 2 b e D IR

=g ML

BUMEL T, A EE 0 L g I, 5038 6T Firepower 1010, LA A Cisco Secure Firewall
1210/1220, W4 A4 VLAN 4. Firepower 1010 1 Cisco Secure Firewall 1210/1220 A2 #4135 H 6
BT O

T Re Ay AR IS BRI, DL MR R e B SR
Ttk 2 nl LME— B e LA 1025 M1 (5 20 SREUF T 1 50

FHIa Z Al
FEL ARG, R R E R L .

SN R AR AR NV 4K B

[no] monitor-interface {if_name}

IR

ciscoasa(config)# monitor-interface inside
ciscoasa(config)# no monitor-interface engl

e EEMFREERSEE T (ER/EREREDD

PR/ SRR RS N Is AT, B Al RE W R FEN A e A AR AR K MR M . ik
FHZEHE ) ASA BATIZA WIMEMDERE R, S8R U ES . B/ R i)
PITs ASA EHBIARRISE R, I H I ER AT NAT Hhbnf, Sk A 5.

BiwrarsrnsTRAE ]



BirarEgsInaTAYE |
B esrunmagress ER/ERED

fasny DU I A VPR FR % b B R B IR R L . Ak, SRR R ASA E AR I 114
B[R —A~ ASR 4. #lhn, W& ASA RN HE: CIER RN T2, (HAMTEE &R 2IANF ¥ ISP, 76
T L, BTSN EYS ASR 4 1; (ERBI % b, B S S AR 10 20 B S AH 1R)
ASR 41 1o 4w AN LB AT o ih 5 DI S T, & A A A R4l Ak T & G S
(59— L2 n 5 B R, B ASR 20 1. B $e B VCHET, B ouEF . Wik
FBICELI, S BEAT LR IR

o WAL ANV ER A4, 20 2 JECKIER A sk A N A SRS, B S e w25
—W . HESTETIEIPIRE, e m B nf gk 4k,

o WA AR RR BAH IR B BN D, 58 2 EHCKIE BN A A ES, i s
WCEFE AR

)

AR SEIIREASRBARX FRER ;SR AR RR i T B K S B IE AR

RS AR o R s Bl
6: ASR 7= 45)

ISP A “ISP é
— 4 i
I I
5= S+
= p—
.. Br ...]

- == Outbound Traffic
Return Traffic i Inside

2Em00a3

1. 4R 32 SecAppA 1 it ASA. %4 HiE 2 1 outsideISP-A (192.168.1.1).

2. T BUFERARRCE TAERFRES B, IR [ElR LT H 3 SecAppA st ASA LI
outsideISP-B (192.168.2.2) 11,

3. WM TEAFEN 192.168.2.2 LM EMNSTEFEE, REREE S S EST. Hid, EOgEE
J3 ASR 41 1 [H—3 0. WA STERCE AAHF K ASR 41 1D E’Jﬁﬁﬁﬁiﬁﬁ%ﬁzmiﬁﬁaﬂ o

&
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TP I S AT A

REEnungEasss ERERED I

4. 2xififs BATEE: 1 outsideISP-A (192.168.1.2) [k #, %8 ILEM ] SecAppB 1 5 & FAb T
ARG IR TR 05 251505 BN SecAppA 1|2 SecAppB.

5. 5 2 KA 192.168.1.1 ({5 BES, WMESWEE N, @idRr 192.168.1.2, 7Ei%
O b, WEMESEE RS ERER T (SecAppA L1 192.168.1.1) i&[Hl, (A E¥ i E
EFr. MR ST EMEE, HASUE R,

FHIa Z |l
o RA RIS - K MR A 18 O B SIS FPIRASE R, AR & H R 5 41

* R HTTP - HTTP 2 1RSS5 BA LR g & s e B 24, IAEAE TR ARn L. T
187 ASA Rt HHT I e AN BRI K HTTP £, 20 HTTP RASE .

© VAR LB A B e RS B SR AT AR

o BIIEAE S P RN ECE ASR AUA X 3. WURAERS Sh IR X, AR SRR
#AGEE T ASR 4.

TR AETRA L, SR VIR PR i Eodhs B 3% 1 -
interface phy_if

Tl

primary/admin (config)# interface gigabitethernet 0/0

N
8
N

VEEBE L ASR 4405 -
asr-group num

Tl

primary/admin (config-ifc)# asr-group 1

num [ 3L 121 32,

W3 A b, e B ARVEIR RRE O E K SR
interface phy_if

P

secondary/ctxl (config) # interface gigabitethernet 0/1

$E4 WEROM ASR 4 %5, LLUGHD 3 ¥4 4% 10

asr-group num
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TP

secondary/ctxl (config-ifc) # asr-group 1

Gt

BRAEHAUTEE (REMNERHRESL) o ETHFRId A SecAppA HIBLH& 2 b 15
XF R A

T w RAENE

interface GigabitEthernet0/1
description LAN/STATE Failover Interface
interface GigabitEthernet0/2
no shutdown
interface GigabitEthernet0/3
no shutdown
interface GigabitEthernet0/4
no shutdown
interface GigabitEthernet0/5
no shutdown
failover
failover lan unit primary
failover lan interface folink GigabitEthernet0/1
failover link folink
failover interface ip folink 10.0.4.1 255.255.255.0 standby 10.0.4.11
failover group 1
primary
failover group 2
secondary
admin-context SecAppA
context admin
allocate-interface GigabitEthernet0/2
allocate-interface GigabitEthernet0/3
config-url flash:/admin.cfg
join-failover-group 1
context SecAppB
allocate-interface GigabitEthernet0/4
allocate-interface GigabitEthernet0/5
config-url flash:/ctxl.cfg
join-failover-group 2

SecAppA 1 S HLE

interface GigabitEthernet0/2
nameif outsideISP-A
security-level 0O
ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
asr-group 1
interface GigabitEthernet0/3
nameif inside
security-level 100
ip address 10.1.0.1 255.255.255.0 standby 10.1.0.11
monitor-interface outside
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SecAppB 1E AL E

interface GigabitEthernet0/4
nameif outsideISP-B
security-level O
ip address 192.168.2.2 255.255.255.0 standby 192.168.2.1
asr-group 1
interface GigabitEthernet0/5
nameif inside
security-level 100
ip address 10.2.20.1 255.255.255.0 standby 10.2.20.11

BIEMFEAETE

ASHRGy S A REAE R T B A8 I ey BRSO e A B 358 Qo B X i e A 1 8 DA S Qe s i) A —
BRI 2 G

ol | A PR 4L 7%

LR SR A B o E R4, AT L R R .

FiaZ |l
FELAG RN, R RGHRAT ] P AT AR

TR AER e BRI, n DU RS o a6 T BSOS

WA E group group_id, WITEFEE 3 H/3 RO AL 210 2% FH e as AN IE A & 0, Kol idi AT
HORR GRS o % FH AL 3840 BOR R 2 s A ) 3 FH 1 4%

o X T v )3 R/ e A
failover active

PO R S D SV VR S E R e
failover active [group group_id]

ZNGE

standby# failover active group 1

PR 2 AE A BRI, n DRSO RS o 32 e R Ok % A
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B zrumss

U452 group group_id, 7EFRE SRR ALK 1T B AN, iy R iR AT R RS
B R N A AL 25 T e

o 0T R B IR A A R
no failover active

PO RS R VR S Fa W
no failover active [group group_id]

ZNE

active# no failover active group 1

BHMREET

fE— B 5 B EAAT RS, K REU S WA IR IL T A PR, BRI k.
T B bR ], SR A LA T PR I e AR EAPIRAS, Mg e I
FLNE LM B

SRR RIS, TS Y LA TR RFAE :
o F BRSO R IR, DMEWN & s AT i e GRS APIRES) -
o %R/ SR s LA TP ik, B N T B T A A

o B U/ SHARSEAIT SR R B b IR o 0 SRAE T B/ S L EOR e T b e i,
e FHBEA5 /5 St o AE OB [ 20 He A e 25 0l 25 TR

o N WA LT s AR LS ES oS o 43 Tl WRIETES
v L) AW, B DRSPS IPve IR & 1 MAC Hulikyhse.

© WRAEZAMIIEEERS, PR A AT R A TG B R A B R S, RS RNk

FiaZ |l
FEZ N FEEUN, WEERGIIT 2 W P PIT AR .

TR SRR

no failover

TR 2 EOE AR, E ORAT B I ERT N

write memory
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meumgs [

reload

W8 BRI &

T

$IR2

TR MR B A IR BRI, AT LU R

FHia Z |l
TEZ SN, R RGHAT 2 M AT AT o

P WAL 15 2% Mk B2 TE Btk 2
o XT3 /A AR AR
failover reset
o b TR R

failover reset [group group_id]

ZNE

ciscoasa(config)# failover reset group 1

B M e A R B TE RS, AN AL W A& KR R RSB RS TR, B
PR R E AR AR T HPRE. BIAMEIE, BCE T B b s a (X
FH/ERBZD o WERWEEERR A b T EARS HECE Ty, JFH RN & LR
Bt (), A2 e e B 2K AR Ay 3 IR A&

945 %€ group group_id, Iy A2k A AR IR S R/ SR L RS 2H K 2 BT RIR AS

N FR/F R AR G0 S W i B, 1T BU T PR
a) 1 System ', {K{i%+F Monitoring > Failover > Failover Group #, ./ # J& B 1) s 54 55
M.
b) il Reset Failover,

EHRITEE

WIRAE B B BRI write standby fiv 4, # HB&RATERIDEITICE T 5 BB
M a2 RSN JFH, TR o g B B AR 2146 FH e e o
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T2, S RGHAT A ] T writestandby TN, RGUR ST A St W RAE
st write standby i, i H s SHIE SILE

Rl S AF AR TR

MIX S EEE T e

TN DI RE, AT LU R

LI NSRS EEE A FTP (B4 SKRAEA R O ER ML R AIE S, AT Wi
fRIR A

P2 AT LA 4, TR T S 7 .
BRI RS
ciscoasa(config)# no failover active
T/ R
ciscoasa(config)# no failover active group group_id

PR3 IH] FTP /A R & L0 A% 5 — AN 30

S WRNKA ST, Ui show failover iy &4 E bR IR A o

P|S seha, BRI R BRI S, ANTPRE Bt M 3B T AR
T/ IR

ciscoasa(config)# no failover active

FH/ A B

ciscoasa(config)# failover active group group_id

TR

ASA BVRHIIN, 4 T BT R RER, , 3 O A AL B T n SR AS A A 38048 11 5 T,
SR OB RS, M ANGE R D ORFFIN ) o A2 ASAKE FUIRZS AL OK I, 3 AR KR I ] 47
AH AH ASA FFARMN ST I H S 00 . BERUIE DRSS T], 35 R RSl L VLAN, LA
REL 150k 5 A AT 3840 L ) W P 8 0,

R i 4 T SLVFISHIE i & 7 0 fr 4 B B 2 R WA 425 .
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s a3 AL
RIZS
T2
T
LI

EU SRR

T 2 20 N T e a5 Bl S I B A I & Bt 52, MDA IR I G sl & e %, #lmT LT
failover exec My & fEIEMIBE AL E fr 2. B, w0 F5Es 2% H s, LU failover exec
active iy 4 [0 1 FH B A5 AR L S O I U OB i s R B A H g . ANEEIH] failover exec i
A )% FH B A B ORI Ay 45 IR SO0 T O S bl S o B - e, T HLP AT G AN 2 TR AT

BB

configuration. exec I show iy 4 [P H BIR7E AT e ihh, FrLUE R DUEA failover exec 4
FEXPEE B B show fir 4 JFAE 2 i £ P A A 45 1

TN A AEA I e 2 AT i & B BUR A REAE X S5 B AT A %o

WIRBEAET 2558 F, 5181 changeto contextname iy 4 58 U3 C & 11, 5. ToiA% ] failover
exec fiir & 75 M A% 0 A L B et 5t

LA S, R i & R AL 25 7E B R e A% e

ciscoasa(config)# failover exec {active | mate| standby}

{671 active 5% standby BT ] PEA ATEIGE W& FIUT, EE %4 0 YRTEE & . (/7] mate X
e P A AT R R LT

T B U A A B HCH AT 215 578 . AU H] show failover exec iy K /s AT 1%
i IR A CTEAIME R, TSP i B

failover exec v 2 & PRFFIT 18 1 iy 25 th ay AR Ay S BE0IRES . BRSO, failover exec
AT T WA A R BT a3 . ] LUE ] failover exec iy 4 KILIE Y 4 (Wlinterface
W) EHEHZ A, 4 failover exec BRI, SEHURAS T K.

B, G FAE G SR B IR R 6 1 R R & A R E A, AR5 1 failover execactive i 2 1) #t
Fpz ORCE R, Kot R T4 Rl E AR, {H4H F failover exec i A\ iy & 76 2 I fic
(S PN

PLUF /B iR T i 23 15 AR failover exec iy 24802 A 22 7 (RS, 45 20 50 3
%11t failover exec 1= 5 %y GigabitEthernet0/1 43 {85 O lC BRI . 2 )5, {47 failover exec
active i A\ [T iy 2 # 4 Rk 1% 213 1 GigabitEthernet0/1 {14 MR E MR . AR5, B HE B i H]
failover exec active A %% 143 AC 1P Hilik. HARFER K AL T4 )5 &R, failover exec active 15
SRR AR T2 L E A

ciscoasa(config)# failover exec active interface GigabitEthernet0/1

ciscoasa (config) # failover exec active ip address 192.168.1.1 255.255.255.0 standby
192.168.1.2

ciscoasa (config)# router rip
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ciscoasa(config-router) #

B OO A 12 1 TR iy AU 23 5 1 failover exec dr A0 FH i dr A4 ldn,  dn R4 e 2
# EAETHARCER, JfF HAOR S i failover execfir &,  BLT fir &4 714 JR e B AL R T
SRS WA IS TR ORERAL T D C B, T4 failover execactive fit A F) fir &5 KX 214
S (126 PR ERE (1 5 ph A e B AR

ciscoasa(config-if)# failover exec active router ospf 100
ciscoasa (config-if) #

] show failover exec iy 1 R fi 2 ¥ & a1, @i failover exec fiv 4 Rk (I & 1E 1%
B HAT. show failover exec iy 2852 5 failover exec fii S #HFI[F 4T active. mate B
standby. FRGUR AR EREE & % 1) failover exec i,

Wi, DU RS AE 45 T & L3 N 16 show failover exec iy 4 ) 7~ il i Hi -

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
ciscoasa(config)# sh failover exec active
Active unit Failover EXEC is at interface sub-command mode

ciscoasa(config)# sh failover exec standby
Standby unit Failover EXEC is at config mode

ciscoasa(config)# sh failover exec mate
Active unit Failover EXEC is at interface sub-command mode

ZEETEEM
failover exec 4 i i hA% B i 1 ) 45 i % fir & JFBE KON S 4 I Ar S AT . JE A
WL RS BEB E RTINS, DAL B0 e ) AT

TAE Ay ST RI PR
Sl A IR Ay & i, TG A B

o WA ZAEN A BRI T — G Bee%, MATHHR S — & 3&, WG R & IEEBIT AR %
B H failover exec fird.

* A SE ORI S BT emd_string 280 16 AN T H

s FELAE SRR, HRERDNAFE B LI A SIE M & BRR A BOR BIA RN 5, AR
P Bl as LU RIZE 5

« Rg# Ll Fird L failover exec fir A4 1 :
* changeto
* debug (undebug)

o P HRAAE TR I, Il i PRI IR 35 R b5 kS, 12 35¢ %475 7] LA failover exec
2 TR Ay AT R
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* AREAITH] failover exec fir & 7L AL R 54K IR EXEC #xC D) 214 Ja i B .
i, W R TR AL TR EXEC #850F,  Jf HA& 4 failover exec mate configure
terminalfailover exec mate configureterminal, Il show failover exec mate iy HiKs o b 4 %
PAT SR T4 Rl B, (HAE T failover exec 4 W 5AA B &M AL & it B & K, 13
$AP R 15 Sl w15 AN Y L W o S W N T

o INREHTN recursive failover exec 774>, 1l failover exec mate failover exec mate 4.

o TEH P NS IA Ry A 00U H noconfirm BT, B0, FEERTINEIZIAE, R

failover exec matereload noconfirm

T R

SR T A R e A RS

BIEEERZHE

KAWL, PG ASA #RE AR RGN M.

35[ BEE?Z:*% %éﬁ H lb\lﬁ o

ASA TEARSES 2 b KB S MEHB A MRS HEHE, 900 2 RoRm RO . BERIX
R, EZR ARG HEN SRR, ‘5&5%%@5@%5’3/%5 ID Y2 101xxxy 102xxx+ 103xxx+
104xxx. 105xxx. 210xxx. 311xxx. 709xxx fll 727xxx. Plll, 105032 F1 105043 K 7~ il 74 55 58
AFAE ) o

\}

AR MR, ASA SO, BRI, ANmAL s HER A 411001 F1411002, X
RIEH .

HPEE IR EE
EARERNE, 1HHA debug fover f14. HREZER, E2WmL5%,

N

AR TR T CPUBERE T A I = 2e ), e T Re SR I Rtk RE . Ak, NALTEXREE
) AT SR PR B S R TAC AT SsHE bR 2 1f ik B2 Hh A ] debug fover iy 4>

SNIMP #5557 b B

RSO TS ) SNMP 245 H & FBE, 5% SNMP ACHEL E 4 %% SNMP [ B2 SNMP 45 ik |
TEXRGHETH, B ERARSHE MIB 143 SNMP & H i,
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T RS AR IR

LA, WAL A2

* show failover
R R IR B R RS A

* show failover group

YN PN 2NN (R i 2NN ) SR TN L) SES

AR 2 TR E 4.
* show monitor-interface

B R MR LIS
* show running-config failover

INISATC B A R A i

IS4 H 1B R

BirarEgsInaTAYE |

LT show failover iy 4 Son 15 .,

HP

TIREAFR FRZ EEER
TN/ R 7% 7.0(1) FINT UETIRE
T/ A Wb 7% 7.0(1) SINT BRTE
WO R 85 B SRR A N R 7.0(4) BUAE T AR E /N2 T i b e A5 it I %
Bk T LA iv4: failover key hex.
SRR R I T2 A Y 8.3(1) WO B B P IRAE SR 850, B T A is AT i

R

BT LU a4

AR ZNIC & i =2 . B TEA R ASA Z [ & il
LA (flhniE it moresystem:running-config iy %)
T LRIy S MUK I s 1 e == 1

failover key 7r: show running-config %y i ot o Ay %k,
Xl 25 AH TV R A

failover key [0] 8]-

AN T MR E AL K TPV6 SCHF . 8.2(2) BT LU a4

failover interfaceip. show failover.
ipv6 address #1 show monitor-interface.
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TIREAFR

R

hEEfR R

7 “TR” Rzhid e, SO i S 4B
e H LT .

9.0(1)

B AE A SRVE “ T A3, DSk A
i preempt fy& BUR] 7 F L B B2 B HPIRZS . (HitDh
REBLCL SO, DAY e R A AR E R B I3 — B Bk
AR ERPIRES .

S IPsec LAN 2 LAN [R50 fin 25 i s 42 4%
RSB

9.1(2)

HIAE W] LUK IPSec LAN ] LAN B&ie Fl T 1 R A
BRI, A S TSR RS B A & n%s (failover
key i %)

ERE

WS LAN 21 LAN PEiE AT IPSec (HiAth VPND #F
k.

FIANBEN T LA R4 failover ipsec pre-shared-key-.
show vpn-sessiondb.

SEPIRE R IS A TR0 I 4%

9.3(1)

ERINIEOL T, ASA 23 Mi#5 ASA FirePOWER F 4% ) 22
TR R A2 A TR o 1 SR AN A S R A R i o o o
Bd Ay, WInT LA R R R 4

B T LL R 4r4: monitor-interface service-module

B A R A B 0 v ) P B 9% A I
P 5

9.3(2)

UL R LB 26 e CEAT/# FiOste s ) sl I 5t
(CEM/ETbaser) ERRCE LS, B, BT IR
FLE D 2 4h, A5 TovhAe a6 e LA ek

5INT LU Rfr4: failover standby config-lock

TE ASA 5506H _I i FHAS B 1/1 $2 LR Ay i e
TR

9.5(1)

ILAES U RELE ASA 5506H oK B 1/1 42 LI BC &R Wb e
BEG . LD RE VAT I v et b B oz A A 3
PR UL WA T ThaE, (EARELEH ASA
Firepower R, [AI A e BERAE HI 1/1 2 FATH/E Ay o R0 A 2
B,

BT UL R4 failover lan interface. failover link

ULE ST FFAE SRS N ASA SRR i B
F 4 NAT

9.5(2)

X B P G ER R PAT, 80T LIk &5 & AL e o H
Y, MTETFE R NAT — k70— e (2[4 RFC
6888) o HLFESZRFAEMBEHAZ AN ASA SEMEHSE A ] it
it

B 7 LL R4 show local-host
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TIREAFR R

DIgEfE R

G T 28 FH /2% FH a4 #2 sf MA Secure Client | 9-6(2)
HEATENAS ACL [R] 42 11 5 ]

MR IE T R 5 FAF ] Secure Client I, B OCBEIah 7S
ACL (dACL) [A]25 2] % H e £ I R BRAE C 46 k. DART,
X K& dACL, [RI2P I R AT AR5 22 L/, ARSI,
WS TR A B S 8 T 54

ANE ST A7 2o

ZIEFHR T Secure Client 4% KA IR Ak | 9.6(2)
s

AR, 245420 Secure Client 33 3 Frf IR A b 54
%

REBUEfT 2

PUAE, ATk b A A I 1 B RS e | 9.7(1)
LI BRI 3

BN OL R, Wbse B0 (B ASA 2 BERG 500 22
P& — R D EEEOIR S . BLE, 8T LUAE 300 =2/0
AN 799 Z b2 (M RCE A WIRIRG B, W R A I ()i
BN 300220, ASA T LLSE BRI 11 s fi A i
BEEERS .

SINTLL N4 failover polltimelink-state

Firepower 9300 F1 4100 b 3¢ KA F X[y % A A6 | 9-7(1)
I (BFD) EAT - H/#% iR i % 1e A IR 4

& 0] LLEF X Firepower 9300 114100 | 32 /4% X 5 %
2 Z VRIS A S AT IR LA 2 3 X ) e i AGr il (BF D)o
¥ BFD HI T84T IR UL £ L BRI Ag JHeAS £ 7 v s vl 4,
JH CPU (& D,

FINT UL Ffr4: failover health-check bfd

A% ] R R RS A IR 9.15 (1)

A Hﬁféﬁﬂz IPv6 DAD W}, kML, B
I 3= ZEFE 3000 = Fb, S5 A TSN SR AT
“ﬁﬁ?ﬁ@ﬂ%ﬂ%%* R, T &AE AT DU ih AL 4
o BERIIEIR, AL, EH R
TE 2% FH £ 14 2 i T A AR i i

BG4 failover wait-disable

LT 5 ORI R T S LB T Lt [9.18(1)

i B [ 25 P00 A o 3 e A2 490 i 9 Ok Bl A i N 152 %
FRWAMACE . W0 RAE RS RIMA & LS
BB UCES, I Bk e 4 id B [F28 I F B A
HA. BIhfga] scBl o b HA 645, JF 4 i i 1 Tt
T

DB 9.20(1)

5 ASA 1y ] R R~ 1 h 5 N T #SM Lo .
/B AT B T3t Y 322 T AU A 2E B CPU
T A1 T A A R R R I A B R AR DL
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