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B,
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Tn] DL S 4 VRGO sl DX UK R T s 7 5 F1 o AR TE P (0 AT B 1 e e — b e AL
ANBERF LUK 1/1 BB A 5 DX LUK REIE ,  ANRERE LAY 172 BE B b A — S RE N IS 0, 4l

i,
6 WAL NI A DN —ANEAEE L 1) R VR AR R B 1%

G B DI AR TG TR R . JA UK EtherChannel JH T 4R 251
B CWRATHD .

& ST TR T84

T T B U L T R B B
s A B
P
- W ST
© PRI
BRI B
S RASL
 HERERAT BT RIS L R

ST TR B I 11 0 o 5

JEAT DI AT AT £ 12 1 T AR e BB, (DL R RS DLRRAb:
* VLAN T4 FUANRE AR SR 4 il i
o ERLX BEL CIEIR A MM 5 A £ 4F 4 EtherChannel) ,  #ANAE A/ SE ARSI BE 1%

8 0] L FH EtherChannel »

BAERE IR EA — B TR —F MR IP Huhik. St FRN S A e 2, JF B AR
ASA SRR B O

XTA 2 AR AR, TP AR IR N — & ASA HELEHER 7 —5& ASA. WL HEER
PR, WY — B e R AR, SRl B R R, & R N IR G 1B H B &tk A i
T 40 ST sk AT WL R S TR R, DN AR Tl B % ) 2 0 I W 3 4T T o

i 5 BRARE TS TR BE I RS

DORRTHE,  NCRE SR P B % P /N B D 5 R LA (O TUYIA irt E UGG, DA AR Fh B e v LA
ARG DL o
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SRR T B U A 2 RS TN S B L AL R SRS T R R A A — & 0 I T8] 3T K/
AN o B AR IR RN gk T S BB i 1R 3R B A7 A2 K TR R D RE M. Bl

* NAT SR MBI MT A, 7 ER TR B BEAT R4, R R B IR B %

s T W& ) AAA AETPIIRE, I TR AR o e e B B &

o USRS SO, RIS ORI AT FR T, PR IR TR AR B 1
TR e ) B TR T LA W) SRR P2 ke B2 0 BE SO S RHOSE I, IR 1 R A i

i
)

AR WERAERE AR REARRR (FIH) Wie, SIS e B A A RN

PR HIBE TR

AT VUK EtherChannel F T4EBEF il BERS, LAELE EtherChannel 7 [ % 45 M AL e, (RIS
NABRESEIITAY

TR BoR T U e R IAS B R 48 (VSS). Rl il (VPC). StackWise B, StackWise Virtual #£3
" { ] EtherChannel 15} #E#E ¥ 55 # . EtherChannel " (1) T3 55 M4 A0 & G shBE I« WERAT HbLE
TR RGN 8B4y, WEAT LA [R]—> EtherChannel H [ <k 522 1322 3] 70 4 R 480 Bl i A8 e
Blo ACHALEE A2 [F]—> EtherChannel 3y B TE B2 LR S0, AP & AR A BALIAT A g —
BAHNL—HF. 1EEER, Ub EtherChannel & W 4 ALY, 11 3EES P 4% EtherChannel.

Virtual Switch Link

Switch

P e v] SE bk

AT W REEREERIRE RS O D, e Z M AOAEIRIN ] (RTT) 25 2/ T 20 240 . Il KIEIR e 1Y
S5 AN B BEA B 2R AR B IR A . TR ETAEIR, VS AR A Z I BRI I BE R 1 4KAT ping
2B

SRR R BERR T 5, AT B P B B S B L R O I, b T S A L P R
SRR T B I g ot

RIS B AR R RE B e Bt U DO H], WISERER AR ] B 1 OGP . e AR
HEER 2 e, 2 HH R A REOR T ah BRI A LRAE

71 Cisco Secure Firewall 3100/42005% 2 ASA &8 .



4 Cisco Secure Firewall 3100/4200%38 ASA &8¢ |

. M 4% EtherChannel (¥#E7E)

\)

iR

B ASARETARE SRS, P Soladie oG] AT B Fl ] DURIE R A B 1
FEORAFATIT, A e WARTE TP MW r) 1P kb o (EURE, G RSB I8 e & AR AE T 7598 A
TARFESPRES, R R IR R (B & i IR A P S 42 B AR R B0 2 TP Mkl ) o b i fee
P & S R BEAT AR T2 — D B

=M 4% EtherChannel (3EFF)

1A IS RN HUR 10— AN sl 2 A2 1 4L a5 S 1 I LA 1) EtherChannel.  EtherChannel i1 5 1l 18
TR A S S I R .

FE % AR R 33 W B kSR X S T E S X UK IS . £E % a0, EtherChannel Bl & 4 F
HHA TP bk iz 0. EEWACN, TP Huhlk2rBC 2] BVI AR MR R 32 1 .

171 #3575 )& T EtherChannel [& 43[R RE AR AE

port-channel

125 DX LA R 3 I 34

Inside Switch

A
EI Node 1

S \ N\ eth1f1 etz [\

QOutside Switch

w

L cthi/2 port-channel 6

Inside Outside

Spanned Spanned
port-channel 1 port-channel 2
209.165.201.1

eth1/1 l eth1/2

10.1.1.1 plOgE 5

|

FAMRSCHER: EtherChannel #1835 # vk, L EAT UM EH-
o B A TR T AR

o WCSIGH PSR o ST AR SE B PSR SR B ) R A AT, T e P S B B A A W
il

WSOk L 521
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sxaneen [

* O TE.

R KA R )
TP R AR, BRATHE BORILA 15 -

o fEH X B o Sk, IRRISR E AN T W B B M R S, RS
I 4% EtherChannel 1 ik 2| [7]— & ASA. FRATTEBCKE AT H bx TP Huhl CERIARED sJEATH bR
ity I AE S S0

* K ASA JEBBIACHMUN AL A ISR M it DM T P A 4l 1 ) S At 1A]

pik=Ralii]
EtherChannel £ 1f H %43 57 H5IF HAR IR EE H A5 1P Huhk DL TCP Al UDP b 5 AT E$E .

\)

AR Rl b, BATTEEBEH LR b —Fi L source-dest-ip B source-dest-ip-port (i 2 [ R}
Nexus OS 2 /& £} 10S port-channel load-balance #iy4) . i 21 {E Stk ¥l Sk v Al OCBET vian,
2 FHEUL BT P Y ASA R FEATY.

EtherChannel 7 F5E % B0 £ 52 M S 28 450 17

SRR DB A I I ANRENS SEHL. WERTEHCE T NAT,  JUHE A AR A A (0 HAT AN R (1 TP S
AN/ 1o 3R PIR ER AR O ME M AR IR R BE %, RSB AN AR K8 20 3R Rt e 5 1)
BIEFI R

EtherChannel TU4%

EtherChannel A N EIUAR . "B ITA HERS B PR BCIRE o IR — S BRI R A, R AE LA B
He 2 1A P R . 2R EtherChannel HP R T A R B A4 58 Be 2 A B i, (HILAb B8R b T
WIRAS, e SRR AP B %4

R CRAHHUR G

T LR 4% EtherChannel &4 4 ASA INZ A% . 46 ASA HEZAED, SRS
VSS. vPC. StackWise &¥, StackWise Virtual "W £ A2 ML 1)1 vl sl 43 F o

WA HAHLIANE, 52 RS M 4% EtherChannel " CE 32 400580 BEME » LI RE T 22 vPC F R
EATHNLEB L & 16 2515 5045 % 1) EtherChannel (40175 F2 Z51 10 T-Jk LUK PR HL (1K) B R Nexus
7000)

X1 3CFF BtherChannel FH AT 8 263G s BER (MAZHNL, FEERLEIUR RGP IO G AHHBUN, 2]
FERSIX LUK B TE L E 16 400 kR

NETROY 4 Y RERAEAT 8 T AR AT 16 S5 S BER (K185 DX LUK M I IE -
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B roEo duEmTsanoEE

Switch 1

Router or
Access Switch

Virtual Switch Link

& .

-

Switch 2

Switch 1

Router or
Access Switch

Virtual Switch Link

Switch 2

O

. = &

i
T

T
[:u:Jrl-channel1NOde i

port-channeld
(I

WIrdEO (UER T B AP A SRR

MSZHE PR IEH M i O, RENR DA A O A 1P 3l Il SRR O B 1P
B2 R e, GRS IE TR A AR R O, AR P MR R AR BB P R, Al
SERF I AT LUJC SR 4R EL

3R DG B R AR Y e RO, DA T DO e 1 O A TP ik, AR AR
Mga e i CEARFERIY S B m AR AEH
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Inside Switch
_a—

Load Balancing: ==
PBR or ECMP %

[
eth0/0

eth0/1
eth0/2
eth0/3
B SR 1Y) 5

grgmun [

QOutside Switch
Node1/Control E Load Balancing:
PBR or ECMP
inside elh1f2 eth1/1 outside etho/0
10.1.1.1 (main) guw 165.201.1 (main) =
10.1.1.2 |OC<3| 209.165.201.2 (local)
Node2
inside eth1/2 aJP cth1/1 outside sth0/1
10.1.1.3 (local) $200.165.201.3 (local) etho/
Node3
inside eth1/2 eth1/1 outside ..
10.1.1.4 (local) 209.165.201.4 (local) .
Node4
inside eth1/2 eH'|1f'1 outside etho/3
10.1.1.5 (local ¥ 209.165.201.5 (local) =
) > (local)
{F FHA ST R I, R ASA #8210 TP il MAC Hihik. JET-36m& (1% 1 (PBR) /&

— PP I T i

WRCAAEATH] PBR HAy B 78 70 A FH AT (R Rl v it FRAT TR 34 FH b U vk

PBR AR 45 b S R ACL A5 H %t e o S ZIAE4E R BT ASA 2 M Fsh Rl i, BT
PBR &AM, KT REf Hﬂlal—:%%%ﬂumfim&&ki’aﬁu&%o h TR AETERE, %wﬁﬁﬂ%
PBR 5,  DUH IR I R S Gk [ 5 0, 5 1) B[R] — > ASA. ldn, W RIEH — & RS t
A, AT O S PR ER ) R IOS PBR BRI SEBLICAY . SR TOS X% ERER T H] ICMP ping W= %E &

ASA. R, PBRT’r&Tﬁ%EASAE’JTWIIﬂT%El%)i')ﬂjz AT WU . RS R, SR
URL:

http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

http://www.cisco.com/en/US/products/ps6599/products_white_paper09186a00800a4409.shtml

RIS R 1 % B

{F MR N, R4S ASA 2 TERSR B A 21 TP Huhib Al MAC Huhik. 2540 £ 4% (ECMP) % H &
— PP AR I i

WR AL ECMP 4 878 70 A B I LRl B, BAT T s I vk

ECMP i th o] LB 2% i fabr f o 2 4 “ Al A" % RER . ‘&5 EtherChannel —#¥,
R DU A SR H B TP kil B /sl oA H b 1 B AR L B R —BR . A AR s %
H+ ECMP i, M ASA Ml &s TEUA G R kaL Al ik, A fE R ASA MR &%k,
DRI, o SR A i el 145 L B *%%E% S ThhE, BInXT R ERE: . BRATEE AL HSh &
e P BSOS I e th, EIXFRE UL R, UL E RS ASA {2 INANEh& S H .
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B =n=enssns dusmpiosE)

R e E S 2 (0%t B kRS AR D
{F FAS R TN, RFS ASA 2T EA AR B A O TP Huhk A MAC sk, & REWE S 17 88 (ITD) J&i&
FHF Nexus 5000, 6000, 7000 F1 9000 A #eHl 5 51| [ s i {1 7 B3I M it v 75 2. B T 5¢ W 2 A%
45 PBR HIThEELAAL, ‘Cab vl LIS AR AL AE B AR SR AN 2 R B N ae,  DLSZE SRS 40 16 67 38 40 A

ITD SZHF IPRGPES DS RS FR A SRR BE . e TP k. AP IRAES S . B N+M TR
1) 52 2 i i Ab R SR . A S K, DA SN TP SLA R (045 DNS) o T 5 ()
PR, B RIAERT A SR R B SEHLEL PBR BRI A SR e D T SEBLRUR RN BR, AT
ITD, DMERF LB A e AR PE [ R[] ASA. A RVEAE R, 2 LT URL:

https://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/sw/design/itd_deployment/ITD ASA
Deployment Guide.pdf

[EMBGEERERREFEE LM TN E
PERLEEREZ AT, S50 P P S B I B I BRI R 4.

SRR ARG B P 2% . B 0 2% A A Y 2%
TR
FERCE ZINANSERE I 20T, /DR B — NS ISR R Y 45

S22 WA, IENEE EIEA R . B0, Gl EtherChannel, TR by ByiERT T i #3047
EtherChannel Fit & .

LESMEE LEESEIEZEORKRK
S L RS TEL 7 R ALK 1. #5925 EtherChannel SR s ARRELEHEREIR A MR
b .
a2 A
» BB PR R 6 ASA _EAMIBE B,

o TRIRZT LR B A DS EON TR 1 GHERE) B AERS DX LUK M IE B R 7Rt
RIS AE B BB KA, A B L T LU AT 32 1.

o AEES X BURPGEERGT, , WReR s BERE LTSS B M35 1, R Joids i B LR 33
B o AR R AR

s FELAE SRR, U0 P AT I SR PR LSRR i, W SRAE T E WA il TR
st M2 S X LUK R TER O i 5t DRI E IR e Ve e
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=

Nil

mennarrgzn i

TR DR EFIACARIECE, DUER S b s RO R BRI LU A& 1 S

cluster interface-mode {individual | spanned} check-details

i

ciscoasa(config)# cluster interface-mode spanned check-details

ERTFBCE B AR
cluster interface-mode {individual | spanned} force

T

ciscoasa(config)# cluster interface-mode spanned force

AEAEBOABCE ;. B PR, WUR MR BRI, WA AR .

for ce b Tl ] HL#% S AR I e A A O B b R R AAE AR I BEE . s, R ETaER
FEATRCE . i TR R B A R e B e R B & lﬂ&ﬂk%ﬁ%@wﬁm Xk
BRAOTTUNABEE T BEBNG, ETLIHEFH21T check-detail siE BRI E 2 2% fF .

WERAMEH] forced i, MAFAEARTAGRAIBCE N, RGUK R IS FRIC B IF 5B ngs, Ay 2
ROE R B i HOR FRTCE T o WORGSRBCE A (RO W S SO OR
BeE . WEOREARTERRECE, WAL n iR Hfr .

T B, 35 no cluster interface-mode 774 .

Ta R ERO

JEFHARBEZ T, S AUE T TG & T IP sk i 11, AR A NG . & T Al
REAT DAAE S SRR AT sz e e s SR PR B T 1, DA S B (e i [ 20 B0 ) SR A
J D

A G RDRE R VEC BN S AR o JRT UK B 2 1 S L5 X UK P S T g 42 11 o A ol
JREAE R S BT AN A o AR R —ASBCE P AN BERC B R 1 S, U R LR Ah, B
fHAE RS X DK I AR AT DU 2 1o T LORE b 11 0 0 X AR WY 3 sl 7 2 11
ERP R ] BT HLRIAN ] o AE [N AN BERC B TR LS8R, U B L RS
e BIMEAE S DX LUK I A B AT LU A 32 0

BCEMIIEN GEFAERZED)

MNTHE R IR B B4 1, BN S TP bbbt SREC A U TP bk, SRR 3-S5 IP k2
GERERI R E ik, 9528 J T2 04 R

71 Cisco Secure Firewall 3100/42005% 2 ASA &8 .



4 Cisco Secure Firewall 3100/4200%38 ASA &8¢ |

B =snoeo aessgmen

FERSIX LUK PE TR T, UORH A BERE VRGBT 1 o SIS 1 m] LUK A 2 P R 4 1)
BB, M DX DU E T84 11 00 Se VR R 7019 il

FHIa Z |l
s R BRI DA, RO AU TS R .
* TN FBLL HESRMER T IITARY . RN I B, A changeto

context name nu 7 o
o WS T ERAE AR JE e A LG BT R R T AN S B
o CAIEE) B ECE B4 A EtherChannel 452 RISk G & 32 1.
o WAL E A EtherChannel, It EtherChannel & % 4 A Hf, 17 AREES X LLK M 38 1E

e AN TP Hhhbith (IPv4 R/ IPve) , JLrp—ANHihbobs Bl 70 il 24 AN S B 10 £ VE B2 T b b
(IPv4)

ip local pool poolname first-address — last-address [mask mask]
(IPv6)
ipv6 local pool poolname ipv6-address/prefix-length number_of addresses

IR

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipv6 2001:DB8:45:1002/64 8

205 SEMT RSB F AL, Ry AR, WM A S 2 bk, 8T AT
K EAERE TP b AFESE A b s 35 5 A FE ) — A2 O 4R TP Hbhik OB — A 1P Huhik

LI IR & BRI DA, ARG B DA, 55\ showip[ve]
local pool poolname fi 4. BEANEE T R 53 70 I AN SERE T #2523 B B — AN 02 1D 6 ID B T B FH i)
ok A kit A TP

HENFE B AR
interface interface id

TP

ciscoasa (config)# interface management 1/1

CDGEH TR D K — MR BCE AN L IR, RS AR %%

management-only
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mEnwan gesrgEzn |

BOATHOUT, BRI R B o B o AEIEWIRIT, sl & PRI A4 1 46 25
A

I AR OB O S I 4, DI A2 BE B R
DR AR e
nameif name

i

ciscoasa(config-if) # nameif management

name J K i % 0 48 NFATIISCA T AT Y, JF AR KNG o (A — N8B Fm A bt & )
AR

W AR 1P Hhhk I e SRR .

(IPv4)

ip addressip_address [mask] cluster-pool poolname

(IPv6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname

T

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8:45:1002::99/64 cluster-pool insipvé6

U 1P Mkl 250 5 AR Ll T [F) — AN g, (EANEM IR b . S8 RT LA, IPv4 FI/88 IPv6 ikt

R3ZFF DHCP. PPPoE Al IPv6 HANACE ; EANTFBhACE 1P Huhk. A2 FET 3 e B0 M A i b
ik

WE RN, o number 5 0 GRAKD F 100 (i) Z ) F3E 4L
security-level 4w

Tl

ciscoasa(config-if)# security-level 100

JA

no shutdown

Gt

PUR 20K LA I 1/3 AT 1/4 B2 D E & 4 W45 A Hb EtherChannel, 2% J5 % EtherChannel
[(M=ap e
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ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvée 2001:DB8:45:1002/64 8

interface ethernet 1/3

channel-group 1 mode active

no shutdown

interface ethernet 1/4

channel-group 1 mode active

no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipvé address 2001:DB8:45:1002::99/64 cluster-pool mgmtipvé

security-level 100
management-only

%5 4% EtherChannel ¥R IEH )T ASA, Jf1E EtherChannel #8411l #2 th 2 £t 1 2303 iy .

FFaZ B
o EAINAL T 15 M 2% EtherChannel 422 BT .
o WFZEFHEN, EHEREPIITE P IFIGATEF. WRMAEFAN RS R ERZL, 1 changeto

system 4.
o XFFIBIR, IHACE M. 15 S RECE MM RERLE L (BVID).

* {1 M 2% EtherChannel I, i I IE 5 AR SR A SE 400 T AT AN S HEAN TARIRES . EEOR ]
7 LA e A B R Th T AR AL TR IR 1 B

g e Sy ESIPGBGCEAENIUE: JuP
interface physical_interface

i

ciscoasa(config)# interface ethernet 1/1

The physical_interface ID includes the type, slot, and port number as type slot/port. i 18 41 1 1) 25— ANz 1
RE TR P T A AR R SRR

¥ 3 0 40 i 3] EtherChannel:

channel-group channel_id mode active

T
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masxuimz i

ciscoasa(config-if)# channel-group 1 mode active

channel_id [F{E 4 1 31 48, 0 FACE Hh acA SLiliE 1D [l FDEE R, 8 @ shidsin— N0
interface port-channel channel_id
5 W 2% EtherChannel H 37 #F active iz
Ja H#:0
no shutdown
(Al B EEZIIRE, K23 0% N3] EtherChannel.

T

ciscoasa(config)# interface ethernet 1/2
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown

£ 6 ¥ £ (F EtherChannel 75 £ /M0, X T %3] VSS. vPC. StackWise I§ StackWise Virtual
ML SRS H

i € iy I GE 42
interface port-channel channel_id

i

ciscoasa(config) # interface port-channel 1

E¥ B s N2 B 41y, K A shal ki n .
(A% an RS LE I EtherChannel ] VLAN T80, 15 LEIHAT HE#AE
w5l

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

AFEFP ARG T .
(B0 KR O DRI 5. REHA:

changeto context name
interface port-channel channel id

-

ciscoasa(config)# context admin

ciscoasa(config)# allocate-interface port-channell
ciscoasa(config)# changeto context admin
ciscoasa(config-if)# interface port-channel 1
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W T2 A5 S, AR G R A B 5o sE .
T8 hEOmA:
nameif name

IR

ciscoasa(config-if)# nameif inside

name J2 KK i 2 0 48 N PATHISCA AT Y, JF HAX S KNG o A —SEr B B A bt iy & )
AR
P WP KB, PAT LR I TR A
* B - W IPv4 RS IPve Mk
(IPv4)
ip addressip_address [mask]
(IPv6)
ipv6 address ipv6-prefix/prefix-length

ZNE

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipvé address 2001:DB8::1001/32

AN HF DHCP. PPPoE Al IPv6 HZNHECE « AT s5int fiidis, nLURE 31 A7 1 M HERY
(255.255.255.254). EUCAEGL T, ANa WAl bR TP Mkl . AN SCRETF Sl BB i
W5 s |

EUIAE - B 02 B AR AL .

bridge-group number

ZNE

ciscoasa(config-if)# bridge-group 1

number Jy 1 % 100 2 [A] 35, 2 0k 64 N DA BCEIMAFAL . AR RER A —3 D id &
LA . TR, BVIEES S 1P #ilik.

FIR10 BE R
security-level number

T

ciscoasa(config-if)# security-level 50

number 4 0 (AR F) 100 (E) ZIEIHIEE% .
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M 2% EtherChannel Bt & 45 MAC Hidik,  DLBE G yE £ A0 10 28 3% 45 1) L .

mac-address mac_address

TP

ciscoasa(config-if)# mac-address 000C.F142.4CDE

R FAACE R MAC Huhk, % MAC HhbB B4 )8 T4 ssiiliz . AR E MAC Hudt,
WU SR s 46 A AR S, T IR & 2K I MAC il FiZde 1, X ] #8520l i Y 2%
PR

FEZ BT, WEREAEN stz Mt 0, MM SO A T A s MAC ik, XA o T
ZNBLE MAC Huhik. iR, AU ey & 0 AR 50 T3 E MAC Huik,

mac_address [14% 8 HH.H, i H & 16 A7/ @ . #ilan, MAC Hulik 00-0C-F1-42-4C-DE
L 000C.F142.4CDE [JJER KN

WRSEE AT B3 MAC ik, T3 MAC Ml AT A 715 A EE A2.
CR D) S0 Tl s AV AR T, DA BNl TG B — ANl SRR SE 1) MAC MUl TP ik
mac-address mac_address site-id number site-ip ip_address

i

ciscoasa(config-if)# mac-address aaaa.l1111.1234
ciscoasa(config-if)# mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.
ciscoasa(config-if)# mac-address aaaa.l111.bbbb site-id 2 site-ip 10.9.
(
(

Sw N

ciscoasa(config-if)# mac-address aaaa.llll.cccc site-id 3 site-ip 10.
ciscoasa(config-if)# mac-address aaaa.l11l.dddd site-id 4 site-ip 10.

O O O O
O O O O

U SR E B TP b DA 4 R TP HBREAY TRl —F B . i a5 Ak ks i 1 MAC HhhibFn TP Hh
HEH R TSR G W B 5 SRR E Th R 2 Ok £ 1D,

tIESISREFRE

SRR RN Y T 2 5 SR IO E A REI SRR

BEEEF T A5 SEFRE

FEREP AR R T A SR P ICE A BEIASERE . R, EECE ISR S — AN R
AEPEHIT R ARG, SRR AEEAS I R 45 ik 28 AR R Bl AT RS
FERR T RORE O Y e SNSRI 5 1Y SR i Y R

FHiaZ |l
< WA OIECE, AP A R AR T i 2K R O
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B ==nssssseres

« KT 2R, WEE RGPAT A A e OX LR S . BN SO B REPAT A 0], T
A changeto system 74 .

o TG ZPUAE P P £ o R A T s G . JEANREAL I Telnet 21 SSH.

o BRAEBHEMIRERS Ah,  BOE P AT A 0 Z0URR e VR AT AR A TP Y AT I, i e
X LK TE, ARG A Re AR A AR A e I LR s, 80T DU B %8
# (clear configureinterface), hn] DLREHE D40 SRR 11 )5 175 )8 A

BN RSN R IEAEIZAT AR, AT RES A PRI T I 25 S Bl B/ W T i R U T .
o TISEH T SRR I BERR I A /N o i S e SRR R B RS RS 5 14 T

TONEEREZ BT, S08 AR B O,

FH G, JEHAE 3 AR I b 2 T e kg SE AR T B I

WS LU 0, AT 2 N R B M 4% 1 & 91 2 EtherChannel ' . 1t EtherChannel
J& ASA ASHIIET, TAEES X UK W 8 1 .

T B A IO AN TR s R BB 1T s (HAE, e RN s A AR R AR
H T HACEASE S, S IAEREAN T B2 BB SRR T B R 2 11

a)

b)

* VLAN 7% AR IV E SRR A B

s B X G2 E AN I8 2 AF 4 EtherChanneD) ,  #AN g AR AR I il B it
HENFZ I A

interface interface id

i

ciscoasa (config)# interface ethernet 1/6

(A%, iEH T EtherChannel) ¥ b4 PEHE 1 43fid 2 EtherChannel:

channel-group channel_id mode on

i

ciscoasa(config-if)# channel-group 1 mode on

channel_id I 4 1 31 48 G R E Hh w5 A7 Ieatli i 1D ff s s 11, K A shidsin— A0
interface port-channel channel_id

FRATTE O AP B e A8 B 4% 11 A P ON B OR B SRR R B it B AN A B2 R . T T 4R A
PR S B RRE M, G LACP i E I EE: FATE UK s EtherChannel
WHE A Active £,
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N
8

marsEssseres [

o) AM¥M:

no shutdown
TR 1 AN B L & A R BT ] HeAh S 4
d) (EHTF EtherChannel) X &EANEENMNE] EtherChannel [ HAh 2 O 54 b E1E

i

ciscoasa (config) # interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

Y g SRR BB M O R B AR R T 5 B /D LU B R R D RO i MTU 55 100 270
mtu cluster &

T

ciscoasa(config)# mtu cluster 9198

F MTU BB AT 1400 1 9198 =45 Z A1), (HANTE 2561 F1 8362 72 ], - THuthkb B, 1t
MTU K/NASE RG24 T il . BRIA MTU 4 1500 275 FRATE UK RS HIEEM MTU % & N
oK o TR R O B R A AL A, DR MR AR TR T B I 5 L B8 2l 58 K/ N TR B £
DL =TT

filn, TN MTU 4 9198 715, DAL i (R B £ 10 MTU 0 BUIZ 9098, 17 A FE 8 il % U v
PLE'E A 9198,

e R R E S, HEMET AR R M ZHK 5] SR IE .

S BERE A A4 T E N AR TIC B A

cluster group %«

il

ciscoasa(config)# cluster group podl

BRRLIIEAC LA 1 5 38 DN FAFH ASCI A7 ef o AN KU BEICE MR AL ARRFII T 1D
WAZRAE A — 44 FK o

hy BEAR TR A A 44 -

local-unit unit_name

I ME 1) ASCILF AT i, KPFEAZUN 1 2 38 74T BRI Rl AU A ME I XK. SEREP A
VI AE A RR ALK 0

T

ciscoasa(cfg-cluster)# local-unit nodel
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LIS Fre BT BB 1, Bddf 2 EtherChannel:

cluster-interface interface idip ip_address mask

TP

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2

ARV O R,
¥aE TP Huhbf) IPv4 il DEEOARSCERE IPv6. b3 ANEERC & nameif .
WP S, AE[A— Mg F35E AL 1 TP Hudlk.

L6 G mBit B X DKM E ) i A sl S A, 35 b e A el AU ID, DR
A FH ol SRR 2 ) MAC Hbdiks

site-id % 5
TP

ciscoasa(cfg-cluster)# site-id 1

5T 158 2.
VB P R PR Y R e
priority priority_number

i

N
g
~

ciscoasa(cfg-cluster)# priority 1

AR 1 3] 100, FHrp 1 hEmmittd.

PIRS  (n[L) BE S 050 IR B AT a R S A s ek L i
key shared_secret

i

ciscoasa(cfg-cluster)# key chuntheunavoidable

PPN T 1 63 NPT H [ ASCIL 45 H o JL BB TR H . i & A2
Hms i, ORRIRZ LI SCRIE IERRRZS B ML R B .

P9 (k) FIFRE cLACP R4t ID Fl RGNS
clacp system-mac {mac_address | auto} [system-priority number]

i

ciscoasa(cfg-cluster)# clacp system-mac 000a.0000.aaaa
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marsEssseres [

S X LUK M IEE I, ASA S cLACP 520 5 22 #: /L i EtherChannel. £E 1 [) ASA 7 cLACP
e, AR HHLE R — & OERD W& . cLACP i+ 1 —S40E MAC Hilk
ARG ID. ZAEMTHIITA ASA #fFHF—AN R4S ID: miEGIFIc RN B3 AT i
FIFTA B WA 4, IS HHH X Tafee, Hh HIE 16@%&%@&%

(i, MAC Hihk 00-0A-00-00-AA-AA % A\ 4 000A.0000. AAAA. D 40, #a]HEH T HERR b (1)
H 1M 2 F2h A & MAC Hutik, DA 5 T U501 MAC Hbtik. iﬁa%“'r%b“ﬁ, Céﬁﬂé H 34 1
MAC Hhhk.

ARG HIE T 1 2] 65535, I THEMA Y S stfEmgE vog . BOASEOLT, ASA T
21, Rlgsflsodt. i sedms Bm TAZHpL LRI ES .

RSeS| S B o/ LWl R 157 [T N ] =R 2l 4 e L P BV P S DA SO R P
/i&iiﬁlﬂzﬁo

JA PR -

enable [noconfirm]

P

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...

Cryptochecksum (changed): fl6b7fc2 a742727e e40bc0b0 cd169999
INFO: Done

Hi enablefy &I, ASAMHARIEEZITINE, AHREFATFNINGENAIEMS, WHEA
BUE R REAEI MY . RASTEREMIEAIR M2 WREIER No, WAL S HER. 1]
noconfirm JCBE S ] it A D BT H s BR A SR f 2o

TR AR ARG ST ROERE . TR H A Y RN A M B
DRI ERE B P e 5 20 Y TR A T A A P B

FARHAERE, 15 noenable 4.
ERE
WA RS, Fra e AR e RS RS R A Fin sk A .

Gt

DU 7 B S 0 B B 11, D0 SR o B I 19T 1 1 #5 AN EtherChannel, S8 )5 044 0
“nodel” ) ASA JRJHERAE, M TiZB &2 SIS INBIRBEI B, DIRE B #2501y
o
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B ==unsssiseres

ip local pool mgmt 10.1.1.2-10.1.1.9

ipv6 local pool mgmtipvé 2001:DB8::1002/32 8

interface management 1/1
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
management-only
no shutdown

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

cluster group podl
local-unit nodel
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1
key chuntheunavoidable
enable noconfirm

RERETRSISEFRE

AT LU R e B 1 R

FIaZ Al
o BRSPS 1R A T BRAE AR . S ANBEAL H] Telnet 28 SSH.
c AHAOTICE, LABIAY S SR AT T S .
« XT 2 EEE, B RERAT R STE AT . EMZE SOOI B REPAT A E], THRIA
changeto system 14 .
o QRS E A AT DRI S TR (i, BOARCEAE B 11 80D, T RME By
FUMASERE (AT SR R AN AR s i 9 550D o

KT RS INBEAEIZAT AR, T REa A PRI T I 25 A e B/ T e IR AT .

PR NCE SRR R E 1, A2 S O PR i C A AT ]
i

config)# interface ethernet 1/6
config-if)# channel-group 1 mode on
config-if)# no shutdown

config)# interface ethernet 1/7

ciscoasa
ciscoasa
ciscoasa
ciscoasa
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Nil

Nil

8

B

mayrsssseres [

ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

i 8 O FEHIY R E A [ MTU:

i

ciscoasa(config)# mtu cluster 9198

e SRR AR PR, JL 255 45 0 P Y G B P R AT A kA [«
i

ciscoasa (config)# cluster group podl

FH W PR 7455 R Dy LT R i 44 -
local-unit unit_name

il

ciscoasa(cfg-cluster)# local-unit node2

FRE KRN 1 3 38 MEFRFI ASCIL 744 Hi

FEA T L AUHATME A FR . AR P A VAR PR E Y .

P B g P T AR T R SRR R B R 1, (HAE RN S A (R 28 L Fi e AN R] 1) TP Mk -

cluster-interface interface idip ip_address mask

T

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2

Ya g TP Huhbf) IPv4 il DB OARSCRE IPve. b ONEERL & nameif.

Ce s B DX LUK B IE R SR Y il IRV RE UGS D e s e ot i 1D, LML RE
A Pt R E 1) MAC Hthik

site-id i ‘5
i

ciscoasa(cfg-cluster)# site-id 1

number /T 1 £ 8 2 |,

R SRR Y AU BRI gL, G BCE A TR AURME
priority priority_number

IR
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| QEEITLEE

ciscoasa(cfg-cluster)# priority 2

BEEE 1 3] 100 05, i 1 st d.
PIB8 WE NS IUEEE, IS sy S S AR R -
w5l

ciscoasa(cfg-cluster)# key chuntheunavoidable

SIB 3 R

enable as-data-node

i ] enable as-data-node iy 2> 1] E G ATA0 FC B AR (2 BRATA W AR ST S G 22 (1) B2 1 IR A7
1E) o B AR LRI N ST (P A e Y AN AT BEAEATAT ik 45 b B 01 . B & TR &
Ak R 20 )1 i i i 7 i

AR, i no enable fiv 4,

ERE

WURAR AR, Pra s oo, HAEHEE DS TIHRE.

\

Gt
PR 7 1 A 5 A0 15 5 node2 MG E -

interface ethernet 1/6

channel-group 1 mode on
no shutdown

interface ethernet 1/7

channel-group 1 mode on
no shutdown

cluster group podl

local-unit node2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable
enable as-data-node

= - AV =]
B E XK RFRE
fsn] LU E e ERES ARG S . TCP EREHIEIR . WA sh Ik f AL .
FEFEHRIT BT IR SRR T
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mEskasa sy |

BLEEREAKASA £3SH

LI

Nil

TS

8

RET AER Y i b B SCERRE R .

FiaZ |l

o X2, R ARG PAT S M P AT T . B S B RS PAT A ],
i\ changeto system i 4.

HEANSERERC A
cluster group name
CRIED) o P Bl 1 sl B TR0 s g ) 5 A2 A«
console-replicate
BRSO R A UL DD RE . 0 TR E I, ASA nlig e B AT et Bl & . i
E ;E g{?ﬁﬂbﬁﬁﬂ Ha W R R S RAE BRI s, I R 2 PSR A — )
BEE ST I AR ER ER I -
trace-level 25
FRAf 5 EE A A AR 0]«
* critical - EELHM} GFEME=D)
* warning - &% (GPEME: =
* informational - /5 B4 G EE=3)
* debug - WL GPEME=4)
BB LI 2 2T ) a5 A3 DT 2 B CIRAS IR B (clu_keepalive F1 clu_update W5 5D HIPRFF
AR o
clu-keepalive-interval
* Fb-15 2] 55, BRIMEY 15.

T mT REARCKS 18] B 50 0 EEERINELSE A I ], LY DB Bk B U e

HEFESERMALE
R T DAL 1Y R R LIS PR &
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. EEEITRESSEFANEFMANRE

T ] BEARAR PR B2 1 (I 3B 1D BB ARG A o ] LU P58 AR T it 1 3838 1D n*
YR O ID. B4R IR EANE VLAN 82 s B 1 (Blhn, VNIELBVD T
ANBE R SRR B R I B s IR M TR IR A o

BEANSETERC E AR
cluster group name

i

ciscoasa(config) # cluster group test
ciscoasa(cfg-cluster) #

B RS RUsATIRGUR B D) fie
health-check [holdtime timeout] [vss-enabled]

N T HRE W RUBATIRDL,  ASA SRRENT S AE AR BB BER 1Kt heartbeat ¥ SR L BN AR Y k. w12k
W ASAEORFEI N AR RIS B ST RURIAT ] heartbeat TSN, TR 851 AR AR A TG ma B BROGYE T4

* holdtime- Fi] T~ 52 PI X e % keepalive IRV G [ IR ] [RI B, FAE A T°0.8 #4570 ; BRIMH
3.

* vss-enabled - % fiTf5 EtherChannel 2 1 I [1] heartbeat ¥ B2 dt BB HIEERS, DILAIfR 2/ 0 H
AN AT EATT . A R R A B BE R I5C B EtherChannel (HEF) H/EIEREF] VSS,
vPC. StackWise ¥ StackWise Virtual X}, W] fE7 225 H vss-enabled LI, XT3 4r
Bl MITUR RGN o EE BN, IEREZAZ # LY EtherChannel Ji 52 4 11 7] fig
I T ASA, AR ENIFEAZ M LIm AR . WIS ASA LRIF I [HE I 3 D — MG
ﬁ(@oﬁw,LWHMSAM%ﬁWEz%ﬁ“mAAHm@mWﬁ%kﬁﬂz%
EtherChannel #12 -

M3 R AATA S R BN s s B B 10 L R T EZE ] ASAL BT HML B BUE TR
INAA A B i VSS. vPC. StackWise 5Y, StackWise Virtual) , &N AEHIZ RS E T fHE(no
health-check monitor- mterface) AR DN OB 2 e T % o 29 0 &5 3 B e o Jl HL I 5
CARAI R ZEE ) T SR eV =P AR RV 0 =) B R VNI (S @ i

i

ciscoasa(cfg-cluster)# health-check holdtime 5

RO AR OSBRI .
no health-check monitor-interface interface id
FE AT IRAK ok I i i W o G SRR o AR 42 11 1) B A 4 B o 1 (R o 0 el b R A s,

AEHART S B A4 O R U5 s sl 11, 2 ARBE R IBR%1 5. ASA 72 (I [A]J5 AR
AE TR AR ke 5% IR 22 T R SRR LA S22 i A B i DA R IEAE AN GR B I BEao BRIAS DL B,
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mEarhsussasnEimags ]

FiAT #2 1R RS ATIROUR 2o 50T LU Tt A2 (0 no T 3B AN DR AR T . ] REAR AR ] A B L
IR (B B D Bs TR

« interface id - 2% FHAT-f ity IEE D JUA ID sl — )B4 0 ID IS . BT IROUREALE
VLAN T2 ORI 0 (i, VNI B BVD AT, SRR ERES BRI E s, &
IRAAE TR RS

PN R AEAT A S O s s R B B 1 S AR ASAL BRASHHL LR O BUE R
IS IAZ ML VSS. vPC. StackWise 8Y StackWise Virtual) , #8824 21 IR &R & TN EE (no
health-check), A F U248 #2189 o 24 $h &l i o e sg il LG B o8 o 28 R0 BT
AR, BT LU B A s TR B T RE

i

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

€ AEIBATAROURE 25 A B ) 1 8 s 0BT I NS R B

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- i€ WA IR (1 BN PO BEEL . Wi il SRR PRI . A 20 B

* unlimited — (cluster-interface FIERIAED AFRHIEE BN 2R AT IR B

* auto-rejoin-max — BE FE I XKL, AT 0 1 65535 2. OZEH B EFmA .
data-interface I system [KIERIME N 3.

* auto_rejoin_interval - 5& X R HFT I SR 2 (B I AT RE RSy ) CBA o i), /v T2 i
60 211 BRI 54380 1 2R FFT I NS S S TR BRI B IR RIS i 14400
SR (10 KD .

* Auto_rejoin_interval_variation - & S 15 BN I B FFLe i a] . WEA T 1 /3 ZmfE: 1 C
HEEO 5 2 QAT E—KEREEIND 803 (35T L—IRFFLET IR o i, Ay [a] [ 45
SRR BCEDN S 3B, KRR E N 2, WIAE S B HHTES 1 ks 10 B 2x5) JE
HEATES 2 ks 78 20 2080 (2 x 10) JEiEAT58 3 RS P FAERHED, BRIMEAN 1 XT3
WO RS, BRAER 2.

il

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

OB ASA REFE TR A R A i K 4l B AR TR B 2 w2 3t (1) 977 s B9k s 1)
health-check monitor-inter face debounce-time ms

Tl

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300
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. EEEITRESSEFANEFMANRE

W77 B kI T] ¢ A 300 2] 9000 220 2 [6] . BRINIA 500 22 Fb o A /N FAEL o) LASnPRAs: il 422 11 e 1y
MR VIR, WOURECE BT R HARAK, SEEhRRILE . R AL IVIRS NN, ASA &%
R E AL, ARG AW bR Id A R AR, IR RONEREE TR B o T AR RS 4 8
IE IS4 IRAS P EtherChannel (141, AZHe L H BT Nk sl A b3 H] EtherChanneD) 15, A1 BT
SRS TR AT LRI (AR YY R b4 E AL IR R 53— N BT RUAE 40 v 1 B (%) R S BRATE ks oAy il
PR A

QB DI W Wik AR A
load-monitor [ frequency seconds] [ intervalsintervals]

* frequency seconds— ¢ & IR 4%V S 2 (R[] CLARR M $07) , YEREIAT 10 2 360 #b 2 1], BR
INME A 20 B

* intervalsintervals — B'E ASA 4P 4 I R, AT 1 3] 60 Z 1A, BRIAE N 30.

T LU PR AR R 0L (A 48, B G BT . CPU RN A FH I 0 LA R X 5 T iR A
By, HANRE s DUGRBE 5 2, 0T DR sl BT 2B, SR BAZ bl F 1
S BOANS SN R Ik DhRe . Bilan, XA R 3 AN 2R Firepower 9300 |
INLAR R BERE, WM 0 2 AN A S T ARTE, U155 A LA TR A () 500 1) A o A i ik 213
KRB, HrTReRE e BT he iR a k. weR ol &, Enr DUEREF 2T Al L
AR

1 Ff] show cluster info load-monitor 47 & i i 74K .

i

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 a1l
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
15l

LA R 7R 15144 health-check holdtime At & 4 0.3 #5; Ji FH VSS; AAHILIKK 172 #:10 (T
B R KB L 11 auto-rejoin TEE M 2 S BPIFUG T 4 XK, ¥ duration % |
—IRIEBEH) 3 % DLRCE SR RERE I BE 4 1Y) auto-rejoin BE K 6 IRE4IR, BEF 2 086 —K.

ciscoasa(config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled
ciscoasa(cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
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rEEmayanes e gnEs [

ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

B B I 1E A ISR R TCP EHIEIR

Nil

ARG EDER M. ARTEAER, WS s Rt s IURr TCP MM, 56 92 W

9 TCP &EHz Ja AR S I LR A7 BT A IR A 4 3 [y /45 A0 BHa ot , AT ¥ o8k S5 e B 50 s i A O 1)
CHEMEITAE” o WER, WA STEO A T A8/ A B AT IR, T ST X B
Pime IR, 0 SFym e O @ B v iy P8 B LA o, VRS R R . AR E AR
H TCP BENLALI & G H TCP Sl 4EIR .

A TCP 4% )i AR R AL IR «

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq | It | gt} port] { host ip_address| ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

T

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config)# cluster replication delay 15 http

¥ seconds BB AT 1 B 15 ZIAIME. BRVE http SEI8, IR 5 75,
TEZ N BN, T AEAH N S P I B L B

BEANSEAFC E A

cluster group name

(AJ3E) b TCP ¥t o IR 4 .

conn-rebalance [ frequency seconds]

i

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

B S BAAET. SRH, ASA REIAHAT IO B0, A BRI A
LA AREI GBI . IAERAGE RSB, JAN, 1T HeA & (UL T AR IR
HAFTRTTA, TR RH I A L O B M JF FLE S SOT RIS, S
Ml 150 360 B, FHI T4 2RI He— WU B BRI 5 .

ROER B 55, BRSO AR FRERE .
TH2) vl 5 A A SR G EDE B ST B E R I BT AN Rl (R SR 5
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Bo & ik = (B T BE

BERSEFERML
i
TR

BRMSTTR

Nil

B

TR, BOTLLAE XRCE, SR TURTERIRE M.

N T B v PERE T A R s P L R il i TR AR AR AR N TR AR IR, S mT LU 3 i s A A o OB 3%
S T RS, IF HRe g R SRR AT . EE . ASA Y TR IR B 0 i
Mg, FraA SR I S 8 M 0. SPTAE R b s A ) 8 A0 )AL TR Rl
M4m0 CREBITAT & AT ) 4 R B A 7] — ol i) DA R RE . EAh,  WR ISR BT AT & A A s,
ARG 17 2 R AE A — ol RO R IR T o SRR S i B e T Aty s R R ) Bt U I
GIEESSEEICE
FHia Z |l

o FEG R BCE P O S B B R ID

© URWRERBA SR AMAL: NAT = PAT Jiiht; SCTP fa it 7B+ &ifl.

BEANSETEIC E A
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

JA 3 e A AL .

director-localization

N PRI B G B2 S SRR R S, T DU Tt U AR . I RE R & I S T E AL T A
uti ks WURRE AN g — s i AP — NI AR T AT 2 SR AR A G 52 3 A R TR 5 T

FHIa Z Al
© FEG| P REFBCE T oM SR RO BB AT 1D
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pUK ]
L1
IR 2
Bc & &k = %2 2% ARP
pUK ]
T
PSIE2

mEaunssesArp ]

BEANSETIC B A
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

JA 3 TR

site-redundancy

IAE, ASA 7] LA 5% 2% ARP (GARP) $idi 0, DUAIARAS el 8 i 4 2 4b T Bk A BE A
A S E R R, WA IR R 4R MAC/IP Hiuhik ) GARP i .

AR FL SRR 0252t 1 MAC A1 TP 3t kSl 60 4 3t sk 52 1) MAC L hEAT TP Muhkin,  SRAER
s A 42 Js MAC IR TP kit . S SRy AN S 2 I 42 R MAC HhEAR i), B4 )m
MAC il Al L n] B2 I MAC Ml I . B e, Blas s MAC Huhkoh H AR 1R 78
HEAN AT WAL BOE H A2 Bk, XA T REAt Ak BN 2 4 i) L

A NG WA T E A ID R RN X DA W T8 1k A MAC Hitiki, BRSO & )a
GARP. 0Ll H % X GARP [8)fg, WrLAZEH GARP.
Fi&Z 8

o FEG | SREPHCE A A SRR 51 B A D,

o FEEHIT A O S b Ay X DA 3l T8 ¥ A 5 MAC Hiudik.

BEANSERIC B A
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

H E X GARP [A] [ .
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B ERRRH T

KT LISP I

T LISP

ASA LISP 4%

LISP #E )
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site-periodic-garp interval &

* seconds — B'E GARP A2 W] CRARP A7) , /-F 1 3 1000000 #22 [i1]. ERIAE A
290 b

BARH] GARP, &% no site-periodic-garp interval .

MR G5 A AR KU IR BN, SR LIS & LISP it i LS IR A 2h %

A LR A LISP i,  DAMEAESS mila) 3 HT A stk .

RGP O RN ST (B, VMware VMotion) , ARG 28 0] LAEEHE O 2 8T8, [F K
Yekp 5 i P& . O T SCRRE S PO RS 2R sl it Bt 2% T B AR 7L IR 25 28 B Bl ) B 37
A RSS2 I VS o JERRE 7 /1D 43 B P (LISP) SR NS 50 £ B 4 B B b TAAT (EID) 5 B 4547
B EH HE L TF (RLOC) 73 B FF, I B BIPANANF 0 G 5 25 0], SEIR AR 25 3 30 A 06 25 7 i 1103 W)
o BN, ARSI BB 05k 25 2 i 1) R 25 2 ACIE RN, 65 b s 2 U 2 1) BT
PLE

LISP 5 %278 5 A (1A % chas AR S5 4, 40 LISP Y 1B IE B Hh 88 (ETR) A I RS IE Bt 8%
(ITR). H—Bki% thas WU AENTEE (MR) FILES IR SS #5 (MS)o RS2 1 55— Bk % b 2 A0 0 380 R 45
PR T HADES s n, BRI AR 2 s 2R, DUEERE R 7 i ITR mf A4
BT B IR U R BB IR A A A

ASA ARG AIEAT LISP: {HE, B r] LUE AT A LISP Yl if e Ar B 0ok, SRS 18 F s BT 8%
MR . WUERANGE ] LISP 460k, 2RSS a2 sh 2FT ol s, UiUoAs BIAAL T Bk s f¥) ASA ET¥
O, TIASE SRR T A # o Bt ASAREAURFe & 2 TH B T ASA, AR5 IH ASAWAZIURE i & A B
Bk nl, A BRI As . WIRETUF R T HAERE, By “K57 8RR .

oA A LISP 2%, ASA GEHER 5 nl LI & 58 —Bki% th 2% 5 ETR 8 ITR 2 [8]f%) LISP Jii &, ARJ5
NG ITAT AT B B SR T A

o ASA FERERK O3 AT T 55— Bk b #5 FiZ 0 2 i) ITR 5 ETR 2 [A]. ASA SEREAR G ANREAE LY
JE2 R B o — e 1 2% o

o SCZRF BT P EdER . oA BRI B TR AN S R A SR s BB B
HHo Pt aas v (Bl SIP) , Horp VA R B ITE # 1 H— ASA #i1H TG

« SERHNEE B SR 3 FNSE 4 Z00IRAS s Lo F s nTRE = k.
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asausp it [l

o T RPN TRD AR R 1A Bl it s AR B 55 Bt i, AR ST AT Wl REJF AR ek % FERCE A &
SRS, AT DA RN I BESC R TSR, IR RO 2 R s 1

ASA LISP 52
I REA S 2R I OCEE I . (RS2 — U -

1 Ak FET EHLER S % TP Mok PR A A BID - 25— Bk th 85 T RE S 1 55 ASA EREL R
FWLEN 45 A% BID A, Pk, Gmy DLRRH I ) 5 48 (0 SRR AT OC 1) Ik 55 2% B0 M 4% ik
EID. filtm, nSAEREAI A 2 ANl i, (HJ& LISP 75 3 Ml Bisdr, N R AFEEERE &1 2
ANl fiP) EID.

2. LISP i EA 7 - ASA 7 UDP i [1 4342 (1) LISP Jit & /2 A& 5 Bk th#% 55 ITR o ETR
2 I8 3% BID G400 B« ASA 4E445 —AN¥ EID Ak 5 ID AHSCIBE) EID %o filln, %N
AL R Bk 2 Us TP Huhik LUK ITR 58 ETR H krituhk i) LISP i & . 157, %A A4 LISP it
HANC T S, H LISP A S A S HEPIRE I,

3. JF R U B AU B AR R 55 SRS - e RO S S5 i e A stk . i, sl BAR
Xt HTTPS it A/ el b 36 2 58 Ak 55 a1 R g s ik

4. U5 ID - ASA AR REAN T Sk 5 1D A e BT BT .

5. TR AR stk KIS RESUM BC B, - B8 AEIE G0N R A sl . BETT/ 2R D) s e v
R T 5 FH B PR s U 2 s FH 2R A B

fic & LISP 3
YRGS AR AR R R BN, SR LUK A LISP it & LA H R sk
FIAZ Al
o ARPERCE S HT RS SRR RCE , B 27 JURIEE S s SRR, R 32 0, iR
B ML — Dok A 1D
* LISP yit it A& 7E default-inspection-traffic F5H, Kk, ETEILIE AR H 242000 LISP Jit i it & 5
M
UK

HE1 (nf3k) FCE LISP K il me st DUARYE TP Hodik PR A I %) EID, JflcE LISP Tt =554,
a) QI ACL; 1Y H#5 IP Hudik 5 EID fg A Uil DE R .

accesslist eid_acl_name extended permit ip source_address mask destination_address mask
$:%2 TPv4 Al IPv6 ACL. 17 K1) (1) access-list extended ik, EZS M4 5% .

b) G LISP KB, JFuE NS HHIA.
policy-map typeinspect lisp inspect_map_name
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parameters

c) dEI AN ACL & X fiF N EID:
allowed-eid access-list eid_acl _name
k% 3B ITR/ETR 7] g4 5 ASA SERHETE G HLEL M 4% k1% BID Wl A0vE &2, Bk, &
n] DABR I ) 5 IS SR A S RS A B 45 A ik BID . ol an, WEREEREASGS Je 2 Nk i, Hi2
LISP 7& 3 ANl Fis4T, N ILEFEERE K 2 AN 55 EID.

d) WERFEEL, TEHA PO,

validate-key %4/

Tl

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

FE I 4342 bR 55—k Hi 4% 55 ITR BETR 2 [A]ff) UDP i & fiC & LISPALI -

a) MCEY R ACL LAY LISP i &
accesslist eid_acl_name extended permit udp source _address mask destination_address mask eq 4342
180570 455 UDP %11 4342, $:52 IPv4 Fil IPv6 ACL. 15 <Hfit) (1) access-list extended 5y, i

b) A ACL Al 72K
class-map inspect_class_name
match access-list inspect_acl_name

¢) FEFITTHE LISP A0 BBCHE s Sems IO . WU LI R, R4 IS5 emis P T C
RNFHEID -
policy-map policy_map_name
classinspect_class name
inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interfaceifc_name}
WUEREAH A IS5 g, T € DU SIS U 225K . BROIAE DL T, ASA f45#5 0 global_policy
(R4 SR ks, DRI T4 J SR, BRI IR . WA B4 e DY TSR, 3] LUy R4
FHA AR S5 0% . LISP Al 23 0 o) B i b, PRIM S I i A R H prde 11 E S R
55 N s W AR AN T 1) AU A UL, DE N Rl H A N SR IR F 1 F) I A U

HBBZ FE o
T

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
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rzuspian [

192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS
ciscoasa(config-cmap) # match access-list LISP_ACL
ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap-c)# inspect lisp LISP_EID INSPECT

(
(
ciscoasa(config-pmap) # class LISP CLASS
(
(

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA 23450 LISP Vit e A 285 — ki 28 55 ITR 5¢ ETR 2 [A] &R 141 EID AN E . ASA 4
F— A BID F1 55 ID (19 BID 3.

R A RIS B 1 -

a) BCEY M ACL DAL IS5 s 5 chost sl N 5 22 JE08 20 G 8 dme f ol R AR b 55 SR B B«
accesslist flow_acl_nameextended per mit udp source_address mask destination_address mask eq port
$25% 1Pv4 FI1 IPv6 ACL. 17 XKD (1) access-list extended 875, HS M4 S% . BRNXHIES
RS A S E. Biltn, T DU HTTPS iR/ % 3% B 2 IR 45w 1 &8 i Ag 5
,ﬁo

b) A ACL B ZEWLs
class-map flow_map_name
match access-list flow_acl_name

o) FREAEI LR T LISP Al Al —SRMS S, PEIRE WK, AR5 A A sk
policy-map policy_map_name
class flow_map_name
cluster flow-mobility lisp

il

ciscoasa(config) # access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eqg https
ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# match access-list IMPORTANT-FLOWS
config-cmap) # policy-map INSIDE POLICY
config-pmap) # class IMPORTANT-FLOWS-MAP
config-pmap-c)# cluster flow-mobility lisp

AR RCER, ISR A MR stk -

cluster group name

flow-mability lisp
W TF/ AT RT AR A M J FH A A 3k

Gt
DINNE
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B e=snss

34 EID FRIR 10.10.10.0/24 M %% ¥ EID

o K& AT 192.168.50.89 1) LISP B Hi#s (NHE) 547 192.168.10.8 [ ITR B ETR #% i
# (FE5—~ ASA $:10 1) Z [a]ff) LISP i iE (UDP 4342)

o i F HTTPS 7£ 10.10.10.0/24 _FHEXN IR S5 25 (K BTG N S & ) F R sh itk .
o NEERE G Bl

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP_ACL
policy-map INSIDE POLICY
class LISP CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|

access-1list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eqg https
class-map IMPORTANT-FLOWS-MAP

match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY

class IMPORTANT-FLOWS-MAP

cluster flow-mobility lisp

|
cluster group clusterl

flow-mobility lisp

seh = [ —H-
EREMT S

VEEERE S, 1 n] DL O B R A PR AR
RAIEENT =

TR AR ARTE SR R, ST S _EAAFAERE, R B AR,

\}

AR YMASARTARNGPIRES (AFE)07 NI RO 2RO I, BT Bl i LR oG], A
BL R Ol URGR Ao i . BRI AR, 1 TR AR B, St T LUNERAE o
SMERIZAT R E B TV ORFFT T, A R AR TP bz i TP stk (R4 R A B 2k,
I RAAEGERE R AR AR B APRES (Pl S 0RAF T O NERF R ED |, WA BER FOR 2
A AL 231 65 e T R BEATATA E 2D Il
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FHia Z |l
o BT PR G 1 ARE I e CLI 45 7 F] sREE T AR A

o XTSRS, EERGHITER PRI TARE T . WM AT RERCER, 5 changeto
system i 4.

UK
TR HEANERNCE AR
cluster group name
il
ciscoasa(config)# cluster group podl
PR 2 LR
no enable
IR AU AL W BB PRI £E, O LA R SORE O A R
BRI E DR AR, DRI T TR J5 1 00 H AR
= -
FHT R
SR R Y R LAAM B , TEIAT BL R D R
A
AR CHASARTARESPRASE, Froa8dase CocH]; AR B Al 0 AT DURGR RO . ERALIR
WU, WEHUA AR PR LUR R FRTIT, ] SRR 1P Yl i) 1P ik H i SRS TE
HmE M SRR TP A T AR E AR (Bl B ORAT T ARG ED , R
FEWEE o TR U FI 2 & o R TAEAT R — P RO
FriGZ |l
T 2GS, TEREHIAT M T PAT AR . WERMAREA RS ER, %A changeto
system fir %
UK
MAETE IR 77 R
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cluster remove unit node_name

G PP RCE RS, SR A A D B B opie B AR AN, BRIl T i BB I 1% 19 A
MIANE T RBCE o WRAE RS T i R N By & SR MR P 5, WS B 2 114 2

FEAEWM L AFR, EHA cluster remove unit ?, 5 Hi A\ show cluster info iy 4.
w5l

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asaz

ciscoasa(config)# cluster remove unit asaZ2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

BEHMAEE

{EL
o

AR MEERE R INER 1A a0 (BBt xt MBS RR 3 1D, BB R T e TR,
LT ISR -
FHIa Z Al

o REAZRUAE P 65 i LR BRI R AR . LAl 1 oK.

* XFTEZAEERGL EERGRIT P HIIT AT . WA RGRCER, A changeto

system 4.

* BIREE O ARG, PSR AR

TR ARG, AR B

cluster group name

T

ciscoasa(config) # cluster group podl

ERE S
enable
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=Ry

=3

i<

¥

FLoE AR AR RE, TN R AN ERE S SR E . AN S B RS AT B AR O\ TR
F2D ), RIGR AR R R A NS I VR AT IO B, AT BRI A BB I R T U i
DU TP ik 5.

Fri&Z 8l

b Al P G i s MBREERERCE, PrAa i DA kM, s B L MR R Bk o 1
H, AR R CLI E#E  H al2k At

X TR A AR
cluster group cluster_name no enable

T

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

CERCR L TR, VA 2

TH BRI
clear configure cluster

ASA RER T A # 1, AFE A B ORI A2 T B
EEFTAR I CIAE

no cluster interface-mode

B T RO E T, D 20 T3

WURA S AR, AR &0y 0 B B B E AR AT i CE
copy backup_cfg running-config

ELE

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

R e B AORAE 2 R B A

write memory
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B =umnss

PER6 WORBA A IRCE, TR E B . B, fRORE e 1P kb, MR RS ENLA

B RSEHI T
A\

EE Eﬁﬂﬁﬁuﬁ RIS T AT B A AR £ﬁﬁ%f%ﬁ$FﬁE%E%%ﬁow
RanZiiti E&ﬁf%%5ME%ﬁﬁ,mﬁ%¢w¢m&$ HURTAR, SR DIREM =,
AR AT Py s bl S Sy i, BT S AR T \ﬁf%mhﬁ%ﬁiiﬁﬁjﬁ%o

BRI AL TEPATEL R R

FriEZ Bl
T2 S, EEREPAT W T HAT AT . WURMAEA RGN SR, %A changeto
system 4.

{EL
o

BT R BECE AR R
cluster control-node unitnode _name

i

ciscoasa(config)# cluster control-node unit asa2

Ty OB MR B T A TP ik

B R A4 FR, i’ﬁ‘iﬁU)\ cluster control-node unit ? (a2 [ B 24851 M Z AN T %85, i
A show cluster info #iy 4.

EBIEREEAPTH S

B ) SRR R R T AT R AR E T RO A A, TEPAT L N AR ) P R R show i A DAL
L PTA B TR L R AE AT A G b AT RN R P B AT H A Ay 4 (U capture
Fl copy) .

LA RIPAT R, B WARARE T PR, AR BIR 5 1
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wizasa sz [

cluster exec [unit node_name] command

T

ciscoasa# cluster exec show xlate

TAE SR, A cluster execunit ? CRJ & BB S /T M2 AMAFTH Z ) , Bl show
cluster info fiy %

gLl
LA (] SRS BB B BT AT 5 U S 2 TETP IS5, WS AEREHIT 8 B A LR
i

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

ZAPCAP XUE (AR B A RD K EHIE TFTP k545 . HARHIR 42 B )
BRI A FR, 10 capturel _asal.pcap. capturel asa2.pcap Z5. 7EAHIH, asalfilasa2 /&4

DL A2 cluster exec show port-channel g i & B s, Wos T8RN AN R
EtherChannel 15 .-

ciscoasa# cluster exec show port-channel summary
Control node (LOCAL) :***********************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— o
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)

Slave.******************************************************************

Number of channel-groups in use: 2
Group Port-channel Protocol Span-cluster Ports

1 Pol LACP Yes Gi0/0 (P)
2 Po2 LACP Yes Gi0/1 (P)

Hi¥= ASA &£ 5F

BT LU AR AR RIS MUE BT HERR b

K7 A= B A
HIZERHIATS
WHZ 0 LU A ok AR
* show cluster info [health [details]]
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. III- 'feﬁg$,|klu

IR BAT A7, show cluster info iy 444 5 /s T SR BE 5 RPIRAS o

show cluster info health iy 2% B RdZ 0. T S AEEANER A AT B TR . details ST
VBRSO TR 2

#2:15% show cluster info #74 HLL F i

ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

ID : 1
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL NODE

ID H
Site ID H

Version : 9.4 (1)
Serial No.: JABO815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE

D : 3
Site ID H

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

* show cluster info auto-join

R ERT S SR BUEIR 5 B EHIMNEERE, DA CE BRSO 41 (B A5
AME. HURIBATIRGUR B, S545) o WERTT S ERAZER], o s e R, Nk 4
B B T .

i 2% show cluster info auto-join fir 4 LL R«

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
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Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.
ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)
* show cluster info transport{asp |cp [detail]}
SR LRI H AR S G5 B
* asp — i T g v 5 R
* op — FEHI P g R .

WA detail ST, 18R] DUEF I ] SR I SO AT FH RS 00, DAER & #2 0°F 1
H R X EE I I B . 15214 show cluster info transport cp detail fiy4 1) LA T i
H:

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
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UE
SN

R

RE
RDC
RA
RFR
RTR
RDP
RDPR

This unit as a receiver of broadcast messages

RO

ROW
ROB
RAS

0
1656a4dce
733840

0

699789
385525
27626
34051

0

0

111847
7503
5d75b4Db3
630

0

0

0

1571

0
acb26fe
1042168
0
934969
281198
56397
107199
0

0

121862
665700
6d81d23
34278
582

566

16
123289

0
5£839£f76
852285

0

740874
204021

0

111411

0

0

120029
749288
365ddd50
40291
850

850

0

142256

0
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70680831

867311
0
756490
205384
0
110821
0
0

This unit as a receiver of unicast messages

RO

ROW
ROB
RAS

1

513846
4458903a
66024

0

0

0

130258

3308122
879979
6d841a84
108924

0

0

0

218924

4370233
1009492
Tbde7fa’7
102114

0

0

0

228303

Gated Tx Buffered Message Statistics

current sequence number:

total:
current:
high watermark:

delivered:
deliver failures:

buffer full drops:

message truncate drops:

gate close ref count:

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark:

3%

Total messages buffered at high watermark:
[Per-client message usage at high watermark]

5677

Client name
Cluster Redirect Client
Route Cluster Client
RRI Cluster Client
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IR
Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0
MRT Tx of unitcast messages (to member id:0)
Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]
Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%
Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
BIRERE Al g, LARAT RBERETY sUIM N SR St DRI 3 i B AR TR 1) i PR PR R R
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HIRBENRECEE NS
AR T PEACAE R, WS
cluster exec capture

TR B 1 b R

4 Cisco Secure Firewall 3100/4200%38 ASA &8¢ |

fn] LUEH] cluster exec capture fir & (E47 119 mi LR Al SRARAERS 2

PRI DIRE,  BJE SRR IR P Bl 19 K B 3l s e g .

k4594 BE RS
T2 LLF iy 2 DA 45 S 0

show cluster {cpu | memory | resource} [options]

BIREANERE RS S . 7TH] options Bk T Hdla A

llkj:';‘i';ﬁ;ﬁ¥:i:

mmlT 1L

il

THZ P LT fir & DA SRR i

* show conn [detail], cluster exec show conn

show conn T4 R —AMERIE S M . AR R G L. TR A LA cduster exec
show conn & 1] & 5 FT A & Hz.  Bhdr &l LLUE R AN I s BA SERE PR 7] ASA 1720,
SR A ik e B e T AR I T R R o iy 2 nT ALE S AR 7 (o b Ay 5 BN I B2 (0 e
AR, R nT LA B8 T fift 5 B3 M 2l R AR X P Re A Al 520

show conn detail #4348 R WREE i Y. 1851 RS 2l .

PLF 2 show conn detail 4 14 H 715l :

ciscoasa/ASA2/data node# show conn detail
12 in use, 13 most used

Cluster stub connections: 0 in use,

46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
Z - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
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uptime

1m21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received

at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface

NP

Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity

Ifc Locally received: 716 (8 byte/s)

PO IR AT MO R, T B AEAT R AT LS cluster exec show conn fiv & & T 15 b
iR, FHREGUUFRERR: S (). &0 () RS (2o FHIERT =4 ASA L
f—2% M 172.18.124.187:22 1| 192.168.103.131:44727 ] SSH #%#%; ASA 1 #7f z bris, #Fonil
RAREN A ASA3 T Y hniks, RN IERLN T 1 ASA2 B AT R bR
A, RORILEFTEE . iR, HIEENEIEEIEN ASA2 b8 R AN TE: i
Ho FEATETTIA, IERBIEEEN ASA 1 Fl ASA3 _LIANEE 1, 38 ik SERE4A e el
KE| ASA2, RIGHH ASA2 LRI,

ciscoasa/ASAl/control node# cluster exec show conn
ASAl (LOCAL) :‘k‘k‘k‘k‘k‘k‘k***************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***************************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***************************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes 0,
flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counter s]

show cluster info conn-distribution F1 show cluster info packet-distribution 74 /st 8 ETH
SEHEN BB Ao IX By 4] LS W S5 DAk R A 28 A A 8 I 48

show cluster info loadbalance fir 4 & /R & B A H ZE 5 B

The show cluster info flow-mobility counters 4 7~ EID B A G EHER. SR
show cluster info flow-mobility counters [ L4 Nt -

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested : 2
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* show cluster info load-monitor [details]
show cluster info load-monitor fir4- {785 i — AN RIBE AR DA R 4R, DL R A ) A
IBE % (BRSO NN 300 o Al details S 2 A5 AN 1) 0] g F B AN S R o

ciscoasa (cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Unit ID 1

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
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0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25

77 Cisco Secure Firewall 3100/4200%8 2 ASA &2+ .



4 Cisco Secure Firewall 3100/4200%38 ASA &8¢ |

25 20 30 30 30 30
Unit ID 1

30 25 35 25 30 30

25 25 35 25 30 35

30 30 35 30 30 30

25 20 30 25 25 30

20 30 35 30 30 35

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]
BIRBEANERE R G HAE . 7T options MGk T HdE R

12 [ show cluster access-list 4 [ LA N Hi s

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0Oxe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfed4f4947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

SR PTAT W AL IR AL, WA
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ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k*~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :~k~k~k~k~k~k~k~k***************************************************

100 in use, 100 most used

Cll-~k***~k~k~k~k~k~k~k~k~k~k~k~k***********************~k~k~k************************

100 in use, 100 most used

* show asp cluster counter

Wi A0 T A AR R R AR H A

IR R IR
ARERHHIEE, WS T
* show route cluster
* debug route cluster
ORI AE B
* show lisp eid
78 ASAEID %, ®H 275 T EID Mt 5 1D,

24 cluster exec show lisp eid fir 2 I LL Tt .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k****************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T, s kK ok ok Kok kK k ok kK ok ko ok kK ok kK ok ok K ok kK Kk kK ok kK ok kK ok kK ok ok K ok kK Kk kK ok kK ok kK ok ok Kk k Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp

iy X B RR AR F AT o

BeEREHEIER
AR R R 1015 6, WS F i

logging device-id

77 Cisco Secure Firewall 3100/4200%8 2 ASA &2+ .




B sssmneo
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THZ LU T SRR L a2

&R R

=
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* show cluster interface-mode

B R LI

show port-channel

BLAEAT % o 130 T AL 15 8 0 45 1) 5 6
show lacp cluster {system-mac | system-id}
78 cLACP R4¢ ID A5G

.

debug lacp cluster [all | ccp | misc | protocol]
7R cLACP f A3 &

.

show interface

SR AT HT R Rl 2 MAC MRS I 2«

ciscoasa# show interface port-channell.3151

Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec
VLAN identifier 3151

MAC address aaaa.l1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0

Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes

98530 packets dropped

* debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
WoREETE I R .

* debug cluster flow-mobility
B G ERERB SR K S

* debug lisp eid-notify-intercept
! eid-notify 2 Wos Pl

. 71 Cisco Secure Firewall 3100/420033 2 ASA 58

AR faT LLAE ] logging device-id iy 4k A2 il BLAT A [R] 5 A
[F 4 ID ARG HEME, DM EE B2k AR AR R EA R Y .



| % Cisco Secure Firewall 3100/42007 & ASA £ 7

* show cluster info trace

show cluster info trace iy

asa szt [l

A RE R, S D HER S

2% show cluster info trace iy 21 LL R4«

ciscoasa# show cluster info trace

Feb 02 14:19:47.456
Feb 02 14:19:47.456
Feb 02 14:19:47.456
CONTROL_NODE

[DBUG]Receive CCP message: CCP_MSG LOAD BALANCE
[DBUG]Receive CCP message: CCP_MSG LOAD BALANCE
[DBUG] Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at

it an SR B LA T R 7R AN E A AR ] Hocal-unit 44 FR 1797 sl 70 45001 A, 31X 0] e
FHPIAT A local-unit #4188 R A EAIRCE) » B 5T mUEAERCH T

HE GEREERME) .

ciscoasa# show cluster info trace

May 23 07:27:23.113

1.

May 23 07:27:23.113

[CRIT]Received datapath event 'multi control nodes'

with parameter

[CRIT]Found both unit-9-1 and unit-9-1 as control node units.

Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data node

May 23 07:27:23.113
Detected another Control node,
CONTROL_NODE
May 23 07:27:23.113

ASA 2R

[DBUG] Send event (DISABLE, RESTART | INTERNAL-EVENT,

5000 ﬁéecs,

leave and re-join as Data node) to FSM. Current state

[INFO]State machine changed from state CONTROL NODE to DISABLED

IRLLTR BB I S R R AT ARG ASA TE.

ASA FNZ3RABCE

PR AL B 7 13

L]l

E3: ASA H5AHHLZ MR R A O .

ASA O

RIAEN

AR 1/2

GigabitEthernet 1/0/15

LA 173

GigabitEthernet 1/0/16

LAKIM 1/4

GigabitEthernet 1/0/17

PLKI1/5

GigabitEthernet 1/0/18
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B rsams

ASA FL &

A& LMEOER

cluster interface-mode spanned force

ASA1 = BT 5| IR FECE

interface Ethernetl/6
channel-group 1 mode on

no shutdown

|
interface Ethernetl/7
channel-group 1 mode on

no shutdown

|
interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0
priority 10

key emphyri0

enable noconfirm

ASA2 HIE R TS| BIEFELE

interface Ethernetl/6
channel-group 1 mode on

no shutdown

|
interface Ethernetl/7
channel-group 1 mode on

no shutdown

|
interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0
priority 11

key emphyriO

enable as-data-node

EHBTEARE

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2
channel-group 10 mode active

no shutdown
|
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mrios sianEes

interface Ethernetl/3

channel-group 10 mode active

no shutdown

|

interface Ethernetl/4

channel-group 11 mode active

no shutdown

|

interface Ethernetl/5

channel-group 11 mode active

no shutdown

|

interface Managementl/1

management-only

nameif management

ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100

no shutdown

|
interface Port-channell0

mac-address aaaa.bbbb.cccc

nameif inside

security-level 100

ip address 209.165.200.225 255.255.255.224
|
interface Port-channelll

mac-address aaaa.dddd.cccc

nameif outside

security-level O

ip address 209.165.201.1 255.255.255.224

BEL0S i E

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl1/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201

switchport mode access

interface Port-channelll
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| ETire

switchport access vlan 401
switchport mode access

LY E‘ Y ZIZ
BB AIE
management
10.1.1.1/24 (Pool: .2-.9),
: 2001:DB8::1002/64
© - o| = .| (Pool: 8 IPs)
= o = = o
© E of © E
Cluster Control Link
192.168.1.1, .2, and .3
< portchi Spanned _| >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

= R

I port-ch5 [
o VLAN 10, VLAN 20 Trunk o
L d
= =
S =
= =

—

1
0

——1 14
A A
Client Server

Sk BANF) & A BE A S AN R VLAN SeBE, #ilin, VLAN 10 F- TR 3MZ, 1 VLAN 20
TANHMLS . B4 ASA R — R B AN AT WLl i #s  H s O o 5 F b 4k BEAE % 1)
Fi AT BE AR 802.1q #1344, ASA J& VLAN 10 5 VLAN 20 2 [8] ¥ K 5% .

i %5 M 2% EtherChannel I, BT A3 204 B M AE AZ B AL 4321 &3 — > EtherChannel. W -—& ASA 4%
AT, AN UG AE L4 B 2% 2 TR) P34 T 2

BRIk LrYEOER

cluster interface-mode spanned force
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REVEHBARTSISEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

BRIBmARSISREFEE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

EHBETEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernetl/1

channel-group 1 mode active
no shutdown
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interface port-channel 1

interface port-channel 1.10

vlan 10

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

Cluster Control Link

port-chi
192.168.1.1, .2, and .3
Node 1
BN /\ ethi/e
217 [ ethir7 P
A =N N RE eth2/1 A a
%]
o
o (\ mgmt | \ ; (\
3 g2 14
SN oo 3l oc 8
gl J Il o% =1 8ed
E A% Sx=g eth21| SNES g
2 Onar T [ Inge 3
—_ o
= %3“’5 mgmt BS" 3 =
D 3 oy 3
o 58 2 OQm =
S O=_, |B/N eltlb M
ol | o | [zl | e o
oV 2 | [ 2\ ethis >
V V V vV
mgmt
management
10.1.1.1 (Pool: .2-.9)
2001:DB8::1002/64 (Pool: 8 IPs)

T e S REURAE PN BRI AR R 2% 2 1AL R T B 5 300 B A

wn EEFTR, ZEMiT— M P 4% EtherChannel 3435 21 N A el L, 10 A7 M1 53— M5 9 2% EtherChannel
TR ANTAZ WAL, WRTFE, I8 0] LLFESEY EtherChannel )% VLAN F# M.
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br—3
L

N |

e

A& LrEOENX

cluster interface-mode spanned force

wEVEH AT SEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HIFERTSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

BRIBmEARSISEFEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on

no shutdown

interface port-channel 1
description CCL
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cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

THBTEORE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

B AR uh B SR EFRY OTV ECE

AP 125 DX A W SE T 1) 6 R R PRl e TRV AR R RE A5 7802, BT OTV I E A 2 15 2. OTV
IEAE DCT R R B R A B EAE ] o SRS R R 3R A MAC SBhER, OTV A&t
DCT ¥ R At . WERAE OTV Fe R R ARRIN MAC Hiulik, e Z37 il At .

OTV B & 7151

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
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feature otv

mac access-list ALL MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
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redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

Rk = B FHE E 1201 0TV IR =S
DRt WO, A EEMER OTV (I ygas, DM BT HEHLE 4R MAC Hiht . &% S8 HARRC & .

48 T AR E B TAE L SR ) OTV &b L7 N ASA 435 MAC HihEIER A4 H . 104 H¥ o
Futi ) OTV (EE SN LR INXLAH . 2T AFREIPE, R R RS S RE P o
ASA ] ARP % H OGN TIAIERZIZE W) , e TPEBAF AL % ARP. Ht, OTV BASAHLS
TEHHE R 2 b3l A ASA 2R MAC Hisik. 1T OTV (55 & Kb % %4 [ MAC Hilik, JF HARYS
OTV Wil, ‘EASMEN EEHE Iz R E R, WeR 3 MRS 38 2143 )5 MAC Rk i) 5
WAL, B T

//OTV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC_A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP_Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP_Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

Al KR, R ERS I E RS, JFMIER OTV ERYMERS&H . BRI OTV LW
A MAC HilbR, AIMERR 4R MAC Hilk i ES 4 H, X— b iz,
MAC it =25 %

2k S W B4/ MAC Mtk &4 H e in®) OTv i, #BFEELS— OTV FAES N
LR R MACHE . 765 — DNl kR )G, NMIGRMRIXEAH . 550G MACHIlER, LUBLROTV

e R R PR IX e 5 H .

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC

age - seconds since last seen,+ - primary entry using vPC Peer-Link,

(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— B T T e R T e L L e P LT et
G - d867.d900.2e42 static - F F sup-ethl(R)

O 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3
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O 3151 0050.5660.9412 dynamic - F F Overlayl
* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

0TV ARP £ 75 i5#%

OTV AR ARP 4Efdit OTV 43R4 TP Huhk (¥ ARP 2247
cluster-N7k6-0TV# show otv arp-nd-cache

OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In

3151 0050.5660.9412 10.0.0.2 1w0Od 00:00:31
cluster-N7k6-0TV#

uf = 18] EE B T f51)
T A B R BER

JB 37 % O BE AR R b vh m B SR B o )
DL R0 B 1 2 A ASA SRS SO BIRL T 2 AMHBAE W HORISN A 35 2 1) CREILARN) (MR
e SEBERS BRI BE RIS DCT 43, T80l o 11 4 MRS 68 1193 46 T] OSPF
Al PBR 5 ECMP {E8 R 53 2 I AT S48y S 5 DCI T BB e B ol T
(RFFERENEAR LA (AR E I I ASASERE W S ITE R o st Al A BRI
AR SR A, R AR £ 6t SIS DCLRAL 5 A3l 2Ry ASA SEREYS 4.
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B 2mus s m i MAC 0 1P bbb a0 5 K L1 A P08 25 e T )

e

v N
A “\
( Internet )
"-\.,__ ) J
Router N— Router
]
oo i 4 L |
T ligher cost route Higher cost route -~ i x\
( Outside ) ( Outside )
[[—_ : Ii\ —
OSPF

Data Center
Interconnect

L s
|Clusier Control | \__<f E:
1 [~ |

—— FEAE

4
Inside )
;

— o

1

Higher cost route Higher cost route
A —  —

Router Router

Data Center 1 Data Center 2

BHuh =45 ER) MAC F1 IP ik 8955 X LK W i@ 18 i R T 7R 51

PUR RBI RS T 2 ANMREERO, KPS EREE O 20 A 2 AN ARl b 1R R DG Eh 2 AT
ML 2 IR RPN IR L SRR 1 SRR R R i DCT &R (7 TR ol s 4k
AR 8 5 AP T ) PAY 1S AT A7 08 0 25 g i DX A A ) 30 T 342 B A A He L. B> EtherChannel 15 B
BT AL -

s VLAN A8 H B AL 4 B A (OTV) B EARTE Sl sz (W4 Jg . A8 A 2078 I BH 14 <) MAC b
B E RS, PR AR SR DCT AR IER) 7 — vk . Wi ICyk vy i) —A sl o5 LA RET
R NS BR I ey, TR RE NS R IL B ) v AT AR T . BN VACL kit yE 4 =)
MAC Hbtik. 0 T-RL6F 4l (B BAT F3 RN 1) Nexus) , ILZ04f FH ARP £ 75 bt ik B
2 J5) MAC Hilikff) ARP £idlif0 . ARP R 5 2R IEAE ASA B B ul £l MAC HuhiEFIws 23 IP ik,
AN T E i MAC Huhik, 525 ARP K 7.

FEREA S T IS I O o T SR L 0 4 R R L MAC AU Tl s . 14 3
i 5K E RS DC SERE )3 R 52 O MAC #ulik o LT AE AT 95 1238 WA LA AN AN 7 35 11 fR 5 /> 3 1
SREAH A4S 5 MAC Hidik, S8 MAC Hihki25), M5, AN EREE, A MAC Hihik .

FEREY S
o WERBERIE I BT D e A A8 ot i MAC ik, IR AEUE h AT A AL
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B X LUK W & iE

\

BRUARBEEsAEaisnense |

o FRALBIEERER AT N I ECH AT 4 )R MAC i hik Ai%, - DRI ] U P AN 3l R AR] 5 i
OTV Iy s a5 it b0 A R AR A

Qutside

Node 1 Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

: |
Cluster Control
Inside gy

Data Center 1 Data Center 2

E AR F AL ik = B &R B R 171

PUF 7RGl B T 2 ANERESOL, XSGR A 7 A T 2 AN EEE AR NS e 2% 2 ) (Rt
A ECE b o R OY B AR A ) e o LDaﬁ% P FREAN R SRR A 03 A5 F 18D 1) P
RN AR 1 25 DX DA oY T 30 3 42 B A A e bl . 45 EtherChannel 85 BAERE T A HUAR -

R FAF B O TR PSR 1R i #3540 OSPF (nl il b iE W ASA) o 5 MAC HihEAR[H,
FH 2% TP ML bk 76 T 4 g e ME— 1. B HR 2 DCTHh PR R A i, DR i AR R A AN B
FOow, BRARG s BT AR A T g . W I ASA FITTAS AR 1 % i b S i Ay T
BN IR — PR AL A BRI AR A R AR R R . A SR T — A3l U T B 0 0 e A e
WK R G I R I DCT R AL T I3 — Nl s AR

A TR R AL St P A4«
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B =xocmims sme s s e

* Ul £18) VSS. VvPC. StackWise B¥ StackWise Virtual - EMIE S0, — G AP 2254 Bl vh o
1, 53— BN LA EA R 0 20 — A7 WAL TR s PO IR SRR i O B A H
LA, MICRZHHF R DCL A . EIEOLT, &2 PR N R oA
Hio Witk DCI vf DLARERE AN i, R ] DL PR AN sl i DCLIEFE R 5 A # bl 7E
BEAESOLR, LA RO HE, PRI DCT iR & o fd is e .

o AL PR UG KA VSS. vPC. StackWise 2§ StackWise Virtual - & T 3845 5 i (A BAL U4
ReJ), MAT DAEREAN Il U2 2 X B U RASH N L. FEUCIE DL, USSR s R — A
5 DX LA D S e gl o 1 LAR O 2 2P 3 A HLAS 3L, K it o 2 LA IE HE B A
HOAZHHL, (HES X LUK B IE AT FAE “ 87 o MAAHITRAHN RGBS #5 X LUK
DX 30 T AR A iy 5 AN B[] EtherChannel

'd N,
( Internet
e 0. 9 Sy
Router g SR
—-./ ) _‘\'_'_”Highercasi‘mute Spanned
/ EtherChannel

Data Center

Interconnect

Cluster &_(_/—

Control

e
Spanned
EtherChannel
Higher cost route Higher cost route
Router Router
Data Center 1 Data Center 2

B XLAKMigIE B AR R A B R 2R
DLURRBIR T 2 AMERE L, KPR R A B T 2 AT LA 10 050 X el P
PRI TR A R FESE ) 2 1) CRIGRA) IS . SSRGS o
ok DO iz 550 0 SR P T 160 1A 45 554 1 8 4 S P 9 4 O B LA 5 i
Ve BB A HIAZ Bl 4/ EtherChannel 248 ¥ 0T DA

BEAN G L _E P G A8 A FHRP (5 4 HSRP)  7EAREAN ki B3R AEAH R 1) H b g 48 MAC F1 TP #h
hbo ik MAC HhEEAMES), B H Al H mac-address-tablestatic outside _interface mac_address
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* CTIQBE

* H323. H225 fl RAS
* IPsec %%

* MGCP

* MMP

* RTSP

* SCCP (%) "3ifi)

* WAAS

* WCCP

o {7 M E I R A

 FEEE RIS 3

* DHCP %/ i, R45#s MAREE. SZRF DHCP 4k,
* VPN i

* Azure LI RRERS

o BEEK B FIBY

* FIPS A5

SRS LThee
DL F S A (il 2 AR, BRI R .

)

AR AP D RE AT DA B T U T ST TR I e b B

WERAG I AR DI RE, U2 50K S vh Zh e XU BRI 0 B AP U e, SRS PRI R U
N IIRE: URAEIENE L, %R SR R A& [ R R

X DIRENT 5, DR Y R AW, T T A SRR T T, Sl AR T R P i
TR

LT W A
* DCERPC
* ESMTP
* IM

* NetBIOS
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* PPTP
* RADIUS
* RSH

* SNMP

* SQLNET
* SUNRPC
* TFTP

* XDMCP

o WA R AR

o PREET 1) IR S S0 UEFIFZ A . KA 231

* i S5

* i 5ilH] VPN

* IGMP ZLFHZ B T pip S AL B CEH -1 e e oA T BEANERE D
* PIM ZH 3042 V- 1 P S FRT AR L RO 1 1 e o3 A T- 4R D
* ZhAEH (& T8 /%% EtherChannel 155X

R BT =R AE
KT B G ASA 5 AT AHEAMIERY S HI45 41.

* QoS-QoS HMK T e B I RErh AR R H [F20 o HI, SRS AERE DY ni EARST AT o 451
i, G O G B, DRI AR E ASA PRIV R IV AT A U PR R R U P R
B RS 3 AR HRENM ARSI, AU AR S EAR R T SRAF AR 3
fife

oSBT - JEBMRIAE A R PSS A B, HEA SE T AL R AR T . DA
FHEASI B, i TR AR A A T Y R R AT B, AN ROCEE B PTA R,
ESJE A ESE iy el /e (B

© BRI - R SR AR B YA BN AR A o R DU AE BT R AT

* LISP Jit - UDP ¥ty 1 4342 [y LISP yit & th AR /N2 g TR 2, (HE % A i S 1)
o RN S E SR INBIERELTEN EID £, {HJE LISP M E AT IFAS SERIRESILE,

FAF M4 ia] 8 AAA FIEE 8%

T 5] (0 AAA =880 4L SREHE. RBCRNCIK. SR A4 rh DhREAE 4R
P S, HOR SR SR R Y e S RIS R AR AL B Y RO A
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AR R, DAGRSEAN R W AT 4o ik (e AT 7 A A SR BA o 3 ths mi A e e,
B3 B0 UE P 225 PR AN 26 0 R K R B

CIRAE R A B Dy ReAE AR B Th St . I AR BRI B e I, PRI D i L B K, AR iR T
G R S SR I TT SR RS LB R R 3 AAA RSS2

EROREMERH
AR R AR SRR Bl ) S (152 1 set connection conn-max. set connection embryonic-conn-max-«
set connection per-client-embryonic-max F1 set connection per-client-max fir4) o &5 S AA R
P AT IR B TR E . TR TS, AR T T R BRI ] BEAS S PR A
BT RSt St o BT AL AT AR S I TR0 mT e v Al A SR TV B Y T e . AN, A dak
Bt b, 2 AE BB B T T 5.

FTP fn&s 3%

© WISR FTP Hodhi i T A2 3 At AN ] (AR 5 P B Xl 26 P A = oo 2 PR R I B
PR A B R TE AT O SRS OB N AR (EURE s SREEEDHT N 28 B AT R E
TR, WA HORERA/ TR R, #E I 2 R N A 2

© WARBKE AAA JHT FTP Vyfl, U428 TG AR h AE 22019 i L

ICMP#e: M Fn R 8%
ICMP 1 ICMP 48 S80S LB BER I e T 75 1 P ICMPAICMP B SR 7. 97 i ICMP 0%
B, ICMP A, JF B S AA . I ICMPRIFE, IOMP AN AU, JFth S 15
O, BRTEIICMP UL AR AL T 9 AR M ELIRAR P, 48 2005 ICMP
2 B CLP RSO TS AL MO GBI R B

HIE IS R ANERE RS

LR i T AT D DR VR T S

X LUK MisE R T R I B

FEESIX LUK OB TE AT - $200 S oe 0 50 A BT A7 2L 0 s h Bl AN B (0, LB S D R AR 4
Kk AEERIEN 25, B G Bl e A DU A A R R

I3 4B SR T B4R IE IS
LM TR, SR AR B . T A Eh K 20 ph 2 B A AT R BRI AR,
AT A S KA 0,52 41

NAT Fo&&f

NAT 0] GE2 e MR BE e B, NS AT HY 3l NAT Bl 40, n] 9 A 16 BEERE TR R[] (K] ASA, BRIk 4t
P BTV T TP Hohl A 1, NAT 2 S BN G H w0 5 A5 AN K] TP bk Fl/okss M. 24
B RE A NAT B & 10 ASAR, Sl SRR I B #e R 2T &, SR mts e L
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AR THER B AN QU B A 38 (e i, DO NAT JIr Ay 3 B 8l e 2
R 2 A AN G 25 45 2R 0 Hodla A Qs 12

IR RRAE R T NAT, 3555 8 LA R e
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A TP Mk 5 AR 2 11 OCTRG .
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* XFBhA PAT i F NAT jth bk 43 e - BCE PAT Wiy, SEfERath b i aEAS 1P Huhikfa) o Hy ity 1B,
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FE 2N EE AT PAT b - 245 22 A0 i A P ) PAT i, o250 i U v 4 1
o WAFEFTA N AT A e 1, BEAE T AN A AR 0. ANREFERLIN R
AR E RO AR #0, ARG BETCR R [PIAE BE R R E A AT LA .
BEC RO I ME— 1) PAT e doe T S (1 5 %

AN S - FEBEA S HFF PAT 511,
o e PAT - SEFEASCRP e PAT.

PSP 45 NAT $ - P01 S0 M S BV A 17 B0 2
s NAT FOE S BB HORTE R, SR B0 AR e, S 15 A I B
S xlate - SEBEFTAT# 12 xlate SRR 2 0. PRI, iR I T B 2 R
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