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FAEFFT A W R . O

T s A AL, DUR RS REA AL : NAT 8 PAT Jiii; SCTP fa A (it /0B
AT B

XETEHIRE, W REAEREATE T A RIS e 2 18] CAKA FEAERIA) Rb Zifh i 4>
WS 8L A MAC Hiht, PAANAMERES i as b — > MAC Miuhike 97 T3k 1 HISRTE L
OB R BITT-380 102 IR, H b MAC M2 B0/ B o SR MAC Hiuhik 554730 55
1R dr s AR ], R o o B AL Tt A 2 IR s

FFIE IR, U FAR T A TR L TR B P % R 9 DG B ez TR, A P I 8 2 [
PI5 K3 (AKA ZRVEFEN )  TUAREAN WY G 1% #8708 A ] HSRP 2556 — Bk U Ppil (FHRP) 7E
FEAuE PR R R4 TP A MAC Hudik Hbr. %08l VLAN A 5 S A% 4 B 4L (OTV) 2251
ARy RN 2 A uh b Tl uess, PR AH R ¢ B i 28 i Bl i DCT &R 3% 3 )
e WU TETR T ) AN S T R OCE B Ay, WA TR MR AT A L pE RS, [ AR T
FIIE 55— B 5%

XPTBEIIR, W R RAE RS HSRP BR %, WAAZITE ASA EH4 36 Hi 2% HSRP MAC bl
IS MAC Ml K50 H G2 A MM AL IS MAC Hidib) o 2548 48E8% th #53 H] HSRP
I, &% 4E HSRP IP ik ()3 Foks & 3% 31 HSRP MAC Hiuhik, {HIR [F190 E Rk H HSRP X HHEE & 4%
A% 1 (K MAC Mudib. [RE, ASA MAC Ml %630 % 1 /E HSRP IP Huhikff) ASA ARP %4 H %
W EORr, JF H ASA JKiX ARP R IFHAMONE . T ASA (1) ARP 4% H BRIAAE 14400 P25
F, (A MAC Hihik 24 H BRALE 300 25 204, DAL 75 2238 i A MAC Hidik 4% H kil 6 MAC
Huhik 2 B A E 5

o ST A X AR T ) i iAo, T TG AR SE I MAC Hihik. ] OTV s8R s
S A VLAN o ST B0 sy, iR AE4 R MAC Mk (i il DCT k%2 5
e WUERTCYET ] ANl FIERRE, TR EEMIBR ATk vERS, AF R AR S BiA 5
— i SRR A Yl AL EEREVE Y R X B SR — Bk As I, A SCRESh A K .

.

H AN

o MR R AR T N (R e B EtherChannel 42 11, 3 i 8025 ] Firepower 4100/9300
PR BAC L BB O IR ISR A B HLIE & VSS vPC. StackWise 58X StackWise Virtual)
BN REATIRS I B U fe, EEAEHIN CAS I DR % . 90+ S50 S0 o i HL G
BRI AT RS, R UE R S IR DU £ Dhfg .

o WIS IR I A B REIS BB N A R 0, A R I S A W T X A T T
Ho FEREAENLR, EFFEBIREReSHRIER,; B, EFF FTP EH: FIN/ACK 3t
A FTP &/ ufEdd . R OL T, RSB Hrdisr FTP 154,

o QSR P B 2 30 5 DX DAOK I 38 1 22 1) Windows 2003 55 4%, 1 7 e H R g5 4 i 11 G HT HLR
S5t AR ICMP Ff 13 BN, 27 K& ICMP I B R RIAERE . IX 86yl BT g S SRR
FLER % By CPU ), AT W] BESEmIPERE . PRI, FRATEE LB ICMP #5115 & .

o AT EtherChannel 3%3:%] VSS. vPC. StackWise B StackWise Virtual, PLSZHLTA .

[l Firepower 4100/9300 # ASA £ 2f
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7£ Firepower 4100/9300 #/\ 55 B2 & 55 5% .

s FENURE N, BEAREX BEL e AT AR, AN BEAE IR s AT oAb s i, A
SR B T AT A

ZIAE

« BRATEOUR, SRR ROV A DU REAL TR APIRAS, OREFINFTRDN 3 70 BRINIE UL, FEPT A&
F B A I s AT RO A

« BRIATEOLR, ERFENE A T2ERPIRAS . W H R ER 86, A3 a8 B BRI Ta) B i 1)
K5 F.

o HH IR A SRR T B O AR TEE 1 S BT NN D BE VBN BRI, Bk 5 0Bk AT — IR

o HY I AR ) S 1 L RO ST B S EEFTIN AN D RE VBN 223 3 UK, Bk 5 0Bk, IS IRk iR
2.

o XF HTTP i, BRNVAH 5 B RIIEREHIER .

7t Firepower 4100/9300 #|55 L Ffic & &£ 8%

& LAM Firepower 4100/9300 HUAE PG | BEEAA FR 4R TE . HE AR B WA LRI A WIMARCE .. A
WAATE ASA _EHATIBRAS I SR FPIC A AT e E o ASTIERE A G T N ASA A BT
Bo BEIER LI Firepower 4100/9300 HUATE BLAERE LA K R AR IEM(E L, 1524 Firepower
4100/9300 HLAFHSTHY o

HIE1 FXOS: 1 ASA R, H 151

$IE2 ASA: B P JOEE R S, 28 26 1T
I3 ASA: FUEHGEED, 526 7T

WA ASA: HUE EHFIE . 5529 0t

WIS ASA: EHAERMT . 550 0L

FX0S: 770 ASA &2

fll3Z ASA 57

FERT LUK A Firepower 9300 HLAFAS LA N SEAE, sl in 2 MU LLSEELPLA 4 RE . X 4L
MITAERE, TR B AT . £ MU EESINAERE: 5, BT BIE N — U EaA
AR B

R vt B R BB RRCAS
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Firepower 4100/9300 # ASA %3¢ |

T LAM Firepower 4100/9300 HUAR A PG | BEERAA B 4R AE . H Bl A B & WA A2 BT AT WA TC

T ZHUAAGRE, QLI B RN . E— DB BB Ra, T LR SR P i
BRI R R DPUAE, SCHURRR S

fE Firepower 9300 HLAHH, AAZ506S 4= 3 MEBAERE) 0 JHAERE, BRSSO 2o ebidh . WiRANED
FATH 3 MR, R A S IR T,

2R, AU E B, RS ASA NHI A H 245 5t

e RN, Firepower 4100/9300 HLAR B 5 | K AF A LR 51 R HC B AHREAS ASA N HEAT T
B DUSWIRTRZE, wTLOEE ASA B0 SR RCE A 8 (UURIRSCT2R) .

interface Port-channel48
description Clustering Interface
cluster group <service type name>
key <secret>
local-unit unit-<chassis#-module#>
site-id <number>
cluster-interface port-channeld48 ip 127.2.<chassis#>.<module#> 255.255.255.0
priority <auto>
health-check holdtime 3
health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
enable

ip local pool cluster ipv4_pool <ip address>-<ip_address> mask <mask>

interface <management ifc>
management-only individual
nameif management
security-level 0
ip address <ip_address> <mask> cluster-pool cluster_ ipv4_pool
no shutdown

http server enable
http 0.0.0.0 0.0.0.0 management
route management <management host ip> <mask> <gateway ip> 1

)

ER WURAAH AR, W BE R local-unit £ FK .

FrIaZ |
* M Cisco.com FZLE TR &N G, SR )5 mE 1% 2 Firepower 4100/9300 HLAH -
s WEELL M E R
o WP ID. 1P Huhih 0 R0 2% #e 5
G TP ikl

[l Firepower 4100/9300 # ASA £ 2f
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IOY N |

BoEH M,
a) TEEREZ A, ﬁ//l\l/ﬁjjl]*/\ “Hdx” 25M Pz 0 8L EtherChannel (AR him HIHIE) o SRS
Jin EtherChannel Ciify F13#1E ) By E P 2L % Ho

X ZHUAREERE, P S8 b /0w A — AN s e L s X LUKl TE . 7EREMHLAE L
AN INIF— EtherChannel. 15 FTH S8 % % LA 32 O & - BIAZ # L _E A 54 EtherChannel H .
% EtherChannel FIVEANME S, 15 S HERFMENIAIRRE] , 265 10 11,

b) W0 CEPE” RAYEE N EE EtherChannel. 15245 Il EtherChannel (i TS ) BRMLE W FEFE

""ﬁ% PRt TR, A BEE: 1V 5 AHTHUAEE BO M LA B DA (/EFXOS 1,
Al RESE BINLA B B 10 7R 5 MGMT. management0 B¢ HARSRIAFR) .

T2 HURERRE, RSN EAS AR 10 Bl

c) X]L?gmﬁﬁﬁ W R S N B AR B I BE 14 EtherChannel CERIA &0 T ki 1 il 1 48) &
Zx[% Y50 EtherChannel (Ui 11305 ) »

20 05— Firepower 9300 HLAT A K2 4 e b 2 I ARSI s i e 11 o Bl 2 SRS
S PR B LSRR A T 2 U, RO SRV R A T8 X AR 4 e 1

AN LA e e O SRR BE B S BEANLAS _LIK) %5 Attt EtherChannel. 7E4C
AU _E X REAN AT H] B Etherchannel. 45 ¢ EtherChannel [FIVEZI{E L, 152 [ FEAEUE A1
PR, %5 10 7L,

HEN 2 A IR A5 A

scope ssa

i

Firepower# scope ssa
Firepower /ssa #

BEEN T SLGIZH, O ERRA .
a) A TG . TR AR T AT .

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
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ftd .3.

cisco

b) K P B R AR
scope app asa application_version
il

Firepower /ssa # scope app asa 9.10.1
Firepower /ssa/app #

B SO RRAR 1B R BRI AR
set-default

i

Firepower /ssa/app # set-default
Firepower /ssa/app* #

B H 3 ssa B2,
exit

i

d)

Firepower /ssa/app* # exit
Firepower /ssa* #

il
Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit
Firepower /ssa* #

TR GIELERE.

Native,Container

enter logical-device device_name asa dots clustered

* Device_name- H Firepower 4100/9300 /LA 3 5 | 8 FH T 10 B AEHF U B DL M s B2 TE

LA E AT SRR . 820

B ~7)
B E 4T

Firepower 4100/9300 # ASA %3¢ |

Application Yes

B=AN g aetii, R A 2 HERE B A it

* dots- B HUAAB R C A4 RE . XT T Firepower 4100, 4552 1. XJ T Firepower 9300, 73€ 1,2,3.
TR A0 3 X Firepower 9300 AL 4330 3 AMSTHRAAHE 1K) Jo AR, BRIV R0e AT 2o et
RARCE AT 3 M, RS A S B T,

T

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered

Firepower /ssa/logical-device* #

[l Firepower 4100/9300 # ASA £ 2f
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IOY N |

p LW SETIE R S

RV EAOH TR0 0 E B . D TSR R AT, e T BUESOW ] CLI BR B K2
Hifer.

a)

b)

<)

d)

lfE RS HEIES YA DU 3
enter cluster-bootstrap

RE

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

BEE LA D,

set chassis-id id

G R HLAG # G 220 — 1D,

Xl RV, TRl R ID BE Y 1B 8 Z MIIME .
set site-id number .

SRRt 1 1D, R R O,

il

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

SRS TR B B PR oA R B A B
set key

oRE

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

ARG R Em A=Y

SEE B RKEANT 1R 63 NFRFZ IR ASCIL 745 H o JLm2 @ TR s 4 . Ik A 3
Wi K A i, A RRE R R R R L, BRSO

BOE AR DB,

set mode spanned-etherchannel

15 X UK P St G A A M SRR AR
5l

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #
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f)

g)

h)

Firepower 4100/9300 # ASA %3¢ |

{12 R E P B R AR A A4 R
set service-type cluster_name
LRRLIEACSE R 1 B 38 NI ASCIL A5 H

i

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(A[ik) WE SR HI RS 1P 4.
set cluster-control-link network a.b.0.0

POATELN, RIS 127.2.0.0/16 4. (B2, FEOMKEEA RUF127.2.0.0/16
Il . ERXFIEOCT, A AT EERETE e ME— P4 LR /16 Hudt,

« ab.0.0- fREEE /16 Mg HihlE, FR[E] (127.0.0.0/8) FIZHIE (224.0.0.0/4) Hihik R 4b. G0 Foksi%
&4 0.0.0.0, WAFTHBEGAMEZS: 127.2.0.0,
PUFESARIEHLAR 1D FERE ID [ 32 R 6 B A& IO AR R T BE B 42 11 TP Mkl
ab.chassis id.dot_id.

-

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

Wi B TP HhikA
PR B T 2 A bR e B i B
1. FOEAH TP Mk, b —AN bbb 25 e 2045 O RN SR B AL o
set ipv4 pool start_ipend_ip
set ipv6 pool start_ipend_ip
/DA AR R A E AR R bk . TEVERS, X T Firepower 9300, HE& HUAH 24 20HL
1 3 ANk, RUAEARIOR P A B . Rt R AR, WIS 2 k. 8 T
PRIV A I AU TP Hhtik CFRAE “ E4ERE IP Huhik” ) AEEgtHhbEb s 545 L AE R AN M4
ok A 1P MR — A TP bkl 50T LR IPv4 /sl IPve Hihil.
2. D BHEE CINCE AR IP Hudks
set virtual ipv4 ip_address mask mask
set virtual ipv6 ip_address prefix-length prefix
Ut TP M kb6 20 5 AR b L g T [F]— AN R, AR .
3. B R S HE
set ipv4 gateway ip_address
set ipv6 gateway ip_address

[l Firepower 4100/9300 # ASA £ 2f
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)

IOY N |

i

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipvé6 gateway 2001:DB8::AA
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11 2001:DB8::27
Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé6 2001:DB8::1
prefix-length 64

B ARRE S | S R

exit

IR

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: f@arscape

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit

Firepower /ssa/logical-device/* #

W IR e (8

XL B T XA S B . T SEBLERIEAT, W)e T BUE SO ] CLI BCE K2
Hife.

a)

b)

QI E G| SR P S

enter mgmt-bootstrap asa

5

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

i B O A T

create bootstrap-key-secret PASSWORD
set value

PN R 2 T

BNE: A

exit

A5

TORCE ) ASA B H D3] R R P S AE AT S A S N AR B AT s R AT FXOS U5 Il ABR
ffﬁfu\TaT'_QIEJ\FHFmE%HT TU«[@ Eﬂo

5l
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d)

Firepower 4100/9300 # ASA %3¢ |

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

fi s B KA B & ]

create bootstrap-key FIREWALL _MODE

set value {routed |transparent}

exit

TR EHABE I, B R A 0 % o (1) B E A R e A LT 8% o PR A 2 B AL T AN 8] 1) 1 199
b I, BB SRR, R RIS R, R
WA A A2 2 BT v 6 FO) B e 2 R

RGAACAN IR N BCE B KB an R F N 5 PR BCE, WIAS S B .
EUE

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

B HE RG] SR
exit
5l

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

BT RAFBLE .

commit-buffer

HUARE L 8de e ARRAS 1K 5 B R0 B 11 A 6 2 B ) S R B I AR e %
] show app-instance fiy 2K A i R & . MEERS AN BB HBITIRAS NFELN, N6 1
FEIEAT HonTfEAd A o

T

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

clusterl 1 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Data Node
clusterl 2 Enabled Online 7.3.0.49 7.3.0.49

[l Firepower 4100/9300 # ASA £ 2f
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IOY N |

Native In Cluster Control Node
ftd clusterl 3 Disabled Not Available 7.3.0.49
Native Not Applicable None

T AERER I AL YLAE, T R MR, (HAAZ0NC B ME 1) chassis-id FEHAT) site-id; &), 1%}

P HUAR AL ] — P
TR DB _E e D e EAT R .

R
ANy

LA H A FXOS HUAR R E AR Fe

BRI BT A ASA DL H i SRR E .

Gt

XA 1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable

enter member-port Ethernetl/1

exit

enter member-port Ethernetl/2

exit
exit
enter port-channel 2
set port-type data
enable

enter member-port Ethernetl/3

exit

enter member-port Ethernetl/4

exit
exit
enter port-channel 3
set port-type data
enable

enter member-port Ethernetl/5

exit

enter member-port Ethernetl/6

exit
exit
enter port-channel 4
set port-type mgmt
enable

enter member-port Ethernet2/1

exit

enter member-port Ethernet2/2

exit
exit
enter port-channel 48
set port-type cluster
enable

enter member-port Ethernet2/3

exit
exit
exit
exit
commit-buffer
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Scope ssa

enter logical-device ASAl asa "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA

set

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

set
set

ex
exit

scope
set-
exit

commit

it

app asa 9.5.2.1
default

-buffer

X HLAE 2:

scope et
scope
crea

se

h-uplink
fabric a
te port-channel 1
t port-type data

enable
create member-port Ethernetl/1

exit

create member-port Ethernetl/2

exit

exit
create port-channel 2

se

t port-type data

enable
create member-port Ethernetl/3

exit

create member-port Ethernetl/4

exit

exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5

exit

create member-port Ethernetl/6

exit

exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1

exit

create member-port Ethernet2/2

exit

exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3

[l Firepower 4100/9300 # ASA £ 2f

ipv6 pool 2001:DB8::11 2001:DB8::27

virtual ipv4 10.1.1.1 mask 255.255.255.0
virtual ipv6 2001:DB8::1 prefix-length 64

Firepower 4100/9300 # ASA %3¢ |
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smEsensz ]

exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

NINEZEREN R
VRN ASA FERERL L .
A\

AR WRPOGEH TR INe A SRS I sl 4 21 2 3 AR BE R Firepower 9300, NI iZ AR B
SEASETIMNITE

FFi6 Z A

o TORDUAT SEIRAE MOFT I 53 107 B TP St bkt AT B 1) TP stk W RBEAT, T BAERE LA
FARRIAT RS SR P RCE, SRR A TR I A DA o S SO S BT R Bh i A

* HTHURT LR DR E AR ] o S85mT LS AN N FXOS HURTRCE DALt i e o

o XFT AR, AR AR LB ASA NI PR HT 2 s JUARARRE R 51 6 A Bh4k
R E I E .
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Firepower 4100/9300 # ASA %3¢ |
B asa mEposEtiEsEst

SRR 2 L ERENINIEURT, e U8 ASASERE, 28 15 TUh BRI, (HAZRC EME— ) chassis-id
MUIERF sitesids - 770, 3850 PIASHLAT ] 7] —PC 8

ASA: BLE B AIEEXFEREN
WU, FXOS HURIACH 55 A BB A Al BB F B

o SECRB KRR - B R S O, B S e R Ml B BB A B
S CLSEHLILIC . 15 2 P BB B ks ae AE A SRR, IR S8R B KA

© WSO SR - B R O A SR, T e e g BB, Bl i B
e N AL S N VAR e S V=P EA | B¢ EiW

ASA: BB HiEiED

UEFE RO B EAE FXOS B AR AEIN L B RE N Ea 2 LI A SR X T 2 RS, Sl
PR IR 22 15 X LUK M T 4 1

\)

AR B EEE RN LR E . 04T LAE ASA T B LI 240, (HLURR e I T Mol
Mo AR — AR L, AR EE RS L. AR R, SRR, 5 5 0T,

FriaZ |l
o XTSRRI, EERGEPIT R W HAARTE . W MAEA RGERCERL, 75 changeto
system 4.

o XTE A, TERCE M. TSR E MR AU BV,

o FERFES X LUK I TE ] T HAT Z WU RENT, o O AR R e 2 0 T BT A ST
PEIRAS o BLEER AT B 1R R R B AR A P AR AL T SRS 170 A

T fE#E N ID.
interfaceid
AR BE LR IR L, W52 FXOS M. #%10 ID AT LLZE:
* port-channel integer

* ethernet dot/port

P

[l Firepower 4100/9300 # ASA £ 2f
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asa: BEsriEn [

ciscoasa(config)# interface port-channel 1

P2 [N
no shutdown

PRI (AR WRMER LRI O A VLAN T, 3L RIHAT AR

TP

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

AR R E T .
FRA (RSN RO 5, RS changeto fir & 2E AN SIEE A

-

ciscoasa(config)# context admin

ciscoasa(config)# allocate-interface port-channell
ciscoasa(config)# changeto context admin
ciscoasa(config-if)# interface port-channel 1

KT 2 AE eiiat, LA e i R A R s SE k.
WEBS N
namef name

Tl

ciscoasa(config-if)# nameif inside

name ;& (K E 2 0 48 DMFRFISCAR TR 5, IF HAX 7 KNG o AlTHT S HrE 8 A bt dr 4 n)
AR
PR 6 M P K, PAT LR I TR A
o PR - B TPv4 F/BK IPv6 Hihik:
(IPv4)
ip addressip_address [mask]
(IPv6)
ipv6 address ipv6-prefix/prefix-length

ZNE

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipvé address 2001:DB8::1001/32

Firepower 4100/9300 & ASA 425 [}



B ash mEmEsEn

T

SR8

Firepower 4100/9300 # ASA %3¢ |

AN FF DHCP. PPPoE 1 IPv6 HBhlC'E . X fixf piddide, wlLARE 31 {7 7 ML
(255.255.255.254) {EULAHHLT, ANSs A M2l FEtbk O B 1P Hhuhik . AN SRR 20 Bk %
A bk

o IR - K 1 0 O B B4 -
bridge-group number

R

ciscoasa(config-if)# bridge-group 1

number 2 1 F] 100 Z[A] 45 2 vk 64 MO RCEI MR . ABER R — 8 Ol 2
LML, R, BVIECE S TP Mk,

BB U AR

security-level number

Tl

ciscoasa(config-if)# security-level 50

number 0 CIRAK) 2] 100 () 2 R34
(ZHUFEEERE) A DX LUK W8 S 4 7 MAC ik, DUORE o 98 71 1 99 280 32 42 )
mac-address mac_address

* Mac_address - K H] H.H.H #% U MAC Hihik, JLrb H 2 16 A2/ bl Ecy . filln, MAC sk
00-0C-F1-42-4C-DE L\ 000C.F142.4CDE [ JE U o W RSO EAE A 8 A2 ) MAC ik,
NF-5) MAC Huhk a1 AGE S A2,

W T EhACE ) MAC Hidik, 1% MAC bR a6 208 T4 a0 s 2%« a0 AL S MAC Hudil,
WU SR B A R AR T, BT AR R A 2 KB i MAC Mk FiZ e 0, X n] B8-S 80l I k9 2%
P

FEZ N RRGUT, WEREAERS Stz iz 0, MW SOh R A3 Ak MAC ik, IXFEmt o T
HBCE MAC Hihil. VR, 02U Rtk 4 AR 0 TEh S MAC il

T

ciscoasa(config-if)# mac-address 000C.F142.4CDE

Cofi U TAVERAE D) Bl i T Bl URF JE 1 MAC M3k AT TP stttk OO T DD -
mac-address mac_address site-id number site-ip ip_address

i

ciscoasa(config-if)# mac-address aaaa.1111.1234
ciscoasa(config-if) # mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if) # mac-address aaaa.ll1ll.bbbb site-id 2 site-ip 10.9.9.2
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ciscoasa(config-if)# mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if)# mac-address aaaa.l1111l.dddd site-id 4 site-ip 10.9.9.4

Ut RVRFSE 1 TP kA Z0 Yy 4 Jey TP BB T[] — 79 o (B0 A T ARl ik 52 1K) MAC M hiE A TP 3
BER R TS AR 6 B K 5 L3R 7 BC L P 8 [ 5 1D

ASA: BEEXEEAE
NGRS AE I B R B S AR T (U EE RS AT IR B . TCP IEBE HIAEIR . IS sl R oAt
Al JGARRETE 5| SR PR E, A IR £ AT IR .

Al 2k ASA EEESH
AT DU i b e R A

FIAZ HI
o T2, BRI REPAT P TR AR . BT S R G AT A A],
IH I\ changeto system 4.

* AH A name AN IHABLEIU BEFE FXOS MUAH s, s R REMEAA AR oL T 4 6E
fE ASA EHEATRE PIEEL PR AR G I Le it 1ot

S Bk & AT,
show cluster info

i

asa(config)# show cluster info
Cluster clusterl: On
Interface mode: spanned
This is "unit-1-2" in state CONTROL NODE

D H

Version : 9.5(2)

Serial No.: FCH183770GD
CCL IP 2 127.2.1.2

CCL MAC : 0015.¢500.019f

Last join : 01:18:34 UTC Nov 4 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state DATA NODE

ID H

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.3

CCL MAC : 0015.¢500.018f
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B s=sssasasgnsy

FTIE2

Last join : 20:29:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
Unit "unit-1-1" in state DATA NODE

ID : 1

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.1

CCL MAC : 0015.¢500.017f

Last join : 20:20:53 UTC Nov 4 2015
Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state DATA NODE

ID : 3

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL 1IP : 127.2.2.1

CCL MAC : 0015.¢500.020f

Last join : 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015

R AR B A RS, WHIEH MEER:, JRERRERR L.
¥ SRR B B O (M B K AR R A B /0 LU B EE O i e MTU 55 100 2756
mtu cluster 575

T

ciscoasa(config)# mtu cluster 9184

AT VO MTU W& ks e/ IME R 1400 NFET. HeAh, AT BCK S BB MTU %
BT 2561 F1 8362 Z [AlfFME: M THutAbFE, b MTU K/NAE RGBT AEE. TR
PR B U B A B L e, DR R AR T B 1 T R RE S R A e O NI B s B DL A SR TR B T
. B, BFEKMTU & 9184, Kty & a2 11 MTU w] LU 9084, T AR AR F8 il Bk i ) ]
L& N 9184,

HENGETERC B A

cluster group name

CRI3ED i 20 s oo B F ) s oo i das il & =0 -

console-replicate
BROATEOL T 25D fe . X TR I EEFE, ASA Rl IS0 B T Enfn th 2 6 . i
Zfﬁﬁ; g{?%ﬂéﬁfﬁﬂ, Bl B B 5 W EOR BRI %, PRI U 2 I AR — N2l
BB AR RS B AR ER 2«
trace-level 25
AR 5 L BB B AR -

s critical - A GTEME=1)

s warning - %% (PEM: =2)
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$IE6

L7

B EZITIR

7

nes

mEarhsussasnEimags ]

* informational - /5 &3 G%EM=3)
* debug - PR F M GEEME=4)

(AfiE)  (AXBR Firepower 9300) i CRHLAR - IR 22 BB A IS IO NS, DUMEAERLH . [ 35 73 i
W AR T AR SN, e Rl e B TR i, DA HAR R ok
S

unit parallel-join num_of _units max-bundle-delay max_delay time

* num_of_units- - i & FEAER A In N AT 1 [R] — HLAE H 75 At 4 1 s /M ER AL (AT 1 83 2
) o BRIAMER 1, XEWHEBHAE IR 2 AT A S S AR 2 2. Bildn, Wk
R N 3, WA HOk 22545 max_delay timeE# H 3458 3 MR ER 4% )5 A IR, .
AT 3 AMEEHCR KBRS SR INNEERE, IF LT R TG oR & .

* max_delay_time- $& & 76 MRS 1 S8R A Hugh 28 )5 A I N BB 2 i 14 de K BRI [|) (LA
B rfr) , JEHAT 0 2] 30 aBhml. BROAMER 0, X EME B ISR 2 A S5y
AR AE R 4 . WK num of units ¥ E R 1, WRZELH0h 0. W% num of_units % &
H2 883, WNZAEAZN 1 80 KA. BTl i BB R AT, (255 — AN I NAERERS, )
P A SLAAL R I 2 2 25K, JF HILRBIH 2 NS #

Bihn, % num of units #E A 3, K max_dday time ¥ E N 5 0. MBI 1 EEIN, ST
o5 o Bhhmfas . B 2 76 2 SR 30, JFEBhE S et e, B3 LE 1 BhE ), i
T BEIAEREAE 4 3P IMNERRE; IS ER I 2R 58 Al WAL 3 — B a8, NI
He 1 BAE S et 2RSS ORI InNEERE, MRER 2 B inN, RE I 2RIER4R 2 940 EASE
L TE I 28 58 o
WC ' e KRR D2
cluster-member-limit 455

* number -2 F| 16. BRINE N 16,
W RS IATAE TP RS D TR SR (166) , #IEBEE LRI R AE. WE
AT T LR T A A PR YR . B, SR AE i O R R I (PAT), U e 2% v LUK o
H e FCgh RN R 8, FF HAS Db S S ANHT S8 FH IR 09 v % T A ity 1 o

BB G 5 25 ) 35 A& A 8 IR S RIFTE B (clu_keepalive Ml clu_update 748D [ ERHF
TERE A B o
clu-keepalive-interval 5

< B - 15 355, BRIMEN 15.

T e AEURE 18] B v B0 BEER MBS I Ta], - DA/ D> B2 TR BE B AR

BIEFEMERMANRE

LR Py v ARG B W o A s AT IR A
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. EEEITRESSEFANEFMANRE

R BEAAE TN B2 1 (s # iz 1) IS IR OR Ay o 48] DU P2 AT An g 11 30 36 1D B P —
YR O ID. BRI EEAYE VLAN P O8O0 (Flan, VNIE{BVD EHUT. BAEER
SERES B I B s BRI IR A .

BENSETFIE B A

cluster group name

H e AR WA BT IRS I A D fg

health-check [ holdtime timeout]

holdime F Tl & P4 /X ¥ #% heartbeat ARZS W S Z AT I TR [AIBE ,  HAE AT 0.3 2] 45 F5; ERAMEA 3
o

N TR W AAIBATIRGL,  ASA SERF & S TEAR I T BE % LK heartbeat 1 & &% B At 2 45 . W1
A AE AR R A AR K B 256 25 AR AT heartbeat Vi L, X 25 V5 45 440k I i o 556 v 1A
P R AEATAA S D s i sl B B #2100 . ) H 525 F ASA. Firepower 4100/9300 HLAH 5k
WML R . BCE RN A BB LIE R VSS. vPC. StackWise B¥, StackWise Virtual) , )W
252 AR A A I B2 (no health-check monitor-interface), i BEA% I wf CUAS 4% 3% 1 . 24
SR e R HCE o D RE B e fa, T DUEET R s IR B Dy Rg .

T

ciscoasa(cfg-cluster)# health-check holdtime 5

FEHE I EARIE s RS e A

no health-check monitor-interface [interface id | service-application]

BB IRAA A0RE I B . R S IR R 11 (0 P A ) Bl R o % R A, (H
FEH A B LR A 23R R TS 1, s AR IR 1% B0 % . ASA fEZ KN [a]Ja 2R
AE PRI AR ok % BBk 22 11 PR SRR DA R 2% 8 98 R B 0 Al D I S TEAE ISR I e 4 o

BRUNEOUT, AT 0 )8 IS AT RGO 2 . 88 mT DU iy 2 (9 no JE U AN T LA . fm
REALAE AN BB L (I B 1) (IS IR A o 84T IR IR ANAE VLAN 45 1 Bl
B (i, VNIELBVD BT AR SRS IR RS I A& T R PoREs. 15
JE service-application DLAE R G i IV FH A P i

PP R AEAT AR B O s sl R B 2 11 JE A5 ASAL Firepower 4100/9300 ALAH 5%
AEHL BRI sE RIS IR ML VSS. vPC. StackWise BY, StackWise Virtual) , %W
RIS A )68 (nohealth-check), RSN CU AR A 4% A o 2230 0 8540 B8 X058
HECEFE o R BT & e, R LB G S T RO & D gE

T

ciscoasa(cfg-cluster)# no health-check monitor-interface port-channell
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PERA HE AEBA TR A A 1) B S ERT I AR

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- $55E WA I B BB . B AL N AR RIS — 20K N
PR A
* unlimited — (cluster-interface FIERIAED PRI BN 2R A IR B

* auto-rejoin-max — W& B IIA SR EL, /T 0 f1 65535 208, O ZEH HBE B I .
data-interface fll system [IERIAE A 3.

* auto_rejoin_interval - & X R E BT DA SR 2 (B I RIBE FR S 1] CBAM o 30r) , v 2
60 2 1o ERIMEN S he WA S E BT I NSEBE IR S R I BR A 1 Rz IS 14400
AR (10 KD .

* Auto_rejoin_interval_variation - 5& SO HE I R RFLE ). BEEAT 1R 3 ZmfE: 1 O
B 5 2 QAT E—IREFEERTED 803 (3 5T L—IRFREE ) o Blhn, i REk g EE
SR IIBEE N S el AL E N 2, WIFE 5 A8 EHEAT SR 1 k2t 72 10 2080 2x 5) 5
HEATER 2 R34 7 20 0% (2 x 10) JEHEAT 20 3 sk 0 FAERERE O, BROAE N 1 XT3
WO ARG, BRAER 2.

i

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

WIS WENAAEF A, CALEALR LB health-check system auto-rejoin 4.
health-check chassis-heartbeat-delay-reoin
BIANEOUT, R OBRIMCR G, WIS s e BUEF ISR . EU2, a0 SR ¥ health-check
chassis-heartbeat-delay-rejoin fiy4, MK #5 health-check system auto-rejoin iy 414 & 55T N
No

IR 6 MUE ASA K82 LR A A e - 12 AR vh I 53 2 i e i 9 7 S ks 1
health-check monitor-inter face debounce-time ms
H5 87 Sk TR] ¥ R 300 21 9000 2P 2 (0] o ERINEA 500 2285 A5/ INIAE T LADIARAS: 422 11 g it (1)
M. VAR, WURECE B ORI ARG, SRR LER . R TVIRESTE RN, ASA &%
RHE M2, REA MR bRId A R A, IR e INERRE R INBR . 0T AR iR e 4 4
IEH 1217 IRAS ) EtherChannel ({541, AZ#AL =8 gk sk A2 # A1 jA H EtherChannel) 155, KB
SR () AT AR IR BB E IR ANAN R A g — AN STV % 0 20 5 iy 11 ) T8 88 DA 42 7 Ay gtk
PN

T

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

PERT B ENATBATIROU A 5 R -
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. EEEITRESSEFANEFMANRE

app-agent heartbeat [ interval ms] [ retry-count number]
+ interval ms- BEERINE 5 Z BIF AL, AT 100 A16000 ZF0-2 7] (100 FIFHD o BRIME
4 1000 =Fb,

* retry-count Number - B & BIRAE, T 1 F130 2. BRAEN 3 IXER.

ASA KoK AL RE A IR T A EAUHLAT A -

BN (AR RO ANEE/N T 600 2280 Fl4n, 4 FORE I 1] (] R B & 100, K EEIliK
HOBLE N 3, WS IFIS 1A 4 300 2240, IXIEANSZSCRER. B0, B8] DUREIRIBR BEE ) 100, R HEt
TR EY 6 DLl AL SN TR (600 2Z2F0) .

EUE

ciscoasa(cfg-cluster)# app-agent heartbeat interval 1000 retry-count 10
(A3 PC Bt it A

load-monitor [ frequency seconds] [ intervalsintervals]

« frequency seconds— ¢ & Wi ¥ & 2 [RGB [R] CRARR R gD, SR 10 2 360 b2 7], BR
INME N 20 F5.

* intervalsintervals — B'E ASA 4P A s R Ba AR, BN T 1 2 60 2 8], BRIAE A 30.

fan] DU S SRR A R i R, QG BT B CPU AT AR PG DL A 28 X 58 iR 4
By, HFR A v nf DUR B 3, 0] DOE AR e L2 A, sl mAg bl )
TS . BN OL R DI fE . B, TR T BAT 3 AN 2RI Firepower 9300 |
ONLAR AR, W RHUAR P 1) 2 AN A B T ARTE U5 2 LA TR A [ 50 (10 e A R 2% 1)
R, JFrl R e e iR s . Wkl m, nT DU BT A v -
R

1 ] show cluster info load-monitor 4 & & fi i 7145 .

Tl

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28

1 0 0 13 27
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BB I E B ISR TCP TR

] ARG EOE R M. BT U TCP MR AR b 4k, LUEIR 3 /& U I B3, AT
HE W B SRR ARG AL TAR” o TR, WERAAS A AR QR T 1 4%/ 4 4 B i A
PPk, WTCVE MR X SR . R, o SRR AE G R B U A P i B AR B, WTSVE K
RAZHHR . BANCHZE T TCP BENLIL AU R A ] TCP Z 4k,

BEANSETEIC E AR A

cluster group name

(ATIE) A TCP Yt o F IR I 4 -
conn-rebalance [ frequency seconds]

TP

ciscoasa (cfg-cluster)# conn-rebalance frequency 60

UAr SERNEE . W], ASA e WA AT AP AU R B, FRROBHE B WA RD I
2 (M B DR B RUR N B . DT IESKIE A8, BEAh, Tt & AUE TRERD IER L
BATIPCPT, DA BRI R L O ER B HL I ER ST RETF A . BLAR
BN 12360 7, HI T4 € 2K AT — IR 8 B BRIME 5 4.

REOER PR B AL U5, RSO AR FRE R
TH ) vl 5 TR 4 S R G B R A s SN DR (V0 1 PR B BT T A R ol i R B 0
4 TCP JE4% f3 FI S I R ST -

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq | It | ot} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

-

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa (config)# cluster replication delay 15 http

¥ seconds BB AT 1 B 15 Z[AIFE. BRINEH http ZE1R, BRI 5 #2

B & ik = (B T E

Xl A AR, T LU L E, DS R LR TEARE M.
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A T E I R4 R A A O Rk S R AR AR IR I A RE IR, R DU S A A A . B iR
W SEIL T A, O H Rl s P AR AT . AR, ASA Sy AT R il A ) A
Mg A FRIBRAHAL S R T A A ST Rl s A b T ) R AT T Rl A
AR T s o R E R T ) B DR BA A R — 3l i o] DASE iRk e . b, R JRUas B Ay 3 R Ak
AHE T 1) AR A )l SO R PR P 4 o AR R D WA B S T At sty S5 PR 3 ) BA A
A R
FrIGZ Al

* fEFirepower 4100/9300 HLAH & BE 5 4 F 3 EHLAR 1155 11 1D

o U FRERMASLFEA AL : NAT 88 PAT Jiif; SCTP Ry A& 20 BT & A ifl.

BEANBERFI A
cluster group name

T

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

JA S g AR AL

director-localization

AR S 2 e R I R, T DU RS AR . WASER I S T ST AL TR
ST, UPKE I — ANl IR AN AR T AT 2 AR i G B2 i B (1) 5
Tz Bl

* {EFirepower 4100/9300 LA HE 5|45 b v & HLAH ¥ 55 1D

BEANSERE N E AR
cluster group name

IR
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e EEuhm %2 ARP

mEaunssesArp ]

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

B2 P RIIR.

Nil

B

site-redundancy

ASA T LUZE R %% ARP (GARP) Hidfa 1, DU R A He SL v il 4f 240 T BofrIRAS s e AE M A
PRSI R, AR ) 45 R MAC/IP Hilik Y GARP it & .

28 K B AR St s MAC A TP Hbohik s G4 A ol AURF 28 1) MAC HUhEFD TP Hihik i, SERFRRI
(AR A AT 42 J5) MAC HihEAD TP bk, B E A e N4 J5 MAC bk pkrr), 4R
MAC Hihib Az #ebl_Erl g4 L MAC bk . RAGBIN G, LA/ MAC Hhk b H bR B4 A
AR IR T2 U, X ] BRI BEAN 2 4 )

A N B G WATCE Bl A ID R R AN X DA I TE BEE A MAC Hibiki,  BRIAE &8
GARP. 0Ll E % X GARP [8)Fg, WrLIZEH GARP.
Fi&Z |

o FEG | SRR E P oA B 51 B E L A D,

o FEE I A O B P A X DK 3 T8 ¥CE AR 25 MAC k.

BENSETIC B A
cluster group name

IR

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

H 32 X GARP [H][g .
site-periodic-garp interval ¥

* seconds — W& GARP A2 BN CLARP B4, AT 1 2] 1000000 F22 [1] . ERINE A
290 b,

BAKI GARP, %A no site-periodic-garp interval.

T
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KT LISP

*T LISP

Firepower 4100/9300 # ASA %3¢ |

ciscoasa(cfg-cluster)# site-periodic-garp interval 500

MRS AR AU R Z IR BN, SR LU & LISP it i LS R sh Tk

FTLAKGE A LISP v, DALk il 8] J5 JH A s

FFHEAE HL R ERBE S PE (B, VMware VMotion) , RSs%eA] LLESAE HO2 AT, RN
WeFE SR IER . T SRR PO RS AR S, B A T B AR B AE AR S 2 S B N R
WA RS 2SN T o FEREE /1D 43 85 P Sl (LISP) ZE K #1585 4 BRI bR AT (EID) 55 % 47
B EUH HE L TF (RLOC) 3 5 TF, I B BIPRS00 4 5 25 8], SEIR R S5 B 1T A 0 25 ) i 1032 W)
o BN, ARSI BB 1k 25 L2 i ] R 2% 2% RIS LR NS, 6 bl 8 2 U 0 5 1) BT
A

LISP 75 %2 78 245 52 A (. 1 % th A8 FIAR 45 2%, 911 LISP HY LIRS % &% (ETR). A HIBEIE % &%
(ITR)- 25— Bk A BRIHFNT 2% (MR) AR IR 55 3% (MS)o RSS2 10 25— Bk b 2 R0 I 38 ik 5%
PR T HARE BSI, EASTER ATE HAb RS s R E S A, DA% 1) TTR v LA
BB IR U R I B IR 5 B A

Cisco Secure Firewall ASA LISP ¢ F

LISP #EN

ASA LISP 5Cjii

ASA A B ARIZAT LISP; {H2, "Bnl LB K2 LISP S A e A0 B B ek, SR 10T i BatkAT g%
EEREHAE . WERAME ] LISP 8, kg5 55 sl 2t sy, ks 20 A7 T8k S ASA £E7E
B s MAE SR & o B ASAKG IR EL R B IHIS 25 ASA, SR)51H ASAX UK i 2 K 1
Bk, A RERNEMRS AR . R ERIFARL T HRARE, B “KS57 o “Rk¥k” .

oA LISP 2%, ASA MK A AT LI & 58 —Bki% th 2% 5 ETR 8¢ ITR Z [8]f%) LISP Jii, RJ5
N ITAT A7 B T SOA T A

* ASA TERERK 3 AT T2 — ki B A8 Ak s i TR 8¢ ETR 2 (], ASA SEREAR G ANREIE LY
J R B () 55— B % 1 4% o

o SRR AR PRI oA B EE TR AN S BRI A S B sh B A
HH. Fomfdnm ey (gl SIP) , e A R EE R I E & A — ASA iE e 1
HE it o

o SEREANAE BN 3 FIZE 4 2R — SN H B TREE K.

o XoF TR SE I AR AT A BRI B AR B S B R, B sh T B T RE I A i PR . R A A
HEMSIS, S AP BT AE SCRR v e 2R, IR Y R B R R A sk
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rzuspian [

UEDIRE S ZMAH L RIRIIAC . (AFRZE — U] -

1 (i) JET ENLERS 4% 1P HuhkBR HIAS AT BID - 25— Bk a8 T RE S 1 5 ASA ZEREE K
FEHLEL 4 k5% BID AN S, DRIk, ny DLFR I ) 5 188 (R SR OC 1 IR 25 2% ) 4% A 3%
EID. B4n, wnSEAERMH K 2 ik, (HJE LISP 78 3 P ubi b Figtr, N HEARGER 0 2
ANl £ EID.

2. LISP il s A £ - ASA £ £F UDP iy [ 4342 [ff) LISP Jii s & A% 28 — Bk 2% 55 ITR 8 ETR
Z AR () EID A B . ASA 4y 35— />F EID Al 25 ID MSCHEK EID . filtn, S
A B8 — % R 2R UR TP Huhik DA & ITR 8% ETR H brHuhib () LISP #i . 5=, ¥ A LISP it
AL S 2%, JFH LISP il A B A S SRR,

3. TR HRERERIRBITE IR SS S - 6N 5 Bl 450t i n A shvk . iltn, el LR
X HTTPS it 5 F1/88 % B4 e 5575 [ 9m & i Hm#E sh ik .

4. Ui ID - ASA A SEAE AR REAN T s ik 1D A e BT T

5. HTRTARB LR EREIONILE - ROCBAHELRREION R MR s SIS fa VR
S st i Y s P e e SR B IR IR A sl

BC'E LISP RS
R S5 B A p 2 MR BN, AT LIRS A LISP Jit i LAE - sh k.
FIAZHI
* {£ Firepower 4100/9300 HLAH B |5 F 5 E LA )08 21 1D,
* LISP i i A& 7E default-inspection-traffic JSH, Kk, ARG FE b A 250 LISP Jit & o &
OB
g3z

HE (k) FCE LISP A It DURYE 1P ok PRSI (% EID, JHC'E LISP Tt =544,
a) PIEY R ACL; Y H#x IP #ihilk 55 EID ik AR HodikDURC -

accesslist eid_acl_name extended per mit ip source_address mask destination_address mask
P52 1Pv4 FI1 IPv6 ACL. 1 XAVl access-list extended ik, WS M4 5% .
b) BUEE LISP Krdlmesyt, JFak ASHis.
policy-map type inspect lisp inspect_map_name
parameters
o) W PN AIEE M ACL & X AVFIY EID:

allowed-eid access-list eid_acl_name
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Firepower 4100/9300 # ASA %3¢ |

55— Bl th 23 B ITR/ETR Al RESY 1] 15 ASA SR IO R L e 2% A% EID BRI S, PRIk, 1%
A DABR AR 1] L5 R A SR AT R A I 25 4 B 2% I8 BID o 0, A SRR DG K 2 ol i, HE
LISP 7£ 3 At i LisAT, WA L1 2 el i) EID.

d) WERFE, WA R

validate-key %%
-

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

TE 1 4342 1Ry 55— Bk li 4% 55 ITR BKETR 2 [W][¥) UDP 2 fic & LISPAL -

a) FCEY & ACL LA LISP it
accesslist eid_acl_name extended per mit udp source_address mask destination_address mask eq 4342
LN 4R UDP i1 4342, 5% 1Pv4 fll IPv6 ACL. £ KHfiY) (1 accesslist extended ik, i
ZH 5% .

b) A ACL Bl 2Kt
class-map inspect_class name
match access-list inspect_acl_name

©) AL ATIE LISP A6 P Wit i 5 SMG IR AR o 2RISR USRS HIAG I, AR J5 R ke 25 Siems B ] T8 1 Can
RABHD) -
policy-map policy_map_name
classinspect_class name
inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interface ifc_name}
AT RS oms R U SN 4B BRARESL T, ASA GLFEFR o global_policy
(14 Jr g, DRI T4 JR SR, IS 4R AR W RIS A A JR N X SR, 38 ] LA REAN
FHEEE — AR 25 s o LISP Al 2 X0 1) B ] F-oi e, DRI OIG 7 A i R H e 11 B T I
55 SN AL AT ) SRR FRUG IS, IR N IR H A P SR R P 11 B A

W,
.

ciscoasa (config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa (config)# class-map LISP CLASS

ciscoasa (config-cmap) # match access-list LISP ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap) # class LISP CLASS

ciscoasa (config-pmap-c)# inspect lisp LISP EID INSPECT
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ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA 2RI LISP Ji i/ 15 6 5 55— Bkik th #7159 ITR 2k ETR Z [HAIA () EID Sl AT L. ASA 4id"

/NI EID Fsb 245 ID [ EID .

TR A A S

a) BCEY M ACL DAL IS5 o 5 chost sl N 5 22 JE08 20 G 2 dme f ol R AR L 55 SR B B«
accesslist flow_acl_nameextended per mit udp source_address mask destination_address mask eq port
$232 1Pv4 FI1 IPv6 ACL. 17 XKD (1) access-list extended 875, HS M4 S% . ERNXHIES
RS A S E. Biltn, T LU HTTPS iR/ % 3% B 2 IR 45w 1 28 g 5
,ﬁo

b) h ACL £l 2wt .
class-map flow_map_name
match access-list flow_acl_name

©) HRAETEIC LT LISP KON —Semt W, PRI R, AR5 TR
policy-map policy_map_name
class flow_map_name

cluster flow-mobility lisp
il

ciscoasa(config) # access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eq https

ciscoasa(config) # class-map IMPORTANT-FLOWS-MAP

ciscoasa (config) # match access-list IMPORTANT-FLOWS

ciscoasa(config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp

BEANSERFAINC BRI, AR R s sh ik
cluster group name

flow-mability lisp

W TF/ AT mT AR A M J FH A e 3 1k

w151
PLR 7R -
* ¥ EID BE1IA 10.10.10.0/24 M 2% /) EID

o B AT 192.168.50.89 [ LISP M 2% (ANB) S547F 192.168.10.8 [ ITR B¢ ETR i H
e (fES /> ASA #1101 Z W) LISP yii & (UDP 4342)
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« {F HTTPS 7F 10.10.10.0/24 F3HEANARSS 22K T W3 &8 Hin g sh .
o WEERER MBI,

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
|
access-list LISP_ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eqg 4342
class-map LISP CLASS
match access-list LISP ACL
policy-map INSIDE POLICY
class LISP_CLASS
inspect lisp LISP_EID INSPECT
service-policy INSIDE POLICY interface inside
|
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eq https
class-map IMPORTANT-FLOWS-MAP
match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP

cluster flow-mobility lisp
|

cluster group clusterl
flow-mobility lisp

i & 9% =k = 18] VPN
BRONIEOUT , ARBEE ] A b Qo AR VPN . SR AR BE R nT 4 e, 18800T LA FH 43 A1 5ok A5 1)
VPN #Hz .

XF oA uhsE VPN

LE AT, 3l A5 8] IPsec IKEV2 VPN RIS ASA SERETT A 40 Ko AEEMBET 5 2 (8] 434 VPN
HERE AT SEBL S M AR RE AR 5, ¥ VPN SCH KRS 24 X VPN IhhE 2 b,

AR VPN EB: M o,

FE3 AT VPN AR IBATING, R GOR SR S 2 B BL T A (6

s FHAEITEH - B MOERMAT S, BB A SN EH SRR & . BT & 5ei
I 1EAEPOR S TR TR0, 4% TKE F IPsec BEIE LRI A S5 2 BRI .

s WA - IEAEAE BT B AR A A I e MR ST AT B R
s PR O EM ST, S R BRI O i

o B OGRS VPN 2 G R B Rk S — /\)H}fﬁﬁﬁ VPN 2 iE (7 L, iz ok
i S I BE S (CCL) Wi % &k 290 % VPN 2 1H Y
< DhARS - UhE A @é‘éﬁ}z%é%ﬁiﬂﬁﬁﬂ”ﬁ w0 AT RS A SR S8, RN E DA K] I AT R
SARER K (ASR). ‘BT FH M X KIEK N ANSIEE R A Y iR, i XK
&mﬁkf%’ﬁﬁfmﬂﬁ%ﬁ?ﬁ%@f% B OIS B 2 TR B .
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st veN 2irssiE

342 VPN 2535 IR E
IPAT RIS A VPN 2338 B LU RS IE. 7500, VPN &8 094T 0 5 AL RE EINH AT A 7]

* VPN U E S TG SO EE R AT o IR RURSE [R]— 4RI AU S A0 P VPN IEH2 1) IKE i IPsec
Bl LT AR . WHR VPN 235 ol &% SR 1% VPN 2 if AEREY A, i ok pk
B BT 1% VPN 2 G AR A,
* VPN 23 iE4A 1F BAMERE N ME— R 7RI 231E ID. 21 ID B H TIRAF 7 E, % R veskf
5255 IKE i o
o JEUN 5 [A] VPN AR LR S FUAR ST & b, (% Pomil i RS (oA AIE) i, WA TERE
R H 2 1R I B AT REAEAN R AR BETT A b
o ST DLESROB A S 1 A B 2 55— AN HUAR P ) 22 Al b IXRERT DABYENLAR B . o3,
0] DL PEAE T N AT R A L B & 28 IXFE A ARG A R B . SR TP
AHUER IS, om U SCR A RN LA &0 .

ERESHAI0 0 AT =X VPN bR

= %= VPN

T SRR BT SR S AL T 53— AN R D RS EATIR
A JFRYE 50 SR 25 2 W DR M B2 5 — A R

HUA ki I RER VA & 0 SR I, SRR BT Rl i & il (AT 55 —#L

FEFP T D A EAPIRAS . Y R, XL FTAL T EAPIRAS 2 18
(116 2 T A T 2 T 28 S LA 10

AT 50 SR I, SR SRR A S IR AL b, e A
Wiote 7555 MHUAE I A L BAT &0 2 T B ik 2 R 2 2
Wio BRI A2 TR A3 HE RS HLAE P 1K 0 — A0

{5 FHARAE 1Y A IEFERE R AARRE T P B SR il (LT — i b)) fe
A ERPIRAS s FEAR A7 HEME R 5 0 S AN EHT /M C 2 55— e s

ESHRVIIUN U BB R LK) VPN SRR R BEE DG 0 AT, U0 ORI SR B i
7E55 VPN BEAGRA R, BETT UKl 20 O IE F 3R AR U 1 AN & 251

IPsec IKEv2 1514
FE 5 A 203k 5 ) VPN AR, IKEv2 8E7 T R 5 T s B
« fEH SO BUR T 1P/ 1 G2 o XK e VFX S A IE L Rk 3k, DL BE AT REAL T oAt
EERER 01 B Se AT iE

* FRIREAS IKBv2 2 ) (SPL) bR iR FT R AEA M LR 8 i BEALE, Jf HAEREANM R e —
(¥1o SPIARA T IN TV BAIEERE 1Y 5 ID. AW IKE Wi is £t Gy, i L Tl B AR 1 % A 1D
RE R e 2B Rl % — SR s R T 6
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* IKEv2 4B EAE ki it X o B 1 GOR T NAT-T Wi kM. e 01 B H IKEV2 J5, K
I#T I ASP 432888, cluster_isakmp_redirect AIIKEI . i F show asp table classify domain
cluster_isakmp_redirect fir 47 0.

Gt oA 3l fi 18] VPN R e vl
LUR BB 2 AR HL s UAR (15— Wb fH e 2 g
 FEERAF AR RNUAE LK 00— A L B &40 (1 VPN 23 BEK 52 2 Rl s
7R3 MU B0 1 VPN 23 il ek S2 A UAR i
o T RARE AR Y R AN 222k VPN ot s () 23 1

IR AR R E Wy R AR AL, IF B Esh Al b # e s s b, IS AERE e E R,
MBEANT ELUEH R (BIan2EH VPN A, B8R S AR TR RN T o BT
ERENT, RO BT SR DU PR AN 2 = RAT A i o AEIX SR (P VR A R, B AR R A IS (1)
CEBAEZ R L&, SiMAS IR WRAERE —MERT S Bk ERBE, &
IEH S A &

CMPv2

RGURES T SR i F) 20 CMPV2 ID EPS AV IR o E A SRR O )Y il B 30549 CMPv2
UEAS I EF A R H o R AR SR A I X L5557 1) ID UE - AN B B[R]0 22 A SRR e Al X
Py, SRR I P A AR REAE ] CMPV2 IR EAT B O S0, i FLAT A 0 s AT BB R 423 11
Ko

2k (8 VPN GEH

FEASEEAE R A 20 A 2k i) VPN (R328 F VF AT e

1 VPN SEBE AR RIAHAL VPN VTR (Ul VPN VETERERE VT UERS— 55 o — A
FEFEE, AT AR 1T SRR, ISR VPN 2 12 5
AL VF AT —F

S ik =8 VPN BIRTR &4

BSXHF
* Firepower 9300

© E 2 MU B SR 6 ML, ST DIAERE U P A R B I 2 i, (HRATT
WA oA

&= VPN &i5#
FAN L AERRIR T FF 223k 6K A VPN &1, 5 6 N M2 Y 36K 4.

BTN S SR SEBR e i B IR T B A LA VE ATE L SR S I BRI . AT R
PRI, RIMERIE B REA ST i s KRR, AT RE N BL O S i R I DL o X2 RO 2
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staztansia venn ]

SRR T AMAS e, 1 2473 U 20 C Ik T P BRI i . S0 ) AR I b A A R T
R, JFE AR S AR T

2%k 8 VPN ER

B KSR
DA e SR A 3k i IB) VPN

ERER

S AT AR VPN ATTE S SR 2 1 5 T Ig AT BES ST, EHS IR ER RS R
GG, MASRESPONHEAT o X0 LABT - 515 5O 1 2188 3 210 5 5 HAR SO
FI SR AR by TR AN I R I 0 R 7= A TV S 1 £ 280
AEHIRE
FE53 A 2k ] VPN B AN SR B E AR T LA R R 3 .

* CTIQBE

* DCERPC

* H323. H225 Fl RAS

* IPSec HLif

* MGCP

* MMP

* NetBIOS

* PPTP

* RADIUS

* RSH

* RTSP

* SCCP (& J'3iii)

* SUNRPC

* TFTP

* WAAS

* WCCP

* XDMCP
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B =monm=usaiaven

HAoEm

o ZE40 AR R SR VPN BER NN S 3 IKEv2 IPsec 3 55 7] VPN, ASSCFF IKEvl. fE4E R VPN
TR Sk 5 A) IKEvl o

o NI HRuG A ERE,
* B2 PAT {E43 A 20l A 8] VPN B0 A AT A .
BRES> %R iLE S8 VPN
i F A =3k fi i) VPN, BLE 0 A VPN GBI vl 3 e i34
A\

AR A SO A 22 ) B S VPN B SR IR A T P A R S S B R B A, K
A ibaxih.

FFaZ B
MR VPN i & 5w fic & v 4 8] VPN,

T ARSI S LR AR E R
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

P2 oA 3k i A] VPN
vpn-mode distributed backup flat
g
vpn-mode distributed backup remote-chassis

FEFE ST, S AR AR SRR S b TOR ORI e SR H e () i, (H
AREPRUESR LA BB R o

RN ST, ST AR I MUY o SR RN OR 47 7 o S2 e
WAL R LR A PR 52 1

U AR AE AN FE A B P L B REUAT R RE B BRI T B0, AR — MU I Z 0T, R A
SRR

Tl
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ciscoasa(cfg-cluster)# vpn-mode distributed backup remote-chassis
WARNING: Do you want to proceed with changing the vpn-mode, save the device configuration,
and initiate a reboot? [confirm]

EFM S AN uE S8 VPN 21F

TS E 70 A (ASR) REAEPTAT BRAH A B3 2 RV OB 70 A 2 VPN i il i T ITda & il Mg
SUTRIZHATERT,  ASR JEFS T AT SR A K S S B S W K i A0 . AT JOF 0 AR S AL
17

OB R AT AAEAEATIN (838 AT, NARAEERAE P A AR 4 R AT,  JF HA BB s OIS
FEEIEAT . BB A H A2 QI RUE R VPN S fE. FRUEM) VPN SRR 2 ) 2AT LA AR5
RS 1.

LR BRI, KRR A BN, JFER DWW RFTE &0 . B et iom
TS L E AL E &0 8 LA R i T AR
ABEFRE B, WSS kB iz i T 4

RGN, EHSWEER A SRR, AR RGONIAT . AFER SR IAT
FOF o BGE N, AN I S U aT RERAE NI A, T2 B B g S R A
MU, NfEZGmt i EaIE T2 1.

FHia Z |l
 WEREARELI R > RS, WER ARG H .
o SERR P L ZNAE SRR I o0 B RAT

TE AEEF L, RIS TSR S TR AERRE P A o

show cluster vpn-sessiondb distribution
EUE
R Won oA E R

Member 0 (unit-1-1): active: 209; backups at: 1(111), 2(98)
Member 1 (unit-1-3): active: 204; backups at: 0(108), 2(96)
Member 2 (unit-1-2): active: 0

FATAE A ID. R AR FEHSTEE L L &0 S TR IE R AEMR e Rl 02 b X LA bofl, H Pl
DL H DU A L

o JH G0 EEA 209 ANFEHSWE, KR L EANT 1L ASTE, A2 E&ET 98 ANATE

o BBt 1 B HEA 204 ANFEFHEE, R 0 L&A T 108 ANaiE, i 2 BT 96 Naih
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TIE2
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Firepower 4100/9300 # ASA %3¢ |

o B 2 AT E R A I, B SRR R BRSO Y A TE . SR B A ISR
o

FHT IR
cluster redistribute vpn-sessiondb
P fir &2 L RBR A CEARREED  [FRINAES G 4kEE AT

MR T EHFT o R I TR BORAERE L, IX T RERG S ). SR RIS R A, RGie
RS LU RIER ARG HE AR Bon Hofh REEHEA{E B

R AEEIE 12 BA

CUH 3 VPN ST Hi 0 K PEGTIREDS

CUARIXIEK, 4 number /M431E M orig-member-name % | A IS R
dest-member-name

AR BERE 20 FH 70 A B 3% 42 member-name AXCHE S R

Sl EiE K, K number /~21% M orig-member-name # £ AE i
dest-member-name

CFF number >3 15 2 member-name (YA EpTee i Al ATy 8
KA 3 dest-member-name (#4315 % 2 Wi YEEGERENS

CL5E % VPN 23 1% AXFE T R

R BB T k. C200 VPN S EHi 70K .

HHT N\ show cluster vpn-sessiondb distribution iy 4 DL & F 45

FX0S: MipR&EEE &

LA 08 239 20 2 i i R 7 A R SR AR P 3 1

e B A Bk

i, ELRE g bR, SRR 2y A SRR INER . SRR IR TR, SRR A,
ATAT AFET I EERE . St vl AT S48 T A

TR AR AT SRR, ZEN TR A AEH] show cluster info i & A SR IEIRE:

ciscoasa# show cluster info
Clustering is not enabled

o (RN IR ASFIARTY: - S nl LA F IR CLI 28 4R R . %A cluster remove unit Z 75 fir
A MR R 56 S K B & LSNP e 51 R IC BARFE AR, Y st [R]2D ) i e
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rxos: mipEiigs [

WARFFAAZ, DR n] TR 5 FOF A L i A BRI E . WURAESU 1Y m B A I A&
ORMHBR P 5, S e BB K2 14T

HBAAAL T AR PRSI, Ay B 1 OCH ;s AT B 1 T DUAGR AR i . B R
L, W EE SRR BB LR R AT OT, AR RS R IO E B TP ik H A
RIGTOP NS T R P A AR APIRES (B, B fedr T SRR ED
R LR AR

BB A T AERE, 14 ASA _E¥ A cluster group name, #RJ5 %\ enable.
A5 N FH R 5249 -7 FXOS CLI #, &S LL T 7~ 4«

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

FEHPE

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

KA 2 /5% - #E FXOS CLI 1, W& LA Rl

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

T L

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

SCHBLAT A FXOS CLISf, i ZH L F -

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

K AR
T LU P LA 75792 A BRI 1

TR 246 ¥ 45 -7E FXOS CLI 1, 152 LL R/l

Firepower-chassis# scope ssa
Firepower-chassis /ssa # delete logical-device clusterl
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Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

* MR S5 IR ATLA 2022 it - dn SRR 55 I e %, UV R LUUKE A S5 A5 Dy S AR 140 1

\\\\\

ASA: EIREREM A

PSEARARE AT LA S O AN A B B

FXAHETE AL R
SRR SR EAD I, T L AR, I (R S LA
A\

AR CHASARTAREZRS (T80 ARSI IR G AR MO I, e Bodledie L #0R oG], A
B IR L T DUAOR A O i . SR AR AR, B R AR B, T LU 58
SR R A EE LOR R T IT, AT ROMARTE 1Pyt iy 1P Hhit o (B0 SRS FT N &k,
M SRR A TAE T RZS (B, B frdy T OAHARRFIICED » W B R s .
b ZAE P20 65 S 1 R AT AR 1k — 2D L

FiaZ |l
o R AU IR G i 1 AREELIERE CLI XE#: 0 T s A ARt -
o WT 2R EREL EERGHITE R P RITAR . WRMAREA RS ERS, 155 changeto

system 4.

P N E AL
cluster group name

i

ciscoasa(config) # cluster group podl

W2 AR
no enable

DR BT SRR R WIS BEAT R AP I, FF ELELAG B DR R 1Y
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teren i

ERENC B DR P AR, DI T TR 5 000 AR -

IFHET
TR BRI LU R, T DL R,
A\

AR Y ASA R T ARG, P BE R DG AR L AR LT LURE MR . R
R, THERTR TSERE . B LR R AT OT, AT ROMERTE TP iy 1P Mk, (EAn R
BN, W SRR A TAREAPIRZS (B, Bt fifr T C2S AR D , P EEN
KB o S AU A2 ) 1 i L RSEAT AR ATt 2D I BC L

FiaZ |l
ﬁ?%faﬁﬁ,%&%%%ﬁ%@¢%ﬁ$ﬁ$om%ﬁ*ﬁA%%mE%ﬁ,%ﬁkmmmm
system 4.

iz
MEERE B R

cluster remove unit node_name

ﬂ?&?mﬁﬁhﬁ% Mf%%ﬁw/MHﬁmﬁmﬁhKQ U%Wﬂ%ﬁFiﬁﬁw&%ﬁ

PERE R LAFR, S cluster remove unit ?, BE I show cluster info i 4.
w5l

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asaz

ciscoasa(config)# cluster remove unit asa2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

EFMANERF

WERNEERE R T2 BT I BLS s 182 1D, s W RS T ahis 1 T 5 b, i
AIELIT- N H AR -
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FHia Z |l

Firepower 4100/9300 # ASA %3¢ |

o T ZIUAE FH P £ i 1 R FEOH R ISR AR . At 1 2K
o XFTF2ARERGL WEERSRITEE T PITATLY . WEREAREA RGRC AR, I changeto

system 4.

o DR O, R ISR

SR ARG T, AR E AR

cluster group name

Tl

ciscoasa (config)# cluster group podl

Ja FHEERE
enable

N
8
N

TEHI BT

A\

AR W SR SRR TR AR AT

1

ZEPUARRE, SR BUH IO HIE2S 5 5 F0p A AR . W

RIS B RT RUR RN R WA RO BRI, MR IIREM S,
SRAT AR P st ) SO o 0 s PP AT RE RGO W T s T S5 0 20 BT (2 1 0 i T i v 3%

SRS L E AT LR D R

FHiaZ |l

TSR, EEREPITE R T HITATE . DR MARE ARG AR, %A changeto

system 14 .

BT R BCE AR R
cluster control-node unitnode _name

IR
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ciscoasa(config)# cluster control-node unit asa2

TR RO MR B A TP ik

WEER AL, iEMA cluster control-node unit ? (A2 58 B3 2410 S 2 MU E 408, ik
A show cluster info fiy4 .

ERIEIEEEARITHS

r‘_:ni

S AP 0 T A B BN A B A S, TEHAT U AR 1n) AT R 3% show i 4 AL
T S R L B ORTE MR A A . GEIER, ATREAEAE S AT DIZE S R4 A AR 2
%, DIEEERGHENNSE G R O Wal ARG B AT Hofthdr % (il capture
copy) o

) T B SR R IR A B R T TR 44 PR 1) AN 58 A R I AT 2
cluster exec [unit unit_name] command

-

ciscoasa# cluster exec show xlate

WEFRR AL, TEHHA custer execunit? (AF R 2RI AN ITE 285 , 8l show cluster

info T4,

]l
S N 7]l SRS AR (M A B A2 TRTP IR S5 2, AEf s & A A LR
i

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

Z A PCAP IUAF (AR B — 3t KRB TFTP iks5as. HFRI 42 A3l
M i s% 4 %%, 140 capturel asal.pcap. capturel asa2.pcap 5. fEAZREIH, asal fl asa2
SRR AR

DL R 2 cluster exec show memory iy 2 5 H 7R, o T S8 RS B 1 N A7AS B

ciscoasa# cluster exec show memory
unit_l_l (LOCAL) :******************************************************
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. ASA: 53% Firepower 4100/9300 H175_E &Y ASA &5

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_l_3o*************************************************************

Free memory: 108749922170 bytes (92%)
Used memory: 9371097334 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

unit_l_Zo*************************************************************

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

ASA: !5#= Firepower 4100/9300 #155 #9 ASA &5

TnT DU P PR R FHE R e

IR ERRTS
HZ 0 LA T T IR RIR A 1 fir 2
* show cluster info [health], show cluster chassisinfo
WA KB, show cluster info ir &4 Bos BT BB R 51 (IR 2
show cluster info health i &K WoRd . WA FIAEMEREI A ETs TR
1 % show cluster info @14, 1S LN :

asa(config)# show cluster info
Cluster clusterl: On
Interface mode: spanned
This is "unit-1-2" in state MASTER

D H

Version : 9.5(2)

Serial No.: FCH183770GD
CCL IP : 127.2.1.2

CCL MAC : 0015.¢500.019f

Last join : 01:18:34 UTC Nov 4 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state SLAVE

ID : 4

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP 0 127.2.1.3

CCL MAC : 0015.c500.018f

Last join : 20:29:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
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Unit "unit-1-1" in state SLAVE

ID : 1

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.1

CCL MAC : 0015.¢500.017f

Last join : 20:20:53 UTC Nov 4 2015
Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state SLAVE

D : 3

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.2.1

CCL MAC : 0015.¢500.020f

Last join : 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015

* show cluster info auto-join

SRR A R TR AL — BOE iR JS HE T INAERE, LU OB 4t (Bl S5 45 vF
FLES USROS BRI, 255D o MR CURASEN, sl CESRE T, Mtk &
FeA S o R

i 21 show cluster info auto-join 4 LL Nt -

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Master has application down that slave has up.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport{asp |cp [detail]}
7R LU0 H AR R AR S I Ge vt L

* asp — Hi Pt gt s B

* op — FEEHPF I g vHE B .
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IR detail JCHET-, AT LA A SR v SEAL S SO A A L, DA e 2t T
K22 R X LG I ) 00 ) . 1% 23 14 show cluster info transport cp detail ir4 (1 LR %y
He

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN l656ad4ce acb26fe 5£839f76 7680831
R 733840 1042168 852285 867311
RE 0 0 0 0
RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384
RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
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IR
ROW 0 0 0
ROB 0 0 0
RAS 130258 218924 228303
Gated Tx Buffered Message Statistics
current sequence number: 0
total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0
num of supported clients:45
MRT Tx of broadcast messages
Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]
Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%
Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0
MRT Tx of unitcast messages (to member id:0)
Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]
Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%
Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
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RRI Cluster Client

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%

Total messages buffered at high watermark: 578

[Per-client message usage at high watermark]

Client name Total messages

VPN Clustering HA Client

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%

Total messages buffered at high watermark: 573

[Per-client message usage at high watermark]

Client name Total messages

VPN Clustering HA Client
Cluster VPN Unique ID Client

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history

Firepower 4100/9300 # ASA %3¢ |

[ee)
o°
o
o
o

Percentage
100%

Percentage
99%
0%

SEREERE SR, LARAT A NN SRR Ji AT s 8 25 1 TSR AR 14 Jt PR PR B 80 UL

IR AT B AR EEE €
A RARE PR B ORE R, WS T 2
cluster exec capture

TECRFEIEG TR M b R, 4 nT LUEEH cluster exec capture fiv & /58 I st LS R SR SERERE

TR DIRE, B SERE R IR P Bl 19 oK B 3h)s e g .

IR IR

10
om

i

73
= ol

i

Ay
1L

b=

THZ Y LA i & DU A RE 5 -

show cluster {cpu | memory | resource} [1%£T5], show cluster chassis[cpu | memory | resour ce usage]

=

BB RSB . AT AR T e T4 22

il

THZ P LT fir & DA SRR i

* show conn [detail | count], cluster exec show conn
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show conn iy & B Ry /& T i SHR B S R iE. EEER& LA cluster
exec show conn 1y & i &G FT e . iy & n] DL R AN I 2 BAERE R AN F] ASA (5
o AR R T ORI B BRI B . e & 0T DL AR 5 8 M A 5 AN E B I
AT EERE, ] LAAS B T i 5 238 i 2 n A (1) 1k e AT T 5

LI & show conn detail 4 1125 H 7 i -

ciscoasa/ASA2/slave# show conn detail
15 in use, 21 most used
Cluster:
fwd connections: 0 in use, 0 most used
dir connections: 0 in use, 0 most used
centralized connections: 0 in use, 44 most used
Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, b - TCP state-bypass or nailed,
- CTIQBE media, ¢ - cluster centralized,
- DNS, d - dump, E - outside back connection, e - semi-distributed,

- outside FIN, f - inside FIN,

- group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
- incomplete, J - GTP, j - GTP data, K - GTP t3-response

- Skinny media, L - LISP triggered flow owner mobility

- SMTP data, m - SIP media, n - GUP

- inspected by Snort

outbound data, o - offloaded,

- inside back connection,

- Diameter, g - SQL*Net data,

- outside acknowledged FIN,

- UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
- awaiting outside SYN, T - SIP, t - SIP transient, U - up,
- VPN orphan, W - WAAS,

- secondary domain backup,

- inspected by service module,

- per session, Y - director stub flow, y - backup stub flow,
- Scansafe redirection, z - forwarding stub flow

NX X3 <0 XWWOmWOoOZI~HO"UOUAOQw
|

Cluster units to ID mappings:
ID 0: unit-2-1

ID 1: unit-1-1
ID 2: unit-1-2
ID 3: unit-2-2
ID 4: unit-2-3
ID 255: The default cluster member ID which indicates no ownership or affiliation

with an existing cluster member

* show cluster info [conn-distribution | packet-distribution | loadbalance]

show cluster info conn-distribution 1 show cluster info packet-distribution #ir4 7~ T S RE X
& LA R AT o X Ly 4 n) DA Bl S5 DAl 0 il 48 A0 A7 B A 2

show cluster info loadbalance iy 4 & 7~ % 42 TP AT 40 115 B

* show cluster info load-monitor [details]
show cluster info load-monitor 4 7~ fs i — AN E] B B B Al b (ot Bk, DA CUC 2 1 s
AIRGE CERINISILT M 300 o {#iFH details o472 5 54N I 18] 7] B5 A R4S B Fe i .

ciscoasa (cfg-cluster)# show cluster info load-monitor
ID Unit Name
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0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
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0 0 0 0 0 0
Unit ID 1

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
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30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

* show cluster {access-list | conn [count] | traffic | user-identity | xlate} [i£X], show cluster chassis
{access-list | conn | traffic | user-identity | xlate count}

BRI RS G . T R I e TR 28
4 5% show cluster access-list fir4>, 52 LL Tt

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0xe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eqg www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

SR ITAT VA AR LI IRV, TS

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

124 in use, fwd connection 0 in use, dir connection 0 in use, centralized connection
0 in use (Cluster-wide aggregated)

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

el |

unit_l_l (LOCAL) :‘k‘k‘k‘k‘k‘k************************************************

40 in use, 48 most used,

0 most used,

fwd connection 0 in use, 0 most used, dir connection 0 in use,

centralized connection 0 in use, 46 most used

unit_2_2:‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k************************************************

18 in use, 40 most used,

0 most used,

fwd connection 0 in use, 0 most used, dir connection 0 in use,

centralized connection 0 in use, 45 most used

* show asp cluster counter

Wi 2 T B B A b HE B AR H AT

IITE R IR H
HRER I E R,
* show route cluster

* debug route cluster

WA AR R .
* show lisp eid

HZ LT %

WoR ASA EID %, £ E/R T EID Mk i ID.
27 cluster exec show lisp eid Air 4 LL N

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :************************************************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
TuD ¢ kK ok ok K ok ok K Kk kK Kk kK ok ok K ok kK ok ok K ok ok K K ok K K ok kK ok ok K ok kK ok ok Kk kK K ok K K ok ok Kk kK ok kK ok ok Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

show asp table classify domain inspect-lisp
1A A0 TR AR A .

BES i ub <08 VPN

A LU R A 2 M5 7 VPN 2518 RS R4 i :
* f§}1] show cluster vpn mondb distribution $& ftox i (BRI . WIRAE 215 R h sty
WL ZAE R GEARAT 25 () Iz AT I i 2
HI I show iy 4 AT ARG A 251, TS A5 15 BT show vpn-sessiondb summary.
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B e=smpzez

* Al { JT] show cluster vpn-sessiondb summary fir & $E LA RE [ VPN IE 814 — -

* {iJ1] show vpn-sessiondb 4 1) Al 4 MEPEER T s WL VPN A5 B RASE, Ik B B
EERIEE/ 6

BeE SR HEILE
A RMNERIE H WK ER, ESHL N 4
logging device-id

SETEH AR SO ST AR R G H B R . 180T LA logging device-id iy 4 K AE i LA AH [ alAs
2 ID ARG HEMNE, LMENEE 2@k AAEmt b A [ s 0 A

BN =
WS LA T IR A 1 i 2
* debug cluster [ccp | datapath | fsm | general | hc | license | rpc | service-module | transport]
SRR R .
* debug service-module

SR T IR GO0 R LRI Ry N 2 () R AT IR A 2 i D PR Bl SR

show cluster info trace
show cluster info trace @ir & W iA(5 &, HEt—DHEBR iR 2 H .

12 % show cluster infotrace fiy 4 HILL F#irH :

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
MASTER

Biltn, G RAEE B LA R W A BAT A ) local-unit 42 B 1755 1078 244505 A, XA RERA
FHWA R AR local-unit 488 GER S EIIECE) , B0 AN sUEfEI A ) #%
HE GHERAEERMEZ) .

ciscoasa# show cluster info trace

May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter
1.

May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data node
May 23 07:27:23.113 [DBUG]Send event (DISABLE, RESTART | INTERNAL-EVENT, 5000 msecs,
Detected another Control node, leave and re-join as Data node) to FSM. Current state
CONTROL_NODE

May 23 07:27:23.113 [INFO]State machine changed from state CONTROL NODE to DISABLED
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strstunsnia ven sass ]

7> % sNuh (8] VPN S pEHERR

2% VPN B4
MIEAT A VPN AR RE F R AR LU N RIS DU, SRRSO, 15 o J s P38 i
iy B %A
WRAE UM, DT BUEFE A | BTEBEIA  (member-name) T vpn BEARILEC M HAHL
SRR ECHE 5 FORAEAE 73 A X VPN BT o
A R (control-name) fE4iKH ¥4 (unit-name) NG

WIS 2 VPN U ARIE DA FOR TE A e & VF
'

s B von MU B AR R A

EEA . P OE SRR ven B ESCH AR BT
VERJIE, oo i,

TR TKEV2 Fds 610 SPT H g I (i) Rk
R ID TRk

KR SRR spI

=119
M BBIAM SPI
U SRR G0 & 23 1 KO TREv2 SiFHI%G .
IKEV2 ¥IEREL R (IC) AbPHAS 1% : IKEv2 iRl &0 B3k Bk s i 0y 2 ik
HHT SR 1) KB 2 B> R B RIEE member-name
ARREWE] member-name HILXTERE N (AR Y A
WURAE T HT 40 R 4 1T AT S0 4D R AR T RO BRI T, D&k VPN SIEEH SR
EA BB TRRZ—:

« M{f H port-channel load-balance src-dst 14portfiy 44 N7K A2 #LAC S Laport 1 Ky 7138341 5

I, 3l A VPN 2

S R BRI PR S

W BC IR R B -

SSP-Cluster/data node (cfg-cluster)# show cluster vpn-sessiondb distribution

Member 0
Member 1
5(2660)
Member 2
5(2122)
Member 3
5(2501)
Member 4
Member 5

(unit-1-3):
(unit-2-2):

(unit-2-3):

(unit-2-1):

(unit-1-1):
(unit-1-2):

active: 0

active: 13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),
active: 12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
active: 13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),

active: 0
active: 0
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- WUy

FH -3k A 0R) IKEv2 VPN {3t 1 500 /5 A5 F H Frvg 1, R IKE 20 0 R4 S Nexus 7K
5 HUA 2 TR) 2 i p ity 10 38 3 v ) e — AN BE I

1§ | port-channel load-balance src-dst ip-l4port % Nexus 7K £ Z I #75HvETE 5 1P F L4 ity
o ARG, IKE Edl Rl A0k 2 A B, 00T Ak & i3 1 0

BT RIS R, E AR 'Ej:i‘ﬂﬁ: cluster redistribute vpn-sessiondb , ¥
F VPN Ul E B 0 R 2 o —HUAR AR

ASA 257131

KRG S

RS E kY EIZ
BB A IE
management
10.1.1.1/24 (Pool: .2-.9),
; 2001:DB8::1002/64
© o o o| = .| (Pool: 8 IPs)
= (=] - - = Oy
® E| © o © £
Cluster Control Link
192.168.1.1, .2, and .3
<]____ portchiSpanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

|

——

N

|

I

port-ch5
VLAN 10, VLAN 20 Trunk

Switch

lvuw 10 |
VLAN20 | V

J

U

—

r 4

\II

w
3
@
=
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Sk AANF) A AR i S AN FIR) VLAN B, #lin, VLAN 10 I TH3M %, 1 VLAN 20
TAHMBINGS . B ASA TR — A& BIINBAC BeA LB Mt 25 B 1. )5 FH A 4R B e E 16
T B AR H 802.1q £3%. ASA J& VLAN 10 5 VLAN 20 2 [l {5 k&% .

i #%5  % EtherChannel I, FT A7 2040 B % AEAZ B AL 43 20 &y — > EtherChannel. W -—& ASA 4%
PIATTHL, AR AR R R 2% 2 (] P38 T A o

Aol — 1 =
mEN R
Cluster Control Link
port-ch1
192.168.1.1, .2, and .3
Node 1
g/"\ /\_eth1/6
g,:_[ | [ ] eth1/7
A 2\ ~ 7 ethl/8 Y ethoi1 ,\
\g
=L w
o mgmt | -
=5 | zZ&
o == o 5
YA 0o gJ’S eth1/6 0o B
g Tt = -,__‘., (=1 =1
= gl J oZ 13| [ etz S% 2
g R SX=8T3T eini/e eth21| SNEZ 8
S Ond — 2o >
= nsag? —-8520 =
. ~=00 mgmt _S®8 -
- o8 2 8% 8
WA O=_, |B/N\ ethil6 M
ol J o | [# ] et %
e NS £ | [ 2V ethi/8 ethe/1 | | @
V) V V vV
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S JECRAE N RN AN I 2% 2 TR 5 500 B i

RN, 2 — N P 4% EtherChannel 3 32 21 N A e, 1A P 5 — N5 9 2% EtherChannel
RN AL . W T EE, BT AAEREAS EtherChannel |64 VLAN F#211,

B AT uh B SR EFRY OTV B E

A5 FH 05 X DA D) 08 T R % e F sty a3 TR AR RERE A5 BT, HGGRTF- OTV IO B R I P8 2 7538 2. OTV
HIAE DCI L3 R B AR R EEEN . AUCHEHE R RPN MAC bk, OTV A &iEid
DCI # Rk FIB A . W FAE OTV # kR P ARIRA MAC ik, &K EF ikl
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OTV B & 7151

//Sample OTV config:

//3151 - 1Inside VLAN, 3152 -
//aaaa.1111.1234 - ASA inside
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL MACs
10 permit any any
mac access-list HSRP_VMAC

Outside VLAN,

interface global vMAC

10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any

30 permit any aaaa.l1111.1234
40 permit any aaaa.2222.1234
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward

0000.0000.0000
0000.0000.0000

vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP
arp access-list HSRP_VMAC ARP

inspection:

10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood

vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222

202 - CCL VLAN

mac-list GMAC DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000

route-map stop-GMAC permit 10
match mac-list GMAC_DENY

interface Overlayl

otv join-interface Ethernet8/1

otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60

no shutdown

interface Ethernet8/1

description uplink to OTV_cloud

mtu 9198

ip address 10.4.0.18/24
ip igmp version 3

no shutdown

interface Ethernet8/2

interface Ethernet8/3

[l Firepower 4100/9300 # ASA £ 2f
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description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

Rk = B FH E 1201 0TV IR =S
DRt WO, A EEMER OTV (I yEAs, DM BT HEHLE 4R MAC Hiht . & % SE HARRC & .

A8 T AR E H TAE S S i OTV &bl L7 N ASA 435 MAC HihEIER A4 H . 04k ¥ o
Futi ) OTV EE SN LIRINXLAH . 2T AFREIPE, R R AR 4 RE P o
ASA ] ARP % H OGN THAIERZIZE W) , efTPBAFAIZZ ARP. Ht, OTV BASAHLS
TEHHE R 2 b3l a ASA 27 MAC Hisik, 1T OTV (56 & K P % %4 [ MAC Hihik, JF HARYS
OTV Wil, ‘EASMEN EEE 7 MR R BRI, WeR 38 MRS 38 2143 )5 MAC Rk i) 5
WAL, B

//OTV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC_A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC
no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP_Allow
50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP_Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

Al KR, SRR E RS, JFMIER OTV ERYLERSF&H . BRI OTV LW
A MAC HilbR, MMERR 4R MAC Hilk i ES 4 H, X— bR iE.

MAC it =55

2k S W B4R MAC Mtk &4 H 2 in®) OTv i, #FTEEILS— OTV FMES N
LR R MACHE . 765 — DNl kR )G, NMIGRMRIXESAH . 505 MACHIlER, LUHLROTV
e R R EHIXLELH

cluster-N7k6-0TV# show mac address-table
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Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— -t ——————
G - d867.d900.2e42 static - F F sup-ethl (R)

O 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTV ARP 75 1545
OTV I ARP 4E4 8t OTV 2 L3R40 IP Huhik i) ARP 2247,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

uf = (B &R B TR 151

PUR R B s SCRF IR A B

BHuh =45 ER) MAC F1 IP ik 8955 X LK W i@ i B8 R T R 51

-

PUR RGBS T 2 AR, KPS ERRE O 20 A 2 AP AE R il oL 1R R G £ 2 T Y
R 2% 2 6] CRPEIRA) IO oo SERERC O AR B BE I I DCT ISR . A7 TRl i 4R
ARG5S P T ) PR PSR A 78 0 286 4 15 X A P UL 2 B A HBAZ H L. B> EtherChannel 5B EE A
TR B -

4% VLAN i Fl S AL 51 UL (OTV) BRSRIEIARA L ul S (A1 g o B Zis InBH 1E42 )5y MAC
Rt pEs, Bl RARERE IR Il DCT RER) ) — 0l o WIERIETE VT ) — ANk i B AR
G NS BRI JE A%, AT R BE R 06 B Iy —ul AR A, BT VACL kit yE 42 )=
MAC Hbtiko X TRL6 el (B HAT F3 BRI R 1) Nexus) , L Ziff ] ARP £ £ bt ik B
A2 Ji) MAC HihiEf¥) ARP 204l fl. ARP f A ZREEAE ASA L Bl i MAC HuhilE RS o5 1P k. 4
RAHCE uh 5 MAC Hisik, 1525 ARP R .

EETEA S T I 25 R 0 O o BT AT SRR T A =2 ) 2 R FE P MAC AU TR i (2 1%&%&%&@
5 FH >k B B> DC A RER 3 5 7 ) MAC Hihik o BLIHBETT B 1138 Beh L PG AS AN [R) 3 111 g A ik
IRENAH R4S 5 MAC sk, §50 MAC #3285, M5, AN ERENE, A MAC Hibik .

FEM IR
o WERREAIE I BT H 1 e A 08 ot 27 MAC Huhik,  JFAE8UE h b AT A Ak .

o RIL BRI N LB AT 4 i MAC Btk 1%, ERIHG AT DA PR A sl s PR AT 4] 05 s 428
OTV ik JE 2845 H5040 o0 I P9 B A HB AL o
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g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

5 X LAK W) 8858 2 PR AR 2 R b ik = (8] SR B 7 151

PUR RGBS T 2 ANMREERO, X PIANERRE O 0 A2 2 AN B AE AR B itk i % 2 i) (R
A (A bt . Bl 0t AR I I B 0 DCT M F . A7 TN = (R A 1 03 A8 HH 1 o) 7
PRI A0S (10 255 DX AR W L 12 B A AT b Lo B4 EtherChannel BBEEAE K I AT HLAR -

A7 FAFN A O TR PSR A B H #3448 OSPF (Rl i W ASA) o 5 MAC HihEAR[H, i
H1#% TP Mk 78 T i b8 LA e — 1. B 58 DCTHh TR m IR el K i R R 7E A 5L
oo, BRARSS ek A BRI SR B A P T . T ASA R F S BRI b A A T
BN U R — PR ZL A REAE B Rl I e o SR T — ANl e PR S 1l A 0 A b
WK NEE G I 2 I DCT AL T I3 — Nl s AR L

RLTABEAN 0 AR AT 3L SIE it P 0,45 -

* 3l fiE] VSS. vPC. StackWise B{ StackWise Virtual - fELIE 5t T, — & AP 2 BE 76 E0 4 o0
1, 58X WNLIEAERI R0 20 — AT AL TR Ao IR SR R S - B A
AL, TR EE L DCL &4, LB T, EERZ S RFES NS oA
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B =xocmims sme s s e

Hbo 2R DCI R LAARPEFAMA R, Bt a] DU SR RN ROl I DCUER 2P S AZ L. 7E
SEREOUT, VA 0, R DCT A Zi AR H i AR E «

o MRS S A VSS. vPC. StackWise X StackWise Virtual - 24 T #4453 5 = AS HH LT 4%
AeJ1, R DATERRAN Sl 222 E 2 NP TUAR A ML . FERLIEOL T, SRR AR —A
5 DX LUK W 30 4 s o 1 AL DO B & A AL, R bl 2 LA R B A
HIAZ ML, (HESIX DKl TE AT FRE “r " o BN ARHIURAT WAL R G HS 20k 55 X LUK
P JE TE AL 0 55 A A EtherChannel.

o M
( Internet )
Router — g TR
—--/ b ~ Higher cost route Spanned Higher cost route ___J/’ —
il EtherChannel b k.

r Oulside——)

|
f/ﬁode 3

Data Center :
Interconnect >

\ .
. |cluster w
|-' Control ||'
\=—_Inside _ ' \

e // Spanned e

"ﬁ\ P EtherChannel e
g Higher cost route Higher cost route
Router Router
Data Center 1 Data Center 2

B X AKX MidiE E AR R A il m B R 2 R )

LUR RGBSR T 2 ANRRFRD, S PIANEERE B 20 AE T 2 AN BB AR Rl b 18 I S o s AT
AN Z% O P 28 R 2R R 2 ) 2 i) CARPEFIAN) OBl vt o SREARR S B by B4 i e i
1 DCIHERE e B3l L A ERAE RS D3 A T 7 PRy 968 7 A0 1 Y 0 2 R RSB0 2 94 2% (1) 125 X A I T
BB A AT, B EtherChannel 25 R HE 1) T A7 HLAH «

FFAN Ul R e % B 2S48 1) FHRP (491101 HSRP) 7E 8RN il 3 AH [ 1) H bk BE48 MAC A1 IP Hi
hb. EEE S MAC bk = AMES), Sl H 4 H mac-address-tablestatic outside interfacemac_address
T2 W S 2% SE B MAC Ml 278 N2 ASA MAC b3 . WREAA R4 H, 07 T3k a5
1RG5 A7 Tk i 2 IR ORIEAE I, i m Aedl i ASA JFSi A e 1 Bkt i 2, AT 2
HILAE . Al VLAN i S AL R AL (OTV) BRI AR, iz (a4 J@ . S0 2508 ik &
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v BHAEAAT W O ph 2 AR RE I DCY AR E o — 3l i o WERICVEVT ) — Aot s A R 5C i% h

a MDA 2Bk pE s, Ui RE A% A ik ) Iy — 0l i (1 I DG I R 4
ey
( internet )
— A

Gateway Router: \_,_‘_,
Virtual MACs and IPs

(FHRP)

Gateway Router:
Virtual MACs and IPs
(FHRP)

Spanned EtherChannel

Spanned EtherChannel

o] o] )

Cluster
Control

Spanned EtherChannel

Spanned EtherChannel

Data Center
Interconnect

DB NW |

B e

b=

fa

o o o)

App NW

Switch

Switch

—

Data Center 1

ERS%E
AT G SRR AR B PN A5 R

ASA TREFISR BT

T ASA THEEANZ ASA SERESCHE, A 7 DI REAAEAR 75 i 52 5.

T PR 73 R

SRR FRITIRE
LU N D REAE o IR BER IR O FICVERCE, ARG & s idh 44
o MEHE TLS ACBESEHLNSE A5 Dh g
* ARV VPN (SSL VPN #l IPsec VPN)
o JEFUIBEIEHZ 1 (VTI)
* IS-IS #

- BUF R 7
* CTIQBE

Data Center 2

FCAt D RE T BEXT Wi 1E
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* H323. H225 fll RAS
* [Psec Fi%5

* MGCP

* MMP

* RTSP

* SCCP (J&% J 3 )

* WAAS

* WCCP

o fE T MR JE RS

* AR

* DHCP %/ i M55 #s AREE. SR DHCP 4k,
* VPN 11353 i

. bR

o BEK B FIB

* RBGEHRI (DCD)

* FIPS A5

SRS LThee
DL F S A (il 2 AR, BRI R .

)

AR AR DI REI VR IS T R SRR TR B e A BRI
WERAG I AR DI RE, U2 50K S vh Zh e XU BRI 0 B AP U e, SRS PRI R U
N IIRE: URAEIENE L, %R SR R A& [ R R
X DIRENT 5, DR Y R AW, T T A SRR T T, Sl AR T R P i
fERVBUE S

LT W A
* DCERPC
* ESMTP
* IM

* NetBIOS
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* PPTP
* RADIUS
* RSH

* SNMP

* SQLNET
* SUNRPC
* TFTP

* XDMCP
o AR T A

W 2% 5 ) 1) 5 0 B UE AN PR . T MR 23 H
it e 1 55

vk 5 5] VPN

EEFARBRT, (S EREH ST VPN &8, X2 VPN =R BR AR . 3l 25 )
VPN 0] LB AR 40 A X VPN B, A S2S IKEv2 VPN &8 A e 71T /2 [0

* IGMP 21 FE 0P [ PSR AR B CEOe VTR S o3 AT T AR A )
* PIM 2 F42 -1 i s (R AR B ARG~ T e A o A T2 AN S )
* B

R R E| S &1L FRIThRE
KT K B G ASA 5 AT {46 AMIERY S 45 4.

* QoS-QoS HME Kt TR E L Hhld PP AR 2D o (HAZ, AR AR i LS AT,
i, G Ao A B, DR HHARE E ASA PRI R IV FH A R U TR S RARE 25 0 U F 5
. AR 3 A R AR AT IRAE T, RF O UK S b EAR R T SR AR K 3

it

o UMM - UMM AE 2 R BN AR i, HEA G B SRR AR e . Bl
FHRI B, TR R AR P AT BT, i RUCAE BT
ESIE AT RESE ity ol /eI (8

© BRI - 2 SR (R B R AS I R DUAE RS R R AT

* LISP it - UDP ¥y 1 4342 L) LISP yit & p RN s B TR 2, (WA A e S 1)
28 BN AR INBIAEREIL Y EID R, (HJE LISP i B A G A S HAERRREILE,
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B s rmsiiam ana e

AT M 4&i71e) 8 AAA & Rf

T 5] (0 AAA th =B 4L SRRAE. RBCRNCIK. SRR BB A4 rh DhREAE LR R
P A S, H A SR SR RIS Y e A RIEAS IR AR AL B T SO
AR R, DAGRSEAN R W AT 2 ik (R 7 A A SR o 3 s ni R A2 e,
B B0 UE PR 225 PR AN 260 0 R I K R B

CIRAE 73 B D REAEBRAE P St o IR SR SE 1, RIAE U i G IK I, A R
A PRI S IR T LR A 0 B IE ] AAA TIRSS35 .

R BRI ALV B ) SE . (152 1 set connection conn-max. set connection embryonic-conn-max-«
set connection per-client-embryonic-max 1 set connection per-client-max %) o &4 A
W) RN BT AR R R T EEE . TR IE, AR PG E IR B IR ] RE AN S AR 4L
BT St St o BN RCLEATART 4 S I TR mT e v Al A SRS B Y T el . AN, A fRak
B aeh A BB B I 1) 1T 5.

FTP FO£S5%

* W R FTP Hdhi i B A2 3 38 A AN ] (SRR I 2 P A B Xl 1 P A = o 2 PR R i B
B 1A% B EE A 5 0 SR s R I . (B2, W RIS I R AT & PR
FERE TR, WA ORER/ TR R F B 2 R I A 2 S

© WRBK AAA JTT FTP Vi, 042 38 TE AR Hh AE 220 i b

ICMP 2%

ICMP 1 ICMP 45 At i AR B i B T2 5 /5 ] ICMP/ICMP 5 iRf . ANE ] ICMP £
i, ICMP PR, FHASZRES 8. JoH ICMP K Ay, ICMP AR A XA, - H 5 1) %/
T EE . B AT ICMP I — AR Z AL AE T 5 ) g 6 3 R BRI b EE . 3 7 326 ICMP
1] N 25 A L R AR RT3, AN 2K B AR Rl 25 5 e s

‘HIBIR AN EE Y
LERE ST MO A e 2 W, R TE A A BT AT 1 £ B s B S S Bt . e 2
G BB R T LU R AL R R .

NAT FO&&f

NAT W] BESS LM AEREIR Ak i o NS AT 0 NAT S0 40 i) gl ik SR BE PO [l IR ASA,  PRR £t

BB FARIT TP M LA 1, NAT 2 P ECN BN 5 B 60 B AT AR 1 1P bk /sl . 24
B WEIEIFAE NAT Brfi & (1 ASARY, Bl SRR H R BT ¥, S BURTE SRR -

AR TR THERL B AN QU B A 38 (e A, DO NAT Jrfi 8 e 8 T REAN 2
R 2 4 AN G 25 45 2R 0 Bt A G 12

U RIS A ARAE SR T AE ] NAT,  157% 18 LR VEE -

* PAT SR I HR I - 152 B D Re i LA AEN -
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nat izt ]

o BEENUBORGUE BB A AR, T AN ] TR Rl DI, fERE RN

TEPRBIECE N 1S 3 AN IR, WRAE4E 3 AN s bl ok B EALK R sk
AT, WA LA 3 Mim Db, FAT S 14

* FESRATRE EN LR KSR BRI, 53Ot 88 01 s B A s VSR ANT BRI
o R BEAT RN PAT MBS O PAT St 48 i 1P MuhEE D, 2 S EHER A3

ISP AT A i R e A5 T8 A3 07 SR PRV 4 T 26 3 B R I AT R I Al I DR BC Dh RE TR AT
e MG INE PAT it i, FUAC LT ARSI Y 2 18] 7 it R AT 07 35 1 (1 S
fhIE

© FESERET AT, AREEA SRR R SRR P BRI B& G, BiK

INA SR R D N BN B, BRAT T DN B AT H 2 IO U 37 R K e A
WAHSR T A e e SR 0m s mT USE ESCHR R/ I 00T B el e 2y e R o

* XFENAS PAT fili il NAT jt bl 201 - BC & PAT yibie, SERER AR 44 1P HuhikRi 43 Ay b 1 Be
BRINIEDL R, AEANERER S 512 Aot 1, (E SR s R e u), e B i . X bR
EREH &AL [R5 43, DRIREN T R — AN B AN HOR Y. PAT i [R5 TP b
Hho Rk, fE—ANEHER) PAT dirp vl DU DA — > 1P Hidik, R0 8 DISCREE U PAT
FEFEEE T o S IV HO 2 PR G LA 1024-65535, [ AR TE PAT Jth NAT #0000 r g 2 4% 2 2
DL A B 1) 11 1-1023

.

FEZ AN FE R AFH PAT - EEE 2 40 AR [H]— PAT b, DA 2004 R AR I (42 11 i

o WIAEPTAT U AT E 32 11, BEEAE AT A “ AR 0. ANBEAERIN iR
SRR E R DM AR 30, A NRGEA] RETCRR R M S B (R A sl 2 T LA
KRS FL AL HIME— 1) PAT e fi nT 5E (77 %

3

AL ) - SR SR PAT Y4241
JA7 i PAT - SEBEAS S5 T PAT.
B AT R85 NAT S5 - Pl s P ST BV 1 2 01 07 9

ZAS NAT FEEHIF HAEHATER DI, eReii sk N  stfed  Bo 9 ST it

1L xlate - SEHPTA # LI xlate 23RN H AN S0 DRI, 20 PRI )] e 2 a2 PR R I

. RNV 2E & T HCE AR (refent 7 0) , WIFE7R xlate A .

Tp 43 PAT DIRE - BF<x 1l PAT ZIRETFARSEREL I ThRE, (H'ERESE = PAT IOl g etk 1 Hoxf

SR, 'EARVFREANEERNT SO PAT BT & ML T, 22405 PAT EE U 220
R BRI ASOF eI AT . BOAEOUR, BT TCP i A UDP DNS s ¥ 4%
Wi PAT $e4fie, il ICMP R1T A7 At UDP S 6] 2 218 . & nT B4 TCP A1 UDP it B AR 15
NAT U LR X S BRI B2, (HE, EANEEN ICMP Bl S BES1G PAT. XTI £ &1 PAT
v (fn H.323. SIP 8% Skinny) , &0 DAZEHSCHE TCP i (1) RE23 16 PAT (GX£% H.323
1 SIP [#) UDP % S BAH 2 4518) o A RBES1l PAT IVEAE R, ES P KBS SRR .

o XFRA R A AL ] & PAT:

* FTP

* PPTP
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* RSH

* SQLNET
* TFTP

+ XDMCP

* SIP
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o ISR OKE NAT B GERE—J54%) » WINAE A #4¢ CLI 11 asp rule-engine
transactional-commit nat iy 2 i FH S HEASHAL . A0, 5 AT BE TGRSR RE .

E7S IR FNERET

SCTP Fn&#f

e thRERE QAL ARG BISAT, i e b P A PR GRS ST B R B o W SR h A BiA

Bl ik, e HE ) B B .
1: Bh7SER

Router A

Only control unit uses OSPF LA;
with neighboring routers. : —_ EtherChannel

L

Data units are invisible. Load Balancing
Y Y

Cluster Units

Router B

FERCHR B 4 B 22 ST BR R, R LA SN L e A e

OSPF LSA HUfl FEAN S NP IV 46 [A) 20 BB W46 o G )4 T bl B 4%, AR I b 2K A6 00 5]
BEE: VIEEAEB K. OSPF R Pk — 1P il /E N LK o ID. 18 A DA Be— NS
HHas 1D, RUERERIXFEM, (HIX ] LU ORI AN EERE R A (% i 4% ID — 3. 152 % OSPF L]

Wi A hfig, il ok b I i)

SCTP SCI AT IAEAEAT Y LA (T8, B2 I0ER MBI T [R5 L.
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sip itz [l

SIP & FREE RS
PR T DAEAEAT 4 0 LU (i Bt BT AR L T4 L
R HF TLS AR .

SNMP fR& 8%
SNMP CRLZ A 1P HUhEAE W R — D ASA. BTGk MAETREI & T K -

TR AR 2 A8 A My b B T JE AR 1P Mk EAT SNMP #81).  anil SNMP AR HES 1y A4 1P ik,
U 224 326 245 BT AR TR A, ORE B IS A AR AR TR R

A SNMPV3 EATARAEI, A RIEAEWTIR AR TR O R IO AR A 1T R, W SNMPV3 I AR R
RPN e B RS Y B HDE A I e ITCL s 7 =R L BGE B 1 b
il

STUN Ffaf&5f

P B B FAE R S STUN A 2, UM FLW ). (HE, TS 2 AR T 345 ID R .
BT E] STUN K5 A AE s, I HL59 —AN 19 55 21 STUN MR, WIJiZ% STUN i W24 4 25

Fro

Z% HES NetFlow FRgEE:

* RGHE - EREA RN RSB A ARG H MR G U E H e, R
RAEZRGEH G B Rk 7 B A AR R BN R (B8 46 1D BT, SRR (1 i A1 i e B4
A TN E . WK H ARl B A EHLAA A B 1D, WA s AL &R 4 H
BB E LR A1 mle AN H &S Bl B A G 5 | R e B 45 ATy
MATME DB 1D, R HEN BB Bk BAF Y .

* NetFlow - SR HREN T S #4425k H S 1 NetFlow £l . NetFlow IFERS HEER 44 ASA
4 B ) NetFlow 5 H 2%,

B R TrustSec FNEEEF
A R ) 2 bl (SGT) R R AR5, 801 sk SGT B BB 7 i, s 35 fin LA
FR 5 22 4= Hamg 5 SGT A H DE L vk 5
Cisco Secure Firewall eXtensible #£{E & 4t (FX0S) #1#8 L #9 VPN Fn& 2%
ASA FXOS SR RFul fila] VPN BN B HEF e —, B B
« b0 VPN B, BRI, R U, A SRR 5 £ 7 VPN 4.

VPN ZhEe (L SRS &, HANRERIH SERER s HPETh AR . WU Il s a4 R A s, BTl
PIA K VPN EZACE W, @il VPN &R PR B 2 R4 . e Rm sl s,
SRR, VPN EEH .

Firepower 4100/9300 & ASA 425 [}



Firepower 4100/9300 # ASA %3¢ |
B nossznx

K VPN BRIEER 25 LIk, 3RS AR BIFEHI B . 15 VPN AR SCK 3 PIATIE A4
BRI RIP A BE

o AT VPN B, 7RSSR, 3 5 E] IPsec IKEv2 VPN &K ASA 4ERER 3040, M
ALY R, ARG (8104 VPN 4 v SEEL 78 0 A AR RE ) A s AL Ak i, 8% VPN
YFERIEY 24 A VPN ZhigZ 4h.

\}

ER AP VPN R SRR S IKEv] Al s IKEv2.
A VPN AR St 7] IKEv2.
{XAE Firepower 9300 |37 #5432 VPN I
S Mo A AR I A SRR ARV 1) VPN,

il Ab b M
[ REIRE R L
$ 2 B AL MEREIN,  FE T LUS BBl 80% s KAL & A ik B IO ARTE SR TE RE

PLTCP L& A6, & 3 4 SM-40 #5L[¥] Firepower 9300 7E HBIZ AT I KL AT AL FE 135 Gbps (15K
BRBy KBS R . 2 UG P KA J R T2 270 Gbps (2 MLAT x 135 Gbps) 111 80%: 216 Gbps.

s it
TSI S R 7, 1 T
L SETEAREN, MR SN 3 BT AR
2. BRSSO T AL B MBS s BB A R TR
3. WIRICBEA(E 45 TR AUCEL ) — N RA R IRSC A B ORI 2RI 7

A

AR WRZ BRIV R E LGS, W SRR A RN A1 1 s B A

4. WERATERE G MARA LR SR, EAS Qs BOEHIB, DA RIS IR & RN
el s, BRAFEE NN, e 2 $eRT i 42 e %

5. fE “R” Wpstrh, iR ERI OO, R Rm iUt ook ke m i, b
JCIMR A g s ot

)

AR T LU B R O Bt . AR IDREIN S, A R SR S v, BT A
KW IT, TS AR T R P e 2 L FEPTE ST Ik

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

emmsTat ]

SRS A AN

FE R FHAE T

SRR LA B A 1 IABA AR IFAE B % 2 R R ERAR RSO dmral Ik

IIk*';‘z'
miT

MU Y R 2 A IR I P U AT 3 AR A . Firepower 4100/9300 HLAH 5 Bl 5| 424 & 1K & ASA
MR (BEFD) o % ASAC H ) H 5 Firepower 4100/9300 HLARE # 5 i 514 5 3 75, Y
ASALA RS H G B IF B T 8.

4 Firepower 4100/9300 HLAH & B 51 2845 45 Fb a4l oik 5 N R Pl s, W FB g ASA.
B ASATIL S MG 3m A, WS A5 NEREH M.

WEIBITIR SR

HE O st

& I A i

A 15 A% T AL A2 TV B o W1 0% W keepalive keepalive CoBb A 0 o L2 705 A0 v 10 5 )
RIS HHT PR PR A MK 15 BT AT keepaliveheartbeat $4 40 s ICABAIH £, D425 2525 AR R o
IR AZ A 5 o W SRR Y ORI S RSB B, IR R I B (K 0 A

T ERE T R DR Ay D) 45 5 g AN A DR kg Y s S o i i TS vk e AR R R B A T ), AR T RE A
BN BT Sy, b e p A Y SO IR R B ORI e i, an SRR e AR AR AN SRR
i w112 v UL AR R v R RN R R AR R e e =¥ = [ A ok TR D W 1 P (V= wA R
WIERE A T SO R R, VR, ERXMELLT, AR E T RS R K
SRR RE IS, Lo sy s Y SO R R AT S A e ARG R, IS D H %
WEFE, 580 L.

BN TER A IR A R I A R DU BE IR, IR T R A RS T . 6T 2 AL 4R
B, BS54 EtherChannel fif AR TFRE K SR A4 P (c(LACP). B MHLAA A I i BOIRZS AT cLACP
PSR, DA 2 ¥ 11 7E EtherChannel H& 5540 TV SIRAS, FEAEE: D OCHIRM%N ASAN . 24
Ja FHEATIRGUEERY, BOARE L M IR E Y O (95 EtherChannel # K /7 EtherChannel)
AT I FE AL T IF R IRS I 28 0. #lan, R F5 EtherChannel FF T 1% 04 i VAR BB sy, A4
SR IR 45 2 (1) EtherChannel CHUBR T8 (1) B fiKom L HRAR A ED) o v DAL Rk Hu AR A0 B4~ 2
AR

U RS2 WA R VR R 1Y i BRI, (AR R A TEAIRAS, W2 ROk NS AE P
ASATEZ RN [a] Ja WA IR R T2 e e J I S IEAE ISR BE 26 . ASA FET
RMANSRRE A K1 d5A) 90 PR SR 1o AELEIIIAL AR IR E AN & S 2 ASAMERIE B . X
TREE KL, 19 RUREAE 500 Z A5 IER -
T ZHAEGERE, W AR ISR — EtherChannel, W4 I PIRGL IR BT 95 72, LA
TR IEAT I TR AERE LR B REAT S 2

73
T

LEE O b2 B RER S 15 B P i, 49141 Radware DefensePro M, ASAFZAS T M H AL T8
TIRAS, UREAEERY . DEWNNHELATIBITRE, w& A4S mANER. MAERE, #&
B 3 FOER IR —RIEM RN s AR . B MR S R, Wi R R RS TR .

Firepower 4100/9300 & ASA 425 [}



Firepower 4100/9300 # ASA %3¢ |
B s=smmmns

& HE RS R RIRTS

ERAE R I RUR AR, % RURBRDE A SRR BT 1 SRR
QI REDNINE SPiie aliillsi s S Ae

USRI RO AN, AR P U7 /N ) 1R 0 — NSRRI O K F A 42 5 A
ASARE H B 2R FB AR, FARKH Tl

\}

f

lf

SUREIE I A5

C;

AR G ASAR AT SR Bk B S ER ISR, BT A Sl DA ki, AU ELL AR L AT
FOEANNCHUE o B PR LR OREFFTOT, AT O SRR TP vt 1) TP Mtk o (R, WRAEE R
IR S AETERE PR AL T AREBPIRAS 7 B FOR AR o b 200 32 1 65 g 1 DR EAT AEAT]
P IE

EfMAEE
S B NSRS 2 I A BT A SR T SO 0 J

o LRI T B B T S D IR HE B AR - AR e AR A I B B AP AE 1 )5, 8 b 200 3L 7E ASA
Ui 15N cluster group name, SRJ5 i enable B0 o FAERE, LA TshEHim N SRt .

o IINEERE G e R AR A R i - ASA JCPRIIHLEE 5 Bl A B2 E R NN . IEAT Kyt T
it & 11

o HELHORE O B 1 - ASA ZERAE 5 BRI ARJEAE 10 BRI . SR AE 20 2B EET I .
W 20 8PS NI, ASA KA HIAERE . MR BdiRE: D il 2 5, 18 AZ01E ASA 5 &
i 1 3B cluster group name Fll enable kT3 8 FHAERE . 04T & vl fic & 1)

o ot R AR - AR B R B A I AT IR DU B AT AR AR RS UG ] EER I N SR
TR S o A, P R YA B SRR B o A2 FOHT IR Bl BB NG, B A
HEERIT AR W hE 5 B SR AR

o BUR N Y A A s - 2 ASA R BB B AT AT IRDUIK R )5, ASA 237 R Sl EEFT I A2k
BEo BE, BaTRLK ASA WCE Al H] 5 A0 B Py A AR IR B BB N RCE. (R3O .

o B AR N A A i - e I R RS BT A O I, ASA ST ISR A

o PERER IR - NS N DB NAPIRSA—3EE . ok 2 LU NP B B 2h
HUMNEERE: 5038k, 10 2080, RJ572& 20 7080, AT A2 ieE M.

HRR R ERRTSES

FEAMERACRAE AT DA E MR D ADRIAE o ST BRI AR
M2 A7d TCP/UDP AR B, IS AE A A s ] UGS BT T . & T & 1l
T Ao

A7 LR 2 TCP 5 UDP JZ UL ERPIRESE B S0 TR T SO sl A SCRF LSRR SRR -

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

R LESRDESINEE

ik KX &i

IBAT IR IR & PRER RGBT I TA] o

ARP % iz

MAC Hihl- & iz

P Bl s fHE AAA B (vauth) .

IPv6 A% Jim ks 14 iz —

BN E H & —

SNMP 75|% ID &

1% FH T Firepower 4100/9300(1) 73 | & F RS FH S, JREIE A&
A0 VPN Gl 7)) e

SR EIEEENAR

HERETT DA BB B ARAE ) 22 A e BERR AN (O URGE T AR IR AT PR T PR DL AR B R
Ji 3

EEAE
8 2 B M ST A

o P - RO B CE R I R A UTEY TCP RSP B R . — ISR
AN WERIBG T E AR, Y RS R RN, 3 g X
TR IERERT T .

WP - AR DT F 0 TCP/UDP ARASE BRI 0, DUSEAE HH I A Iy m] UG 4% Hiuke
TR BRI & . ARSI, ST E ARG ER. MR B L T AR AR
& WIZIEZBMCEAR IS ATl ORIE GBI e ) AR & AT & PRI G AR 2
R, LMERC BT % o

REFEG R3O SPTEARR A&, FRGRTDOE ST . DRI & Lk
F O s, eSS T4

X Firepower 9300 b fI7E—/ MU P45 205 3 MEREY GRS, WRSHITa & S
AL B E, DR A S — LR Ak 85— N R 26 F BT AT 2 SR ORI B S 52 B AR e )
AR

U AR ol R AR R T 3 s, WA ST A Mt A A e R .
A IRLESTES B ST F -l m GET R ID) A s H o AR Ay URE TRk £
RS AM G AR DT 5 Pra & A & I & KOS BIRAEE B

Firepower 4100/9300 & ASA 425 [}



B zzee

Firepower 4100/9300 # ASA %3¢ |

SRR I AR, JF AP B S AL T b nd, PR I G) —uli gk H— Ak
(R385 HI A7 8 A ORI It i G 32 ol U (R 5 R0 o BILAE 48 A7 Rl U A A B ), DR Ui 7
SR DURS (]I ELATHLRS 2 00 Rt s 4 1

o RIS - AEBER H A A I EITAT B RN R M Rl AP WEDINER, SRR H K 1P

Huhb R D EIME (5% ICMP BUAIVEAIE R, WS IR0 ®FEFmEE, KRG Sk
AT RORIEINZ B R . WER B C RA R T & AN AT AR A, %35 A St i
WA SR T, DB REERa. —NEREIA DS gs. W1 S 2% & A i,
BT S BN S 1 2.
HES S SEEANZRE VS, SRl l24liras (B0 « R &L
HOA/E N S8, kR — Nl & H T & .
T SR A ol s R AR L S g A AL, M SR, A SRR S, i
HERAEFES AN TR S GETUE A ID) A S 10 8% . 455 0 2% 0] LU TR
U, BRI A S B R A WUR SR R AR, A S ) B A
FIEPEH SR T .
ICMP/ICMPv6 B TEA (S -

o XFF Echo #t#540, VI k ICMP #riR4F, H K 124 0.

o X T Reply £ea40, V5um 4 0, H K 2 ICMP ARiRFT

o AR, P AT R 0 0.

o B - PR AR BRI e WERE AR R AR T ME R R e, T2 1

A\

WA BT A, SR R TSR % 42 AT A S At B g S R A T B R i . T Al
ATDLE R R . WA S 2 A Ak, R R AR 2 AL T 2R A . A SR HE T ) A8 R
SANFTA #, B, AR SRR BT AT A s BB R L, e R E AN A
WA RS 2. WEVERE, WIRFE K E WS SYN-ACK ¥ 1, & LLAEEE L SYN Cookie H
PR, FIEHE R S a.  (WRAAH TCPFAIRNLL, WAZAEH SYN Cookies
DA R PE A . D X T DNS Al ICMP S5 82 AW A (R B, B R AN Ay, A B
BRI RIER T8, RIGHILRERIE S, —MNER T LA ZA KRR KRR RO
SO 7R AT DB AT R ds, kAR R T e G AR R T AT I, AN SE IR e
HESIES N

iR

ANV AEAT AR 25 TCP R 21BN L . BT SYN/ACK %4k £ n] g
LW ESE, I EUE IR T REC VL e TCP &1,

© BT - T BUR B, B B AR A 2 BO TP ik H ) TP Ml AN

BID MRS IRAE 73 BT AT o WRJA . Frf P Bl SR R B B e A 2 BUITAT 3 o Bon)
RESIMT I B AR ARIE Y 1, O RAT S — AN 70 Betl S AS ML s B i i wh AT 1 5 o4
Fofth )y BOA B P LAY H (R 1, AT BESS IO Ao JEARARAE Y o 1 BT AT i I T2 4
P, DUERRGEYR/ H b TP kA 11 RS DRAE T & WIAGLPNES, WA BT & H5E
MEGER A WARSEIAT R, WA BUIA R I B R an SR el e ik 3R 0L
T RJa, ERITAHE R EL T B

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 7 ASA £ 2¢

mzzran ]

ERAL ] v L R e (PAT) I, PAT SR (RRx TR B 201l 23 XU RAE A UK 1R B 4
(¥ e A 7 R R

B[R4 1E PAT - BT 02 FRURCEE 32 v O] G B0 AL 49 A
ERIAEGLS, TCP F1 DNS UDP 3 53448 [T 4525 1% PAT.

25l PAT - i B MR LR i WSR2 40T PAT SR 4] s 9 e lie,  JEedls 1
WG IR R AT
BRAEWL R, UDP (DNS UDP [44h) A1 ICMP Wit ffi ] £ 251 PAT, A Hix Se g i 2 1 5 361
AT

AT LU 0 TCP il UDP 145 £ PAT ERINBEE,  DAEHLAR G B 400 2 2 2o AL B S L1
K. X ICMP, WORAETEHCNAIE &1 PAT. 45 %AG40 1% PAT ITEANGT KL, 200 K i
IR

R E
SIS B RS i ) R A, SRR A7 6 el YT . R B T T
SO BN AT, RS 0 2 A SR B A B R BT AT 10 A TR ) SR R
A, T ) [ JSUAH A

TCP B9z 77w 1
L PRI % T T B 7

e o
1. SYN 1. SYN
SYN/AC
Server
N A
’ =}
Inside Outside /
|
Director A——
Client
After step 4, all 2. SYN/ACK
remaining packets
are forwarded /4
directly to the owner. Forwarder 2
\ J ]
Cluster

1. SYN M \& ik th, BALikE]— & ASA GETHEINMTD BRI & .
P QI — N, R B 00504 SYN Cookie, SR 5 Hdl (e i 21 I 55 4% o

Firepower 4100/9300 & ASA %3¢ [}



Firepower 4100/9300 # ASA %3¢ |

- I

SYN-ACK HHE MRS 5 i, AL R — S AFI ASA GETHBIMT77E) - bk ASAR
R

HI T R s AL T, B E RS SYN Cookie T ITAT 15 &, AR5 QI R AL
AW R, FHF SYN-ACK Hdli i & 2T+ .

P RORS TR AR )T a8, AR R SYN-ACK Hudfs (L5 & 2% i o

Tl EHECR AT RS LR, QR TR, JFCR TCPIRASF B LA # .
S I R 8 R A T T

3% B e A AT 5 S i e R B T 4
WA AL BT I i, BRI 3 A AT A TN
UL IR AR AT IR S B AR & 3 BUTTAT 4 17 3 7 2 AL RS BT o

ICMP #0 UDP BY#3RE i < 151
PLR B Wos 1O T,

1.

2.

[& 2: ICMP #n UDP 13737

1. 1st UDP Packet 4. 1st UDP Packet

9. 2nd UDP

Packet Server

Outside -|

5. 2nd UDP Packet

After step 5, all remaining packets
are forwarded directly to the
owner.

Forwarder

4

Cluster

/> UDP Hfla B o e iy, iA%id 2] ASA G TR .
WL 3 55— B 0 )T e AR U A TP A S 11 PR BRI 4 ) 5 1) 8719 A

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

At |

3. RIAEARIBUAUR, BUEE T R SGOFE B R AR PR e BAIEUL, R8s O IR
T AT

A BGRR[0 0 as AR TR, AR5 R G A B 55 %
5. B> UDP Bli WM IS5 & &t FRgeAtIt B A4S -

6. g A AW A AUE B 6T DNS SERFSIN IR AL, R E AR, S
MR S A2 B 2 4%, AR e AR BT

7. Rl R AR M AU .
8. H AR AR DAL R H AR, IR SR W R T
0. AT K Bt e A 2 ) O o

FEESRESCINHN TCP EHe By

G SR B 9 o 2 0 S P A B e T R AT AN A, AT AT (R R P, KRR
MBI e Y RO 2R 0T TCP I H € 1) B AR Y mie BUA TR AL 2 IR .

1T i DO TR G R ACEAT HO-P A, IS SR i L S e B, JFH
R ST BEIF AR o

ROER BN S5, BRSO AR FRERE .
T2 ok s TR0 P ARG EE R T SRR EORORT A IE R T BIAL T AR 2l R A SR AR 5%

Firepower 4100/9300_- ASA &£2f89A iR

THREBFR

=]
o

RRA | Thae

il

HUAR OB 5 T HT N | 9-20Q2) | BRIAKEBL R, W WU LB R ISOR G A, TS s LRI EE IR . (E2, 2R

NARHEI A iC ' iR # health-check chassis-heartbeat-delay-rejoin 4, ‘e ¥4 health-check system
(Firepower 4100/9300) auto-rgjoin iy & R E B H A .

B4 health-check chassis-heartbeat-delay-rejoin

FURA I ECE TR | 9-20(0) | JEETA & 10 3 M as M0 BT & RIS RFRZERE (clu_keepalive .58 FIEEHT (clu_update

R4 R B HED 5 DURHAIRAS . IAE ] LA E AR FFIE R IR . BRAEN 15 76, ST LL
VIR TR 15 21 55 P S rTREARRE RIBR RS A K, DA SRR R % iR aL
B EI T4 cdu-keepalive-interval

A 2= = 9.19() | & ARIE “ 17 A “N” M4 M RIRS HEN RO SOy “Psbl” f 5

ﬁ!!
A M4 cluster control-node. enable as-data-node. prompt. show cluster
history. show cluster info

Firepower 4100/9300 & ASA 425 [}



Firepower 4100/9300 # ASA %3¢ |

. Firepower 4100/9300_ ASA (£85/9 /7 £10R

Ihiae AR FRA | hEERR

3t T Firepower 9.16 | it (1 PAT wify 11 BR 43I v iy DA 1) 4 O B i 10 ARSI i, I 323 [BIBSCR AL FH 1 3

4100/9300 FHHER) (DO R T S /i, %ar LEH cluster-member-limit iy 45k 3 B s kil 7e 4

PAT ¥ H HL 53t FRRAT B R R SRS, PRI T R] DA G o BB R R, I AN
TEAF T SAT I IS RO o 1o BRUER 16717 i RIE mT DU #2822 4 1H 75 747046,
DA R AT 2% 1R 1 AT 58 1 A
BB M4 cluster-member-limit. show nat pool cluster [summary]. show nat
pool ip detail

show cluster history iy |9-16 | 34124 show cluster history iy 475 I 7 A4 H

et ‘v B S fT 4 show cluster history brief. show cluster history latest. show cluster
history reverse. show cluster history time

AT IR )20 30 H5dl e | 9-14(L) | 43 1 4 IILAE BR VUK T 3 5 SO AT )20 B0 e 4 o BRI, TR0 4T & R

& B s T4 config-replicate-parallel

BERE NN R EZ 1) | 9-14(1) | 56T SRMF U 46 01 I N AR B2 T AR BF X B N3 T show cluster history fir4

A= E=N

e i) show MM fr4: show dluster history

R “BEEA 91300 | an s FAEE B I(DCD), AT LA % show conn detail iy 4 3k B 5 K e A\ R [

N7 (DCD) S HE KA JIAE R e TR AEIERAG I, 0] IR FEAETE )%, I H. show conn it 3 5 R I8 2%

PR LIRS I RER IR o oA, FEARRE T ILAEIL SCHF DCD.
BB A4 show conn (T H)

HAR e STl 9.13(1) | BUAE, ] LLS P A e b i it 1 A, 048 EOEHETH B, CPU R AR F A e DA A 28
X ZF. RIS, HRRIEAR T LA ER 8, nT DU R R & BT a4
ERE, BRRARSNIAT L B S . BRI DL R D e
BrEAE M 4. debug cluster load-monitor . load-monitor . show cluster info
load-monitor

PSRRI R | 9-13(0) | MEdE we A SRS A AR E R, e Bk R I E P BRI . BRI

VRN Yl
R
BEBOWEE Ay A 5 I AR T IS FEA W e AR X e 4, B O A s A A

AN, WAL IR E D . MR A A BCE, DU ERR I TAE.
show cluster info unit-join-acceleration incompatible-config & & AN A KL E .

o BLINBEFEREN BT Lo MM, ANex N2 il 26 A2 1 2 Mo B 45

B A P A A

incompatible-config

unit join-acceleration. show cluster info unit-join-acceleration

Firepower 4100/9300 # ASA £ &f
[ 88 |



| Firepower 4100/9300 i ASA %E5¢

Firepower 4100/9300_ ASA ££8¢RY /A 18R .

TIREAFR

(TS

DIEEfE 2

TiF

& TAERE I ARl fi b
#% ARP

9.12(1)

IAE, ASA mJLUE % %% ARP (GARP) B, DUAORAC B 3L flt e i 4 24k T 5otk
B CRAEN RN SRS B = D, WA G 4 JR) MAC/IP bk i) GARP i
o YR AR REA &0k 55 MAC AT TP Hblk 008 40458 FH 3 s 52 19 MAC Hhik R TP Hby
BRI, AEREREU A B A0 4 4 5 MAC Ul A TP Huhik o G SR AN 2 7 W42 5 MAC
HHEAE R, AR MAC HuhEAS L B n RE 4 B MAC HihbEE R . R A )5,
PAAxJe) MAC Hitik 2k H AR R R A RN A e Bl vt h B ATV 3k, 3G AT eI otk e
M2z A0 0 . Y18 K A 6 VA% B0 0l 15 TD A AN 5 X LA IR 308 3 1 it 7 MAC Hiu il
i, BRIAESL T 25 H GARP.

PS4 sSite-periodic-garp interval

BEAEALHUAE AT IR
#f

9.10(1)

XJ T Firepower 9300, Iy G AT DRALAE H (1) 22 AR RN N AR, DA 2 (7]
K5 BiimeE . an RIS T ARSI EIR SN, e nl RS B I I 75 1
DA A FLAh B Pt TGy o 40 47 38

P B M4 unit parallel-join

Firepower 4100/9300 [
EREPHIRE R vl A X
IP Hihl:

9.10(1)

BRUEIL R, SRR A 127.2.0.0/16 2% . II7E, 1] LA FXOS Hhik B et
I BECE 25 . HUAERRPEHLAR 1D AR ID F 202 sRE /N e as IR AR T I B i 42 11 TP M
Hk: 127.2.chassis id.dlot_id. {HjE, HEEERILEREA RVF 127.2.0.0/16 Jimilit. K,
TSIAETT LA FXOS IR AE BRI BE S W B — AN H e LW /16 7 CGRIA] (127.0.0.0/8)
FIZHHE (224.0.0.0/4) Hudik B4 .

HrigAs o) FXOS #iv4: set cluster-control-link networ k

SERERE LB S R TR) B
7E RN T IR A T
HOA IR 1B A TR 4%
1

9.10(1)

R DIRSE B, ASA 2%54F health-check monitor-interface debounce-time iy
45, ASDM L & > & £ B2 > 5 /] MR AT R > ASA S8 i e e (M = FP 44,
ARG ARG bl R R A, R s MBI BR . e D) REIRAE N T AR 2
O IEF ARSI O o lhn, 5T AR 45 1E 7 1217 IRE& 1) EtherChannel
B, AZBNLEPINE A He)5 F EtherChannel) 15, SEASHIT S Bk (0] Ay BAEY
WA B VAU DR Ay oy — AN ST % 0 20 2 iy 11 EF P 28 88 B PR S 7 R AR ES

ARG EAEAT 72 -

R CVEREEIE R )|
N i

9.9(2)

Wk, VFRHRAIT BRI WERER R, JF HAEMR e85 & 2T sh BRI
Gte BUAE, BERERVCKE S U R SN (8] (W) B ShER AR 5 0Pk, 10 0 8FLELL
20705k XIS TTRCE . WIBHBE LS. IR FIASE N . A — 2 B TR IR

I

B el s M4 health-check system auto-rejoin. show cluster info auto-join

SRR AT AR B X
MR RN SRS TS
IS

9.9(2)

BUE, ST ARG B IR rT AL fan e o DA R 00, DAL A mT DARA A AR 2
T R 22 DX L I A 2R 1 25 A )

PB4 show cluster info transport cp detail

Firepower 4100/9300 & ASA 425 [}



Firepower 4100/9300 # ASA %3¢ |

. Firepower 4100/9300_ ASA (£85/9 /7 £10R

TIREAFR

(TS

DIEEfE 2

cluster removeunitfiy 4
1T H5 noenable T
JEE

9.9(1)

WAE, cluster remove unit v ¥ WEERE P I BR — ke 4, B BVE T2 HH 8 AR EL
FHONE, KT noenableiy4 . LAHT, WHERM FXOS THHHE 175 SRFALCE, N
ERMSTHIAH . IAE, BFEFE 79 SRPIE, TR AFAAPIRE. B2, &
Brinzk ASA ¥ H S FHAERE .

HmEL S K4 cluster remove unit

ik T HUARIZ 1RO
A B AGT

9.9(1)

DU, AT LY AR IZA PROUS A BC FAAR A ORAF IR H) - 1002280 LAHT 45 /MELA 300
2. R, BrhAE GRRExERTEO AGENT 600 =250,

BrMeAE 4 app-agent heartbeat interval

ol s A SRR U AR

9.9(1)

i JUR) TCAR AT A DRI B B 25 0 T 0 KR 2 T AN Tz B 50—l mie IR DREm
DIERAYSY da v

P s a4 siteredundancy. show asp cluster counter change. show asp table
cluster chash-table. show conn flag

@1 Firepower 9300 L
PRV S A 2k i
il VPN

9.9(1)

Firepower 9300 I [1) ASA AEHEAE 404 A 20T SCHFul s8] VPN A FH 20 A AU e 8 A

ASA SERE R B3 2 6] 93 A7 22 3l 15 18] TPsec IKEv2 VPN JERE, 1 AL An £E 2 ¥ 4 b
CangR B —FE) o BRSPS VPN DR ARG F IR R VPN SC8r, It

AT I3 A 2k iR VPN R 2 MBS S LagdT, MM AR Z A

S CEBE R SIS, BEMEIUR 2 SCRF 6K MEZ) 21l Rk 12K

AN, BELFFRY 36K NMEFh 1 (gt 2KAS)

PSS 4 cluster redistributevpn-sessiondb. show cluster vpn-sessiondb. vpn

mode. show cluster resourceusage. show vpn-sessiondb. show connection detail. show
cryptoikev2

O SRR B IS A TR
GRS P A

9.8(1)

IRAE T R e A e AT IR A A iC B S R P R B R) . e /MER 0.3 b i (s My 0.8
o BEIRE TR B A B TR AR AV B AR 3 U 58 A2 - 1T vh 1) keepalives B 24 s
P heartbeats. 7 F 0ok i B T CCBEARHE B T SR R A N 5, A AN ) 32 4R
P CPU v R BE IR BT 520 o TE R, 0B AR DR I TAD A 2 358 n S A 47 Tl e
PR JEIES  FRAT T USRI B AR ORRE I [RE 2 BT 0 AT ISR s i, W ER(E DR EF
IS []/3 o PRl PN e B T B B R [N — B e B ) — 6 W& 1) ping,  BURAE—AMREF
I 1] PR) I P AT = BRI S o 2 SRA R R RIS TR BB R 0.3 - 0.7 5 b ASA B AFRESR, W
IS E R N BRI 3 7D, DR B B AN S

BT DL firds
info health details

health-check holdtime. show asp drop cluster counter . show cluster

Firepower 4100/9300 L
R ICE B7 BB TR],
DL bR R R AR

5

9.8(1)

TR IRAE W] DATC S ASA K42 VR Ay A s I K v o8 AAEEARE v M Bk - i 28k 1R 997 e 8k P
o BEThBERT LU PR s il i B o IR, A SR CE B S BRI AR A, A
IRRILR . fERAEZ VIR TR, ASA SEAHR e =8, ARG A K Dbsid
KA, R A IR IR o BRIA BT SRR ()52 500 225, I [ () YE 2

300 =2 9 b

Hrme s 4. health-check monitor-interface debounce-time

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

Firepower 4100/9300_ ASA ££8¢RY /A 18R .

Ihiae AR FRA | hEERR

Firepower 4100/9300 AL [9.7(1) | BRLAE, 0] LAAEFSE ASA FEHEM AR Firepower 4100/9300 A/LAH L & i 14 ID uﬁ?,

i f ASA frs A5 1] 1@:1‘\@‘? ASA N JHHECE S A ID; OB DI RERIAL T BT . R, AR

LRIt ASA FCE P WCE U ID. JEAL, SR T SIS il s TR SR P A A A ?ﬂdl]i%w(ﬁﬂ
P3| ASA 9.7(1) M FXOS 2.1.1, FHZh AL &% A3 E PN BE 1) 22 0 ik
BT L 4. Ste-id

S AL Bl | 9-7(1) | O T B vk BE ALK R DR AR AT Ol s AR I AN S, T BUE S ) AR A

PR TR SRR Sk Ml o B B S T S, I H R el U AR RSO . (HJ2, ASA
23 AR 0 AR S 2 TG 3 ) 9 A1 €00 2 ) e A HB AL SO HF A B ) 28 A1 (. ST & TR
NS RS Bt A B B W N 1T o B L N 97 Sl 2o RSl B N = R i
ROATDAE R PERE . AL, ARG T R AR, ASHE G ) SR A [l s R R Y
BRI # o AR AR 8 T Al AR A I, AT AR R ) s
SINEES T LA R4 director-localization. show asp tablecluster chash. show conn.
show conn detail

SR 16 MHUAH 9.6(2) |IifE, #NILLR Firepower 4100 RAIER HAINEZ 16 M.

Firepower 4100 2% AT T 155

S ¥F Firepower 4100 % |9-6(1) |l FXOS 1.1.4, ASA 7E Firepower 4100 Z 41 [ FFH LA I FERE.

& KA

PERRER - FEIX LA [ 9-6(1) | FT-A FH 5 X DA ) T8 106 1 % P B TRl A TR B ARE, B 77 3l SR A (1) MAC btk LA,

TERLCT SCRFuh RURF PRAE I ] T SRR e I TP ik o S il ;IR Hhhb s, RVFIEXRTE B AL R 4L (OTV)

[ IP Hishik ix%@*;ﬁﬂ ARP Diﬁ]%l‘ﬁﬂ:ﬁﬁﬁﬁ*%ﬁﬂ% (DCI) &4 4 i) MAC Hudikff) ARP i 5

RESES D o KT IEAE ] VACL Sk g MAC Hdik (0 - eesg b, 5248

ﬂ% ARP £l
BT LL R4 : mac-address. show interface

16 MEHMHLA ML | 9-5Q.D | e TR FXOS 1.1.3 J3 FHHUAE AERE, JFP R ul S 4Emt. B2 T 16 4

Bf, LLJ Firepower Bieo an, SATLAAE 16 AR AR 1 AMEEER, ol 7e 8 MHLAE AL 2 Mk,

9300 ASA J FH 13 £ W] D e 2 St 16 MERIMMTE LA

kT RAEHAE T4 .

TEB BB KRR, | 9-5(2) | IR S AT LATE % b 1917 K A I T 25 DX A o T A P ol et [ S . B8 S MAC ik

e R N BB E & S ), N BLE AN s 1D, IXAF AT AR AR T % TR = RN L1

s E R Pt AR T (1 RURFE MAC Hiuhk.

MAC St TAITINEE S T L4 site-id. mac-addresssite-id. show cluster info. show
interface

P SCHE AR | 9-5(2) | BRAEAE AT LA Y s SO 11 sl A i 4 SV Bk A e T 1 11 3l EEB I NAT A

e R A RN TR ASA .

PLR A - -
Bt T BT FATFINT LU 4r4: health-check auto-rejoin

Firepower 4100/9300 & ASA 425 [}



Firepower 4100/9300 # ASA %3¢ |

. Firepower 4100/9300_ ASA (£85/9 /7 £10R

ThEE AR FRA | hEERR

ASA ERFSCHF GTPvL |9:5(2) | ASA AERFHLAESCHF GTPv1 Al GTPv2 il

RIGTPv2 RAESIEM %

TCPIEFIAEREEHILE | 9-5(2) | 1ZThRETT LAAEIR 3 1) 23/ 4 i 1 B, AATT38E S 55 TR A ORI “AN B B2 TAE”

B SINT LU Rfir4: cluster replication delay

BExhul pd (R AR BN TR | 9-5(2) ﬂ%ﬁ?ﬁ SOy B ML (LISP) B M4 B 45 B 5 WA AL B BT, T B B AN AN R )

LISP Al 200, AE ARG AT RS X 5 B AL . ASA AT LU LRI LISP It S o 47 B 5 0k,
afHEHélH:f AT ISR FRAE . ASA SERERCOUR 2 58— Bt 4 15t VBRI % eh ot
(ETR) B I P& % %% (ITR) Z 0] () LISP it 5, ARG HF T A &0 B 5 2 B o
SINEAEE T LA N4 allowed-eid. clear cluster info flow-mobility counters. clear
lisp eid. cluster flow-mobility lisp. debug cluster flow-mobility. debug lisp
eid-notify-intercept. flow-mobility lisp. inspect lisp. policy-map type inspect lisp.
site-id. show asp table classify domain inspect-lisp. show cluster info flow-mability
counters, show conn. show lisp eid. show service-policy. validate-key

DUAE S REAE SRS AL | 9.5(2) | X288 B s K HURE PAT, 80T LA AR & AL Bt B, i 77l at NAT —k 4

ASASEREPsRIZE Ry A e (520 RFC 6888) o BILLESCRAAE MR AL A ASA FEAHEFRE A it

2 NAT e
BT L R4 show local-host

PG EONAEREIRER S (95Q2) | BREUL R, IT AU SR BE AP A ERER S X, 8 KRR i . B

H BN BRI S o, 8 nT LA E SRR R A (R BRI
FJINT LU R4 tracelevel

Firepower 9300 [ALFS | 9ALIN) | 55 % m 5% Firepower 9300 AL PI 1) 3 A% A AER G T AT . HLAA R (10 BT BB 4 200

N ASA St

TARSH
SINT LU R4 cluster replication delay. debug service-module. management-only
individual. show cluster chassis

[l Firepower 4100/9300 # ASA £ 2f



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



