YN

REEANFUATAE ASA L E A R &l F B R SRR E

s WE T WA LR TS Telnet 27 , 265 1 70
o WE FAE, 5530

o BUE A, 10 0T

* & DNS k454, 5814 00

o i A S OO R - (S8R ISA 30000, 55 16 17T
o I ASP (i 2 4= 4e) MEREFIAT N, B 18 WL

* 154 DNS 2847, 2520 it

o LR E R e, 5520 7T

IREEN A B3R REHEEH Telnet 25

FREENA L A KR SRR Telnet #65, 54T L R ER.

FrIaZ |
FEBEE ML A% B IR Telnet %05 2 /i, A AT LR 77K
s FEZ SRR, AT RGERE S AT A5 ) TP G B B R LA R A
* A ERSAT Telnet %053 A AE RN 5P RE,; WREIHAERS P AT,
* BNRG VI 2 SICE, WA changeto context name 1T 4 .

LB My ASA S st LA . BOAENLA AN “asa
hostname name

Tl

[
P
&
]
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B s=:n%. 828EREEN Tenet 143

ciscoasa(config)# hostname myhostnamexamplel2345

UEA PRI 2 AT 63T AT EHLA LN P RESE 7 ISk AN R, OF AR S 7 iE By sl

T

N ASABLE LRI, ZAFOR B AT . AR 52 GRS, Wiz EHA
AT T ERER Ay S B

2R, FERGAT A W BRI B B e T S S ar AT R R . AR R A Ik
PR A M BN A AL Bon e a7 H, ER{E banner fir4 $(hostname) 4 fAEH -

N ASA ¥5E 4 . BRI A N default.domain.invalid.
domain-name name

i

ciscoasa(config) # domain-name example.com

ASA S BRAAAE R IR BB MBI IRE A4 FR . B0, WRERHIEA B8R “ example.com” Jfiliit
ANZBRE AR “jupiter” KAFE RS HEMRSAE, W ASA 20K B FRBEE N “jupiter.example.com” .

BRI BRAESL T, FHE NS, HE— KA enable dr &I, RGNS T NE
i
enable passwor d password

il

ciscoasa(config)# enable password Pa$$wlOrd

T AR AT IO S B, W AT A A S A NRR AL EXEC #8a. WAREAABLE HTTP 456
R, 3 AT A RS DA P 448 5 ASDM.

B SR — AN KNS R, KRR 8 B 127 ANFE, T LR EYLSEF ASCH W] 4T Bl 4%
CFFARAS 32-126) , {HIZLURRRAR.

« M
« WA
o A=A =AN B BB E K ASCIL 747, i, DUR SR g 44
* abcuserl
* Jij1543
* 11/ aaaa
* J1/2666

i T S S R AR (15) Wi . AR A E Ay S5 8 WIWT A LU iR, W0 21 15
(RIREAN L PR 2 o1 BB I FH R «
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enable password password level number

encrypted SCHET (F 9.6 FIRINRA T, FHT 32 AN A5 s LA RS ) 58 pbkdf2 JC8E T (16 9.6
A A, T EOEE 32 DN FRFIE D A8 9.7 B hicAH, T KEEIE) R
OIS (AT MDS [F#(55 PBKDF2 ChE T A5 ¢ 2 BIIR A= DI fE 20 {1 SHA-512 #(
F o WRER, DU SRR ARSI T MDS IO, BRAFEAA BT . 414k enable
password fir & HE UE )G, T2 HM, ASA SR HARAE RN BINGEAT IN% . HiA show
running-configir 4 Ji, enablepasswordiy & AN s SEhr s EoR s I K, JEER encrypted
o} pbkdf2 8. Flan, ki NERS “test” , W) show running-config iy &4 i A 290K 5 LLUF I
AR

username userl password DLaUiAX3178ggoB5c7iVNw== encrypted

AT BT UV RURE WS L B SOk, DS 85— ASA WPl AT, i ELAAE FHAH E K 38 Ry, A S B
CLI L%\ encrypted o pbkdf2 S¢4 .

S A T %

IR 4 N Telnet V5 M & B SR W . WHBINEN,

KA E Telnet AU UERT, BRG] T Telnet Vil .

passwd password [encrypted]

i

ciscoasa(config)# passwd ciscol2345

password & —/MX 7 K/NF 80, 552 H 16 AN REECF AR R F AT AU, T AYE % A A8 B )
5 R LA AT AT

LU A T A RAFAERC B, DA N G %0 5 VA B G IR % . G S o 1 B g PR 5 22
KB HIR 5 — A ASA, ARRFNITE S G205, AT B hn 5 % A4 A1 encrypted JCHE 7 — il \ passwd
fir 4. W, HAEEFEHI A showing running-config passwd fir 4 IN 25 B % 251

% & HERFORT ()

\}

ERE 152174 Firepower 4100/9300 %' FHAFIR TH]; ASA 23 MHLATHLBOX BE 65

WERXESH BEA

LR EIN XA A HVEE, 3T U DR

[
P
&
]
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S WENK. BRARKX K UTC.

B &xiE

Firepower F Cisco Secure Firewall 174 ;

clock timezone zone

* zone - fii A\ clock timezone ? 4 LA & & A H#52 I X Z FR 3R o

5

ciscoasa (config)# clock timezone ?
Available timezones:
CET
CST6CDT
Cuba

EET

Egypt
Eire

EST
ESTS5EDT
Factory
GB
GB-Eire
GMT

GMTO
GMT-0
GMT+0
Greenwich
Hongkong
HST
Iceland
Iran
Israel
Jamaica
Japan

[...]
ciscoasa(config)# clock timezone US/?

configure mode commands/options:

US/Alaska US/Aleutian US/Arizona
US/East-Indiana US/Eastern US/Hawaii
US/Michigan US/Mountain US/Pacific

ciscoasa(config)# clock timezone US/Mountain

P AR Y 5

clock timezone zone [-]hours [minutes]

US/Central
US/Indiana-Starke

* zone - AFRF R TE IR E T IX, Bl PST 7R A VERRUER 7] o
* [-]hours - & &5 UTC {5 /N 4. 5140, PST A -8 /N

* minutes - BE 5 UTC i 25 1) 73 B4

B2AEE |
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oRIE

ciscoasa(config)# clock timezone PST -8

IR 2 (ASA virtualFl ISA 3000) %I AN LU N fir %2 —, LS SO A VS FEIMBRAE . BROABIIRER e
Bl = 85 AN = 2:00 B+ 45— A2 H R 2:00,

© BEEANITRMAR BN, AR EO T 1ReE B WUERAE T ey &, A AR A
H 3.

clock summer-time zone date {day month | month day} year hh:mm {day month | month day} year
hh: mm [offset]

* zone - LLFRF A EAIRE M X, B4 PDT Ron KV A

s day - BE P ILR, AN TRI31. @i, HIFI B el Ay “April 1 8¢ 1 April,
FARB Aot 1 1004% 2

s month - LR R B & Ay #lan, B Amm el Al “April 1 8¢ 1 April, EARIRX
YeFbrvE H I

* year - LLDUAT B A& Uik &840y, #lan, 2004. 43R h 1993 3 2035,

o hhimm - BL 24 /NI S B /NI R 404

* offset - ¥ BN AW B S 808 . BRSO, A 60 434k,
NGAE

ciscoasa(config)# clock summer-time PDT 1 April 2010 2:00 60

o« DIBEASEHA I E], AR s B, 58 AWK AM S R 1. My
A S BEEAR I HVE, R .

clock summer-time zonerecurring [week weekday month hh: mm week weekday month hh: mm] [offset]
* zone - LFEAFHRTE SR E N X, 141 PDT Rom R A I .

 week - H] 1 3 4 Z ) f 4850l “first” B¢ “last” IXFEMmTE 50 P rgss JUA . #iltrn,
RIERWIGFEEAES TR, W “last” SKIRE.

* weekday - 2 ML B BT BEIIEAEAE

* month - LU AF R TR BB 4

* hh:mm - LL 24 /NISFRIBCE /N A2 A

* offset - BEH LN R A HAH B BOATEOUT, %88 60 24t

R
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ciscoasa(config)# clock summer-time PDT recurring first Monday April 2:00 60

{3 F NTP Al 55 8512 & H EA 06T (]

NTP T2t o3 R MR G5 a8 R G0, nIAEMI 28 R G0 B AURT A (K [R5 I 1] o I i) R0 0 A il B PR
BRE, BIQIEAE CRL, HALFRRGHAIN (A8, WHCE 2 NTP RS 4%. ASAEFERPEARMIRS %5,
VR i B i T S bk 0 5 3K

NTP Jile 55 s 25 1) B TR) 4 78 55 T 30152 B (R A AnT I ) o
ASA S £F NTPv4.

FiaZ |l
FEZ WU, U BEAE R ST B N ]

ST (AR B RS54 SR IRIE.
a) JA S HIIE.

ntp authenticate

i

ciscoasa (config) # ntp authenticate

76 J3 I NTP S 43 B AIE I, I8 J04E ntp trusted-key fr4 e — N4 ID, I8 7 ntp server
key fir & K5 iZ 3 91 5 IR 45 2 o< K . ] ntp authentication-key iy 4 i% 1D fic & SEbr % 4]
WRIER 2 6554, HAREE RS AEE — AP ID.

b) FEEEAE A ZAELEYIN S AL S Y] 1D, Wik NTP R4S 243547 5 4 S0 AIE A 20 04T LB
ntp trusted-key key id

i

ciscoasa(config) # ntp trusted-key 1

ciscoasa(config) # ntp trusted-key 2

ciscoasa (config) # ntp trusted-key 3
( ) #

ciscoasa(config ntp trusted-key 4

key_id ZECHNT 1 F1 4294967295 Z A [AME . ATHIANZAZASESEY], B2 GRS 2] .
¢) W NTP k45485 g ik % 8.
ntp authentication-key key id {md5 | shal | sha256 | sha512 | cmac} key

B &xiE
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X

Faigg s [

il

ciscoasa(config) # ntp authentication-key 1 md5 aNiceKeyl
ciscoasa(config) # ntp authentication-key 2 md5 aNiceKey2
ciscoasa(config) # ntp authentication-key 3 md5 aNiceKey3
ciscoasa(config) # ntp authentication-key 4 md5 aNiceKey4

* key_id - {{i [T} ntp trusted-key fir & ¥ & % & 1) ID.
- {md5 | shal | sha256 | sha512 | cmac) - % & 5%

* key - K BPIWCEN IR 32 D FRFI AT

HIE2 bR NTP IR 5545

ntp server {ipv4_address |ipv6_address }[key key_id] [sourceinterface_name] [prefer]

il

ciscoasa(config) # ntp server 10.1.1.1 key 1 prefer
ciscoasa (config)# ntp server 10.2.1.1 key 2

ciscoasa (config)# ntp server 2001:DB8::178 key 3
ciscoasa(config)# ntp server 2001:DB8::8945:ABCD key 4

WREHH T NTP 843 51E (ntp authenticate), WA Zi{E I i ntp trusted-key fiv 4% € 1) 1D #&
5E keykey_id %,

sourceinterface_name JCEE S HON R NTP 08 (4% e 1 Clnn AN AR i b 28 i BRI 2
D« ATEZEREA N REAOSATMTHE D, e e i srboe XD A/

WIR L2 GRS 2 IVERR AL, prefer S4 7okl NTP RS 25 ¥ B 0 1k iS5 %5 . NTP A ] —Fh 4
D e I RS 3, ARG 51 AR IR . WIRZ GRS 2 IIMERFEAEAL, prefer ST K f
SE AT X LE R 25 2 P (0 65 IR 55 9 AHE, A SR 5 IR 25 8 PRI A 5 1 A o 1 2T JE AR 45 35, T ASA
W X & EUEI MRS 55 o B, ASA ] 2 24 4%, MR/ b kiR s 2500 3 )25
o

fE 2 G M ASA S A HERAM IR 5525 -

& HHFAET (8]

ST RCE HIAINE], 3 AT LR AP R

FHia Z |l
FEZ MR, AR R GUHC B I TH]
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T E H W a .
clock set hh:mm:ss {month day | day month} year

i

ciscoasa# clock set 20:54:00 april 1 2004

hh:: i Z 4L 24 /NI RIBCE /N L S EPRED . i, FN 20:54:00 KRR T 8:54.

day HW'E HPHIHE, YEE 1331, B4, a7 april 1 8% 1 april 22U A B OFTH 1, HAKE
Y SR RS i

month {i S H . ARFEFRAE H IR, 7T H april 1 8% 1 april T2 %A H 43 F0 H 1.

year {E A PUA E0 2 B4Ry, B 2004, 32005 4 1993 31 2035,

BRINIFIX O UTC. Wik AEHI N clock set 4 J5 14 H clock timezone iy 2 58 B i [X, - I [A)Ks [H 2 17 4
JI BT X

Wi AH I TR) BE EAEAEAF v, ANERCE SCE A ORAF IR 18] o I 8] RS B HFT R 3 o4 1k 5 3At
clock fir & AN, B2 AR AU EXEC dy4. B E N, 85 24 clock set iy 4 15 BUBT A IR [A] o

Fic & 451 B (8] 133 (ISA 3000)

XU I DAL (PTP) SRR R DS, T M B 1 25 4 R A I ke
B 45 BT AR OB SRR . % B T IBEIR I R b R Ge it 0 HLE 45
TAATREALE R T R 55 FAL T4

PTP ARG R — N0 B RS, 8 PTP W4 FHE PTP W44l & . PTP WA & ILAY I 4
DG BRRGE IR Bl . JE PTP 4005 M AT Heb L 4 rhr s A1 FL At LR 14 it 1 45

LR ASA BB E B WIIN B ASA B ALK Bty PTP INEH[FEILD . ASA BE#RHAE 1] PTP
BROAECE SCAE, 40 PTP I Bh L e e

MESHCE PTP WA, 5 200 BB AT I & e L — Ml ' o BRI, Sm] ARG 24> PTP 3,
SRIGAGEEA Al PTP W45 0 B 4 8 FH — M5 e 38U PTP B,
FIaZ |

* HLINAELE ISA 3000 EAATH .

o ANAE A SR SR PTP.

* JRL PTP (X SCHF4HHE PTP VH B .

B &xiE
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me et iy 1sa s000) [l

* BRANEOL T, AE@E WG X I ISA 3000 £ A PTP. fEE BT, D250 i 2L (7
B LA OR SCVE PTP Hcdls (i il B 46

* PTP (A T IPv4 (4%, ANA[H T IPv6 %5,

« PPFLLLK I O SCRE PTP S, TGI8 Sr a2 AR AL 5L o B AE LU P4 AN S
< EEREO.
« 710, EtherChannel. BVI siATA HAl ol 11

o A EE I E HATE 2 PTP fic' &, WISCEF VLAN F#: 1 B PTP i

o WU OR AoV PTP B8 il w45 o 7EiE AR KRR, BRIASSIC B Vs in) 138 LA AV PTP it
. PTP yiis tH UDP 3fi 1 319 1 320 LUK H AR IP Huhik 224.0.1.129 Arif, PR HAE B HH B Kk 5t
KT, VAR ACL &5 #:57.

o LEB BT KRR, BBk PTP 4% 40 3 P20 4% % i -
* FEAAR RN E AL A4 multicast-routing.

* XTAEIL BRI T PTP,  HASE IR 5 RN, iF AR BB /4 igmp
join-group 224.0.1.129 DL A5 i 1) PTP R R 3 5 13 o M 20 B 5 AN SCRF AN TG A )

LTI ES

SRR ARE BRI I KR 5 -
ptp domain domain_num

T

ciscoasa(config)# ptp domain 54

domain_numZ#Uie Beak T i 1 IS 5 o 7E AR R B Bt GR 5 0 R AL L — R AL
T, ASUATAE PTP A2, ZAE T LA 0 1 255: BRINMECH 00 BANAEMZS 1) PTP 4% LICE
INEETRE

P2 (k) fEves ERCE PTP I Bzt
ptp mode e2etr anspar ent

T

ciscoasa(config)# ptp mode e2etransparent
P& AT AR JA F PTP (4 11 _E R P o 81 o A

$®3 (e B PTP:
ptp enable

TER G TR 0GB A0 PTP Nt A2 1 L5 PTP.
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TP

ciscoasa(config)# interface gigabitethernetl/2
ciscoasa (config-if)# ptp enable

BCE F %55
TR AT PR TN % 22 A A A AL AR i, FFAR A — AN A B R A T B ki 3 25
B, G ST IO A A T AR AL
* OSPF
* EIGRP
* VPN fgd 1)
* VPN CIZE 5[] A3 7))
o Wb
© AAA fli% s
« Hiids
o HLEVERE

Yl G R T

SIS R B, AT AT PR

FHIEZ Al
© SRR R BEAE L A i AT, planE EHl & . SSH Bl HTTPS #4% ASDM.

© WMARC AR, (EORBEE MBI, WA S s i 2 R B D R,
b N BRSNS B, ARy 2 B i B e LA AT U

o AE /A PR i v s P Bl A R N % 23 3 3 writestandby, X204 3 FH G B 2 2125 H
Wtk o WIRAREAT S TR, BPAE S A B4 A e T e s A FH AR R 1 258, 25 e s% B2l
BB ASAF; BRI T H RS RCE AR XT3/ R, S 0iT-5)
i writestandby. writestandby ] §&5:3 = H/FE BN IR S B, RO AT sees B
T B AE [R5 B 2 w0 CWiE . 48N %44 ] failover active group 1 1 failover active group 2
ArAHOE  ASA TSR, i\ writestandby, 4R 5 1#H] no failover active group 2 #ir 4
B 2 NG SO R B 4l B 5

B &xiE
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mmsiEsEzE

BEE N TR BP0 BRI LA T 8 M 128 NPT Il BRIBKAT SIS 5 22
SN TR AT I T3 . R ARAE G 2 A AT, WARS SR . EHSEN, ©
2N TR

key config-key passwor d-encryption [new_passphrase [old_passphrase]]

i

ciscoasa(config) # key config-key password-encryption
0ld key: bumblebee

New key: haverford

Confirm key: haverford

pait 4

A B ASERH N B0, DLk G % A 1 SR A i 2 P SRR X

R A H nokey config-key password-encrypt fiv4, PR A 1% i 4 2 W I 2 5 R B X0k 4 SCAC 3
R 20 2 AN SRR I s (R SR A RBCAS I, P ] i 42 1) no JE 2.

Jet P R T

password encryption aes

T

ciscoasa(config) # password encryption aes

B

SUE A R0 LA AT 80, AT P s i AR i I o 347 1 ME R U s 3l s

fthe

T AR P RN I R B, A2 R SO A AE RS T T

W2 A JE 1] no password encryption aes iy & A8 IS RIS, I AT LA I a s iR ORae A4, R L
SUBE AT, I  B lt Sx AR L P SR i %

PRATF S B IR AT I (B AT AE R

write memory

T

ciscoasa(config)# write memory

WA A M2, A BN E T R AT BRI L Can SR BRI AR IR AT o Ak, FEZ ISR
AN, EHEERSE S E TS Bk, Pra i sch SRk 2 25% 0. WERARAE RS
T S PN write memory i, HARTERTA PG Serb i N % 2, W P G S e R i %
TR . 5, ERGE 5P write memory all aiy 4 LARAF T H L E .
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A5l

LA R R B s AN AE E— AN

ciscoasa(config) # key config-key password-encryption 12345678

PAR 79 s CA7 A

ciscoasa(config) # key config-key password-encryption 23456789
0ld key: 12345678

FELLRonflh, AN E SR GS, UERGRNEmAEY]. i TEYCaifE, R
SNV TTIANS

ciscoasa(config) # key config-key password-encryption
0ld key: 12345678

New key: 23456789

Confirm key: 23456789

FELLR7RB, DO AAEE], TR G A s e Y],

ciscoasa(config) # key config-key password-encryption
New key: 12345678
Confirm key: 12345678

A B R S R K Ak Al SR o R R R AN SRR I SR I DL R IR OAS . R
il fe+4r1 H
FFiaZ wi
o WU Y a7 L8 A GERE T Z %0, I AE MR B, 130, FEZENNEEL,
o R U REAE A2 ig b kAT, Bl e Telnet. SSH, =it HTTPS i%$#: ASDM.

BAEH] A, AT EL R AP ER:

SR MR EH . WURRAE RN, RIS IR ERA
no key config-key passwor d-encryption [old_passphrase]]

Tl

B &xiE
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Nil

8
N

A B = 25 55

Nil

B
N

mpxzn ]

ciscoasa(config)# no key config-key password-encryption
Warning! You have chosen to revert the encrypted passwords to plain text.
This operation will expose passwords in the configuration and therefore

exercise caution while viewing, storing, and copying configuration.

0ld key: bumblebee

PRAE B 1S AT INHEL R AR R i
write memory

T

ciscoasa(config)# write memory

B E AR S RAF b 45 4 4 OxFF BB R P 5

TEZ BT, FRMAE RSN S E TR . Bk, Pt seh s i aRRE 52 2 52 .
RARTE RGNS SR N write memory 74, (A RTETA M P 1 serh N iz a2, WA 1 5
RN RS R R . BE, FE RS Sth A write memory all iy 4 DLORAT FT A L E -

TR F S o WER T 6 R ORI, Ul B i =0
T ER L, W PATEL R

ORI s PR 355 T S R 1 P

write erase

IR

ciscoasa(config)# write erase

{5 JE s C & T INZ&k ASA, AN AT A 5 2 A sl n 28 24
reload
w15

ciscoasa(config)# reload
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BCE DNS BR 5528

Nil

T E DNS g5 a%, LUME ASA BEUSK: EHLAMENT A TP Hohk. JEDAZIACE DNS R454%, PALEDS
i) I A e 52 4 R SE 844 (FQDN) P28 56 %2

L ASA T HE 7 2T H DNSHR 25 28 4248 44 Vi R AN AR 55 4%« Bt LAl ZhRE, 940 ping 2% traceroute
T4, W% N EE ping BY traceroute AR, 110 H ASA GEAZE T 5 DNS R 55 a3 3E47 1815 K ARAT LK
YF% SSL VPN FHIE P iy 2t S FF 44 FR o

BRINTEDL R, 15— 4% 4 DefaultDNS BRI DNS R4 2841, #&nl LIGIEE 2 > DNS fR4s a4l —
ANRERNAL, i A4l T LSRR e AT OG5 DNS IR S5 8% 4 S BE BRI L ) DN'S 185 SRk 4
ZAle B, R R AN EE eng.cisco.com IR 45 # I B A FH N DNS 45 4%, Wnl LA
eng.cisco.com WG 2 A DNS 2. 58l S AN VL L (1) A DNS 185 K #4580 H %A S BRI
DNS Jikg5#s 2. #lll, DefaultDNS 4 n] I HESMHHE 1 Erl I 23k DNS JIlR%54%, - B4 VPN &
T2 L A DNS RS 2541. A XA R, ES a4 22% 11 tunnel-group v 4.

\}

8

AR ASA A MRSCRFAE] DNS kg%, BRI T-IhRE. B, K28 ZOREMmA 1P ik, A4

TBIECE name i % LR 2 AR5 TP HUEARIEG, R names A& 8 A4 FK)G, A REWS AL ] 44 7K

FrIa Z Al
DR 5 Y DNS 3842 2 3 T (A A 2 10 PR A T ) B b A ) R, DAAEE REAS 1135 DN'S AR 55-45% o

JAJH ASA figfig 5% DNS 153K 22 DNS g5 8%, LI S S AT H iR i 4k
dns domain-lookup interface_name

RO EA A DNS &3, W ASA K AS 5 Z4% 10 L) DNS IRE-SHE(E . SRR H T U5
DNS AR5 281 T 8210 )3 FH DNS #r4k.

IR

ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns domain-lookup outside

BN > DNS JIR 5525 41 R I 25 25 s I 214
a) DNS g5 282445
dns server-group name
P E B IA ) DefaultDNS 45441, ¥R & DefaultDNS 4 %K.

i
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b)

c)

d)

mEons Bz [

ciscoasa(config) # dns server-group DefaultDNS

HAFERE A Z A DNS k554 .
name-server ip_address [ip_address2] [...] [ip_address6] [interface_name]
ALENAS TP AL A L — et JARR O, SR T A 4

(A% F57E ASA 5 AR 55wl 5 4 I ) interface_name. IR RIEERET, ASA K i
PR WEREAT VLRSI, WA A B K .

ASA ¥ 52484 4 DNS R4, B W H R,

i

ciscoasa (config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6 outside

RO TBOALD BCE N BN A (R EHAARTERRGEX TR

domain-name name

i

ciscoasa (config-dns-server-group)# domain-name example.com

(AIE) B E DNS JIks5#s 2 i FAd Jm 1t
WARBNBCEA G S RILS, 56 LU fir & S AL .

* timeoutseconds - 23 F—> DNS R4 %8 Z BISERF IR, A1 31 30 F0o BRIAME N 2 75,
FER ASA TR S5 285136, LU IR INAs .

retriesnumber - 24 ASA ICAEIM Y, ik DNS 42852 L M 0 2 10 K.

* number-DNS4: H (4 /NTTL, LLor8hy 5if7. expire-entry-timer minutes @14 23 THI 25
K2 HMTTL, WITTLSE #2004 H il an RTTLEC R vHI 284G, WUt 20 2130
S HIEME: EXMEOL T, A TTLER NSNS 2, %4 H ¥ MWDNSEH &L+
MR . MBR4E HZEREFragm e, MMmEmpraeas i L. BohHLE DNS
SZEHWUAAAERE RN TTL AR 38D , PrlERets i b S Seps B TTL. BRI
grel (R, T o HEER i NTTL A 108D o JEFEA 1 %2 65535 341, A\Ufi##T FQDN %
286 0} GRS ATE FH e 1

* poll-timer minutesnumber - K FQDN [ £/ L0 S A A TP Syl 45 FH £ %8 v Jo 3031 1)
oyt o ALLER KA SR 3] FQDN % G A fRATIR L0 G o 7 I 3 2 ff AT 110
B TIAIRE ;. DNS 4% H BYZEAF I 8] (TTL) A5 T8 s 50087 1P sk A dfr i i i), A4
FQDN wJ LALEAE oy J 1 AR S it b . BROABEE N 240 (4 /NI o EEN 1 2 65535
Iy

e) EHE LR DERNINEA DNS k4454 .

CHIIE) Ry ST 2 52 DNS g5 4841 .
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dns-group-map

dns-to-domain dns_group_name domain

Tt 2 P LAWUR 30 Mk ANBERE [F]— 1S 21 22 A DNS 55 a4, AE AT LCKs 22 NS ) 21 ) — filk
Frdndle V) RHAT A IR 2 L] T BRAE A (40, DefaultDNS)

il

config) # dns-group-map

config-dns-group-map) # dns-to-domain groupl eng.cisco.com

config-dns-group-map) # dns-to-domain groupl hr.cisco.com
config-dns-group-map) # dns-to-domain group2 example.com

ciscoasa
ciscoasa
ciscoasa
ciscoasa

PR 4 FEEEIN DNS 4.
dns-group name

BOATSOL R, CFF%E DefaultDNS. WURECE 7 HABAL,  WATLLAE A b FA B4l BRiA4]
(¥ DNS ZH WSt o AN BEAT AT A SRR (142K o
i

ciscoasa(config)# dns-group new default group

Ml ERE SR ERRE (B ISA 3000

TET LU PR 5, DU IR S (R I v TR 4K SR A 3 IR 2 IR Bl . SRR RS R R 2
GigabitEthernet 1/1 Fi1 1/2 LA} GigabitEthernet 1/3 F1 1/4, “4fifi {55 5 Ab-FiG AR BT, A2 5Lty
KRETNRE, PRUIE B ORI T AR FoVF IR S I 1 RS o 37 S B DA A 5% s M U

o WehEeA T T B ISA 3000 %o

o WSRO IS, A4 45 LUK M%) (GigabitEthernet 1/1 F11/2) SCRERf{F48
1T

* 24 ISA 3000 W7 L F2E NREAF 5 B AUy, A SR8 Lo T LU s M0 H BRI B &L I,
insidel <---> inside2 A1 outside] <---> outside2 Joyk F-HEA TG . X LS O [ T E NG E R
SFELK,

o A TERBUEEER TCP IFAIBENAL CUIATE P TiA) o WS s RN CBRIARED , TIFERL
T A 55 B I T B EE A TCP 1 BRUIE DL R, ISA 3000 2 it I (1) TCP iEH: 1MW ih
JP40%5 (ISN) S ARG T« WG 52 I, 1SA 3000 ANFRA FE RS2, A H#H
JFH0 s BlCR P s BRSO T A5 I R sk k. RMEZER] TCP RAIRENLIL G, Shat
TCP E AR T HH T, A BERAE V) ) 2 e 281k

o WOERIAE SRR I, REAR S e D L R TrustSec BB L 7. 21 ISA 3000 T )5 S FH
SERRIN, S EORT PR IX LI

B &xiE
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mEEtsnnnEsE (Brisas [

o {5t PR A 55 e b U B K A2 I I ISA 3000 Hdis B AR I, 7 B dHT i v e Y TCP 234, A
B s AE D) I () 2> I s 2

o MAEIESS AL TR BIRASE, DUKK PHY SWiJTidERs, Ktk ASA ikffie kA, Bomf
e IR A PR A o

KT 1SA 3000 H X HLYR, FIE ASA OS AR XCHL PR 37 A FOHBC E W SR AL A — AN R A2 ik
B, ASAZKRHARE, BLAREOLT, ASATREA—HYR, HEIHLphf —AqPIEs TE eMAis
KR,
Fi&azZ 8

o WA ZBUREAE A 55 B 1R BIAT WM L N 1 o ANBERE C AT I 42 21 vp 4k ity 1

TG FE° 1 T LU S0 (R B A1 55 2
hardwar e-bypass GigabitEthernet {1/1-1/2 | 1/3-1/4} [sticky]
il

ciscoasa(config) # hardware-bypass GigabitEthernet 1/1-1/2
ciscoasa(config) # hardware-bypass GigabitEthernet 1/3-1/4

sticky JEBE 7o 1 FL U SR 25 I B Ja AT B & CRIF AL TR 55 A ERMIG AL T,
HE 26 J5 T ) G PAREPR 55 5 KIS IO A0 VP A4 Tt o] o) 0 o 0B

T Bl B AL A 55 2 -

[no] hardware-bypass manual GigabitEthernet {1/1-1/2 | 1/3-1/4}

il

EQT
M
it
o

ciscoasa# hardware-bypass manual GigabitEthernet 1/1-1/2
ciscoasa# no hardware-bypass manual GigabitEthernet 1/1-1/2

CATE) KRRl 55 B IC B N PR EFG PIRZS, H B ASA FirePOWER FH A 505 -

har dwar e-bypass boot-delay module-up sfr

Jet FHAEEA 55 B IS 025N T sticky B30, A ReizAT A 8 EiR . &A1 har dware-bypassboot-delay i 2>,
BEEAE55 B P RE 2 7E ASA FirePOWER HEHR 52 03 B T AL TANTE SRS . a0, A RA IZ A E
WG, S AT Ry S EUR R R S .

A5 TCP AU BENLALG o o3 481 S5 2 G e 3 ik g R A TRC 2 o V8 0 8 Do I AT U = A T B LA
policy-map global_policy

class sfrclass

set connection random-sequence-number disable
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WA JOE R FHTIT, A “disable” 4 enable.

YRS A P B N O Y

power-supply dual

FIR6 RAFACHE

write memory

B2AEE |

RGN JE 55 B AT R s E P G B B E e, DI AU RAF 21T RO .

% ASP (INRZ2EE) MHREFITH

ASP RESEHLZ, FEMAE SRR B AT E SO B T AR I A RS Ry i AT S s R S A, I
MERAE SRR TCHAE R R (B, AT LU LI PERERN T SEPEA R IAT A

IEFERN G| L HZIRRZERN
WA T, ST 5 TR B, B A, (A, SR I

FAPAREARTERE -

AR 18,000 AN IEFE I BT ML £ 25,000 AN 1) SR

F TR0 5 |5 S gt KLU DA SIS pR R R 4, T AR

e

FERFROAT K ROERRAOIAEE &, KA Z 2 1 PERE A SIS, 9 40129 ASA BF 70

Z RN BRATEIL T, RGAEVAL

RN AR ZOR G RN, DMERERS AT ;i T RUUR S %, RIS R 5 2R i)

Ry DASE AT 2, USRI U 5 48 7 St R ) S SO A I AE S5, I A R 2 2 i) T 22 i 4k
G JE A SR, ARG B IRV E BE AN T R R TAT N 2252

=R wiFml Wiz Wwixls

ENIN NS UGB R UNGREE
(CEERDIERGH R K. D

FEM VEHC R o U EVWITE DEFCHr R o
CRERD R R A )

G o — ARG, MR O B ACL I, ZEMNBRIH ¥ ACL AR BK) ACL 2 A1 [

Bt ZIhBEmD T TS RAE A 0 IR T (R R e

FHI6 Z Al

 WIRAH FH FQDN X Gk A AR AT 2 XA I B4, AN U F 3 45 3 A8 R AL FE 17 1) 42 ) KR
W, R AU ) 2H 4 PF T 4 BT DNS AR AR I 7K 38 Toik se Al bfr o 4n S AR T S 45448, i
F B IEK DNS 220 JA] o

B &xiE




| mxiss
i ase asnE ]

o QS ARSI FHAS SR, PR 2R iR 48 H & DR IC g iR I R A g5 . IXEE R 40 H
H 45 M 780001 F 780004

R 08 A S 3 A R

asp rule-engine transactional-commit option

b, BT
* access-group - 4 Ja W BN A4 I U ).
* nat - W4 HhEFE S o

Tl

ciscoasa(config)# asp rule-engine transactional-commit access-group

& Fi ASP £ &5
ASP SUREI BT LRI B T8 G bR
o RS W 8 i
o TR R L VT IV i B BCPR T Hi
o B R SR T B R 3 s
ASP SURBIHSCVFE M I L BRSO AR R THE. IR RS E SR,

It H. show cpu i &4z /N T 100%, BEINRE AT BEAE B 68 T4 2 AH e A B T3 i
SOEAS I

\)

IR fF ASA virtual FZEF] ASP 713971, ¥ DPDK (Bl ~F i T R B4 485 ASA virtual R IN3E 22 4>
#1%2 (ASP) 1, ASA virtual ZE25 ] IL TN RERIIB L F R I FEAF AT BE

T AT ASP FEI I A B 9T IR ]«
asp load-balance per-packet auto

[
P
&
]




B2AEE |
. III— DNS _éT—

T2 Tohi M ASP G
asp load-balance per-packet

ASP GBI BIHAE ST sl AR 00— EL AR P Ja HPIRAS . RIMERR T T auto dir @ IR 2 Wit

3 T H ASP fididif:
no asp load-balance per-packet

BCARETB R T ASA Gy, AT DM sty WERIEWA ] T auto i, RGO K
54 A5 JA N e AT ASP 77 388 i .

H51% DNS £ 7%

ASA $24IE DNS {5 BUAIZE A7, IXLUAE Bk B T8 KL% )™ b SSL VPN RIHIEAS iy 4 1 A% (K141
7l DNS £, 5 EARMOE 7 T AR AEA DNS $effuiiisk o WERA A TP A 1245 KL, WRRER 0] 4
JR TP Mk WURAI G A7 JCVE AR AT 5K, TUEKE DNS £ ik 22 CURCE K451 DNS kg5 a5 .
A1 DNS RS 2ARHTIE R, AR ) TP Mk 5 AN I LA — A e A b A7

T TS DNS 2247, WS N id:
* show dns-hosts

4 o DNS 2247, R fufE )\ DNS iR 45 2380 3R & 1145 H BL L AE H name 72 F 35 A K
A B A0 1P itk

EAKEERHEIER

ThRE AR F&EhR | iLEA
x

%/~ DNS leg5gs4l | 9-18(1) | #ILAE T LAEFH 2 1~ DNS IR45 2 dl: — ANAUZERNE, i HAh gL ] DS54 s AT R B
£j DNS g 45 %8 41 R 3 UC FL ) DNS 1 SRR iz 4l i, an S04 B R A P il
eng.cisco.com IR 55 5 U 548 FH A DNS JiR5545, W LLCKE eng.cisco.com BIEE F1] 58
DNS 4. I AN ULEC ¥ BT DNS 15 K&K A8 H %A S B TA DNS 45 25 41
Biti1, DefaultDNS 41 7] LLALARAM B4 1 AT A 2 3t DNS JiRk55 25

sS4 dns-group-map. dns-to-domain

PTI98 o G dulf | 9-17C1) | 4T LS s YEAR AT 0 2% R 5508 5 v RO A4 I R G W A5 AT 1K) DNS g5 - b D gl afi O
Hri) 2 {5 1T DNS g% AEAT DNS 38844 fif A7 40 A S2 A5 AT (FRIOR U E TP Mk

e E S fr 4. dnstrusted-source. show dnstrusted-source
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T LSl |

THRERFR F&hR | i EA
x
DNS 4 H TTL 4724 |9-17(1) | LLRY, BB ESS MBI A5 HIOIUA TTL H CBRAMIE 1408 o BUE, QR3]

i

TN R4 HIUTTL, WITTLYE b2 20 8945 H T {E . SR TTLEC B AT 234, T
P 2 B I H N B : AEXAME LU, AS R TTLES A ] o

Brias T4 . expire-entry-timer minutes

SR AAH I R
R LR

9.17(1)

X TARHBI R T, 00 T LA 0 2k
© BRI - S0 8 AT WL, BMIDD 3 AT

© R NELETRF - ARVFEH =ABEA L EES gL E ASCILT 45 i,
LUK A R 4 -

* abcuser!
* 1177543
* M1/ aaaa
* 11112666

BrsaAs 4. enable password. username

NTPv4 37

9.14(1)

ASA DLEESZF: NTPv4.
KAE AT iy 4>

HAN NTP 543 5631 55
Ve

9.13(1)

PART, NTP S EiE S HE MD5. BUAE ASA S RF LU s 5732
* MD5
* SHA-1
* SHA-256
* SHA-512

* AES-CMAC

BrEAE T4 : ntp authentication-key

NTP S F¢f#H 1Pv6

9.12(1)

WAE, BAERE NTP R4S i vl LU H] 1Pve il
BB AT 4 ntp server

ot
#
]
I
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B2AEE |

INEEAFR F&RR | 13tAR
Vi N
IUAEB SR TR 9-12(1) | enable BRINEL Ky 25 . IUAE, RS20 ASA FREASSR EXEC i, RHELSTK
enable %Y BT SO — A 20005 3 2 127 MR AR %S ¥ 2. noenablepassword
IR = NV S T
fECLIH, &nI UM H enablefin 4. loginiy4 CH AR AN AE 2 24 LA 1) 8534 SSH
oY, Telnet 231 (W15 ;5 ] aaa authorization exec auto-enable) ik AR EXEC 155K,
TCVe Al WA 73, BRIV B
{EELEE 5% ASDM I, NI AT X I 2 i il sk o BRIAIE L N, 76 ASDM H, #8780
AT FH P 4 F1 enable 25 B A] 8 5% .
P MBS dr4 . enable password
7E ASA virtual FZAEF] 9.10(1) |5 DPDK CHEdli i FF R B il S #] ASA virtual [f g 4 412 (ASP) H,

ASP 351l

ASA virtual fEAE LT RERI NG DU T R DL S LF (I PERE

ASA virtual JL7E 2 FE E
Bl] ASP 3354

9.8(1)

b 2 e T3 e HIEE ] ASP i al i .
BT LL R4 asp load-balance per-packet auto

ot BT At username
F enable #5544
PBKDF2 #4514

9.7(1)

Bt & P A4 R BT KB B A HE username 1 enable S5 5% 8 Fif PBKDF2 (5T 254 1)
BHTIRA R 2) ] SHA-512 (B k. LLRT, 32 ANFAFE LT () 204 1 3T
MDS5 [\ A AR 7. BN AP AE I B 4k S0l FH I T MDS [RWG A(E, (HIEHAT
BrE kRS . W T EMEN, 1G-S5 — AR R E R R T ) ORI —

B T LU R4 enable. username

ISA 3000 375X LI

9.6(1)

X1 ISA 3000 H X HLYE, FILE ASA OS Hef AU HL P gt v o UG E . Wi Ik —AN g
PR, ASA &k A%, BRINTHI T, ASA FFZEH s, HEH A A
PFIEH LVE, EMAS R HERE,

SINTLL Nr4: power-supply dual

A Hh username
enable & i S FF K1Y
I (% 127 A4NF
)

9.6(1)

I TT LA i 2 127 DT A username #1 enable %545 G BRIy 32 4
TR o AR KERET 32 M PRI, eRE A PBKDF2 (T2 05 (1% Bk

HEIIRE 2) BOMAEAERCE o B I K AR S ] 5L T MDS (RIS By i

BT LR ir4: enable. username

ISA 3000 i} 5% %

94(1205)

ISA 3000 SZRFIEMFS5 B DIfE,  LAREAE A LT LN SR VP 4k Sl il v i 8l »

5INT LU R4 : hardware-bypass. hardware-bypass manual. hardware-bypass
boot-delay. show hardware-bypass

9.5(1) iRAAGE LI DI fE -
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gxigsnneics [

INEEAFR T &hR | 15%RR
Vi N

%)) ASP fi#k I 9.3(2) AR LR H A shIF B A< ASP G Thfg .
R
ASA virtual N FRZ HBhDhRE ;s ACZRFFS A FHAIZER] .
SINT LA Fis4: asp load-balance per-packet auto.

HHIBRERIN Telnet 15 | NROUQ) | g T HE v ASA B EEUT I 24Pk, CUMIFR Telnet FUBRINE %09, {# ] Telnet B2
HI 20T B 1 R
R
WRAEE Telnet H /' BARIKAE, B {VH T Telent (aaa authentication telnet
console iy %)
o2, YiER T SN, ASAKE BN E “cisco” o BUAE, ATERSGIN, Sk
M o
B SR T MAS WL E] ASASM (] Telnet 3% (i 14 session #ir4) o X THILG
ASASM i), @Z05i{f ] service-module session iy 4, T2 E G B,
BM T LR a4: password

SR vy L 8.4(1) | & &k T show password encryption fir4>

T 83(1) |BIANT HIhfE. o nl fAa s o e A 2l SO SEY,  FFE I — AN T AT %

AT Jon s s i PR % B, T e o S SR v Zh e

SIANT LU R4 : key config-key password-encryption. password encryption aes. clear
configurepassword encryption aes. show running-config passwor d encryption aes. show
password encryption
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