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L — H R B UEAS MU B -
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FERAT—AMHE CA FIBIAS TR ] CA IE B U2 L5 K9, 24 ID G 43t — b [l CA %% T CRL 5
A CA BRI, FEIE AT 9.13 SR R S FIE RS ) CRL B2 eI, B S 5T
ph R 1Y 22 B 40 2, R

KIBE, RN 4 B H AU (O CRL. SRR, REAVEE 444 K0 L4 B AME 5 19 url 5
Sast CRLIOGLT . S, M7 AR AN 44 24 0 {3 A5 b L T — MR ) LE A CRUL 3220 wrl 7 .
A b CA 7E ASA LA HOMST U BAURNURITIRE, - HL BT, X OAUR ME - 2 40
BRL A, A CA SEAETLIE B3t B ST AT T P A 20 A UL 1 ) LRI TE 43
13 B o

i

FAE A R 27 1) VPN

CA FHFN B 3F H3E A Tl 0] VPN R FE V5 0] VPN IER: ., AR R 72 8 ASDM GUI

BN AR U R E A GBI BT I SR B, WS LT URL:

https://supportforums.cisco.com/docs/DOC-5964.
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AR A A AT IR . X xE BB T Ah 78, R — A s 1 £
o Py A T 55— B AR 5

5, RPN ER I ST N4 . I B INCES T HF AR B . i v 4L
P NI AR I A D] RS R AR I 244 S5 0 Bl N T A I AR 20 it ol B
AR

SR R 1 I B R A R A TR o B A T AR S 8 e s T b, AN Okl cis
E RPN

AREURIETT A DI R SEAESN AL P B 2R N AT IR A AR B Bt BRIAKSOLR, K24 Web
WS AL AT CA AEBREATICE . X T VPN, A4 IPsec 41441 IKE Bl n i FH 4745 44
PR L 2 A IR AT AN 5 B2 S 4

WEH AT R

FERAE AR RN OUR, T3 A A B A A S5 AATE B4 10 IPSec 454K, DI, 6
AN INE 194 28 PR3 0] S5 A A 2 KON A B L 2 A (KR 0 AR AT O T

AU, RGO ) CA VENMEAN XTS5 . PIASR S A BTSN, e PR A A 150
DA77 N8 B AREAT A L B G BRI o FTR SR AU I B 2% I, Sx 1) CA JEHZA S50, oAt
AT A AT B S B A SR AT IPSec SEREIT, TETSHE F 228 et HoRH 4544 n] MEAT £
UL,
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I CA, AR NREEUE D AL B R SE AR PAT — 2 A s, T FAT ) R SR AT & 4y
BoAE . BERHRAR R CA MUK IME—iEH . LI REZ BT LLE T, S DR REANUIE 45 £ dah 2 S Tt
ERIAH, BAEH CA HHAT S I0AE, BT S 505 REE CA WA G0 I IENIA . it
FEFR M RSA 254411 IKE.

XA TTARLE 0y £/ TPsec 2T RORFUEHS, 6T 1A PSec AR, FIENEBILI. iF
Fid G, SR G0 N CA SREUET AL .

CA BT LU AT S 5 IPsec A AE A A IETS . T A I UE F G A AR S5 ARk 7 20GIE 15
AR KAESZI4E CRL A A S5 A BRI AS 2 7, BRI SR AR AT LU FLE AT

HELE CA ZE STt FE R &A1 RA. RA & —FHIAE CA MAREEMIAR S 75, LAME CA Zhig ] LAZE CA
AN]SR A8

SAH T ALTE RSA ol [ ih £ 28 44 507% (ECDSA) %4H, HA LU FRFIE:
* RSA % HIr ] SSH = SSL.
* SCEP {37 RSA #HIIIALE
* 3K RSA B R/ A 4096, ERIME R 2048,
* K ECDSA YN 521, BRIAE N 384,

o B LA R — AN T LA I K8 RSA Z48xF, ny DUhAERN T @A % i) RSA %41
Kto PSR S RN AT Bh T b s g Es, Kk SSLAH S Bk TN, HA% 4. H
J&, IKE i SR T2 4, (AN . Wk AR A & A s s g, itk e 3 1 XU B
AR,

MR AR, BT LU BOF RS CA FRIEFS . (SAE R CA BB fHAE AT CA IS 7
CAFRFENESH, LSS —ANENHR S IETS R0k

EXAFAE R A, 18T DAEEERERE CA M1 & R A Ao Lt AT g T ST ARG E 2 MR R

)

IR

oo B ILE CA BEAERORIUE 1% CA MUK UESS, A6

support-user-cert-validation fir4 .

R ASA T Z AL A CA AR, W HErp AL CA 5 A m T TSR BGIE ] 7 IE

SHF AN, A5AE AL PV URL HEATEC S, IF BAGAE SR A CA L Z0iE (& pa] ] HLab
NS FF SCEP.

&ALl PRCS12 Mo A NN, LSS AR MO CAUACIEAS o A 2O A2 LAtk
ASA ET ) EHE AT mC BRI AR H AT H -
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uEHE AR
ASA FIEMEAT ST E A CAUET, ASFHE—ANEAET, HARRGR TS ST H %
OB o FAE AT s A FH PR RSA BAHBE TS AN, W) ASA W /MNMET, HAMES—1.
EHAb SR E R, HFRE—ANMET
ASA CFH#FH SCEP AN, WSZREFahiEM, Ja& v ikE0Ks base-64 S il 15 B 4% 5 63 &
Sito X Fuli A VPN, S MEEN ASA. TR vila] VPN, WA AR ASA LA AREA
TFE ) VPN 2 0

SCEP 5>k g91K 12
ASA ] LICHE Secure Client 155 =77 CA Z A/ SCEP i3k . Wi ASA FI/EACHE, W) CA RFE R
VRE Vi BRI . A ASA 4L BbAR S, F M ZAE ASA RIXTEMHE K 2 WAl AAA SCRFIATAT 7
VERHT G I0AIE . B0 ] LU SEALF R sh 25 U5 1) SEmSPA TV 2 A B
ASA %] Secure Client SSL 5, IKEv2 VPN 2% 2 RFlb Difg. & SCFEITA 74 SCEP 1) CA, 5
Cisco IOS CS. Windows Server 2003 CA F1 Windows Server 2008 CA .
& GE TR Ui A SCEP ALEE, {H WebLaunch (JG% ) it J2 31 114 Secure Client) I
WHRZACH,
ASA AN FRERF#H,
ASA 2 HF I IhRE ) G 4 51

R E
MURAET G, ZUEBER @A A . AR, CASEILR AR mAIETS, #lhn, KA %4
B, AR . CA S MR AT E I O MAIEBAIR. 5 R &b ASA K irdfy
CATFUE AT SIS UE I, CA B M ARSI .
Ja S A5, ASA 76 PKI UE S0 UE I FE R Ak TR as,  nl LA CRL A1/88 OCSP £
o Y MO VRS RE (B, FRas RS asAS T I, A4 A#iH OCSP.
Wik CRLEGE, ASAKHKIR. /i AIZEA£ CRL, Mt HAE B2 5 03 (BLERIEY)
WEPoess % . ASAHYE CRL <Mldﬁ§mﬁifﬁﬂ%> PEAEIET, WS OHE T — BB S Bk
WUIRBE o
OCSP 4t T —Fpir H ol R PE MAPIR S & 51, Wy vl i 56 UEH A S IE PIR S T A AL,
I E LR 2 AR e UE P R 2.

Y #rAY CA BRK =&

ASA SCHFLUT CA HR%5%3:
BB 10S CS. ASA A CA FIFFA X.509 brUERIZE =77 CA LN, SREART:
* Baltimore Technologies

* Entrust
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* Digicert

* Geotrust

* GoDaddy

* iPlanet/Netscape

* Microsoft UE 15 ik %%
* RSA Keon

* Thawte

* VeriSign

CRL

CRL i ASA $24IE T 5 A 5 A7 R A IRAIE P 2 75 AR B AU AL (CA) fif. CRL AL
FEEE R AR

BEATUE S A AL, 48 ) LA ] revocation-check cr| fiv 4B+ ASA Fit & b5/ CRL . 14
AT LA FH revocation-check crl none fiv 4% CRL R ik A ALER T, MILE CA ikt 5 S
K] CRL FdarS, UL S0t Il .

\}

ER R T AE 9.13(1) THMER 1 revocation-check crl none.

ASA A f§i[f] HTTP. SCEP 5 LDAP M CA #%& CRL. ANEEME(T AR CRL 15 AR ME (T 5
Jic 5 A A ) N — 2B AT

\)

ER HRAR CRL &2 HTTP bri&k “Connection: Keep-alive” #EAT MR DAFR/RFFAERE, {H ASA A
DR SCRFRE A SR . B CRL k&5 #% LI E, DMETERIEFIRET L “ Connection: Close” MY o

24 ASA 247 CRL [#) i [8) B i ' 1) CRL 22 A7 TR ), ASA 25h 4i% CRL I RRATE IH AN v 5 CRJI
“REET D o TFURAET SR UEESR K A L B CRL B, ASA 2223 K R BB A IY) CRL.

WAt CRL 16MB FR/NRR T, & n] REd BB X F P I 42/1E 15 1% revocation check i .
ASA ZEAF CRL RIS 1] Hhy LR P AN R 3240 5
* fiiH] cache-time i 48 I3 8. BRIAE D 60 435
* Kr&® 21 CRL 1) NextUpdate ‘7B, CRL A g A 1% 7B . %0 H enforcenextupdate i
APl ASA &5 T EAE ] NextUpdate 7B .
ASA 3 AR I AR X AN AL 3R

* WRANTTEE NextUpdate 7B, W 23/E21d i cache-time iy 4 € SIS TG B2 J5 K CRL FRid A
ﬁﬂ—‘j» o

| griis W
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B ocsp

« W T2 NextUpdate 7B, ) ASA 27 i cache-time fiv 4l NextUpdate 7Bt 45 5 19§ /1~ i ]
HL LR AEAN I EDRE CRL Arid i i o Bt 4n cache-time iy &4 & 0 100 4354, 1fij
NextUpdate “FEBHEE N —IXKEHETLE 70 70505, W ASA 244 CRL #ric A 7E 70 238 i i

IR ASA I AFAN AL LAAF Gl N 4 58 (R AR A7 T CRL, eI B i fie A8 T £ CRL K4 B
R ) CRL B2 ). KA CRL 5 2K FITHRIEAT b BRI, 0 7 3RS EAFI TR RE, 3
A Z AN/ CRL,  MAZ LA KR CRL, 83 bl H] OCSP.

ES I LN A7 KN
o FE SRR - 128MB

© IS - BN 16MB

0CSP
OCSP 4y ASA $&4t T — P77 i Ho A ROW N BIE 102 A5 CRIE B & MR (CA) . OCSP
it B A AT S 154

OCSP 7£ ASA Ejr il TR IAEM KN IF (— & OCSP k4528, MERWNJ7) AL TS
R AEECRLA A, ey vk rT S B Gy iy ol 7 RE VRS0 B () M ASIR A, JF ELnT 35 B2l 247 T
PKI ‘2355 5 A i 2 4 4%

)

ERE ASA 232 OCSP Wil 5% Bt 5 B0 IR IR 8] g 22 o

HEATIE SR BAIE T, %8 7] LM revocation-check ocsp ir 4K ASA e & kst 4T OCSP ki 25 .
1 AT LU FH revocation-check ocsp none iy 215 OCSP &7 £ i AT EAS A, AT ZE IS UE AR JC 53
PETECH S ) OCSP A i, UE 15 S 36 Ut 25 il

\}

ERE 1F 9.13(1) MR revocation-check ocsp none E K E .

OCSP AL =Fh X OCSP Jk4s#% URL M /572, ASA 4 LU 45 F I SE iR 452 -
1. f#iH] match certificate iy 4 7E VLG IE 578 55 8000+ 52 i OCSP URL.
2. {#iF ocsp url #ir 4 & ) OCSP URL.

3. F/ LA ATA TR
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AR SDGEE AU E DR A 544 OCSP W UESS, 17K B A8 44 W 7 i AE R W5 CA IET 2 A
HEMREER. R)5, BRI %) bk A E match certificate it 4, ARG H2E4
OCSP Wil ] 75 05 PR AT SRR W N S UE A o AP ) — R P E 252 g E 45 PR 96 B A A ST

BRAE M N T UEAS o

OCSP %28 (N J7) E-P il s 4258 OCSP WM. . WRIFN 5, ASA 2SR Em N 7k
CA Jl¥ 4 homPmfhﬁ%mﬁﬂ%mﬁﬁﬁﬁ&%MHWUHﬁﬁ%mﬂ%ﬁ%iﬁﬁoQx
TH I 23R N 7R T AL 75 ocsp-no-check 47 Jig, R EHILIE PANTF AT AR & . Bttt
P IEALEAE, ASA K2l G AT s b 45 58 AR R 5 A 2 i AR o 0 SR i 3 i 5 TGV 50
WA A R M. A T 3 A R B R T g, 15 41T revocation-check none i 2> 2K IE B 46 115 AT 5

fRmi N 7 E S, JE48 H revocation-check ocsp T4 S HC & 25 7 il 15 .

WP FAHRPEFREIE
TN HIEBRH BRI PR HE4T 5 0 3 0E R AR R ik, 1X 8y
& T IPsec.  Secure Clientfl 5% ' i SSL VPN,
EEEN T, LDAP BAESASAE %046 A 5L . RADIUS $ZBCH B G F A8 H A FH 2 n sl g

FHUH P 20 I T
HPERRTIE
SHOYIRAE A BRI T VR A0 L P B 30
- SN
SEBENEAL (H2FR ) ASDM HE SRR SCHE) T S G 0T I 55 B 41 B B AT
B 44 R 1 BT
- B
»BEAL (R ASDM SEBERLTE IR RIS B8 4L FLIEAT )
* REIH L 441
uEF

GRS THCFUET, ASA B SRARIZIET . H2, EASMARE KRR DN /4 23547
SIS

R T S RAEAEAL ASA 22 L7 SR SR UEREA T HL ™ B IR UE AN A o
* SO KE
o I B 50 R 55 A 4 B EEAT R
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B sesen

. B
o M FAUIR 55 4 2 v B AT JA
ROV VRE AR (KA

WAREE T S AR IO AE, (H)S TRAL  ASA K548 1] = DN 7 Badb AT #24.
* S KL
o A BRI UE AR S5 SR i BT A (BEE ) None)
o« RAEFIFEE
.
o L FRABUIR S5 E 2 v B AT A
* MRS 3 DN 7 BUR I A A AT 0 Rk

\)

AR WERIE R AEAE T DN FBL ASA KA GHB) DN 7 BUEAR W BRBGIE R I 44

UL EUT Subject DN 5= BOME ) IE+5 4 1l

Cn=anyuser,OU=sales;0=XYZCorporation; L=boston; S=mass;C=us;ea=anyuserflexample.com

I DN =EA CHbfEhl) , %l DN=CN (AFLFR , WIFEERGE KP4 B H P 2008k

anyuser@example.com,

Fhr=a N N
= uE S EN
AT A A HC B BCTUE 2 A7 AR 2 RV DU R BR 461 o

R
« WTH I CA, DEHH R T 2504

BB EE RN
* FEAPRE IR h A SR R il
© XFTAM CA, ANSCHRFBREHFS .
o WERPCERA MRS, I AR M2 B . WAEBIER UL, /e T B BAE

Fwrite standbyir4.
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IPv6 N

Y4 IPv6 OCSP F1 CRL URL. #4504 IPv6e Huhil- 364 485 b, #illn:
http://[0:0:0:0:0.18:0a01: 7c16] .

Z i CA JEH
* MR IEAIRC E ASA DISZFRHEN . ASA it B AN IEAf v] 582 S 20 M R W el sk HE A e

Ny
Eﬁ{ﬁ;ﬁw

itk ASA I ENLA A BCE IER . ZEEA Y ATRCE ) EHLA A, 1i5H A show running -

config 4 .

FEMCE CA ZHT, Wik ASA I BFBEE R 1R BA AR SIATIS Ta) UL 235) HIATIN TRl . >
ASA JEMFE] CA FFARMUE N, ASA S 25 24 {if I ()2 75 AEE 1S A RE F N o i 2RGE v
Bl T RN

FEA CAUEBRIHT 30 K, RS A M MNRSNDF GRS, IF HARSEH G R e
HR G BN AT A CA RN BiHIAHL CA UEFS DA 20078 B 45 2 T S N B A b 22
(RIBE e b o R B ORI DR VR Bl BB IE 5 2RO BT I AR I CA IEAS /Rt i, 36 Uk m]

R
* ASHL CA TEASHEAE RIY]J5 AL HIA R (s S0 B ShiRsh 8. SRl BOBTEF al {1 base 64 % T
e

LR 7R {2 7R base 64 2SI A HL CA iF15:

MIIX1wIBAzZCCF1EGCSqGSIb3DQEHAaCCFOIEghc+MIIX0jCCFzYGCSqGSIb3DOEHBGCCFycwghejAgGEAMIIXHA
YJKoZIhvcNAQcBMBsGCigGSIb3DQEMAQMWDQQI jph4SxJoyTgCAQGAghbw3v4bEFy+GGG2dInB40LphsUM+IG3S
DO1iDwZG9nlSvtMieoxd7Hxknxbum06JDrujWKtHBIgkrm+td34glNE1iGeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4LO0£SaC3uMTxJg2NUHYWmoc8pi4CIelLj3h7VVMy6gbx2AC8I+g57+QG5vG515Hi SimwtYfaWwPEdAPQOxaWZ
PrzoGlJ8BFgdPaljBGhAzzuSmE1m3j/2dQ3AtrolG9nIsRHgV39fcBgwz4 fEabHG7/Vanb+£j81d5n101JjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwfCIU8Z/aF3BCyM2sN2xPJrXva94CaYrqyotZdAkSYASKWScyEcgdgmu

BeGDKOncTknfgy0XM+£G5rb3gAXyl1GkjyFI5Bm9D06RUROOGIDSrQrKeg/hij .

END OF CERTIFICATE

SCEP X125
* itk ASA FIEFL ISE SRMS IR 4S5 S AR A NTP R4S 23T IR 2 o
* Secure Client Z&uii L W UEAT 3.0 8 = RAS

o FELLHENG R C B SO PG K B 3 B UE 75 V5 A AR N [l IR T AAA B AR B0 e I 15 5 47
LAl

* X T IKEv2 VPN 4%, SSL b Il Ak T4T TR 2
. CA %\Zﬁ%ﬂ:axﬂﬁ?’*ﬁﬁl\o
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AT DA R IE 528 28 52 A I 15 1408 S R e 158 R B o A R UE A 1 B A I P 10 0 S
RSAIFF. H TR EERS, WIss, ASDM 8¢ Secure Clientn] f¢ A 32 #F EDDSA iiF 5. 14
o, RS HIRSAUE B REAT ALV [0 VPN S RIS A i o X T AS A AL HHIAIE PR N PR il
RIH VPN, SFFEDDSA.

HFFHCE N CA RSS2k 7 i (1K) ASA, UEP KA RO BRI N F R4 W H 9 2038 4F 1
H 19 [ 03:14:08 UTC. AL H T N EE = J5 LR i 2 AN FJAE 15

436 L LU N AR IAIE SR, ASA A 2337 LDAP/SSL %42
* LDAP IR #RIE PG (FAAE AT A0 ASA {5 T HAR.

o K E MRS 2R BERN CAIE T R ZAETH (FAAE TAEAT Ak ASA {545t ., BEhHIpTa
MIE CA IEBAE 52 HAE R .

HEASVEMI MR ASA A5 12 ELA P I AL 0 PKCS12 SCPF, %3 PR AN
T 2KB P47 SRR ). SEBRABAE S ) A B e T CURCH 10 RSA B M RERIE 35 7 B2
6 AT P2 AT ASA. LVRIK R RHAL S E 57 T, 37 M, TR 58 PRCS 12
SCPFAERE B (6 I 2R I R (A7 o o B TR 3/ 2048 R BB

JVHs ASA P D A SO IE TR R e S8 B 1 ) ASDM iRt HTTPS Ytk BFHLH A
B a4 EHTE RS SCEP B/ E R SO IE 1, BIIEHI R T8 3 0 S iE D .
AR T SSL AR AL R 7R, TS LI URL:
http://www.cisco.com/en/US/products/ps6120/products_configuration example09186a00809fct91.shtml.

ASA FiI Secure Client H B85 1IF H ' X520Serialnumber 7B (AT I S) R
PrintableString #&UIKUEF . WERFA 5% A 4t (140 UTFSD , WIRIEHFRBCK R .

(476 ASA B NEBSHN, ARHEBSEMEAAMNTIRE, EASA, WXL
SEATARS, LU F A B MO S b AT 11 T BT DB A b,
UEBAERUE R, (EIE, IRARO.16TFHA, i B0 AS RN 2 R WU B 0 4

SHEHIERCAT () A5, TR ORAE SRVFE A B AT A4 ) CA IR 5 EAE 0 4fid . HUAR
RFC 5280 #:13f§ FH| UTF8String 5% PrintableString, {FH ) AfH] UTF8String, A4 PrintableString J&
B RCAT RN A BT i RAE R AN SHIR RGN AR, ASA KB4 3 AHIEFS .
(LIE

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

CERT-C: E ../cert-c/source/certlist.c(302): Error #711lh

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h

crypto certc pkcs7 extract certs and crls failed (1795):

crypto _certc pkcs7 extract certs and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage
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BB F I+

PAR SR 2R e e

~
v

fic & % A%t

B 0lpy R PO R TR AR NP

TR LN ADEUA L ] RSA % PR .
crypto key generate rsa modulus 2048

TP

ciscoasa (config)# crypto key generate rsa modulus 2048

BRINBEIREE AN Ay 2048, (HZ N B4 2 SR/ N DU R SR . 1238 8 44 9 Default-RSA-Key .
BT RSA 4H, AHA/NATLUE L Rz — (7250 : 20485% 4096,

T L ARCEIAN [ 26 25 44 5L (ECDSA) %8, 48 0T LB Default-ECDSA-Key. BRIAK N 384,
Rt mT D] 256 B 521

crypto key generate ecdsa elliptic-curve 384
T SR ARG [ £ % 42 5505 (Bdwards) %47,  #&0] LUZE i Default-ECDSA-Key. BRIAKJE N 256

7
pE i
ANSCREEH 287 EdDSA (Ed25519) 2 EAXT Y ASA _F ) EST ¥ M. EST M fefl A RSA 5§
ECDSA %%,
crypto key gener ate eddsa edwar d-curve Ed25519
FIR2 (i) G HATME PR A A ] .
crypto key generatersa label key-pair-label modulus size
crypto key gener ate ecdsa label key-pair-label eliptic-curve size

-
ciscoasa(config)# crypto key generate rsa label exchange modulus 2048
ZhRAE A B IR S AR AT D

PR3 Bk ORI .
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show crypto key mypubkey {rsa| ecdsa}

T

ciscoasa/contexta (config)# show crypto mypubkey key rsa

TRAr CL A ) 25 B0

write memory

i

ciscoasa(config)# write memory

WA B, W IMBRBIAT BP0, USR] LA s i) 2 96
crypto key zeroize {rsa| ecdsa}

i

ciscoasa(config)# crypto key zeroize rsa

() FRYAHE CA RS #3UE A B 5T o
copy

il
ciscoasa# copy LOCAL-CA-SERVER 0001.pl2 tftp://10.1.1.22/user6/
Ifir 41 FH FTP 8¢ TFTP A\ ASA il CA RS EF R G0 ST S0t

a4
T PRI TT RELE 4540 DT AT A CA SCAF

s |

X SR BBEM AREM ik, RAEENT N B S A S YIS, RIEAE AR N A . BRI,

ELEAG AT fh R DL RS AL
PUR 7340 {878 ECDSA Z55H iR &

ciscoasa (config-ca-trustpoint) # keypair ?

crypto-ca-trustpoint mode commands/options:
WORD < 129 char Name of key pair

ecdsa Generate ECDSA keys
eddsa Generate EDDSA keys
rsa Generate RSA keys

ciscoasa (config-ca-trustpoint)# keypair ecdsa elliptic-curve ?

crypto-ca-trustpoint mode commands/options:

256 256 bits

384 384 bits

521 521 bits
ciscoasa (config-ca-trustpoint)# keypair ecdsa elliptic-curve 521
ciscoasa(config-ca-trustpoint) #

HFiEH
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SR8

REEES
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maiEEs [

PLUF 7R 48 7~ RSA 5% e & -

ciscoasa (config-ca-trustpoint)# keypair ?

crypto-ca-trustpoint mode commands/options:
WORD < 129 char Name of key pair

ecdsa Generate ECDSA keys
eddsa Generate EDDSA keys
rsa Generate RSA keys

ciscoasa (config-ca-trustpoint)# keypair ecdsa elliptic-curve ?
ciscoasa (config-ca-trustpoint)# keypair rsa modulus ?
crypto-ca-trustpoint mode commands/options:

2048 2048 bits

3072 3072 bits

4096 4096 bits

ciscoasa (config-ca-trustpoint)# keypair rsa modulus 2048
ciscoasa (config-ca-trustpoint) #

AT LA 2 BRI AT H B 25 BH X -
crypto key zeroizersa
PLT 755 18] 45 7= 2 e I 63 5 BH X«

i

ciscoasa(config) # crypto key zeroize rsa
WARNING: All RSA keys will be removed.
WARNING: All device certs issued using these keys will also be removed.

Do you really want to remove these keys? [yes/nol y

RCEEERL WEHITUUN D3

A5 ASA T E N HECIET ) CA AT FIAE AT AL

crypto catrustpoint trustpoint-name

IR

ciscoasa/contexta (config)# crypto ca trustpoint Main

AT LAEN crypto ca trustpoint AL B, BRI 0T DR 3 FFUGECE 1) CA R (51T iS4
faE FHT CA IR A :

enrollment interface interface-name
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ciscoasa(config-ca-trustpoint)# enrollment interface mgmt

PRI EFLUNIETZ

WHRAGAT e DL P R R g e oA 8 CMP, AT DLk e e B i sRAE 1 i Sh g .
BN SRVF LA R E 3 e, 4R E 75 SRR I 2 5 A T

[no] auto-enroll [<percent>] [regenerate]

Fa € v Y CRL Fid B 3L

revocation-check crl none

* BATLL M a4, 1ESRAEH] SCEP HEE M 2da 2 (A AE A, JFRCEVEN URL.
enrollment protocol scep url

ZNE

ciscoasa/contexta (config-ca-trustpoint)# enrollment protocol scep url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

BATLL N a4, 1SR CMP A3 M B3R EFAE A, JFECE M URL.
enrollment protocol cmp url
ZN

ciscoasa/ contexta (config-ca-trustpoint)# enrollment protocol cmp url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

pEsy 2
DAL s 8 VF TR A RV CMP,
enrollment terminal

ciscoasa/contexta (config-ca-trustpoint)# enrollment terminal

< BT A, R AR

enrollment self

c IBATRA R A4, WERAE EST ASENEHREFEAE R, JFRCE TN URL.

enrollment protocol est url

Nl

asa (config-ca-trustpoint) # enrollment protocol est ?

crypto-ca-trustpoint mode commands/options:
url CA server enrollment URL
asa (config-ca-trustpoint)# enrollment protocol est url ?
crypto-ca-trustpoint mode commands/options:
LINE < 477 char URL
asa (config-ca-trustpoint) # enrollment protocol est url https://xyz.com/est

B #siEs
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AR
WA THE 9.13(1) "R revocation-check crl none.

-

ciscoasa/contexta (config-ca-trustpoint) # revocation-check crl
ciscoasa/contexta (config-ca-trustpoint)# revocation-check none

FJA AL T BT IE ) CRL k&, WS ORAESRAFUETJ5  CRL 5 BERC BAS A il

PIER6 i HEEEHIIEA LY R CA Frik.

[no] ca-check

FEARLAY JEARE D TR UE BRI (CA), IZXFMELL T UEF o] ] T8 HAbuE 1. CA
PRSI ) — 7 o R AF AR LT H R WIIE A A P n] ] TR UEE 152844

ca-check WA BN C A, FUACY G AEAE AL A CA br&R), A FHEMALmS .
w15l

ciscoasa/contexta (config-ca-trustpoint)# no ca-check

ST EEME T, SR CA EUE A Subject Alternative Name 37 & A A0 & g 2 A B4 b 31k .

email address

i
ciscoasa/contexta (config-ca-trustpoint)# email example.com
P8 (k) feEEIKAM (Bl s, HAUN T SCEP M.

enrollment retry period

il
ciscoasa/contexta (config-ca-trustpoint) # enrollment retry period 5
P9 (k) 5w avriEcKE RS, HAXY T SCEP M.

enrollment retry count

i

ciscoasa/contexta (config-ca-trustpoint) # enrollment retry period 2

FIE10  fEvEhE R, Sk CA 7EIFT5 1 Subject Alternative Name 47 J& 41, &5 & (1 58 4 FE 144 .
fgdn fgdn

i

| griis W
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BFiEs |

ciscoasa/contexta (config-ca-trustpoint)# fgdn example.com

EFEMERE S, 1% CA ZEIEBET-5). SCEP. CMP. EST. Ml IUE451%K 1) Subject Alternative
Name # @4 T A& Z A8 2 R e 4 EH. FQDN {15 KK FEHR 128 NMFFF.

alt-fgdn fgdn

i

ciscoasa/contexta (config-ca-trustpoint

( fgdn primary example.com
ciscoasa/contexta (config-ca-trustpoint

(

(

alt-fgdn examplel.com
alt-fgdn example2.com
alt-fgdn example3.com

ciscoasa/contexta (config-ca-trustpoint

) #
) #
) #
ciscoasa/contexta (config-ca-trustpoint) #

LEVEMEHAN], BESR CA EUFP it ASA 19 1P Mk,

ip-address ip-address

IR

ciscoasa/contexta (config-ca-trustpoint) # ip-address 10.10.100.1

8 € EAUE AP X
keypair £ Fx

IR

ciscoasa/contexta (config-ca-trustpoint) # keypair exchange

ME CMP BEEASAT sy, A BERf & 15 Z A ATAT T 308 3 3hid M B B EDCSA % 4. EDCSA %
B, & RSA %4,

no keypair name | [rsa modulus 2048|4096] | [edcsa elliptic-curve 256|384[521] | [ eddsa
edwards-curve Ed25519 ]

AR A EDDSA (Ed25519) 1385 1) ASA L1 EST vEM. EST M L G4 RSA Fi
ECDSA #%H. A3CFF#HX L84 EDDSA 1) ACME {3l

a4

{#H] ECDHE_ECDSA #4218, 154 A0 1% 3 R ECDSA [ Z PHIE I B ST Al HAT RSA %
PIRIAET) 5 ECDSA B A2

Wie'E OCSP URL 7 i MHE AT s UM T30 UE OCSP Wi B J5 45 o
match certificate map-name override ocsp

IR

ciscoasa/contexta (config-ca-trustpoint)# match certificate examplemap override ocsp

B #siEs
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maiEEs [

$IB16 Bl E ASA & OCSP [(J5# .

interface nameif

TP

ciscoasa (config)# crypto ca trustpoint TP
ciscoasa (config-ca-trustpoint)# ocsp ?
crypto-ca-trustpoint mode commands/options:
disable-nonce Disable OCSP Nonce Extension
interface Configure Source interface
url OCSP server URL
ciscoasa (config-ca-trustpoint)# ocsp interface
ciscoasa(config-ca-trustpoint)# ocsp interface ?
crypto-ca-trustpoint mode commands/options:
Current available interface(s):
inside Name of interface GigabitEthernet0/0.100
insidel Name of interface GigabitEthernet0/0.41
mgmt Name of interface Management0/0
outside Name of interface GigabitEthernet0/0.51
ciscoasa (config-ca-trustpoint)# ocsp interface mgmt

71 OCSP iR _EZEFIBENLE Y e . BEHLE™ JiE U 7 A0 SR L i 20 5 DA S B TR 8Lt
ocsp disable-nonce

il

ciscoasa/contexta (config-ca-trustpoint) # ocsp disable-nonce

A ASATC'E OCSP e g5, LU TR A SEAE AL QAR SmiE 1500 AIA R 48 & 1 R85 49
RIEKHIPTAIE TS .

ocsp url

TP

ciscoasa/contexta (config-ca-trustpoint)# ocsp url

ASA 3CFF IPv4 M1 IPv6 OCSP URL. K IPv6 Hubib 4G /e 77 H5 5, 51 hitp://[0:0:0:0:0.18:0a01:7¢16] .
P e AEFE ML R R 1) CA FEMC SR 6 . CA S A S ) B P B SR AT B 0 BT
password 74 H

i

ciscoasa/contexta (config-ca-trustpoint)# password mypassword

WE R Z R AR A 5. CRL. OCSP FIBEHLEL.
ZrHic OCSP URL PAHHAT MasAs & n, v PLFg e vl WLV 1A OCSP #y#z 10 CHFGEHE ) . tkizn
R 2 6 PR 3R




B seasmzscn

revocation check

T

ciscoasa/contexta (config-ca-trustpoint) # revocation check

FEAEMERE R, 2R CA FEIEH PR S FR € I DN WI2R DN 747 i s,

HPEFF LRk (B, O=" Company, Inc.” ) .
subject-name X.500 £ Fx

il
ciscoasa/contexta (config-ca-trustpoint) # myname X.500 examplename
PRV, 25Kk CA fEIE i h 4% ASA P45 .

serial-number

il

ciscoasa/contexta (config-ca-trustpoint) # serial number JMX1213L2A7
RAFBAT IR

write memory

i

ciscoasa/contexta(config)# write memory

HEE=ECE CRL

LAEUET B 0 uE D v A P 2R sl T CRLAS A, B0 S0 B ME AT A B CRL . A E AT R

H CRL, IHHATEL PR

BT EAE L CRL AL E 5 A SU2E crypto ca trustpoint FC B A

crypto catrustpoint trustpoint-name

T

ciscoasa (config)# crypto ca trustpoint Main

pE

B #siEs
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N
B8

wisrams oL [

BORAER AL 2 B 23 ] CRL. BB4h, CRL WAZ0AT I A BE BN EAT 5 iy it -

BEX AT SEA erl B BB
crl configure

i

ciscoasa(config-ca-trustpoint)# crl configure

’BR
T T CRL B S8 E W EMME, 15 default #y 4. 78 CRL Bt &S F2rp, 1T LLRE I 55 3 i
N R =R [ =R Ry L B

TEFETR B A TR P A 28 SR

R
ASA HFFFET 1Pv4 i IPv6 ff) CDP FIE: A& URL. #f IPve MuhtFh4E 7 F654, .
http://[0:0:0:0:0.18:0a01: 7c16] .

* CRL X L ik B 3 B (FAE 0 $8 %2 1) CRL 43 & s (CDP) URL HHATAT 2
policy cdp

ciscoasa (config-ca-crl) # policy cdp

IR
UEF PR E K70 R AN SCRF SCEP K

CRL X A C B 1 VE S VERC RN Th BT R &R
policy static

ciscoasa (config-ca-crl)# policy static

* CRL X\ Tt ik B 43 46 UE (9 UE 5 i 2 1 CRL 43 s FH GG R DA TIE WS DL PR ) gE4 7

policy both

ciscoasa(config-ca-crl)# policy both

WIS S CRL SR IN A ] OCH 5 static i both, TJAZ5% CRL A 2= e H A UE RS VT RC LI .
TEBLAE P] LUK 2 AN CDP BCE 2 N

enrollment terminal

FMEREEE LB, EEm B E R T R TP 5B URL, #ORTEE S B E AL,
BRI A4 H, RSB ER 2.

griis W
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TP

ciscoasa(crypto ca trustpoint)#enrollment terminal

ciscoasa (crypto ca trustpoint) #match certificate Main override cdp 10 url http://192.0.2.10
ciscoasa (crypto ca trustpoint) #match certificate Main override cdp 20 url http://192.0.2.12
ciscoasa (crypto ca trustpoint) #match certificate Main override cdp 30 url http://192.0.2.13

$I®5  J7€ HTTP. LDAP & SCEP /4 CRL #& Jji%.
protocol http | Idap | scep

il
ciscoasa (config-ca-crl)# protocol http
HIE6  FLE ASA MRS T AZEAF CRL K. refresh-time ZHUE ASA 78Il 2k CRL 1L i 2 T 2545 )
) CBAZM bR L) .
cache-timerefresh-time
il

ciscoasa (config-ca-crl)# cache-time 420

PERT  GEFELUT AN iE T
* 23K CRL 145 NextUpdate 7Bt X EBRINE .

enforcenextupdate

ciscoasa (config-ca-crl)# enforcenextupdate

* 0¥ CRL H% A NextUpdate 7B,

no enforcenextupdate

ciscoasa (config-ca-crl)# no enforcenextupdate

$E8 W LDAP #:35E KR WML, WM ASA t51H LDAP k%545 . %0 LL4% DNS EHL4 83% 1P Hilik4g
TEHRSS 2% TR ARSS e i 1K) LDAP 2 if, JAGA T DL At 15, AN & Al T ER A S 115
389,

Idap-defaults server

TP

ciscoasa (config-ca-crl)# ldap-defaults ldapl

SR AE H EHLZ AR TP Mkl 48 @ LDAP ARSs 5%, iE#f{x %% ASA fid & 4 f#i ] DNS.

B #siEs
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stgsasrans [

P9 WK LDAP 55 475 24EIE, W At CRL &R,
Idap-dn admin-DN password

TP

ciscoasa (config-ca-crl)# ldap-dn cn=admin,ou=devtest,o=engineering c00lRunZ

FLE10 MIREFEERREN CA K& 2417 CRL, FFMEA 4 H{E F 2 CRL L
crypto cacrl request {5114

i

ciscoasa (config-ca-crl)# crypto ca crl request Main

TN R ITHE.

write memory

i

ciscoasa (config)# write memory

FhHEANEEREE

LR HAFAGEARE, WALl Bk

FEE1 UL PKCSI12 4% 3T H AT DT A7 RIS AL S A5 AT BC
crypto caexport fEAT 5
il
ciscoasa (config)# crypto ca export Main
ASA FHAEL S s PKCS12 Hidls o Rnl USHIZE G . (S AL il 2 B Oy (22, Ak E(E
MBI RAEAE SO, T ORZSU AL T %
P2 FAGEAE AT E ORI B XA CAUAAIE S -
crypto caimport trustpoint pkcsl2passphrase

T
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ciscoasa(config)# crypto ca import Main pkcsl2 ?

s |

ASA SPETRERESUARLL base-64 4% AURSIG B 283 . R G0RE ) 5 (5 A A — i S AN E IR 20 il L P 2

2 AE AT R AL FRAR UL T R RRAE o
iR

WIR ASA IMEAT AL /] Ca, BB AL Z CA L AME AT ORI e 1. 2
AT BN L= CA IRE AT AUREGUE % CA MUK I UET, 51T support-user-cert-validation 5%

BT,

w15
PLR 7451 74 %558 Whozits S H{5 AT 25 Main [ PKCS12 i :

ciscoasa(config) # crypto ca export Main pkcsl2 WhOzits
Exported pkcsl2 follows:
[ PKCS12 data omitted ]

-—--End - This line not part of the pkcsl2---

PLR 754 FH 3505 WhOzits ¥ PKCS12 5330 5 A (54T 4 Main:

ciscoasa (config)# crypto ca import Main pkcsl2 WhOzits

Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit" on a line by itself:
[ PKCS12 data omitted ]

quit

INFO: Import PKCS12 operation completed successfully

PAR 70 T8 3 A EAE 28 Main (RIE TS

ciscoasa (config)# crypto ca import Main certificate

% The fully-qualified domain name in the certificate will be: securityappliance.example.com

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself
[ certificate data omitted ]

quit

INFO: Certificate successfully imported

Be & CA JiE - BRET AL

0T DU UE 5 1) TIssuer FT Subject 7 BEACE RN . A& AIE BRI, ] DAIE
fir 24 TPsec oS5 AACUE 45 W 5 21 % i 4H

B #siEs

i tunnel-group-map



| #ziEs
mE cairnmstan [

TNCE CA UES SR, 35 AT AR 2D BR:

PR A EERCE ) CA UE P BRAC B, IF e T8 5
crypto ca certificate map [map_name]sequence-number

il
ciscoasa(config)# crypto ca certificate map test-map 10
WRAFG @ W A HK, DK A N2 BRI . DefaultCertificateMap. X TN Ga 5, #8a]
PAFiR E — AN B AN ZE LT 0 7 B
PR 2 458 RAE LRRE A AL FR
{issuer-name | subject-name} [attr attribute] operator string

i

ciscoasa(config-ca-cert-map) # issuer-name cn=asa.example.com
ciscoasa(config-ca-cert-map) # subject-name attr cn eq mycert
ciscoasa(config-ca-cert-map) # subject-name attr uid eq jcrichton

T AV RCHEAME, BT DA e VSRR . LR A 0s
* ¢ - EZ/MHIX
*cn- AH%
o dc - R4
* dnq - DN BR5E %
* emailAddress - M5 bk
* genq - HHARBR & 7F
cen-%4
ci-HTRE
*ip - IP Huhi:
ci-frE
*n- AR
> 0- UL HFR
* ou - HLHAT

* ser - [7 A5




HFiEs |
25 CAEHmrs )

P S
TR 1E subject-name R /745 J@PE. UE WL subject-name "5 5E [F1)F 515 & 2 UL
*sn- 2
s sp- M/E
s t- 11
*uid- 1 ID
* uname - JEZ LA TR
DR (i pe Ko
* eq - TR MU 45 e AEAR A .
* ne - TREUBTEARE 545w BEA A
* co - A BRUITE T BLEkE M 2 45 IR AR LA .
* nc - FEEUR PE AT # A RE 5 25 a2 AR AH DT
W3 7€ & H E AR
alt-subject-name operator string

i

ciscoasa(config-ca-cert-map)# alt-subject-name eq happydays

LUR AT R s 54 -
* eq - FBOLINE &5 BIEAF .
* ne - FBARES 45 E BIEAF .
* co - I BUITAT 7 B PR AL Ji 5 4 58 (K AR DL o
* nc - FBUIAERTE I HA e 20 2 I AR L .
TR A SREY EEYINANE:

extended-key-usage operator OID_string

EUE
ciscoasa(config-ca-cert-map) # extended-key-usage nc clientauth
PAR A B8 545 -

* co - il BT 7 BesUm ML A 45 s AR DL -

* nc - P BURATAT 3 HEAN GE L5 45 HOMEAHIE T o

B #siEs
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PLUF 27201 OID 745 H
* string - 7 PR H
* clientauth - % = 3 £ 43 S4iF (1.3.6.1.5.5.7.3.2)
* codesigning - {24 (1.3.6.1.5.5.7.3.3)
* emailprotection - 24 A PR Y (1.3.6.1.5.5.7.3.4)
* ocspsigning - OCSP %44 (1.3.6.1.5.5.7.3.9)
* serverauth - IRZ5#% & 50 1F (1.3.6.1.5.5.7.3.1)

* timestamping - It [A] 7K (1.3.6.1.5.5.7.3.8)

Ao & 5| ARIR

27 ASA HIAE TLS 2/ sy, e SOfp T I0AE Y T IR 55 2 bR U 575 & RFC 6125 11158 R
W, I RFC ¥4 H TRm 5 AR (78 ASA ERCED JFRAE SR AEIRAR I CANSIHI IR S5 38 K%
BAREATRE . AR MR UUCIE S RCE N 5 VAR VAHILES, WA EER, JPRACH R

M 55 25 IR — A B R AT AR A N E R I SE 4T ASA IR S5 SAE 5, SRIRHEHARIR. 5l
FIRR RS AE ASA FHEATRCE, DUEAERE S IR 0] 5 I 55 2 E 5 SR AL AR IRBEAT LU IX L8 H5RIR
Fi7& REC 6125 HH5E DU R AR RAT R B AR E e UM AR IR R AL 45

* CN_ID: 45 E /87 Be b i — M0 Al 2p B4 B (RDN),  EAELE — A4 FR (CN) AL 1
PESRAARE R, FErp e A AR T S RE . CNEANRESE H ISCAS . ON-ID 5 AR RAFA
SRR IR S5 o

* DNS-ID: dNSName Z574[f] subjectAltName 45 H . X/&— DNS 144 . DNS-ID 5| HFRHFTFA
SRR RS

* SRV-ID: otherName 287! ] subjectAltName 4k H, R4l RFC 4985 F(1e X, HAFREA N
SRVName. SRV-ID FrIRFF Al LA [ A0 5440 AW R 952628 ol
SRV-ID “_imaps.example.net” 7] LL#57> &3 DNS Ik 4437 “example.net” FIN AR 555845
“imaps” .

* URI-ID: uniformResourceldentifier 287 [ subjectAltName 4% H , HAH[F K E$E (1) “scheme” Al
(ii) 5 RFC 3986 H 45 1) “reg-name” FUIUAHVCHC) “host” Aoy (BRI 4r) -« URILID
FRIRFF LA A DNS 3844, 1k 1P duht, FFHAME =N . B,

URI-ID “sip:voice.example.edu” 1] LLf553 24 DNS 34473 “voice.example.edu” HIN H il 452K
W “sip”

AEALE I AR AL Y 0 2 PRI 5 | AR U, K B S5 RR N RIS bR UUR, wl sG]

FHAR R R I sl ) g DU R A P bR R s S A SRR . 5 D FR VAR o] AL S R N IR 45 14 L
I H 2048 bR DNS 8.4 1915 B

griis W
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B =owoes
Fria =z Hi

o YIUEEZR RS HERS AR G nl RS2t A5 AR oAl ASA SSL 2 it 24,

R H Ay A SRS 5 51 AR

* ASA K520t H T VLEL RFC 6125 H Tl b A5 (1 BT A R R B2 P v (1) 28 ] o 1 45 A0 A

LSRN

o AN Si[E EE B ThEE. Kk, A4S HILNo Match Found. Pinned Certificate. It

A, AR T BRI SL IR AEAS B P um AR B VS L, AN [m) S SR e iE BN L2 .
T 2

HIB1 4R E L N [no] crypto careference-identity iv4, A% ASA B T ca-reference-identity
BT
[no] crypto careference-identity reference-identity-name

R R IR FIA 5 I reference-identity-name 51 PR IR, AT —AN B9 HER IR a4 4E
B 51 AR R R AT T iZar 2 no 6, WP Bon— 4%, IR HARSHERS | PR R.

PR 2 fEAL T ca-reference-identity 30 N I HIA G I AR IR AT 1) 5 AR IR TR 0 2 AMEATSR LA 5 AR IR
* [no] cn-id 18
* [no] dns-id &
* [no] srv-id &
* [no] uri-id {H

FOMER SRR UL G54 %A 4 (1 no 23,

Gt

HARGIRE 1 RFC 6125 IRE#3UE P I6IE S 5 | AR

ciscoasa(config)# crypto ca reference-identity syslogServer
ciscoasa(config-ca-ref-identity)# dns-id syslogl-bxb.cisco.com
ciscoasa(config-ca-ref-identity)# cn-id syslogl-bxb.cisco.com

T—5 Mt 4
R E R4 H & Smart Call Home AR %5 25 fzit, 158 A5 HRR.

FHNIREGES

HEFEARIBGIET, AT LT LB

B #siEs
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FFa Z Bl
I ENAEAT HARER A CA SRHL base-64 Zifi ) CA k15,

TR FACKEMFEIEAK CAUET.
crypto ca authenticate {51 £

i

ciscoasa(config)# crypto ca authenticate Main

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAu+gAwWIBAgIQKVcqP/KW74VPONZzL+JbRTANBgkghkiGI9wOBAQUFADCR
[ certificate data omitted ]
/TQEM8izyOEOTSErKu7Nd76jwfSedqgttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24b81433 409b3£fd5 e5431699 8d490d34
Do you accept this certificate? [yes/nol: y

Trustpoint CA certificate accepted.

% Certificate successfully imported

AT 5 R F g R MGIE 1t &5 AT 5 i 2 7548 H enrollment terminal iy 4 1M 5 o
$IB2 MG S ASA.

crypto ca enroll {5114
il

ciscoasa(config)# crypto ca enroll Main

)

% Start certificate enrollment
% The fully-qualified domain name in the certificate will be: securityappliance.example.com
% Include the device serial number in the subject name? [yes/nol: n

Display Certificate Request to terminal? [yes/nol: y
Certificate Request follows:

MITIBoDCCAQkCAQAWIzZEhMB8GCSGSIb3DOQEJAhYSRmVyYyYWxQaXguY21lzY28uY29t
[ certificate request data omitted ]
JF4waw68e0xQ0xVmdgMWeQ+RbIOYmvt8g6hnBTrd0GdgjjVLt

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/nol: n

Wb i A AR B T A8 8 O R CUIC S ) % B S B s e PR E A5 o T RORE 28 2B R i % 48 FH AN [R] 7
RSA %%, W cryptocaenroll iy 4 R AMIEIER, B W 028 44 R A f i
FH RSA %4, W crypto caenroll fiv4 Bon—/MEFiEK.

| griis W
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B 5 scep aasrmiEs

SR8

BSEEME, 1 NIE TS A SRR K CA $RBL T eryptocaenroll iy 442 B T A7 e i sk e
WHARIIE K ] base-64 #5720,

7524 CMP LB AFAT RN, FTRAFR @ 3L B (i), B4R @ 6 B 28 B SR I (or) IEBIfE 1T
RIAFR, AHAREFINFRE P . i CARRMFAME TS ASA AZHIIH B A SLSE AN e
B, s RIS MUK M BRI B AR B 2858 CMPIEMHE R« IERfE
A RFEM PR BEE N CMP I, LSS P sl AR PR 7 A4 T H

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate <value>
i 5 2 77 INLAE S S I SR B A OB 3 PR

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate <value>
SOM CA BCEIAEAMIE T IR LA base-64 1% sUHHIE DRIV B 208

crypto caimport {55 1T 55 certificate

i

ciscoasa (config)# crypto ca import Main certificate

)

% The fully-qualified domain name in the certificate will be: securityappliance.example.com
Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself

[ certificate data omitted ]

quit

INFO: Certificate successfully imported

MR B ASA UK AEB VR4S EAME AL R CAGIET, Wby i i k).

show crypto ca certificate

EUE

ciscoasa(config)# show crypto ca certificate Main

RAFIZATICE
write memory

IR

ciscoasa(config)# write memory

X T EE M E W REMEE R ER BRI

{£ A SCEP B z13kxBEH

AT AL SCEP H 33K BGIET
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$IE3

e scep gansEaiEs |

FHIEZ Al
TR AR AT AR ) CA SRIX base-64 i) CA 1EH.

AR EC B A5 AE A CA TEFS
crypto ca authenticate {51 £

i

ciscoasa/contexta (config)# crypto ca authenticate Main

BB AT i, f#H enrollment url iy & 8 A& 75 42008 L SCEP H BI3REIE

{F AT M ASA . i 2K 2 H 128 2 A FIAR J 0 25 1 85 S 2 & s (e o . ZER N
AT, 1S CAEHLRIER, HATRET ZAE CA # TR 12 5 Fah X il R #AT & 90501
crypto ca enroll 54T &5

i

ciscoasa/contexta (config)# crypto ca enroll Main

U1K ASA RAESGRUETTE ARG — 2080 CBRINMED A CAENRES, WSTEHAIXIERTE K. ASA
SOREEAE M PP IE — UGIESTE K, EEMCENE S

WA AEAE R E 0 5E B ROE A 5 ASAIR S e UEA (RPN SD AN, RS &

TN BRI, VIR MR, AT EE IR, AR5 A crypto caenroll iy

%,

TR

AR ASA 7R HE erypto caenroll i AHAEWCERIE B AT E BT E 20, W5 FE B crypto caenroll
A A CA BRI .

R Rk ASA MUK HIUE RIS G AR RUH) CA IESS, B0 uEvE M FE s .

show crypto ca certificate

il

ciscoasa/contexta (config)# show crypto ca certificate Main
RAFIZATHCE

write memory

TP
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B 5 scerisskmarms

ciscoasa/contexta (config)# write memory

77 SCEP 15K EC E IR 2%

TSR =05 CA BLE ASA DI Uy 1) 28 3 254 T S A J0iE, AT LU R 2D BR

HIE1 HEA tunnel-group ipsec-attributes it B AR 2
tunnel-group % #x ipsec-attributes

TP

ciscoasa(config)# tunnel-group remotegrp ipsec-attributes

T2 N kS
crypto ikev2 enable outside client-services port ¥ 15

i

ciscoasa(config-tunnel-ipsec)# crypto ikev2 enable outside client-services

BRI 50 443,
R
POCUSCFE IKEV2 1, ARt 4.
B3 #t A tunnel-group general-attributes At B
tunnel-group 4 #x general-attributes

il
ciscoasa(config)# tunnel-group 209.165.200.225 general-attributes
SIR 4 yFEE L SCEP M

scep-enrollment enable

-

ciscoasa (config-tunnel-general) # scep-enrollment enable
INFO: 'authentication aaa certificate' must be configured to complete setup of this option.

B #siEs
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$IE5

N
g
~

5 scep iskmERELE

HEN group-policy attributes Bt & 45 2 o
group-policy ##x attributes

T

ciscoasa(config)# group-policy FirstGroup attributes

ALK SCEP CA. AN SIS AN — ki &, DLSCRPES =5 8 ik .
scep-forwar ding-url value URL

i

ciscoasa (config-group-policy)# scep-forwarding-url value http://ca.example.com:80/

URL 72 CA L) SCEP URL.
MUE AT H T SCEP REE) WebLaunch SZRFIN, i/ HE A6 4 Bh 2515
secondar y-pre-fill-user name clientless hide use-common-passwor d 274

T

ciscoasa(config)# tunnel-group remotegrp webvpn-attributes
ciscoasa (config-tunnel-webvpn)# secondary-pre-fill-username clientless hide
use-common-password secret

b Zi At ] hide %8 73045 SCEP ALHE

B, UEFR T SRIZUE R ) s A T o AumiRIRUE TS, Secure Client Wi FiE 4z, AR5 HOBT £z
Bl ASA LISKHAIL P 35 0 2% 95 5 U I A PR F) DAP SEBS3EAT B A

K Secure Client VPN 2 i (WA RS H P 44

secondary-pre-fill-username ssl-client hide use-common-password % iy

T

ciscoasa (config-tunnel-webvpn)# secondary-pre-fill-username ssl-client hide
use-common-password secret

U T LR AR YK K T sdl-client 88T, {HIbar 4 T Fd f IKEv2 8% SSL Y Secure Client 2%
%o

1258 ] hide i 752 SCEP R,

MAEANT I, R 4

secondary-user name-from-certificate {use-entire-name | use-script | {primary_attr [secondary-attr]}}
[no-certificate-fallback cisco-secure-desktop machine-unique-id]

T

ciscoasa (config-tunnel-webvpn) # secondary-username-from-certificate CN no-certificate-fallback
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cisco-secure-desktop machine-unique-id

iR B E B KE

ER NI AFUE S, BT DU AR LA SERRAT 45, Wit ar S0 uF ekl AL, @ s AR
CA AR 44E 1) .

FHia Z |l

PR TRCTAIEB MR, IR fFIEt . AS AN CA IET AL VPN Fr3UHT webvpn 4
M IR R TR ECE, R AN i A5 [FFE, {52 webvpn DhBEAEHI {5 UEA5 151
Ry IZINBERAE X LEUE S IR 7] https AR 55 e AOMBLERE,  LLEIRIE smart-call-home iiE+F5.

SUE ]
A CA FLiF VPN 27 b ELAE N ASA JEWHIED o XTI = R0 B 2% ASA 4l CA. B E CA,
WS ECAUFH , 32 1.
T—5Mit4
OB U B R w0 P 8 U AE A H ) .
CAiE$

FERLTTIRT T, AT CA A, DU R AN A T LT I R

CA k552 E1E

B2 P
B E IR, AT UL R R
buK i

1 7F Manage User Certificates & k& i 44 Hl = 44 B AE 15 /741 5 B e ik 10
WIE2 EPELL R AR

* AR HERARBONEY, 1 Rl Revoke DUIER I Vi) o At CA S 2 AEUE P8 122 P e
Fobric h O, BRI E SIFERT Kk CRL.

B #siEs



| sirs
raEmoirsnansn 1

* EFE ML IF A Unrevoke UKD il o At CA b2 FEUE 88l A2 HoRFIE A AR g o A frh
B, AsEOFEBE RIFEB A C RN CRL.

PR3 Sen riddi Apply BAORAETE XK.

BEEEHEBNEHEN
FHEVF AT T} Smart Call Home JERil /i, ASA 755 S L & Smart Call Home B 44 R 151, ASA &1
FEE— ML E MK Call Home 4545 1E 151 CA PIE P F AT £ mﬁ,m%w%ﬁm R SR
SER R AL, ASA SERERHIE P EETHAE, ﬁI%EF*ﬁ%&%F@ GRAR A . ST L HE i
mmhﬁw%ﬁﬁEmM%EMEﬁ DIETE CA 4541t H 2% z&%&%&%ﬁsmmcmﬂmw
AT LUMRFFESPIRE . I REAE 2 4% S8 IR N AR SR

FEARMAIES RO B30T AT L ESE ASA MRS AR URL. LI a4, L
AR IR T LA 422 I 2 ) 1) 68 8 P BR A JERE URL A 22 /I PR BRIA I TRI3EA T N«

ciscoasa (config-ca-trustpool)# auto-import-url Default

FOEFTLMER BU R dr2 LA E X URL R H B3I T A

ciscoasa (config-ca-trustpool)# auto-import url http://www.thawte.com

N T RER R AE A e I Bl FA (R I 1) S5 M B N 38, R AN LU R, DUEHT B S Ta) R
SN

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23

B & X URL A E E S ) 38 B3 S AFEMALLT 44

ciscoasa(config-ca-trustpool) # auto-import time 23:23:23 url http://www.thawte.com

BN S AT SIS PR AS
{EH LA N ir & A F trustpool Sl 14 R :

show crypto ca trustpool policy

RS CAEIR/ TN =S

0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress

Last import result: Not attempted N/A
Current Jitter: 0

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

| griis W
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THR CAfE it

grirs |

Policy Overrides:
None configured

B trustpool HHS VBN, HHEFILL %

clear configure crypto ca trustpool

HF BN FE2EH A5 A trustpoint UETS, F LA HIbdr & 222 1Z )R8

SEIEPRAAEHR (T HHE CAER)

ASA TR 24 /NP RT A — A AT AP R TA CA R ID UE- 102 A 2. W FUE DR 203, 2 —
FARGH BN ERI

ARG CLIURMC EAR AR BG . BOATEOLT, ERIHT 60 RITALTEMEIF HAE 7 RIS —
R0 T LA 3 A8 Y AT i C T i I A6 [ o A A 328 20— 12 TR N £ 81 39 TR 4

[no] crypto ca alerts expiration [begin <days before expiration>] [repeat <days>]

A RERECE, ARG — B NIRRT, 1Ak, BB T show Al clear fir %, HAKn
N

clear conf crypto ca alerts
show run crypto ca alerts

i T ER R NEZ A, R RGHERCE PR B CRIRED, WERSER—XRGEHE, Ul s5%
EAS B 2 2 YIS AR B L

flhn, AR v TR NG E O AE R 60 RITAG, MbJnhE 6 REEIRME K. Wk ASA 7E2IHIHET 40
REPAZN, WRGH H AL, IFAER 36 KAE T el

\}

AR T EERIE AT IIR A . A CA fFAE R B A 5 SRR AT 2 004 A ) 3 A5 A R

HIEEF IR

HZ P LA T i R A IE IR
* show crypto ca server
i 4 WoR A CA B EAVIRES .
* show crypto ca server cert-db
By A R EHASHE CA AU R RS

* show crypto ca server certificate
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wurirs ]

Ui 4 LA base 64 # U 450l & ERAM CA UEH LLARS Bt CaT I, AHEH T4
PIUEAS 5N S HAbBE 25 6 AT BRI 3 SRR HR 2L

* show crypto ca server crl
a4 278 CRL.

* show crypto ca server user-db

by & s 7 BHRES, al 55 DU BROE R B A DR 9> s T SR 2

* allowed. 7R AT SLVAEM BT -

* enrolled. 7 CVENIFRFAABAEB I .

* expired. X RFEA CEHEB KA.

* on-hold. {XHIHH HCUETS FL4 RIS SRV G L

* show crypto ca server user-db allowed
B & WoR R A A

* show crypto ca server user-db enrolled
e o AT A RGeS S .

* show crypto ca server user-db expired
i o HAT I e R .

* show crypto ca server user-db on-hold
Iy A B R TCUEAS HAS SRV -

* show crypto key name of key
WA A s B O AR ) B BT

* show running-config

iy 4 R R A CA UE-F RS R .

Gt

PUR 734 57 RSA T8 354

ciscoasa/contexta (config)# show crypto key mypubkey rsa
Key pair was generated at: 16:39:47 central Feb 10 2010
Key name: <Default-RSA-Key>

Usage: General Purpose Key

Modulus Size (bits): 2048

Storage: config

Key Data:

30820122 30040609 2a864886 £70d40101 01050003 82010£00
00ea2c38 df9c606e ddb7b08a e8blOala8 65592d85 071lcach

3082010a 02820101
fceddeel fa494297

griis W
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525fffc0
el1f33e40
93bf£f98f
071a978c
da6e8fab
af8fele2
S5lceabfb
74020301

PLR 7R i /s A H CA CRL:

90da8a4dc
abce04f£f5
df422fbl
6e81£073
411a841f
eb58718c6
f8ade096
0001

e696edde
92812894
2066bfa4
0c4cd57b
e72bb8ea
edlda0f0
7217cf2d

0646c661
b0fe0403
2ff5d2a4
db6d9£f40
cf4bdb79
lc6f36eb
3728077e

48b3602a
£8d7e05e
36b3bldb
69dc2149
f4e57f£3
79eblaeb
89441d89

ciscoasa(config)# show crypto ca server crl

Certificate Revocation List:
Issuer:
This Update:
Next Update:
Number of CRL entries: 2
CRL size: 270 bytes

Revoked Certificates:

Serial Number: O0x6f

Revocation Date:
Serial Number: 0x47
Revocation Date:

PR oR B s — AN

ciscoasa(config)# show crypto ca server user-db on-hold

username: wilmalOl
email: <None>

dn: <None>
allowed: <not allowed>

notified: O
ciscoasa(config) #

DL 7- 41 27 show running-config ir &[4 ih,  Hrh 2y BorACH CA UEA5 Wb L.

crypto ca certificate map 1
issuer-name co asc

12:30:01 UTC

13:32:48 UTC

cn=xx5520-1-3-2007-1
13:32:53 UTC Jan
13:32:53 UTC Feb

Jan

Jan

subject-name attr ou eq Engineering

R EIERFE RIER

F LIEBEERFA EigR

4 2010
3 2010

4 2010

4 2010

960d7a3a
aea79603
edaebfl6
e755fb0f
a9%40ce3b
£098b5c4
9bf5£875

52daelda
2dcd56¢cc
973b2bd7
590f2da8
4a2c7052
79e07658
c8d2db39

5£983603
01261b3e
248e4dd2
b620efeb
56cldl7b
ab2d8c7a
c858bb7a

BFiEs |

THREBFR FEhRA L RA
YRR 7.0(1) HUFUET COAE CAUETS . Bk BRI FUET)

M TS IR B T PN T A BT e T
PONBEAE BT A5 B, lmsame. ol Awl. #I
sIP Mk, CA 2 “283% 7 UEP LA UEILFLset:, A
DR ST 1 S A (RS AR LR . CA #E PRI (fEH]
NHESASINE DI IR 2 a1 R AU R IR
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irngrnneics

TIREAFR

L RA

EA5 A5 B

FINT LT 2

issuer-name DN-string. revocation-check crl none.
revocation-check crl. revocation-check none.

B35 T LL R4 ol {required | optional | nocheck} .

R4 B

8.0(2)

FINT LR i 2

cdp-url. cryptocaserver. cryptocaserver crl issue,
crypto ca server revoke cert-serial-no. crypto ca server
unrevoke cert-serial-no. crypto ca server user-db add user

[dn dn] [email e-mail-address]. crypto ca server user-db
allow {username| all-unenrolled | all-certholder s}

[display-otp] [email-otp] [replace-otp]. crypto ca server
user-db email-otp {username| all-unenrolled |

all-certholders}. crypto ca server user-db remove
username. crypto ca server user-db show-otp {username |
all-certholders| all-unenrolled} . crypto ca server user-db
write. [no] database path mount-namedirectory-path. debug
crypto caserver [level]. lifetime {ca-certificate| certificate
| crl} time. noshutdown. otp expiration timeout.

renewal-reminder time, show cryptocaserver. show crypto
caserver cert-db [user username| allowed | enrolled | expired

| on-hold] [serial certificate-serial-number]. show crypto ca
server certificate. show cryptocaserver crl. show crypto
ca server user-db [expired | allowed | on-hold | enrolled].
show crypto key name of key. show running-config.
shutdown.

SCEP {t3

8.4(1)

SINTHINRE, W MEE =7 CAXT I PR T a5
SIANT LU R

cryptoikev2 enableoutside client-servicesport portnumber |
scep-enrollment enable, scep-forwarding-url value URL.
secondary-pre-fill-username clientless hide
use-common-password password.
secondary-pre-fill-username ssl-client hide
use-common-password password.

secondary-user name-from-certificate {use-entire-name |
use-script | {primary_attr [secondary-attr]}}
[no-certificate-fallback cisco-secure-desktop
machine-unique-id].
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s |

TIREAFR

L RA

51 HIARIR

TLS % 7 i Ab BEELAE SZF5 41 % RFC 6125 55 6 5+ 5 X

M55 45 5 O B AE IR o B 03 B0 UK 7 PRI UF S RIS 4T

XI5 RS0 H RS a8 A BEVE AT IS 28 1) TLS AT

ﬁn%ﬁ)@ﬂ’]ﬁ%%& L E 2% B4y LR, JHIJT/\@
SUCE:7R

WINEE S T LU Fr4: crypto careference-identity.
logging host 1 call home profile destination address.

At CA s54%

9.12(1)

BUEVE N URL (1) FQDN RIECE, A2 ASA 1 i
H FQDN, 5|y CLI G kI a2 crypto
ca server ] smpt #53{ ,

BAVRH T A CAMRS 45, FRAE G A R — 4
ASATLE Ay AL CA R 25N, RGE4 8 FHZR S % LA
RECFUETS S RATUET MRS 513 (CRL), Jf2¢ A Hidias
MURIETS o MeThRE Tk iy, IS N CA R4 #sdr

%,

At CA 5545

9.13(1)

MHBR T ASHL CA MRS 2% 0 FF. Rk, #2Mikk crypto ca

server fin & ML T,

M T LL R A4 crypto caserver ML 14

Xt CRL 7 K s fir & B

9.13(1)

#74 CDP URL BLE T2 # B M B -4 2R ILRCUE o 2.

BrAs MUt 4 « crypto-ca-trustpoint crl. crl url 53
flAH B R — ;U]ﬂJI?fo match-certificateoverride-cdp 5| A\
I

BN T CRL 2247 K/

9.13(1)

BB R CRL N HORMG #8001 2847 K0, I HLINER
T BN CRL 4% H R

s FEZ R AT, KR R0 CRL 2847 5 K/
fingl 16 MB.

o fER IR, ¥ CRL (7.5 /NN 128
MB.

PR AT UE AT R M A T

9.15(1)

P T HTAE 9.13(1) " MHER K CRL 8¢ OCSP Jilk4s-#% 1%
% ) R 3L 7 AR 7 PR R8T LR R

PrMs s 4: PHE T revocation-check crl none.
revocation-check ocsp none. revocation-check crl ocsp none
F revocation-check ocsp crl none .
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TIREAFR

F A

L RA

B CVLHCIEAS iy & LASCRFR S CRL 73 & 1 URL

9.15(1)

i & CDP URL R & fir % S VFHE i 2 CDP ME— G 2 1EAE
AR R RENIETS . HJE, BEMIEBACRF — MR
WUR . BRI, RGAVPRFHAECE Y CDP B 2

UEASHE LATEAT B 43 B0AIE

P& 4. match certificate map override cdp seq
url url and no match certificate map override cdp seq url url

X A A IR RN 4 5 B 2E i 2 1 12 2

9.16 (1)

ANTF R R NN T 2048 IIETS . ATAT{EH] 512, 768
1024 A7 36T ) Mo B #R RS LI 1) 2048, Ik HAE K o
ANTESCFFAE SHAT BUA LA T IAIE «

pEib

INT crypto ca permit-weak-crypto fir 4 LA 75 X L6 R
il

B LTI - EDDSA SN2 ILA RSA F1 ECDSA &
Tjirh,

S #F OCSP 1 CRL IPv6 URL

9.20(1)

RN T % AdFH IPv6 OCSP #1 CRL URL 37 3. 1Pv6 ik
DAZIFH T FE 5 FE K
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