A ARP #&; %0 MAC ik 3=

AFEAFUAT 2 L MAC Huhik 2% BAK A BRI S ARP A
* T ARP KA MAC Huhk2 , 251 W
* BRIAWHE , B2 00
* ARP Kl Fl MAC HhhbZRUEN] , 25 2 10
* L& ARP f AT AL ARP 2244, 58 3 10
o B XML MAC Hihb% , %5 5 170
o Wi ARP KX IUAT MAC Hilib% , %5 6 1T
* ARP K1 MAC HuhbR 1y seid s, 25 7 0L

<F ARP #& ;M #0 MAC ik 3=

KR P, ARPASIN AT b “rHhim N7 Mot k] BLE & XA ARP 3 H . AT LLE
& XM MAC Hitk2e, GEERIE A ARP 45 H KRB MAC K.

P 1746378 = BY ARP 42
BRBL T, BRBEALA 52 IR VE DA ARP B0, W LI KT ARP RSl ARP 04 016

ARP K ] B (b8 ] P oA A =ML th 2% (FRoM ARP BN . ARPIKBWAES ] “hial N7
Yeekio Biltun, AL RS A8 0% ARP 153K WG t #2818 FH W9 G 1% B 2% MAC bk gk v .

{2, Bh# i B3 MAC Hihik CRTAS 2 26 s MAC Hitik) R LAt ARP i Y R IE S ML 1X
BE, Moo 5 RIATAE AT MU R A 3% 2 2 i 2.

ARP KA AR ZEER A ARP R MAC HuhERIA DG TP bk F A, Moo it o b A B 3 MAC
Mok 3% ARP WiV,

M)A H ARP KA, ASA KG T ARP 2080+ 1) MAC Hiht. 1P HuhbEFNJE$: 115 ARP R i
BEHBATIOERS, AT F A

o DL TP Huhik. MAC Mubib NS 05 ARP 4 HUGHS, WIEFEA A LLEEN,
o W MAC bk 1P ik skdz O 22 (B AN, T ASA & FfdEtd.
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# ARP #:F0 MAC #tetik% |
B wvacins

* Wk ARP Hn L 5 2 ARP R AP RALAT 4% HARAILHC, W wr LS ASA BEE D MFTAT 2 1 1 4k
kBt Gzt , BE EFREEEE.

A\

ER WM SHOE N flood, T AR B .4 A 25 Lz vt 5 A 8o £, o

MAC Hbfit 3%

MR AL, ASA LS — R A s A S ATLAFAL IR 77 Q3R B AR 2 MAC HuhlE3R: 5% %
T L R AR E R, ASA BAE LR P I MAC Hbtik. HE3K MAC bt 5 954 DA DR,
DU ASA VT T U aD s 8 326 )W & AT AT i 0 N I 1 1 e e bl T IR A B3 2 T PR
WSS ASA 245N, BRI AR H AR MAC Hulib A7k b, ) ASA A& — AR IR
FELLZ o B B 0 BRGS0 . Mk, Bk BHE B Bz FE B A 2E i LN B0
o 0 ) B A B A, - ASA KA ARG b TP Hu ki) ARP iR, DUMEE RS T MM 42 4%
it ARP Wi ,
o T ) FE A5 T - ASAKGAE —NEF X H bR TP Hu L) ping,  DUEERE TSN D
ping .%o

REie BT EUREEE .
X e, TR PEAE T AT 3 1 R AR TP K iz it

AR E
* WUERJA A ARP R, JUDERIATS B0 T 25 Az it 5 A% AN DG T 1) 40 49
* Z)A& MAC k4 H IERUGEEINAE A 5 204
« BROANELL R, A% O 4 B BRI RUR I MAC bk, I H ASA 2060 B (4% H i n £
MAC M- & .
A

iE#  Cisco Secure Firewall ASA A= i 75 B £ 00, LA EOIR S A0 I 5 | 4840 46 11 14
He. fEIXHE, IR0 HAR MAC il AN ZAR 35 ARP K& ke ), T
BTN A SR GERD IR

ARP #2:F0 MAC b1k 3= 4 N

* ARP KA S H5 A AL
* MAC Mk R B A S 5 M4 .
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| & ARP 1270 MAC st 5%
2 ARP sttt ARP 251 I}

fic & ARP #& M FnE fth ARP 5%

T RIARAL, WTRAR T ARP Rl o R T LA A2 ph R o G Ll ARP 240

LB WIS ARP 4 H It H 5w AL ARP 250, 55 3 T ATk InEs & ARP & H. ARP &
¥ ARP 5 ARP BHIERAS ARP & HAFLL, BRI ZIhAETHEE S ARP 4 H .. A n] LD
B HAh ARP 23,

W2 ARG ARP R, 2 4 5UE A ARP Rzl

NINEEZS ARP X HF B E X H Mt ARP &£
ST, BRAATSOLR, MRl i O 2 18 o VTS ARP Bl . nl LUE S JH F ARP #01K
il ARP BUR AR . ARP Kill£s%f bk ARP 3R 5 ARP £ & ARP 4 H .

YT E MO, nTRUMAERS ARP 40 H, (HIEWAISKEHEY 7. X Tl mED, i/ ARP %
) FLE B B . BAR A A N AT ARSI TP s bk R AR AL H bR, (HAE LUK B SEBRas 4 5 41
AT LUK MAC il 486 a8 S LA SR 70 & 25 EACfTEA ALY, & ki% ARP kK
TR 5% 1P Mol SCHE MAC Huht, AR J5ARHE ARP My B £ b A8 47 2] MAC Huht. FHLEGES 2
AIIRE ARP 3K, JIT DAAS D FF A4 RN B AT Ak ARP Bk . AR 4% F ik ARP i
N, (EahZHH ARPER, AR —BEEARMEHEAH, Wesi@Er . G B4R (g
€ 1P Hidik () MAC #ilikels) , %4 H WSl g, A aeh o Hm s B

XF BRI, ASA U HEH ASA HId s (Bl Hm &) HH ARP £ 154 ARP 4 H .
HeAh, R LLEE ARP EEIAIHADL ARP 474 .

TR ISINEFAS ARP 5 H
arp interface_nameip_address mac_address [alias]

TP

ciscoasa(config)# arp outside 10.1.1.1 0009.7cbe.2100

ATRBIEAMEE T ik Ak 10.1.1.1. MAC Hilik 0009.7cbe.2100 [F)1% H #£1%) ARP MRV,

TEE RN, $R7E alias 7T LU 5 FAREE ARP. R ASA WeHIHR € 1P Hudik (1) ARP ik, W
A ASAMAC Sl N . B, HEOCHE P AE AT AT ARP (B & I AR H AT o AEIE W B
KERUT, OB R4 208 ASA AHATAUEE ARP.,

# ARP #&:imFn MAC 1t I}
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# ARP 171 MAC ittt % |

WHEBIA ARP 4k H 1) ARP HiH:
arp timeout #F

T

ciscoasa(config)# arp timeout 5000

M B E ASA fEHLE ARP R AT LV K, JEAT 60 31 4294967 #22 [4]. BRIME A 14400
o FHE ARP RS H S0 EBHOH ) NG SOFMBR IR EAUE B BT EVUE B E o, Kkl fe
BEYH DI

FOVFARER T M-

arp permit-nonconnected

ASA ARP ZAFERNA AL &K A EIE T4 H o ATLUSH ARP 2R, LIRS AR EE MBS /EN .
BRARRE T S, AN BUR LD Rg . LD BERT BEAT B T 5150 ASA HIEZ 55 (DoS) 2
iy RO EWH R R HFZ ARP %, IRl ASA ARP R R4 H .

WA LA XS, AT e 2240 H b D fg
BT
o JHT- i AR AH A8 B ACEE ARP.
WE ARP MU PR DA SRR (1) ARP Hids t 4
arp rate-limit

T

ciscoasa(config)# arp rate-limit 1000

BN 10 2] 32768 Z A1 I4H . ERIMEECE T ASA U5, 40T L [ & SO BART 11 ARP KR

/& FA ARP #&37

AT AUy AR 4R H ARP A6 -

Jet I ARP A6 :

arp-inspection interface_name enable [flood [no-flood]

Tl
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gy miFas Mac it [

ciscoasa(config)# arp-inspection outside enable no-flood

flood FEETK ANULHC A ARP $m i% A H AT #: 0, no-flood M4 FF AL 5 .

BRAOABE 2 LAz 7 sUE AN VLR B B . ZEE T ASA B ARP BRI IGE AL H, 1R ILi S
% E M no-flood.

B & X M2 5] MAC ik 3=

AREBAT AT g WAL H 2 X MAC bk 3=,

71 MR AR IR 7S MAGC 3zt

WH, 4ok A E MAC Hulik R S A2 DN, MAC Hilib 23 A3 3 MAC #ulikd. af
PLI MAC il 32 h s IS MAC ik WIS sk B B — Mg ab 2, wTRAFT 1 MAC 3. an i
L4 H BATMIR MAC Huhk (158 7 i 223 ) A PCECFR A4 H IR UKL, ASA K& EF7
HIFER ARG L. A INFAS ARP 4 HE GES VS INERAS ARP 4 H I A w LIl ARP 24,
%300, #a MAC Hilib4c H < A3 E] MAC HiuhlZ& .

B MAC Ml s e MAC ik, iSHUTUL I D3R,

TSI MAC Hilk46H -

mac-address-table static interface_name mac_address

Tl

ciscoasa(config) # mac-address-table static inside 0009.7cbe.2100

interface_name /& 11,

& MAC ik #8 FY
ShAs MAC HUHE 264 F OBV 0 5 4060, (LT LUTE SRR . SO0 ORI, AT DL 25

WE MAC ik 4% H B
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# ARP #:F0 MAC #tetik% |
B =a vaciirss

mac-address-table aging-time timeout_value

T

ciscoasa(config) # mac-address-table aging-time 10

timeout_value (LL34P 847D 15 3 720 (12 /NP Z 0], BRIAE A 5 0%k,

BcE MAC it = 3]

RN R, BNMEOHS Ashai BHE R RN MAC #ilib, ASA 2N 04 H 78NS MAC Hs
W, WERTHEIE, 0 DIEER MAC Hillk sk, A FRIEEE MAC Hilb ¥ Sdasma ttR 4, HN%
HimER LB ASA. FEB AT, ATUAERTA O E)a HEHE IP iz it .

LA E MAC Hulil# 2], iEshAT L D 8R:

FIE1 4] MAC Hihik 3k &
mac-learn interface_name disable

IR

ciscoasa(config)# mac-learn inside disable

I 41 no TEAUA T HT i MAC Huhik k2% .

clear configure mac-learn iy &3 7E T A # 1 EEHT A H MAC Huhib k7% .
IR A 5 FAE TP £ iz vt

mac-learn ;Z it

TP

N
2
N

ciscoasa(config) # mac-learn flood

4542 ARP &/ F0 MAC btk 3=

* show arp-inspection
g ARP kill. BRI HH LR ARP AN 24 AT A

* show mac-address-table [interface_name]
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ARP &0 MAC ittt ke Fi s [

W MAC HilE £ . nUUEHEZEN MAC HIMEER (USRS AEIALH) , bl
EEAMEON MAC Hulik %,

PLF /& show mac-address-table 4 (FF T34 MAC Hihk3R) FIFEATH .

ciscoasa# show mac-address-table

interface mac address type Time Left
outside 0009.7cbe.2100 static -

inside 0010.7cbe.6101 static -

inside 0009.7cbe.5101 dynamic 10

PLF 42 show mac-address-table #ir4 (H T 2on W HB42 01 MAC HihER) HIREAHH -

ciscoasa# show mac-address-table inside

interface mac address type Time Left
inside 0010.7cbe.6101 static -
inside 0009.7cbe.5101 dynamic 10

PLF 72 show mac-address-table 4 (H TS FBIZSMMFALS H IS ED R T H -

ciscoasa# show mac-address-table count
Static mac-address bridges (curr/max): 0/16384
Dynamic mac-address bridges (curr/max): 0/16384

ARP #%; %0 MAGC it 3= A SEid %

Ihie AR TahA IR R

ARP Fill 7.0(1) ARP K23 K i ARP 04 (910 (1) MAC Hidik, 1P Mihil:
s 5 ARP R IFSSK B thohfeiE i T
ARG KRR, T HE 9.7(1) A, EIEH THE AR
% AT AL R
SINT LU R4 arp. arp-inspection Fll show
arp-inspection.

MAC Hiht3% 7.0(1) TEATREAY B E I KA B 8 X MAC Hidik3e, i B
H 9.7(1) &, Ay ids BIA RN % A XS Mgl b 4 1
AT A E Yo

5INT LU F#r4: mac-address-table static.
mac-address-table aging-time. mac-learn disable #! show
mac-address-table.
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# ARP 171 MAC ittt % |

TIREAFR

F A

hEElR R

BEX AR T S N ARP 2247

8.4(5)/9.1(2)

EEINTEIL T, ASA ARP S5k B Bk T MK 4%
H. Bife, wTLUSH ARP 2247, LUBAREE T M5
EN . BRARE TR 24 XS, B WAESUS Ik thae. 1t
UIGETT R B 151 A ASA IR 4RSS (DoS) Biili: 4T
=D BRI AT RE K S ARP N, JEfE ASA
ARP KP4 HilB .
WREAEH LU XS, AT RE A ] b ThE -

 HEh T

o PRI R O AHAR M i L fCHE ARP,

5INT LA Fr4: arp permit-nonconnected.

Al F E LI ARP BRI 9.6(2) T LA B R AV (B K ARP A0l 3. BRIAEHGR
T ASA A5, B LLH s SCAE BABT 1k ARP XU
WNINT LU R4 arp rate-limit. show arp rate-limit

AR BRI B H 5 A 9.7(1) A B EHRIR SR AIL T A0 AT AN B b 11 22 T % ER 1) 1)

Ae. MIMFZHTE ASA Mrde (iR ) M4, ASA Jf
AEEIERI MM, B ASA 1h4h& 70 4 By khil: $aHilE
Z AT ], AT T L A A, BLRT, &
SURELEB AR KA P E AR, T TCIEE MR
(g rh o JEI I DIRE, W] DAZE S th B KA e &
M, FEEMIBr A2 8 LA B4 5 i ez 11 2 TRl R4 T %
Mo WA A ) B R 4004 1 (BVIT) A A AR 401 11 I 5
it 5k . % ASA _FiRAG#AME D] 23 o4 W AT
Y, SRR FH R T PR AL AT AR AR 2 2 AT ALY
HoAb %, ER AT, BVIa LS EmAEn, Jfal
BST TR b e 11 2 5 5E e T RE, 491 s i) FEU AT DHCP ik
5%,

% P AR AN SR IR R SCRF DL R ThRE: 24 50k
A ASA FEHE. LUFIhfelE BVI _EBAZ SR 3R
FH R ZH 5 2% £H

Bk T LL A4 : access-group. access-list ethertype.
arp-inspection. dhcpd. mac-address-table static.
mac-address-table aging-time. mac-learn. route. show
arp-inspection. show bridge-group. show
mac-address-table. show mac-learn

9 ARP #6:311%0 MAC $hit R



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



