B RO B

AREANEUTE T ASA BAFIEE .

o FERIRAE, 1T

* f# [l ROMMON Jin#kmefg (ISA 30000 , 551 71

* 7% ROMMON % (ISA 3000) , %53 1T

o BRI, 2B 4L

o HHLCAE, 9T

s ¥H ASA W%, ASDM FSZNECE , 45 18 1T

o BRI B B B A S, BB 21 T

* Cisco Secure Firewall 3100/4200 I #)#ddi4k SSD , 25 38 11
« Z5FH USB i [, 5 40 10

o ERPFRIECE R g sl sk, B 42 0L

TreR R

ARGCENTHIRE, 20 COFH ASA THHER ) -

&£ A ROMMON #n#xBR{% C(ISA 3000)

FAJH TFTP A ROMMON F2 B R AF G gk 2] ASA, AT UL DB,

S RV ISA 3000 545 & 3 eI & H2 2] ASA $#l & bt 1 o
H1B2 K ASA, RIGHFEE.
B3 ARSI ET, MRGEPFREEN ROMMON U, 1% Escape .

S 4 /£ ROMMOM B R, 52 X ASA [ E, (WH 1P #uhk. TFTP MR A duhl . oGl ot
AR SCAERI 1, R B

wuikE ]
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B =7 Rommon mzimiz (1SA3000)

rommon #1> interface gigabitethernet0/0

rommon #2> address 10.86.118.4
rommon #3> server 10.86.118.21
rommon #4> gateway 10.86.118.21
rommon #5> file asa96l-smp-k8.bin

R
TR CAT AL A5 E L

interface fiT 2 7E ASA 5506-X. ASA 5508-X. ASA 5516-X F1ISA 3000 V& ¥k 2%,
EH /1 O IR S S AT TFTP R

FIS WULBH I HE

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

W6 X TFTP [R5 28 4AT ping #i1E:

rommon #7> ping server

Sending 20, 100-byte ICMP Echoes to server 10.86.118.21,

Success rate is 100 percent (20/20)

N
g
~

RAF IR, AR RERAE I -

rommon #8> sync
Updating NVRAM Parameters...

R 8 IR .

Nil

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa%96l-smp-k8.bin@10.86.118.21 via 10.86.118.21

B &#nRE

timeout is 4 seconds:

HHHRE |

TR 2B\
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#4 Rommon i (1saso0) [l

Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

BN B % )5, ASA 2 BEhiE H ROMMON #i,

FIR9 M ROMMON B3 5l ASA NS AEFHT NN TR B R GG Bl R TEEINAE . A Rse
TGO R, WS R ASA THRFEH ) .

H4: ROMMON BR{% (ISA 3000)

R DLT T2 1SA 3000 () ROMMON W%, 7T ASA 15, ZR4: F1 ROMMON A< 450 K
1.1.8 B A o Pl T iU I8 K 5 | B T 20 31 BT A .

THBETHREHRAS s Joik R4

w >

~s0

& T 1.1.15 B ASA 5506-X, 5508-X Fll 5516-X ROMMON T+, LAKGE T 1.0 () ISA 3000
ROMMON J+%. JfH, 1.0.5 [fJ ISA 3000 ROMMON J+§ It} 8] it 2 ROMMON RRAS I # f5, K2
T 15 08 FARMBETIEDE D W o WERFZURAE 30 7380 N 58 M RN, 15 TR AR R
RZHE; BMEFNEE W&

Fia Z |l

M Cisco.com ZRHUHT ) ROMMON W%, I8 L cAe B s 25 L LA 31 ASA. ASA SCRFFTP. TFTP.
SCP. HTTP(S) #1 SMB JIg 55 %% . 15 M EL N WHE T 2

* ISA 3000: https://software.cisco.com/download/home/286288493/type

FHIE1 % ROMMON WU & i3] ASA NAF. LFRET R FTP &IA; i\ copy 2, 4 I HAd R 25 %5 25 R 1)
k.
copy ftp://[username: password@]server _ip/asa5500-firmwar e-xxxx.SPA disk0: asa5500-fir mwar e-xox.SPA
P2 EEEMCER, 1ifHi A show module fiy & I/ MAC HulityE & H & F Mod 1K)t HH B0 [ i
A

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version

| wuikE ]
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1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

£ 3 J}4 ROMMON % .

upgrade rommon disk0:asa5500-fir mwar e-xxx.SPA

IR

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHA2:

Embedded Hash SHA2:

Digital signature succ
File Name

d824bdeeceel308£fc64427367£fa559%¢e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

d824bdeeceel308£fc64427367£fa559%¢e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

essfully validated

diskO:/asa5500-firmware-1108.SPA

Image type Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successfu
Proceed with reload? [

1.
confirm]

TR A LRI, BRI ASA.
ASA F5714 ROMMON BR, SR 5 FOHT Bk R 4L

PR 2R

FEVEZAGOL R, R nT LARRZLAS ABRAE I I LUHIT (K AR A RRAS TS 4 L

Y VAN
= o

Bee 2R B /4 T F0 PR 1l

BT 2 B LA HE D«

B &#nRE
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RBAMERHMEATENRESF- 2, RSN, TEIRRZREET . R TERY, i
ST SR TR, RS A IR NS R A R, X S EUF L.

PR B BB ERETNEERT 9.9(1) LARBTARAR- 9.9(1) S B i hUA £ 75 £ 43 43 K 7 TRy St o G2
BINER A 3 A2 AR, BLAHRIT U PR

1 AR INERPTA M B e (REFHARAF B i)
2. R IR RS, RJE BB AR

3. B LB EMEREIIRE: RIHBRGL RFEPIMALRAE.
4 A, BRI RS, RJE ISR

« ERRER S TR FERE] 0.9(1) LABTAIMA- WUREANEI RS (B REARERE 9.9(1)
CATTRRCA IO i 6 A I RIS RE ), N AE st mii AR B, BB RIENEN, flinetr
I RSCAS (1 ¥ 6 b L R R AU A B A

© FEERRFFNINEBRGTRYIRIL T 9.8(1) BELR- WRECE 1IN W, WAEM 9.8(1) FEZIN,
B FASHUN I PR SCRE o AR BRI BRI WU O, R R 2R 2 i P S N T
o

« EBERRETITRSHTEIRE D 0.3 2 0.7 #EYER TM 9.8(1) B&ER- i FAEK {35 5 i)
(health-check holdtime) ¥ & 4 0.3 - 0.7 70 5 FE % ASA 1A, WG ¥ E KL 0 3 P RIERIA
B, PUMASCRRRRE .

s TEEHAIERTM 9.5(2) 3 E = M AERE 9.5(1) 3 FHIERAS (CSCuv82933)-7E M 9.5(2) %
IS, AT AR U 0] P20 S o S SRR EAE [ — B o) E T I i e, IXFE S %
W AL v T BT AR . W R I S A T WA S e BB g oe, TR B AR

s FEERMRIER T 9.2(0) SESIRAFERE] 9.1 SR HARRZAR- A SCHF ZAFHUN A FEYL

* M 9.22 B S AR AN PE LR B a1 B3 - 4 K45 1] usb-port disable iy 425 1] USB i 11, {HBE 5 2 2 5
FLERREAS, iz FURORAFAE PR, HAEAEERNVRAM H5 00 T ok m0g i iZim 1 (FXOS
AHh-mgmt erase secureall 474%) .

* M 9.18 S E SRR APELR BIRE- 9.18 AT R A4k, b i E)4E ar AL JraE mA
A . WRERL, rEldE ar A sdEds, RO e AR InE el 4. R are e
forward-reference enable fix %, s HILMLEE R, By & ar S I CmIBR . Mg i, &
IR T HI T A EA a4, RIGTERY)GE ERmAX a4,

MO.10 (1) BERIABATEREITAI-th TR REAR P S, WOREBEA TR, A 200K e % B
TEM B RV e BEAS . OB IO BEACERAL T s SO, DR SR A e A 1A
AT A A I A

£ PBKDF2 (B TZHHIZHIREIIGE 2) BFINIE, FIRAZEMERE] 9.5 F1RHRRA- 9.6
PLAT I RRAS AN S FE PBKDF2 AN, 7E 9.6(1) ', KB 32 AN T4 enable Fl username
A H] PBKDF2 fFIAREE . 75 9.7(1) 1, FrAa K EE 8 % 15 #0K 4 ] PBKDF2 #514b 3 (I
ARG H] MDS 54D o WEEE, W enable BAKE AW BRIME () - P
AL ERARNT, I username #ir 4. W Z L FT G LA H FH P o

3

| wuikE ]
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| 2RSS L

3 F ASA Virtual ABRZR 9.5(2.200) FE4R- ASA virtual AR VFAVENPRA . T4 license
smart register idtoken id_token force iy & FHEM (5 F ASDM: 1% 2[5 Configuration > Device
Management > Licensing > Smart Licensing [, {1 Forceregistration i) ; MAREWR M
BRI ID A p.

s AME R AR FZITHRBRARN S FREREDBNEREYS, B VPNBRESHIZIEMRKR
B SRS L. IS OL N, TEROT VPN 34k, R PRI .

PR RMIFR T A R=RIECE

=B Y2 | R0 N S =11 N SR DN T s e 0N W e b 1] SN B 7 | I P & R) o T S R 7 11
AR ENCE . AT A G M R EASAT ThAE RIS I T Hir4 . https://www.cisco.com/c/en/us/td/

docs/security/asa/roadmap/asa_new_features.html

fas 0] DULEAE FH i 2 B2 Jm A B/ R 4610 /v 4. show startup-configerror s i m] DAZE 5286 % 4% EJAT
B, JUImy DAfs HT st A & B ROR, ARG AR AR B BT B2k

FERLEEDLN , ASASAETH RN A dr ST SR, DIARIE R A A, RIS T-3hld
B, R R BN ET A B . AT IH R E AT & 0y, T B AE R A
Mo ETH3) 8.3 ML, 4 A3hGIE &1 (<old_version>_startup_cfg.sav). HAWITH AoGld 4
e A RATRESEWTBEL ) B A ar TR HITEAE R, TS0 (ASA THEHR™) Y “H5E TRCOR
HENATIERS” .

TIES R O AR I . B e IR 56 4 T

B, 12479.8 (2) MUATIASAGFELL Fr4:

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0
username testl password $shab5l12$1234Sabcdefghijklmnopgrstuvwxyz privilege 15

snmp-server user snmpuserl snmpgroupl v3 engineID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

MEFFLRN9.0 (4) I, RORAEIA BN 2L R R:

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0
ERROR: % Invalid input detected at '”~' marker.

username testl password $shab512$1234Sabcdefghijklmnopgrstuvwxyz pbkdf2 privilege 15
ERROR: % Invalid input detected at '”~' marker.

snmp-server user snmpuserl snmpgroupl v3 engineID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

~

ERROR: % Invalid input detected at '”~' marker.

FEARBIH, FERRA9.S (2) Wi T Xfaccess-list extended iy & Hisctp ) SZFF, FERAN9.6 (1) HHEN
T Xfusernamefiy 2 FHpbkdf2 () 2, FFAEsnmp-server userfir 2 H % FFenginelDSELE9.5 (3) FRAHITS
T

B &#nRE
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| memmE
F&4% Firepower 1000. Cisco Secure Firewall 1200/3100/4200 .

P%<% Firepower 1000. Cisco Secure Firewall 1200/3100/4200

K ASA WRASBEE N THIRCA, K& Oy ie BRSO R s E, AR5 BRI, WTLARRZ ASA Bift
JRAS o

FHia Z |l

VERE PP it EEAETH R e ASAREAT 6 A BC L, DAE AT AR R IHBC . A AR IHBC S, W] e A
FER R FT I REBCE SN REAHER I A o MBI ARAFRRAI S R AR AR iy 2

IR TS, SRR BRI 1 ASATHE 4R m P (R TR 7 A8 H ASAJR AT iAo
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.htmI{E X Fi &
BUT, HRE IHASARCATI AN FT A . BEHIR: WEANZEFTINEASA.

PR 2 {EASA CLIY, K&MASARCE ZHIZEANNCE . T b, WEE RS ERATIP IR, It
A BRI S B & ] et

copy old_config_url startup-config
W5 AN RS AT RC B AR R E S B . i 2K st B 4 id & . write memory

i

ciscoasa# copy disk0:/9.13.1 cfg.sav startup-config

FIR3 FEHINE ASA.
ASA CLI
reload
ASDM

e k%% Tool > System Reload.

f&2K Firepower 4100/9300

T n] DL ¥ & OB A R BN, ¥ ASA RRCAVE N IHIRAS, SR )5 R INBOR L ASA Kk
PERRCAS o

FHiaZ |l

o BRI EAETHR L HA ASA AT %P BCE, DMERT LAWK IFBCE . WORARE IR B E, AT
REAFAER 7B D e B O BE AR IR i o INABIHERAE RIS, BB AT AT B i 2.

| wuikE ]
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HHHRE |
B rzs0sa300

o IR IHASARRAS 5 Y ATFXOSIRA A2 . 50, TEEWE IHASARLE 2 i e FXOSKAZ . Wi
IRBE S IFXOSHE 5 M HTASAIRAR IS (FEBFR 2R o IR TCVESEIME RN, BATTEIUEA

7/

BIHAT I
puk ;S
LI 7EASA CLIH, W& ASARCE STHIRH AL E . AT s B s e, e /A& L AT
DR IHOD BRI B 4 A .t .
copy old_config_url startup-config
S AL S TR E RAF R R L & . e K B S 2% iC & . write memory
NGB
ciscoasa# copy disk0:/9.8.4 cfg.sav startup-config
W2 EFXOSH, ] MUARE HL B FXOS CLI, %My, Wl B s i B M ASA TR/ (1 7
RREFAAH IHASABKAF AR . FEIXFMEDL R, i H8E IHASARAS AN & T h A o
1B 3 W BRI FXOS, 5 HURE FE2S siFXOS CLI¥ IH IFXOSHAT FA B B Ay 4w A, Ad
MUSTHE, MR RS B I AS AT AR B TP I TR
B%<% ISA 3000

BN AESEAE T ASA 5500-X and ISA 3000 %45 5¢ s LA T Zhfig i et Jy X
RG] S WS E (clear configure boot).
« K51 FIE R E N IHIME (boot system).
o (ATIE) BB B0E % 4H (activation-key).

* BB THCE PRAF 21 A 3 (write memory). BEEEE 2K BOOT B4R R N IHWUS, ik, 4
TSEP AT, 2 g e A

o B I B £ S 13 R 3 & (copyold_config_urlstartup-config).
 IEAEHEHTNZ (reload).

FHI6 Z Al
 WEREFP R EAETH R AN ASA AT &ML E, MR DI IH AL

B &#nRE
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ASA CLI: B E IHIE &

downgrade [/noconfirm] old_image url old_config_url [activation-key old_key]

i

ciscoasa (config)# downgrade /noconfirm disk0:/asa821-k8.bin disk0:/8 2 1 0 startup cfg.sav

Inoconfirm &I FAEANATHOR IO FHATRE S . image url J& IHBUELE disk0. diskl. tftp. fip
5 smb L. old_config_url & 2| ORI TUT B RCE MR 12, WHRTEWE 28 8.3 WA Z R
WS AR, WA N H R0 55 5

=Y
& N7 PRI ST

T LA NAF R BSOS R 2 A KSR S -

o
i

TR AR NS

dir [diskn:]
diskO: J& N A fitigs . LA IRBN AR5 KR IMNBA7ft, 140 USB k4% SSD % SD .
w5l

hostname# dir

Directory of diskO:/

500 -rw- 4958208 22:56:20 Nov 29 2004 cdisk.bin
2513 -rw- 4634 19:32:48 Sep 17 2004 first-backup
2788 -rw- 21601 20:51:46 Nov 23 2004 Dbackup.cfg
2927 -rw- 8670632 20:42:48 Dec 08 2004 asdmfile.bin

TR 2 AAAT RN E S AR

show fileinformation [path:/]filename

T

| wuikE ]
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B viassmsss

hostname# show file information cdisk.bin
diskO:/cdisk.bin:

type is image (XXX) []
file size is 4976640 bytes version 7.0(1)

PRSI SCAT AU A7 881
ERINBR A2 BN A7 IR H 5% (disk0:/).

MR 72 o i B 3245

ST UM PR R R A P 21 S

AR S A
delete diskn: filename
diskO: J& N A fitigs . LA IRBN A5 KN INBAF i, 140 USB R3h4%. SSD % SD .

ERAEOLR, WRORTR AR, R AR AR H o rp MR SCAE . BRSO, T DM FERC AT . &
GRS EMBR I SCAT ISR 40, SRR S 2R DA 5 o

BRINFEXHRS

TEERRINAE S R GE, AT LU 2D 3%

TR M Ui ISA 3000 5  & HAUEHTIE R 2] ASA I G i 1 .

FIB2 KM ASA, ARG EFT A

PR3 BRI ET, ARG REIEAN ROMMON BN, 1544 Escape .

T4 A erase i, RSB SITA SISO RS, ARG RS0
rommon #1> erase [diskO: | diskn: | ush:]

diskO: & A A7 fifi s o SLARDKED 85 9 5 AN ERA- At o BOB K 2L 541 usb: /24 M USB B8l 2%«

B &#nRE
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| memmE
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i & i 1]
ASA T LUME I FTP %/ 2B 1% imak TFTP 25 ) i . SR n] LUK ASA B 'E k204 = Hi Ak
2528, DUE A DAZETHAML AT 22 4 =% i

L& FTP & PimiE
ASA " FTP 7E FTP M %575 AL BT 2GS sl & SO fF . 7E9ish FTP b, 28 7 g [|] I )

ENPEHNERABIER . IR o (BB Bl g iy 3 1 F Wk s 2 42 1) i 11
AT W o

K FTP B 3 B 480
ftp mode passive

T

ciscoasa(config) # ftp mode passive

L E ASA 22 & HIR% ==
1 ASA #HE SCP % i, AT LAEH copy iy &KL E SCP ¥ .
SCP [P RE 43 BT BT A FH (P 35 mth o BRSO R, ASA Syt i LA oA —Fh &
3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctro 1L IR 1 55 —Fh 4
% (3des-cbe), WIPERE IS T 128-cbe 55 M AL . B il %5, ml i H] ssh cipher
encryption 4 ; {441, ssh cipher encryption custom aes128-cbc
FriE Z |l

© ASA VFr[F 20 HAT 38 N3 (3DES/AES) ¥ rliE, A fE#F SSH V2 &%,

s BRAESAE, ST 2R, T REPAT A T S ATE Y . BEMEIE SOE B R
GPATA, 1IN changeto system 174 . WIHRIE WA RGRCE R, 1EE G B
T H W& TP il R i) System.

* X T SCP egs#%, W4 fidE SSH Ui il 7E ASA I3 H SSH.

T (TIE) ASA N5 ZIEHMTEA SCP Mk d5 s 76t SSH BALE Y. WERFE, LT3 B .

| wuikE ]
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B s=sasazessmss

$IR2

ssh pubkey-chain [no]server ip_address {key-string key string exit| key-hash {md5 | sha256}
fingerprint}

i

ciscoasa(config) # ssh pubkey-chain
ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9
ciscoasa (config-ssh-pubkey-server)# key-string
Enter the base 64 encoded RSA public key.
End with the word "exit" on a line by itself
ciscoasa (config-ssh-pubkey-server-string)# cl:b1:30:29:d7:08:de:6c:97:77:10:d7:46:41:63:87
ciscoasa (config-ssh-pubkey-server-string) # exit
ciscoasa (config-ssh-pubkey-server)# show running-config ssh pubkey-chain
ssh pubkey-chain

server 10.7.8.9

key-hash sha256 £1:22:49:47:b6:76:74:02:db:26:£fb:13:65:d8:99:19:

e7:9e:24:46:59:be:13:7£:25:27:70:9b:0e:d2:86:12

TR RS, ATLARE SSH WL key-string (A9]) = key-hash (HBIMED .

key_string &3z ity X 25 R R H] Base64 2t () RSA A 4H. 0 LLAFT IFY SSH %% )/ uify CHI
.ssh/id_rsa.pub CF) SRIGAPE . EEIEAKH Base6d gl I AL JG, RS SHA-256 %}
AT S AL 3

key-hash{md5 | sha256}fingerprint 1 H T4 A\ 4 B8 AR )% 40 (fH] MDS 2k SHA-256 %
B 5 #ilan, %N show i 4 A

(Ari)  JA F A H] SSH ENLE IR & X T 245 5l (e B Rh A bt 4.
[no] ssh stricthostkeycheck

TP

ciscoasa# ssh stricthostkeycheck

ciscoasa# copy x scp://cisco@10.86.95.9/x

The authenticity of host '10.86.95.9 (10.86.95.9)' can't be established.
RSA key fingerprint is dc:2e:b3:ed:el:b7:21:eb:24:e9:37:81l:cf:bb:c3:2a.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.86.95.9' (RSA) to the list of known hosts.
Source filename [x]?

Address or name of remote host [10.86.95.9]7?

Destination username [cisco]?

Destination password []? ciscol23

Destination filename [x]?

BOATHOLT, ARG HILIED . 28 JHUEE Iy, R ASA H RRAHE BN, RESin
PR BHE A D] A IR, WORVARTARAAE LAV, ASA & a2 LY.

w51
LR 7R 0 10.86.94.170 _E [P ARSS #38 IN£8 i SO0 AL 2 1) SE B L35 EH «

B &#nRE
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ciscoasa(config) # ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.86.94.170

ciscoasa (config-ssh-pubkey-server)# key-hash sha256 65:d9:9d:fe:la:bc:6l:aa:
64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:£ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

PUR 748024 10.7.8.9 AR 45 2305 0 ML 745 B 254

ciscoasa(config)# ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9

ciscoasa (config-ssh-pubkey-server)# key-string

Enter the base 64 encoded RSA public key.

End with the word "exit" on a line by itself

ciscoasa (config-ssh-pubkey-server-string)# cl1:b1:30:29:d7:b8:de:6c:97:77:10:d7:
46:41:63:87

ciscoasa (config-ssh-pubkey-server-string) # exit

AL & ASA TFTP = Pimigiz

?El:
i

TETP J&— PP ia] Bl 2 7 i/ IR 55 o SO R B, RFC 783 A1 RFC 1350 28 2 &7 W Hagk47 7 5
M. ] LUK ASA it'E A TFTP %)% i, LAME'E vl LY TFTP IR 4588 2 370U m) e . 4 I
KRR, AT DA SO R AR R B £ & ASA.

Fe AT BT IR T LA e S TFTP 4545 198542, AT JG 7 £E 4 W1 copy 1 configure net 25 i 4 4 A

ZRAE.

Tiisg XHT- configure net il copy it 4 i TFTP IR 4548 Huhb R SCE 4 .

tftp-server interface_name server_ip filename

i

ciscoasa(config)# tftp-server inside 10.1.4.7 files/configl.cfg
ciscoasa(config)# copy tftp: test.cfg

Address or name of remote host [10.1.4.7]7
Source filename [files/configl.cfg]?config2.cfg
Destination filename [test.cfg]?

Accessing tftp://10.1.4.7/files/config2.cfg;int=outside...

BN A, VBRSO pln, M4 copy diy A, T AR e U TRTP A% ds bl
RS IRAE AT L PR AT A i AR S 44

X T copy 4, A titp: DUMEH titp-server {EIMAE tftp://url,

RS .-_
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R3S #1120 ASA

ARG SN % . ASDM 84 Bl s SotE,  BiE BT HoAb T 3 TFTP. FTP. SMB.
HTTP. HTTPS. SCP R55a3 i ML EL IR BN 28 N4 3 3 ali o B I A ) S

A
 diskO: JE NSt ge . LA IRBh 284 5 KR AN A- %, 1l USB BRah#%. SSD ¥ SD .
* ffifR USB I sh#s k% U4k EXT2/3/4 5 VFAT/FAT32,
o BEARRELEINAETT IO — B 3% F G HEAS B B R RNG R SO Bildn, a0 322388
XA Config.efg N AR A config.cfg SCAFMINLE, WISKEILL MR R

$Error opening disk0:/Config.cfg (File exists)

FrIAZ |l
« W2 R, AL T RGAT ]
* ZLJH] ASA copy fir %55 SCP JIR55 % SIS s SCP kg5 #s SIS, i ZHAT LA R #4E -
© ({UPR CiscoSSH Hib) i ssh ir&7E ASA 24 SCP ks &% 7 M/ LS H SSH il
* fi | crypto key generate iy & A X (SUEH T3 ASA)

R LR IS5 288 2 — SISt
* M\ TFTP g5 HEAT S
copy [/noconfirm] [interface_name] tftp://server[/path]/src_filename diskn:/[path/]dest_filename

ZNE

ciscoasa# copy tftp://10.1.1.67/files/contextl.cfg disk0:/contextl.cfg
Address or name of remote host [10.1.1.67]7
Source filename [files/contextl.cfg]?

Destination filename [contextl.cfg]?

Cryptochecksum: db8bal96 9adl89a8 7£f5f501f lbec469b
rrrrrrrrr

11143 bytes copied in 5.710 secs (2228 bytes/sec)

* )\ FTP R4 28 AT &M«

copy [/noconfirm] [interface_name] ftp://[user[: password]@]server[/path]/src_filename
diskn:/[path/]dest_filename

B &#nRE
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ZNE

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/contextl.cfg
diskO:/contexts/contextl.cfg

Address or name of remote host [10.1.1.67]7?

Source username [jcrichton]?

Source password [aeryn]?

Source filename [files/contextl.cfg]?

Destination filename [contexts/contextl.cfg]?

Cryptochecksum: db8bal9%6 9adl89%a8 7f£5£501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M HTTP(S) B4 #3475 1«

copy [/noconfirm] [interface_name] http[s]://[user[: password]@]server[:port][/path]/src_filename
diskn:/[path/]dest_filename

ZNE

ciscoasa# copy https://asun:john@10.1.1.67/files/moya.cfg disk0:/contexts/moya.cfg
Address or name of remote host [10.1.1.67]17?

Source username [asun]?

Source password [john]?

Source filename [files/moya.cfg]?

Destination filename [contexts/moya.cfg]?

Cryptochecksum: db8balf96 9adl89a8 7f5f501f 1lbec469b
R EEEEEE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M SMB JI 55 #53E4T = 1l -

copy [/noconfirm] [interface_name] smb://[user[: password]@]server[/path]/src_filename
diskn:/[path/]dest_filename

2R

ciscoasa# copy /noconfirm smb://chiana:dargo@10.1.1.67/test.xml diskO:/test.xml

Cryptochecksum: db8balf96 9adl89a8 7f5f501f lbec469b
rrrrrrrrr

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M SCP ik 55 a4 T 5 1l -
sint=interface LIS SEIL B th AT 4K, IR LT IR E 4% LRV ) SCP kg5 2%

| wuikE ]
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copy [/noconfirm] [interface_name]
scp://[user[: password]@]server[/path]/src_filename[;int=interface_name] diskn:/[path/]dest_filename

ZNE

ciscoasa# copy scp://pilot@10.86.94.170/test.cfg disk0:/test.cfqg
Address or name of remote host [10.86.94.170]7?

Source username [pilot]?

Destination filename [test.cfg]?

The authenticity of host '10.86.94.170 (10.86.94.170)"' can't be established.

RSA key fingerprint is
<65:d9:9d:fe:la:bc:6l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2:85:2e:19> (SHA256) .
Are you sure you want to continue connecting (yes/no)? yes

Please use the following commands to add the hash key to the configuration:
ssh pubkey-chain
server 10.86.94.170
key-hash sha256
65:d9:9d:fe:la:bc:61l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

Password: <type in password>
ERERE

6006 bytes copied in 8.160 secs (750 bytes/sec)

M USB 8l F Ak F 4K 5y i 52 16
copy [/noconfirm] diskn:/[path]/src_filename diskn:/[path/]dest_filename
ZNUE

ciscoasa# copy /noconfirm diskl:/test.xml diskO:/test.xml

Cryptochecksum: db8bal96 9adl89a8 7f5f501f lbec469b
EEEEEEREEE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

B EHIB B ESIE (TR E

180 LUK SCAR U/ I TFTP. FTP. SMB. HTTP(S) 8% SCP /IR 45 %8 5l MINAE N4 SIS 1T B 5 s 5
[

FiaZ |l

KRCE S RIRAEATIEN, SAIFRIWARE. SIS E A B ar SO EsTRcE b .
U SR AC B AR A WTAkEEﬁﬁﬂ Un SR A ph R B S SIS AT, WS IF Mk T
. MRER KRR, WA IS SR

B &#nRE
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(AIEE) #R77E ASA 5 IRSFUATIAZ AL I o WA H T, ASAKG &5 (U LK th R s
URBATULHRS, 2 A A e R

EERE SO R A S E B TR, T RN N Bk SS A, SIALL Mz

M TFTP 55 as b4 7 &2 i
copy [/noconfirm] [interface_name] tftp://server[/path]/src_filename {startup-config | running-config}

R

ciscoasa# copy tftp://10.1.1.67/files/old-running.cfg running-config

M FTP fR45 28 AT &) :

copy [/noconfirm] [interface_name] ftp://[user[: password])@]server[/path]/src_filename {startup-config
| running-config}

ZNE

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/old-startup.cfg startup-config

M HTTP(S) Mk 5575347 = 6

copy [/noconfirm] [interface_name] http[s]://[user[: password]@]server|[: port][/path]/src_filename
{startup-config | running-config}

iR

ciscoasa# copy https://asun:john@10.1.1.67/files/new-running.cfg running-config

M SMB IR 45 25347 & il :

copy [/noconfirm] [interface_name] smb://[user[:password]@]server[/path]/src_filename
{startup-config | running-config}

ZNE

ciscoasa# copy /noconfirm smb://chiana:dargo@l0.1.1.67/new-running.cfg running-config

M SCP Jik 55 a4 T 5 1l -

copy [/noconfirm] [interface_name]
scp://{user[: password] @]server[/path]/src_filename[;int=interface_name] {startup-config |
running-config}

ZNE

RS .-_
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ciscoasa# copy scp://pilot:moya@l0.86.94.170/new-startup.cfg startup-config

;Int=interfaceinterface £ 2> el i b A i) I UG 24l FH TR 2 14 1 2138 SCP %5 45

A5l
B, ZE TFTP RS54 HHINCE, WALl N 4

ciscoasa# copy tftp://209.165.200.226/configs/startup.cfg startup-config

LN FTP IR 55 a5 L HIBCE, THMA LT dr4

ciscoasa# copy ftp://admin:letmein@209.165.200.227/configs/startup.cfg startup-config

TIN HTTP &5 as AL S, EMALL N4

ciscoasa# copy http://209.165.200.228/configs/startup.cfg startup-config

ixE ASA BR{% . ASDM 13 zhEc &

WERSEATZ A ASA 5L ASDM A5, WINAHRE ZF BB R . WERANBEE R, WA BRI G 30
WAg, JF HAZMGR AT REA R H R OG0 TR ShRCE, 45 m] UGS vl WSO R G b e X
s TIASE B8 H % o
TS LU BRAEN .

* Firepower 4100/9300 HL4H - ASA F+-4 i FXOS &8 ; AL ASA BAERZE T T4 ASA,

BEANESS ASA MGl b FR . & n] LLE A2 ASA F FXOS, JF B e H 44 FXOS
HxFEKF . ASA AIHZ4 A ASDM.

o %A N ) Firepower 1000, Cisco Secure Firewall 1200/3100/4200 - ASA. ASDM 1 FXOS ik
BERARGE— A A FIL . ASA I PR T & BB T BT . BARIXELT- S ] ASA 3k
PUNES SRS, HIEMPLH 5155 ASA AEl. AREQE R, ESH TP mES Ui .

* B[] ASDM - ASDM 1] LI ASA BAE RGN TH, RIS TG 75 R AE AR SR ) ASDM Wef%: .
%§ T Firepower 4100/9300, Fz_LAL[) ASDM WG A HELAE FXOS MG 513 £ i )\
ASA &1 ASDM W%,

B &#nRE



| %tfms
i® asamfg. AsomanEEE [

A

ER T ASA RIS, YR ASDM WLGK 5 e ASA L LLRTH) ASDM
IR G, eI R MIEM 4R (asdm.bin). {HiE, WRAET5hik
P T BARR A ASDM W% (flt1, asdm-782.bin) , AB-A RIAEHRZR
Tz 5, TGRS ZIAE . T R RIS IS AT IR A AR AR )
ASDM, &N ZAETHIARIP A 2 AT 6T+ ASDM, B NZAETH ASA
PGB, |, Bk ASA FHTHC E A FHIRZE ) ASDM W% (asdm.bin).

* ASA Virtual - ASA virtual €0 IR G5B9 ASA BUERAE KIS boot:/ 23 X 1. T+ ASA virtual
i, AT CAZE AR PR e AN RS . R, WS RE 55 BRI E (clear configureall), U ASA
virtual K5 5 A 0 S5 U T B S . WIUATR B ASA virtual A48 A5 & AE N A7 CE (1) ASDM it
. eI LA 2% ASDM BRAZ

* diskO: J& N A fifi g o JLARBKED &5 G 5 RSN AEA 140 USB UKEh4% . SSD ¢ SD .

THZ I LT BOA A

o ASA W%
* WAL N ) Firepower 1000,Cisco Secure Firewall 1200/3100/4200 - J& 356 & 47§ 3 i
%o

* ISA 3000 - 3 5l ASA 7E P F8 I AT Hh 3 B 28 — AN N FH A%
* ASA Virtual - & B AE 1 VRGBS EE ) I boot:/ 43 X Hp LA
* Firepower 4100/9300 HLAH— FXOS RZiMiE 251311 ASA WG . AREAE A i Rk v
ASA W%,
* JTfi ASA L) ASDM W5 - J3 3l ASA 7ENESINAEh 4RI 15—~ ASDM W, s, kit
PLEANAEWAG, WIZESMRINAE T A 4K
c JBEIECE - BRATEOLT, ASA MBS NN B sl B AT 51 S

HIB1 BE ASA SIS B
boot system url

TP

ciscoasa(config) # boot system disk0:/images/asa921.bin

URL 7] L2
* disk n:/[path/]filename

| wuikE ]
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* tftp://[user[: password]@]server[: port]/[path/]filename
IFARPAT 85 #RSCRF TETP 1A

1’ &% T BY Firepower 1000Cisco Secure Firewall 1200/3100/4200: #5 H fiE#i A\ —> boot system iy
Ao WURFETFFWAS, WA no boot system LU ¥ & (1) E— N medf . 5, B
P& P ANAEA boot system iy 4; B, WS M ROMMON 2235 TR, FFik s, sl Fohiips
T %4 . It boot system iy & S AR BN N PATHRAE: REWUEIFMF AR, TR HIR5] 5
fr'E (FXOS #HL disk0 _ERNTRAZED o FOBTINEL ASA I, ARG INEOHT EIE . W RAETE N
TSR EE, ALV noboot system fir & WG [ AL EMIER BTG, IXAE TG 4R SE AT .
e fE, IR AT LN ASA AE T INBR IR AR WAR SCAE, ASA KNG AL E IEM ST HAE,
PATEE VR AT H IR A AT AR L% B AR A, R4 boot system i 2 30E H T I IR . 15 HAth
BRUANR], L P S AN 5w S, JF HSi BB . s i 5 s BB
WA LAE TR INAINZAT . WERAE AL 2 G AR IRAFBCE,  WIAE R A, IH Ay R A T
MIRCE T, BRI 25 8. 1545 B IRFRCE, DMERCERFEFD . BB M ERE 20 pi A1
JRAE SO A I IR . W RSO 4, AN R8IE T LI 28 g 9 48 BgOok BB A
B BB AEXAESL T, RGN AL I ER 4k

ASA virtual #1 1SA 3000: # A LU A5 % DU/ boot system 445 H,  DLSE & BLZE A 51 1
ANFIWAE ;s ASA K| PR IR B — AN WUE . %I\ boot system iy &I, %A &S AESIRT
JEEARIN—N 4 H o 200 a 84 H B R, AU clear configure boot system iy 45 T £ 4%
H, SRJE4ATHIT SR AN X L4 H . HAERLE — boot system tftp 4, I HiZy & %202 il
FCRIN S Mo

R ASA BFAAAWTESIERR R, WA LUK ASA FEH S5 E ROMMON 5 F. f % ROMMON
BRSBTS A RN .

T

asa(config)# boot system diskO:/cisco-asa-fp2k.9.13.2.SPA

The system is currently installed with security software package 9.13.1, which has:
- The platform version: 2.7.1
- The CSP (asa) version: 9.13.1

Preparing new image for install...
rrrrrrrrrrrnd

Image download complete (Successful unpack the image) .
Installation of version 9.13.2 will do the following:

- upgrade to the new platform version 2.7.2

- upgrade to the CSP ASA version 9.13.2
After the installation is complete, reload to apply the new image.
Finalizing image install process...

Install status: ready...........
Install status: validating-images.....

Install status: update-software-pack-completed
asa (config) #

WEE A1) ASDM B
asdm image diskn:/[path/]filename

Tl

B &#nRE


asa-922-general-config_chapter46.pdf#nameddest=unique_1531

| memmE

snmnerasexs [

ciscoasa(config)# asdm image diskO:/images/asdm721.bin

MRS E LR ANIWAER, IG5 TN WUR, ASA B2 /Eis ATl E P idi A asdmimage fir 4 .
h TR BB CNERCED KA, DLACRE S AR RS B IN A R AR, R S B
fRE A 51 ASDM %

(ATIE) KRB MCE B A — A CESCE, AN BRI B s

boot config diskn:/[path/]filename

AP ANE £ Boel H S RS B, SR AR R 2L, A R ORA7 R G B 2 B R
TR 55 A P L iy 4 R IE L DR AT 1B A

SHR G N, nvram:/startup-config (& L&A F &2

IR

ciscoasa (config)# boot config disk0:/configs/startupl.cfg

FH R E BB S H th 3

FATHE WA e B A A AR G SO EAT S S5 0 AT I R b

MITEMAREFH LR

LU P A U )b i B AN & 0 22 tar.gz SUATIPRAZSCA AR B A M TS0

FHAF R EIRE Z 7l

AR R BN & B R 2T, S ARy B R A BN 2R /D AT 300 MB ()R] AR S ]

o WARSEAE A WA B2 S AT AT B S O, WXL SO A S WSS b . WIRAEEA T4
T Ja O, R PATIRE A, W o UG B S . DRI, ASA HIAT AT e AN
[l

« KRR Bk .

o HUBERHIC B SR 0 S5 BT IR 3 6 I AH [F) 1K) ASA AR . TEA R T IC B — 1 ASA
JRAST R 2 5 — A . AR T ST BILE, ASA S{EINECE ASA OS I A 3 TH 5T B )3 3)
TN

o WRATFHARRE, W R Re A BUK R IR E . BT E R B IR . D620k B G BA SU Bl
ARE 23 o

o WRAL AR RS, WA 20 ] e 4% A0 45 T e B A B R M B2 46

RS .ilﬂll
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o WRBSEN AT ASA VCE RS, DN S A R R R A T R Y B A R . R
TEAFNTE ASA L5, TESRCE T8, LT ARLEARE: & O Z A n fo] BB 25 0 .

s IR PKCS12 ¥ (i crypto catrustpoint #iy4) 3 HAG AT S48 RSA #5480, W&k &
NI EHS TS EAT SR 2 FR . e FUeBRSl, W EWK S ASDM BB 5 5 AT A L %
BHHR oA A4 R, DS SO ER S R G E A ], (RIS TR B S A S 2R . X
M, WA B RIS AT A AR AR, WIERK S R GRS . BRI ) 8, 1A
WHFAT 25 B SE B A — 44 9K

* JVEAEA] CLI BEAT #5403 XA ASDM BEATIR S, R Z ISR
o BEN A SCAFRL T DUR 25
< IBATRCE
* AN E
* T 2 amUg
SR A B LR R
SR A BRI AL
Secure Client (SVC) WG FITC & S+
Secure Client (SVC) [ 5 SR #
© BOHIET CRARGEE BB IE 151 RSA BP0 B 291840
* VPN Tt =54
* SSL VPN [it &
I HIME &S A 2 XHEZE (APCF)
i LE
* HiE X
* 85 V) H Hs (DAP)
* Jif
o EEHRICE SCAF I TIOR8 A
B H B
. Heak
* Web %
AR

B &#nRE
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backup [/noconfirm] [context ctx-name] [inter face name] [passphrase value] [location path]

Tl

ciscoasa# backup location disk0:/sample-backup]
Backup location [disk0:/sample-backup]?

WRATRE interface name, ASA B A EHEICE P, WREHILE, WaSEERIRKHE.

FERGIAT P I 25 BT, FiA context JGHE 7 A& f 2 TS 5t M SR &
s WHLEL, RSO A backup @74

FE VPN AE P AL 3 P10 %% 0 W1 10), - 75 22 iy passphr ase <8 7 Fr VAR 2 P14 AT RHIE 5 HEAT 2 65 o
AR L] T A A A PKCS12 K UM S A o 25 fr (A5 G0 BIUEAS (1) RSA SRS, A
BAEAEAT LA AS

#%A location W] DL ASHE 3 BRC R URL . UUARANGRAEA B, WAl H] LU N ERIA &2 75
» JLi5( - disk0:hostname.backup.timestamp.tar.gz

* 25\ - disk0:hostname.context-ctx-name.backup.timestamp.tar.gz

SRR AT
IR

ciscoasa# backup location disk0:/sample-backup
Backup location [disk0:/sample-backup]?

Begin backup--*

Backing up [ASA version] ** Done!
Backing up [Running Config] -+ Done!
Backing up [Startup Config] *** Done!

Enter a passphrase to encrypt identity certificates. The default is cisco.
You will be required to enter the same passphrase while doing a restore: cisco

Backing up [Identity Certificates] +* Done!

IMPORTANT: This device uses master passphrase encryption. If this backup file
is used to restore to a device with a different master passphrase,
you will need to provide the current master passphrase during restore.

Backing up [VPN Pre-shared keys] -** Done!

Backing up [SSL VPN Configurations: Application Profile Custom Framework] - Done!
Backing up [SSL VPN Configurations: Bookmarks]- Done!

Backing up [SSL VPN Configurations: Customization] -‘:* Done!

wuikE ]
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Backing up [SSL VPN Configurations: Dynamic Access Policy] - Done!
Backing up [SSL VPN Configurations: Plug-in] - Done!
Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] - Done!
Backing up [SSL VPN Configurations: Proxy auto-config] -* Done!
Backing up [SSL VPN Configurations: Translation table] - Done!
Backing up [SSL VPN Configurations: Web Content] +* Done!
Backing up [Anyconnect (SVC) client images and profiles] +* Done!
Backing up [Anyconnect (SVC) customizations and transforms] ‘- Done!
Backing up [Cisco Secure Desktop and Host Scan images] - Done!
Backing up [UC-IME tickets] ** Done!
Compressing the backup directory ... Done!
Copying Backup ... Done!
Cleaning up ... Done!
Backup finished!
lind N |V it b . RN )
AT LU SR e BEAE IS I A T AL AN zip %40 tar.gz SCEFPR S AL B RIS
AR SR R S
restore [/noconfirm] [context ctx-name] [passphrase value] [location path]
G LE
ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.gz]?
N N == V=1 J =N N S y ) =R N Y N \
24811 context SCHE TR Z AN SR, AU AL BRSO SO0 M B, AN S
FHHIN restore fir 4
e RN
il
ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$
restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.gz]?
Copying Backup file to local disk... Done!
Extracting the backup file ... Done!
Warning: The ASA version of the device is not the same as the backup version,
some configurations might not work after restore!
Do you want to continue? [confirm] y
Begin restore
IMPORTANT: This backup configuration uses master passphrase encryption.
Master passphrase is required to restore running configuration,
startup configuration and VPN pre-shared keys.
Backing up [VPN Pre-shared keys] ** Done!
Backing up [SSL VPN Configurations: Application Profile Custom Framework] -+ Done!
Backing up [SSL VPN Configurations: Bookmarks]: Done!

B &#nRE
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Backing up [SSL VPN Configurations: Customization] -+ Done!

Backing up [SSL VPN Configurations: Dynamic Access Policy] ** Done!
Backing up [SSL VPN Configurations: Plug-in] -** Done!

Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] -+ Done!
Backing up [SSL VPN Configurations: Proxy auto-config] -+ Done!
Backing up [SSL VPN Configurations: Translation table] ** Done!
Backing up [SSL VPN Configurations: Web Content] ** Done!

Backing up [Anyconnect (SVC) client images and profiles] -+ Done!
Backing up [Anyconnect (SVC) customizations and transforms] -* Done!
Backing up [Cisco Secure Desktop and Host Scan images] -** Done!
Backing up [UC-IME tickets] -+ Done!

Restoring [Running Configuration]

Following messages are as a result of applying the backup running-configuration to

this device, please note them for future reference.

ERROR: Interface description was set by failover and cannot be changed
ERROR: Unable to set this url, it has already been set

Remove the first instance before adding this one

INFO: No change to the stateful interface

Failed to update LU link information

.Range already exists.

WARNING: Advanced settings and commands should only be altered or used
under Cisco supervision.

ERROR: Failed to apply media termination address 198.0.1.228 to interface
the IP is already used as media-termination address on interface outside.
ERROR: Failed to apply media termination address 198.0.0.223 to interface
the IP is already used as media-termination address on interface inside.
WARNING: PAC settings will override http- and https-proxy configurations.
Do not overwrite configuration file if you want to preserve the old http-
and https-proxy configurations.

Cryptochecksum (changed): 98d23c2c ccb31ldc3 eb5lacf88 19f04e28
Done!
Restoring UC-IME ticket ... Done!
Enter the passphrase used while backup to encrypt identity certificates.
The default is cisco. If the passphrase is not correct, certificates will

No passphrase was provided for identity certificates.
Using the default value: cisco. If the passphrase is not correct,
certificates will not be restored.
Restoring Certificates
Enter the PKCS12 data in base64 representation....
ERROR: A keypair named Main already exists.
INFO: Import PKCS12 operation completed successfully
Done!
Cleaning up ... Done!
Restore finished!

B & B a3 & 0% E (ISA 3000)

7E I1SA 3000 -, RERALHARAFBCE 1T, #B o] LS write memor y K [ 51 £ 4y i 5 214 8 7 5

W ABIKE, RnT DR FA L TR SD A A8 e B e EORBC BB BE 45

A 1AL

outside,

inside,

not be restored.

BRIAH ) e E
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B E B 3119 (ISA 3000)
(E1SA 3000 L, AFUCHFI IR AL BN, 4507 U write memorys 450 4 i B S 5 0 .«

FiaZ /i
T EELE 1SA 3000 _EATTH .

FTE1 WESHESH:
backup-package backup [interface name] location {diskn: | url} [passphrase string]

* interface name - $55& % U7 1) %4 URL CIIAYRE T RKHMEGED o« WRARERZ DA,
ASA B AU BIER 113 WRUBATILHD, W& E Sl ihk.

* location {diskn: | url} - ¥5 5 T &40 £ 147G A . 180T LLFE 8 URL BAS A7 fif . diskO &
IWESINAE IR Zh 8% disk] & USB 1 A%k USB ic{ZkE; disk2 & USB 2 T 1% USB it 12 .
disk3 /& SD fffifi . WEER, A E B R B disk3.

* passphrase string - BCE A TR & s (3 /. 1R, AR E BN BCEAE ] “cisco”
YR R o

AW, Xk EiLS 5 F3) backup 4 — . ESH S0 RS, B 23 . HEE,
WIRAE 5 A 3024 0 Bk 2 Al F-3) backup iy %, W RS S RA7FHR € L FRIG& 00 30, LA HS)
FAIVK S AE ) “auto-backup-asa.tgz” HFK.

il
ciscoasa (config) # backup-package backup location disk3: passphrase cisco
P2 3 AT A AR

backup-package backup auto

fF writememory IS ORAFECE N, RGE2s A ZPREC E DR AF 28 0 7 B LA BB . #0031 44
FRA “auto-backup-asa.tgz” o EEEH] HEN&A, EEH AT A1) no B,

T

ciscoasa (config) # backup-package backup auto

B E B 3% & (ISA 3000)

F B AR ATAEBAT AT AL TR S0 PR R B B RGIRCE . fln, F s CORfr 40 i
LI SDAFRERABAP B, RIRITIT B . W& Rsha & SD I, LU & & f Zk = &

B &#nRE



| memmE
reE s (sA300) [

GRLE. (DCHRM S RAANFBER) “Fa8l” N, ASREIKE .. & m Bk EREIHE, %
Oy SCAF IR Sl BB 0 5 2 T e A UL AC . PRI, R B e ik e, B OB A s, )
RGP ASKE . ) WRIREAL R EIRE, WG BHAGNE (startup-config,
running-config. SSL VPN FUE A ; A K& M NARTEAIEE, WS &0 25, %23 10 « HiK
H/FRBAENN, RESIBATIRAFHIICE .

HAIVKEAEBRIN ) BCE TR, DI T U AR 3 RN 321 SD A7 fifh - b FA) 58 J 0 B R S B
BE#, MR T HRAT B IATA TG A

M TR T AR R B FE P R R U R A B E R A E, WILE 2K A ROMMON 225K
BT AL T Bah R, IR RO AL E . LI ROMMON 22 & :

* RESTORE_MODE = {auto |manual}
NIk B

* RESTORE_LOCATION = {disk0: | disk1: | disk2: | disk3:}
BRNEA disk3:s

+ RESTORE_PASSPHRASE = #4]
BRUE N cisco.

TEHENHNKE R E, e FREF.
Fi&Z wiI
o HINHETE ISA 3000 FASTT .
o WURAS BN KR BEE, WIFEE 22 SD f74ifK (GiE S SD-IE-1GB =) &

o DR B BRIARCE LA O/ 5 ) BB, i) configure factory default fiv%. B4
FEE IR KBS AT AL, DA, R A AL 1 b B K AR5, T SE4H] firewall transparent

AN
(TR

TE1 WEKE S
backup-package restorelocation {diskn: | url} [passphrase string]

* location diskn: - 5 & H T B E A IAEAE N . disk0 J& N EBINAEIKEN 2% diskl & USB 1 R
Tk USB iC 28 disk2 & USB2 AT iE USBidiZFE. disk3 /& SD ffif . BRIAE N disk3.

* passphrase string - ¥ & A T A B & i . BRIMES “cisco” »

BOATHOLT, XKW RS S T3 resore ip &M WS &0 KR8, 423 Ui,

Tl
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N
X5

ciscoasa(config) # backup-package restore location diskl: passphrase S$Supe3rnatural

JA B s ZE T A S B TR
[no] backup-package restore auto
PRE I SCEI AR A “auto-backup-asa.tgz” .

T

ciscoasa(config)# no backup-package restore auto

FMEENEER SRR FEE

FERRG AU, BORAEZ W SN IARSRCE S, W LUK R 3l B s A 7 il B = 2 b ik 55
A BA A AT o
FiaZ |l

CRAIE) 57 ASA 5 RS ERHATIAE AT I D . WA EH T, ASAKS AR (U Bt th 4
WERBA VLA, W= oA e th R

fEHILT RS54 R — R i P
* 5% TFTP 55 2%:
copy [/noconfirm] [interface_name] {startup-config | running-config} tftp://server[/path]/dst_filename

ZNE

ciscoasa# copy running-config tftp://10.1.1.67/files/new-running.cfg

S E] FTP JR4S-5e.

copy [/noconfirm] [interface_name] {startup-config | running-config}
ftp://user[: password]@]server[/path]/dst_filename

R

ciscoasa# copy startup-config ftp://jcrichton:aeryn@l0.1.1.67/files/new-startup.cfqg

o S i3] SMB R4-5%:

B &#nRE
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copy [/noconfirm] [interface_name] {startup-config | running-config}
smb://[user[: password]@]server[/path]/dst_filename

ZNE

ciscoasa# copy /noconfirm running-config smb://chiana:dargo@l0.1.1.67/new-running.cfg

S H15] SCP RS 2%

copy [/noconfirm] [interface_name] {startup-config | running-config}
scp://[user[: password]@]server[/path]/dst_filename[;int=interface_name]

R

ciscoasa# copy startup-config
scp://pilot:moya@10.86.94.170/new-startup.cfg

;Int=interfaceinterface £ I 2> el i b A i) I UG £l FH TR 2 42 10 2138 SCP %5 45

ST 1) A i PR A7«
copy [/noconfirm] {startup-config | running-config} {diskO|disk1}:/[path/]dst_filename

i«

ciscoasa# copy /noconfirm running-config diskO:/new-running.cfg

TR H RS H A . WERAAAE, G mkdir &G 1% H 5%

FHRNFFREREESHM X H
MO RAHF A I A DL i 2K ST BB Ao 0 SR T S

FFi6 Z A

CAIEE) 55 ASA 5 IR EHEATIAS A I BB O o W RANR S B, ASA MG A (U B P 32
WIERBAT LR, 2> B K e h 2R

EI-
i

LA RS 28 2R 2 — % 3 1 G -
* MINAE 2] TFTP k55 25 -
copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filenametftp://server[/path]/dst_filename

ZNVE
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ciscoasa# copy diskO:/asa-os.bin tftp://10.1.1.67/files/asa-os.bin

MINAE IR FTP R 55 45%

copy [/noconfirm] [interface_name] {diskO|disk1}:/[path/]src_filename
ftp://user[: password]@]server[/path]/dst_filename

ZNE

ciscoasa# copy diskO:/asa-os.bin ftp://jcrichton:aeryn@l0.1.1.67/files/asa-os.bin

MINAEE 13 SMB ARk Ss 2%

copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
smb://[user[: password]@]server[/path]/dst_filename

R

ciscoasa# copy /noconfirm copy disk0O:/asdm.bin
smb://chiana:dargo@10.1.1.67/asdm.bin

MRS 2] SCP ik 55 4+

copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
scp://[user[: password]@]server[/path]/dst_filename[;int=interface_name]

ZNVE

ciscoasa# copy diskO:/contextl.cfg
scp://pilot:moya@10.86.94.170/contextl.cfg

;Int=interfaceinterface M1 & %8 % i & A JF 5 £ H ¥8 e 4L 10 21X SCP IR452% .

PNAEES R H SRS AR
copy [/noconfirm] {disk0|disk1}:/[path/]src_filename {diskO|disk1}:/[path/]dst_filename

IR

ciscoasa# copy /noconfirm diskl:/filel.cfg disk0O:/filel.cfgnew-running.cfg

TR F bR H SRAFAE . RAEAE, TESEAH] mkdir Q1% H %

EERTEMNEREER

FEZ MR, T DU 55t P AT LR #6444«

B &#nRE
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SRR RIS ICE A B O A SR 15 S C B 55 4% -

ciscoasa/contexta# copy running-config startup-config

PR 2 RIS ATRCE AR O B RS TFTP Ik 554%:

ciscoasa/contexta# copy running-config tftp:/server[/path]/filename

BREHBEE

T KRS B 2

mor e system:running-config

SR 2 TR BN IR, SRR IR I 2 SOASTA

{$ F§ Export 1 Import %5 < &4 B i 324

X5 [ P 2 4 DG I (R AR SR m] A5 DA R ST A

* &AL import webvpn @y B A MRS HHT, IXEESCFAET HE . URL B3R B4
SEAFRITE 5 A ST

* DAP 3l (dap.xml).
- CSD it # (data.xml).
« B EARNET .
o At CA JH ) HE PERIIE IR A S
Wik CLI AJ LU export A1 import 14843 F1 VK 52 L & (1% DIt .
BE AR A, H A48 import webvpn fir A BUE B SR SCHE, AT BL R A,

RS .“
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SIB1 BATiEHM show w4, W FFTR:

ciscoasa # show import webvpn plug-in
ica

rdp

ssh, telnet

vnc

HIB2 G FESMHICH:, BT export trd CEEATRBIR g rdp S0 -

ciscoasa # export webvpn plug-in protocol rdp tftp://tftpserver/backupfilename

{5 BV ZS &9 #0112 ST

JEAT DI Ak 2 Fdk &2 ASA IR E SCF, 4518k import webvpn CLI fin & S AT A9
JESCAE. CSD EE XML SCAEFI DAP Bt 'E XML 3. 24N, BRATASEE SO BT 2 RIE
P FE AR CA FHHAT BB 10

AR PEBAE BT, IR 5 AT DA JEURE AT FH SRR 4 PR 855 SR A8 U A AR A A . DEFF
AMIAEEE T Linux 24, 2% H A T Microsoft Windows 245, 02 ] ILREAS (1038 45 6t 4718
%o

\}

AR HiE, AL backup Fil restore ir 4. AT KTEAIME R, IS BT R RS A M BUL I . 5 21
i

BANK

FEFFIR1E A & Fk EBI A Z H)
FAE AR SO AR ASA B, TEHAT L FAF%
* f#i [l Expect #5225 Perl.
o ZREAT A7) ASA ) SSH %% /i o
* LR TFTP g s, LR SCIE N ASA I ZI# A0l 1l

T3 AN EIEAE AT ] R o 5T LORE I BIAS R 4R T TSR TR

TRIZR

@

TIBATH M AME A, EHATELT D ER:

B &#nRE
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3 I NSV S N = W U7l B T S U S VA

FIE2 (Edr AT, Hi\ Perlscriptname, o scriptname & JEIAS SCAH ) 44 %

$IE3 4§ Enter .

TR 4 RESPORERNGE N EE. 5%, LR Perlscriptname i 21, % Enter $2 Firfi A\ ik
TR . ToTe R MR Ty 2, AR SR g N AN B T 1) 4

PRS WASTIRIZTT, BalRHlars, Xl Loyt CLI idst. BT LR H S P S I A X 26
CLI, XAEREAEAKE — P SO RE A H o

=N YN

#!/usr/bin/perl
#Description: The objective of this script is to show how to back up
configurations/extensions.
# It currently backs up the running configuration, all extensions imported via "import
webvpn" command, the CSD configuration XML file, and the DAP configuration XML file.
#Requirements: Perl with Expect, SSH to the ASA, and a TFTP server.
#Usage: backupasa -option option value
# -h: ASA hostname or IP address

-u: User name to log in via SSH

-w: Password to log in via SSH

-e: The Enable password on the security appliance
Global configuration mode prompt

-s: Host name or IP address of the TFTP server to store the configurations

-r: Restore with an argument that specifies the file name. This file is produced
during backup.
#If you don't enter an option, the script will prompt for it prior to backup.
#
#Make sure that you can SSH to the ASA.

HH H FH H H
|
o]

use Expect;
use Getopt::Std;

#global variables

%options=();

Srestore = 0; #does backup by default
$restore file = '';

Sasa = '';

Sstorage = '';

Suser = "'
Spassword
Senable = '';
Sprompt = '';

Sdate = ‘date +3F °;
chop ($date) ;

my $exp = new Expect();

[
’

getopts ("h:u:p:w:e:s:r:",\%options);
do process options();

do login ($exp) ;
do enable ($exp) ;

| wuikE ]
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if

}
el

}
do

su

su

$s

su

(Srestore) {
do restore($exp,$restore_file);

se {

Srestore file = "$prompt-restore-$date.cli";
open (OUT, ">Srestore file") or die "Can't open Srestore file\n";
do running config(Sexp);

do lang trans($exp);

do customization ($exp) ;

do plugin($Sexp);

do url list(Sexp);

do webcontent (Sexp) ;

do dap ($exp) ;

do csd($exp) ;

close (OUT) ;

finish ($exp);

b enable {

$obj = shift;

$obj->send ("enable\n") ;

unless ($obj->expect (15, 'Password:')) {
print "timed out waiting for Password:\n";

}

Sobj->send ("$enable\n") ;

unless ($obj->expect (15, "Sprompt#")) {
print "timed out waiting for S$prompt#\n";

b lang_trans {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn translation-table\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Q@items) {
s/"\s+t//;
s/\s+$//;
next if /show import/ or /Translation Tables/;
next unless (/”".+\s+.+$/);
($lang, S$transtable) = split(/\s+/,$ );
$cli = "export webvpn translation-table $transtable language $lang
torage/$prompt-$date-$transtable-$lang.po";
Socli = $cli;
Socli =~ s/"export/import/;
print "$cli\n";
print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "$prompt#" );

b running config {

$obj = shift;

$obj->clear_accum() ;

$cli ="copy /noconfirm running-config $storage/$prompt-$date.cfg";
print "$cli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

B &#nRE
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sub customization {
Sobj = shift;
$obj->clear accum() ;
Sobj->send ("show import webvpn customization\n");
Sobj->expect (15, "Sprompt#" );
Soutput = $Sobj->before();
@items = split(/\n+/, S$output);

for (Qitems) {
chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn customization $ $storage/$prompt-$date-cust-$ .xml";
Socli = $cli;
Socli =~ s/"export/import/;
print "$cli\n";
print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub plugin {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn plug-in\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {
chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn plug-in protocol $ $storage/Sprompt-$date-plugin-$ .jar
Socli = $cli;
Socli =~ s/"export/import/;
print "$cli\n";
print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

",
’

sub url list {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn url-list\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {
chop;
next if /“Template/ or /show import/ or /"\s*$/ or /No bookmarks/;
$cli="export webvpn url-list $ $storage/$prompt-$date-urllist-$ .xml";
Socli = $cli;
Socli =~ s/"export/import/;
print "$cli\n";
print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

| wuikE ]
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sub dap {

$obj = shift;
$obj->clear_accum() ;
Sobj->send ("dir dap.xml\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

$Scli="copy /noconfirm dap.xml $storage/S$prompt-S$date-dap.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-dap.xml disk0:/dap.xml";

print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub csd {

$obj = shift;
$obj->clear_accum() ;
Sobj->send ("dir sdesktop\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

$Scli="copy /noconfirm sdesktop/data.xml S$storage/S$prompt-$date-data.xml";
Socli="copy /noconfirm $storage/S$prompt-$date-data.xml diskO:/sdesktop/data

print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub webcontent {

$obj = shift;
$obj->clear_accum();

Sobj->send ("show import webvpn webcontent\n");

Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Q@items) {
s/"\s+//;
s/\s+$//;
next if /show import/ or /No custom/;
next unless (/".+\s+.+$/);
(Surl, S$type) = split(/\s+/,$ );
Sturl = Surl;
$turl =~ s/\/\+//;
$turl =~ s/\+\//-/;

$cli = "export webvpn webcontent Surl S$storage/$prompt-$date-Sturl";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "$prompt#" );

sub login {

$obj = shift;
$obj->raw_pty(1l);

B &#nRE
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$obj->log_stdout (0); #turn off console logging.

wxms ]

Sobj->spawn ("/usr/bin/ssh Suser\@$asa") or die "can't spawn ssh\n";

unless ($obj->expect (15, "password:" )) {
die "timeout waiting for password:\n";
Sobj->send ("$password\n") ;

unless ($obj->expect (15, "S$prompt>" )) {
die "timeout waiting for S$prompt>\n";

sub finish {

$obj = shift;
$obj->hard close();
print "\n\n";

sub restore {

$obj = shift;

my $file = shift;

my $output;

open (IN,"$file") or die "can't open $file\n";

while (<IN>) {
$obj->send("$ ") ;
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
print "$output\n";

}

close (IN) ;

sub process_options {

if (defined($Soptions{s})) {
Ststr= $Soptions{s};
$storage = "tftp://S$tstr";
}
else {
print "Enter TFTP host name or IP address:";
chop ($tstr=<>);
$storage = "tftp://S$tstr";
}
if (defined($Soptions{h})) {
Sasa = Soptions{h};
}
else {
print "Enter ASA host name or IP address:";
chop ($asa=<>) ;

if (defined ($options{u})) {
Suser= S$Soptions{u};

}

else {
print "Enter user name:";
chop (Suser=<>) ;

if (defined ($options{w})) {
Spassword= S$options{w};
}

else {

wuikE ]
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print "Enter password:";
chop ($password=<>) ;

}

if (defined (Soptions{p})) {
Sprompt= Soptions{p};

}

else {
print "Enter ASA prompt:";
chop ($prompt=<>) ;

}

if (defined (Soptions{e})) {
Senable = Soptionsf{e};

}

else {
print "Enter enable password:";
chop ($enable=<>);

}

if (defined (Soptions{r})) {
Srestore = 1;
Srestore file = Soptions{r};
}
}

Cisco Secure Firewall 3100/4200_t B4 ¥ iFtk SSD

WREAMASSD, e SER BN ERRAID. Bk H 300, %80T PIZE CLL BT L AR5

o PUFBP LR —A SSD - Witk SSD IS, AT LUE Y . R, WRE A —4>SSD, I
TCVEAER KBS TF i I LR

* JHER—A SSD - WA PN SSD, Al LI ER—A4 .

s WRINEE AN SSD - W45 —A> SSD, A LA INZE =4 SSD JJE R RAID.

A

THIHEARSE LR N RAID AR SSD IE UL MR LR . T e 88l 22k

H{
el

IEI-
i

LB MR A —A SSD.
a) M RAID |3 SSD.

raid remove-securelocal-disk {1]| 2}

remove-secure <8 745 M RAID i SSD, 25 BN i At thae, JExt SSD $AT ¢ 4 # Kk
L AR RAID H iR SSD FHERFFEE AR, v LUE ] remove JCEE Y.

i

B &#nRE
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ciscoasa(config) # raid remove-secure local-disk 2

b) Hif% RAID IRZS, HE| SSD AP IR A

show raid

M RAID HMI% SSD J&, RIHRIEME A1 IRENEFIKTS K W PER . 55 AN IKBh KA T 414 Ak
AR

w15

ciscoasa# show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 0

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

Device Name: nvmelnl
Disk State: in-sync
Disk Slot: 2

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

ciscoasa# show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: degraded
Presence: equipped
Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
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Degraded: 1
Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

c) MHLFEHEH SSD.
$I82 7N SSD.

a) Kt SSD WERVS N34S H
b) ¥ SSD ¥ hnE RAID.

raid add local-disk {1 |2}

H5 97 SSD [Al 2P 2 RAID AJ B its 22 ) LA/, AESEI IR By K G 58 4 E Wi AT . 8L ) LUFH S
g, IR R R dkst. {EH] show raid iy Wk .

WA e 36 1) SSD LARIE 7 — ARG B, I HARAFaUE IR, iR L T i
raid add local-disk {1]2} psid
Psid E[I4E SSD & HIHIbRZE Lo 5, EAILAEN A3 AL, SSD K # BB AL I 2| RAID.

22 F USB &% O
BOATEOL N, type-AUSBUG H CJF M. 12418, Earfes B4 USB i L vsl] . LU NS 57
“F4EH] USB:
* Firepower 1000 &%)
* Cisco Secure Firewall 3100
* Cisco Secure Firewall 4200
HET
* A FHE AR ] USB i 15 22 FH nak.

« W USB o B AR, JF IS B BIA SCRF LI BB RCAS, o O R FEEEFPIRES, R BAEA
15 Ek NVRAM HIE L F Gk B A Mg 1 (FXOS local-mgmt erase secure all #74)

* YIEHAT ROMMON factory-reset of, FXOS local-mgmt erase secure, USB i 145 =058 5 o

o XFF Rl HPEBCERAE VAR R S B s Y s B USB 3 1o iy 4K S 21 A1y
sho HAE, TR ER INAAE & B A B UL

B &#nRE
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zmussin I

\)

ER JLThRE AL USB # G Cni A .

S 1 22H USB i .

Nil

usb-port disable

write memory

reload

ZLEHT A M USB i 1, %A\ no usb-port disable.

T

ciscoasa (config) # usb-port disable

Requesting USB disable. This may take 30 seconds to complete.
Please execute 'write memory' and reboot the system to apply
any operational state changes.

ciscoasa(config)# write memory
Building configuration...
Cryptochecksum: 19d02ee0 671dbe24 88193adb bccb8147

12382 bytes copied in 0.530 secs
[CK]

ciscoasa(config) # reload
Proceed with reload? [confirm]

2 EE AR

show usb-port

EHURS R USB big L E o ISR LR 9arselE. fin, wik4sH USB i IEA T BN,
A FDIR K Eon 25, s IR ok 8 H .

Tl

ciscoasa(config) # show usb-port
USB Port info

Admin State: disabled
Oper State: disabled

RS .“
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HHFBCERI A RICF
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IREBFR FEERRA EEfER
A AR S5 2% 9.1(5)/9.2(1) ASA BIAE ST Fi 242520 (SCP) % F i Al AR 25 %, AT 5

SCP fik 55 % BEAT XU ST FAR 4y o

SINT LA Fis4: ssh pubkey-chain. server (ssh
pubkey-chain). key-string. key-hash il ssh
stricthostkeycheck .

BT LU R a4 copy scp.

FTC . SSH N3 A g B 5 1

91(7y943)953)041)

FH PRI FESRAT SSH a8 BRI e PR iAo, nic
HMAC FUINS R AR B AT e A . MR H, 4
A REAY B R AR A BN A B AN . TR, R
SN PERER 7 I T PR AE I s s i . BRSO,
ASA NP R LR Horp—F 8032 3des-cbeaes128-cbe
aes192-cbc aes256-cbe aes128-ctr aes192-ctr aes256-ctr. Ul
RIEFE U ZE—Fh 5732 (3des-cbe), NIMEfE Sz te T
128-cbe 25 B m s W L. BN, BT Y, i
{i Ff] ssh cipher encryption custom aes128-cbc.

SINT LA F#r4: sshcipher encryption. ssh cipher
integrity

FRIAEOL T 22 J8 1 A 3l S8 ik 55 s A5 B

9.2(1)

R NN R SN ERID R S T L AT R
BIECE, IR IIERIE . W RS B R
TR RS RAIE, WA R FREB AL, JFa o
DN 4

WARNING: The certificate provided by the
auto-update servers will not be verified.
In order to verify this certificate please
use the verify-certificate option.

FLE K 8T, CABIARLE 30r.

auto-update server no-verification

Bk 7T LA R4 auto-update server {verify-certificate|
no-verification} .

] CLI AR Se 4 Al P

9.3(2)

BILAE T LMEIT CLI R MK e S R G &, WA
WG AIIETS o

SINT LU R4 : backup il restore.

B &#nRE
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Ihiae AR FahrA hEElE R

PR FINEHT ) ASA 5506W-X A5 9.4(1) A TIAE SCHF IR AN BHT KT ASA 5506W-X A% .
SINT LA R4 hw-modulemodulewlan recover image.

ISA 3000 (1) A Zh & A E K 9.7(1) AJ LA ] pre-set parameters in the backup £/l restore iy 4>
E’ﬁﬁt’i Ok H B sh& 0 A/sl B3 DiRE. X))

Re A F 5 T2 A HE AR L (R A AR T W%Eﬁ%: [1]

/&?U% AR .
5INT LU R4 : backup-package location.
backup-packageauto. show backup-packagestatus. show
backup-package summary

B SSH HEMRAE (T SCP % = i} 7522 SSH | 9-17(1) W RAEH] CiscoSSH HER:, ZEAEH] ASA copy fir 45 3CfF

V7 ) BLRR E’FEJ | SCP k4545 5N SCP 454 SIS, b ZiiAli H

iy A 1E SCP 454 7 W/ ML L ASA Vi)

Cisco Secure Firewall 3100 ] SSD 37 f RAID | 9-17(1) SSD & H 4 Ik 5h 2% (SED), WR4&EH 24-SSD, Efl&
e AT RAID.
B T4 raid, show raid, show ssd

25 H USB ¥ 11 9.22(1) BRIATEWL T, type-A USB i 1 &8 AT HIGik2E /. I

76, e UAECL ALY B 224 H R4S H USB b Ui
i) <

* Firepower 1000
* Cisco Secure Firewall 1200
* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

VEBEAFREAE R, JF LA BT gk, shah, it
USB Jiit A5, JF HASBERBIA SR LD REMIARCAS,
W R PR RS DRSS, IF HAEANTEER NVRAM 1S 5L
NG RA E

iR

LEThREA 2 5 USB #£41 6 3m 1 (WERAD .

BrMEMU M4 usb-port disable. show usb-port

wuikE ]
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