E=TE 7 o]

AZEANAUHTE L Telnet. SSH F1 HTTPS (ff ] ASDM) Viln) ASA BT RS HE, Wil H P idk
AT S B UE R HZ AL LA B o] G el 265 S A

o MUEEHEREYTH , BB

s NARGZEHANE AAA, 18 1T

o WA wAAVIN , 2838 L

o EELVI MBI Dyt . B 41 L

it B & I8 A2 17 (9]

AFNENT A ASDM. Telnet B¢ SSH Br & ASA Vi, DA IAMAE BB, )08 S AEE .

e & SSH i519]
IR T 2 7 i 1P Mk 12 vl SSH i&E#: % ASA I, EHATLL I DR S0 LR
.

o BEPTI] ASA B LLEEAT SSH Vilal, JRETE AV LN 1P Hubk 17 R0 . 48 B 4 e A 4 I
H SSH.

o BT HEN ASA T iRz O LIAN, AN Ee Hofthdz k4T SSH Vi) . B4, 4n SSH EAL
P FAMRE I b, W RE B ) A L R B . SRR (A i AR 2 Tl VPN &
(X ASA SSH WAk 32 #) o iES AL E VPN bEiE B v , 55 13 .

* ASA SRVFREME /AR Z A 5 NI SSH &4, EFrA T s Z 700 100 k. 1H
s T RCE AT T RES BIUE IEAE S B, RN IRAE DN SSHE TR b AT B,
i PR LEAS N T T AT S

o BAOATEML T, ASA{f CiscoSSHHER:, ‘©iiT . Bn LAl )a F- 54 ASASSH Hil . CiscoSSH
SRR T

* FIPS &3k
o SEHTERET, AR B R IE AL X I S B

| g ]
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WvEE, JHRISSHHUEMEAS S5
* VPN SSHIE#: R At e 1 CREF R[]
* EDDSAZ AN}

* FIPSH N IRSAZEE

R EIX L TRE, WML ] ASA SSH HER
* ZAE ASA copy it SCP ik 55 as B IS BN SCP RS54 S ST, b ZiPAT LA K #845
(IR CiscoSSH HiRR) {81/ ssh iy & 7E ASA |22k SCP JIR%5-4% 1 M/F=HLJS A SSH Vs i) .
* fi ] crypto key generate iy & A B HINT (SUEH T3 ASA)
« ANTESZHE SSH BRA 4. Al SSH LA J pix 5% asa I /' 44 Fl 8 s 2 i JE T PR 42 ASA. 22
i SSH, #8504 %51{# ] aaa authenticationsshconsoleL OCAL fir & it & AAA G4y AE; SR )58

LA username fir &5 Ao WERELAEH] AAA TS5 &% 0 A2 AR 26 BEAT 5 3 56
UE,  EE A A B 0 06k 0 0 46 ik

« IS HF SSH A 2.

FHIa Z Bl

c AEZEFEBEUT, WA SRPAT A PR RAR . ENRGRED B RIE, WA
changeto context name.

HIE1 (Ak) ] ASA SSH HEAR T A ERIA CiscoSSH HEkk .
no ssh stack ciscossh
FLR[F 3 CiscoSSH ik, 14 f# H ssh stack ciscossh.

Sk
S
N

ARl SSH b TR (UG H TEE ASA) &
T ASA virtual, &{EEE G H 3D AIEZHR .

a) ERCEPIN
crypto key gener ate {eddsa edwar ds-curve ed25519 | ecdsa elliptic-curve size [rsa modulus size}

5l

ciscoasa(config) # crypto key generate ecdsa elliptic-curve 521

* eddsa edwar ds-curve ed25519- % £ K /N 25647 . ASSZEFCiscoSSHUEFL

* size- LI N BARLIG K /N 4256 38411521, ecdsa eliptic-curve

B z=niE
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sEsshiza ]

o size- K/ (DAL BALE) h2048. 3072854096, rsa modulus

i€ I BPIR/INERR AR OB A It R B TRl . SSHA% DL R 2418 % ;. EdDSA,
ECDSA, #RJ5/& RSA. 1#H] show cryptokey mypubkey {eddsa|ecdsa|rsa} fir 45 %%. SSH
1 FH )23 R b <Default- type -Key>.

b)  CA[EE) W EASAEAE FERA S HI0)Y (EdDSA, ECDSAFIRSA) , i BAE i 2 5%t .
ssh key-exchange hostkey {rsa| eddsa| ecdsa}

WIRIEFERSA, WL ZUAE FH2048 8 KA 9. o T SCBUTHGRANE,  DAEAE HTER D By I
A SRRV E S .

T

ciscoasa(config) # ssh key-exchange hostkey ecdsa

K HORAT BUR AN A7
write memory

P

ciscoasa(config) # write memory

FEAHE P b B v T SSH USRI O o Sty AR AAA JIR S5 A8 3E4T HI 7 s ), (H R ISUAE
A 4

user name name [password password] privilege level

Tl

ciscoasa(config)# username admin password Far$capel999 privilege 15

BRANEOUT, R R 25 BN 0 F1 15 Z Il ghn], b 15 BT AR S 2am 6

JEFH 2 FE B4 5 45 BAIE 1T AN A %5 5 51 43 B6AIE (ssh authentication), %5 1] AE 7 S AN FH 5 i 1) 2 1)

o EEAE username iy A TP C E A G N IR IF LA B RS, TG0 SRAS AR BERE R TG B AAA Sy
BouE, HP e —FRik k. R 2 username it 4 nopassword #£55i, ; nopassword
TR AV NAT AR50, AN S T

CAT3E)  Fev/r P A8 F A A S A B AR s/ DL S S e S 3 B IE, FFAE ASA BRI A H:

username %4 Ff attributes

ssh authentication {pkf | publickey key}

P

ciscoasa(config) # username admin attributes
ciscoasa (config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:
---- BEGIN SSH2 PUBLIC KEY ----

g ]
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Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "
AAAAC3NzaCllZDIINTES5AAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiNe5Q
—---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

XA username, 0] LUJE A BH S 03 56 UE AR/ DL A B A 7 Bk o A8 m) UASE FH ATART m] AR
ssh-rsa. ssh-ed25519 5% ecdsa-sha2-nistp JU 4% 8] CANGFIETS) 11 SSH %8 AL ek A1 (i ssh keygen)
A FVHXS . 7E ASA _EEINZ A AR5, SSH % il A (UL Tt s gx (1) %
) EH S ASA.

T pkf ZH, RGEBPERERENG PKE #2028, 5K 4096 47 g T il i K ek LA
Base64 #%20 A ORE G 2850 . Biltn, m] DAEH ssh keygen A5 4096 17 (%5, AR o B JL 55y
PKF, JAiH pkf CBEFAE AN SRR EE: 0T LUK pkf oS ds i — (], {3 PKF %
AL B EHIBISH RS . Eozif N write standby iy 4 4 BEH 2> PKF %41,

X F25H, %5 e Base64dm it 1 A8, publickey %] L FHAT A7 0] 42 % ssh-rsa. ssh-ed25519 1k
ecdsa-sha2-nistp JFIEHE] CRITIETS) 1Y SSH B 44 /4 (U ssh keygen) AE i 4H%)

ORF T3 J5)D JA ] SSH U5 il A (5 AAA JIR 55 #%) 5 6 B ik -
aaa authentication ssh console {LOCAL | server_group [LOCAL]}

i

ciscoasa(config)# aaa authentication ssh console LOCAL

X4 ssh authentication iy & (1 )7 4, B & A REIAI AP G r KUk . ASA Bl A<t
Bl FEHEAT A1 B I e SO BAT BT 4 o dn SRS SR vEASHL ] A8 ] A B IE R
R, AR iy S b B A B 47 901 LA SRV R )

s ASA WILHSZ AR MU bk B 7 9 (0 342 (1 TP ki, LA TR L AR SSH 4 .
ssh source |P_address mask source_interface

* source_interface - 8 T a4 4 L o X IMFAL, il He e MLk 82110 . X4 VPN
ERYI GEZM BCE VPN BRE ERE BN, 5513 50 , iR Em4n BVI .

5 Telnet AN, #0] LLEBAR 22 4200 4% 1 EAT AT SSH.
il
ciscoasa (config)# ssh 192.168.3.0 255.255.255.0 inside
(nE)  WETE ASA Wi SSH il Z B, 231l n] 205 PR R R 2 i ] o

ssh timeout 4344

i

ciscoasa(config)# ssh timeout 30

EIRiF ]
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iE
[24

I

*

1"

sEsshiza ]

BEE NI A, JEECY 13 60 7380, BRME N 5 708l ERZHEIEIT, BROAFFSEN AR, W
B0 L2 SE ST AT AT SYIIN KA AR HE R DT s (KD )

CAIE) A 2420 (SCP) iRk 55 4 -
ssh scopy enable
SCP fIRk 55 a3 AT H RS RF o /b H S SCrF o IR R 5 )7 i 17 1) ASA AR SCA
SCP fik 55 #i AN S HF s sl BC A
(AI%) WL SSH & fid nes Hvk:
ssh cipher encryption {all | fips| high | low | medium | custom colon-delimited_list_of_encryption_ciphers}

il

ciscoasa (config)# ssh cipher encryption custom 3des-cbc:aesl28-cbc:aesl92-cbc

ERE R medium. R AN IBFAE A o 0 T 1e XA, M2 A 200 B eIk 22 4 44
HH .

o all B AR e T % 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes128-gem@openssh.com chacha20-poly1305@openssh.com aes192-ctr aes256-ctr

* custom RBEFRAE 8 SCAE IS E 717, LR 596,
* fips KEE TR EANAF A FIPS %69 aes128-cbe aes256-cbe

* high S48 e AR L% i . aes256-cbe aes128-gem@openssh.com
chacha20-poly1305@openssh.com aes256-ctr

* low KREEFIEEM. TRIEME S 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr

* medium X FIRE T A SRS (BRIAKE) : 3des-cbe aes128-cbe aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr

(i) ACE SSH i s #evE 5k
{1 E 50 B flist_of integrity_ciphers} ssh cipher integrityallfipshighlowmediumcustom

i

ciscoasa(config)# ssh cipher integrity custom hmac-shal-96:hmac-md5

BRI A high.

o all JCEE 45wl T %% : hmac-shal hmac-shal-96 (Deprecated) hmac-md5 (Deprecated)
hmac-md5-96 (Deprecated) hmac-sha2-256

* custom K IR E A E UM INE R E 74T, LLE S 0.

* fips JCHE AR AT A FIPS 1% 8Y: hmac-shal hmac-sha2-256

g ]
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* high SREETF5 2 9B :  hmac-sha2-256

* low FHEFIEEMK. PR ETRE %55 : hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96
hmac-sha2-256

» medium JCBE FF R E R % : hmac-shal hmac-shal-96 (Deprecated) hmac-sha2-256

$1812 (") (Admin context only) - ¥ & Diffie-Hellman (DH) %84 ki i :

ssh key-exchange group {curve25519-sha256 | dh-groupl14-shal | dh-groupl4-sha256 |
ecdh-sha2-nistp256}

Tl

ciscoasa(config)# ssh key-exchange group dh-groupl4-shal

RN A4 dh-group14-sha256

DH # PIAZ B Gk BT — D5 SO 3= ] A 5B M TSP S, I
FEENL SR RAE . B PIHTTER B R AR5 3 SR RAE. A% DH % P15 AP EAR{S
K WS RFC 4253, S REAEE PG St e B B PIAc#; B SLpr A 5 St .

=)
LU R AR B T ) PKE B3 G175 G0

ciscoasa (config)# crypto key generate rsa modulus 4096
ciscoasa(config)# write memory

ciscoasa (config)# username exampleuserl password examplepasswordl privilege 15
ciscoasa(config)# username exampleuserl attributes

ciscoasa (config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "4096-bit RSA, converted by xxx@xxx from OpenSSH"
AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/f1jpLAvIBbyAd5PJICIXh/U4LO
hleR/qgIROjpnFaS7Az8/+sjHmgq0gXC5TXkzWihvRZbhefyPhPHCiOhIt40oUF2ZbXESA/8
JUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260cbZCSTx9QC/ /wt6E/zRcdogidG
P4ECEdDaM+561+y£73NUigO7wYkgcrzjmI1lrZRDLVcgtj8Q9gD3MgsV+PkIGSGigZwnyIl
Qb fYxXHU9WLAWxhUbA/x0j Juzl5TQMa7KLs2u+Rt rpQge TGTf£ITh60+xKh93gwTgzaZTK4
CQlkuMrRdANRzzaObyLeYPtS1lv6Lv6F6dGtwlgrX5a+w/tV/aw9WUg/rapekKloz3tsPTDe
P866AFzU+Z7pVR1389iNuNJHQS7IUA2mOcciIuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS418b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKONW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHyHKsxjsXR15C/5z2gHmCTAaGOuIgqO0Rj034+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99ChbZFONghY
NRxCQOY/7K771I==

---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

ciscoasa (config) #

PLUF 7R #454F Linux B Macintosh 54t F 4 SSH ZEB— MLz 34, B 5N ASA:
1. {EFBHL AR 4096 £7 ) RSA AFHRIFALH

B z=niE
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jcrichton-mac:~ john$ ssh-keygen -b 4096

Generating public/private rsa key pair.

Enter file in which to save the key (/Users/john/.ssh/id rsa):
/Users/john/.ssh/id rsa already exists.

Overwrite (y/n)? y

Enter passphrase (empty for no passphrase): pa$$phrase

Enter same passphrase again: pa$$phrase

Your identification has been saved in /Users/john/.ssh/id rsa.
Your public key has been saved in /Users/john/.ssh/id rsa.pub.
The key fingerprint is:
c0:0a:22:3¢c:99:fc:00:62:fl:ee:fa:£8:ef:70:cl:£9 johnljcrichton-mac
The key's randomart image is:

+--[ RSA 4096]----+

[

[ o . \

[ +. o |
[Bi+..... \

|.B ..+ S |

I = o \

| + . E |

| oo \

| ooooo \

B ettt Lt +

H 3 Ak PKF A%
jcrichton-mac:~ john$ ed .ssh

jcrichton-mac:.ssh john$ ssh-keygen -e -f id rsa.pub
---- BEGIN SSH2 PUBLIC KEY ----

sEsshiza ]

Comment: "4096-bit RSA, converted by john@jcrichton-mac from OpenSSH"

AAAAB3NzaClyc2EAAAADAQABAAACAQDNUvkgza371B/Q/fl1jpLAv1BbyAd5PICIXh/U4L0O
hleR/gqgIROjpnDaS7Az8/+sjHmg0gXC5TXkzWihvRZbhe fyPhPHCiOhIt40UF2ZbXESA/ 8
jUT4ehXIUE7FrChffBBtbD4d9FkV8A2gwZCDIBXEM260cbZCSTx9QC/ /wt6E/zRcdogidG
P4ECEdDaM+561+yf73NUigO7wYkgcrzjmI1lrZRDLVcgtj8Q9gD3MgsV+PkJIGSGigZwnyIl
ObfYxXHU9wLAWxhUbA/x03 Juz15TQMa 7KLs2u+Rt rpQge TGT££Ih60+xKh93gwTgzaZTK4
CQl1kuMrRdANRzzaObyLeYPtS1v6Lv6F6dGtwlgrX5Sa+w/tV/awdWUg/rapekKloz3tsPTDe
P866AFzU+Z27pVR13891iNuNJHQS7IUA2mOcciIuCM2we/tVgMPYJ1l+xgKAkuHDkB1MS41i8b
Wzyd+4EUMDGGZVeO+corKTLWFOlwIUieRkrUaCzjComGYZdzrQT2mXBcSKQNW1SCBpCHsk
/r5uTGnKpCNWEL7vd/sRCHYHKsxjsXR15C/5zgHmCTAaGOuIgqORj034+61+70PCtYXebxM
Wwml9e3eH2PudZd+rjldedfr2/IrislEBRIWGLOR/N+xsvwVVM1QqwluL4r99ChbZFINghY

NRxCQOY/7K77IQ==
---- END SSH2 PUBLIC KEY ----
jcrichton-mac:.ssh john$

K P 2 BTG AR

f£ ASDM ', KXkt BLE > R&EEE > MP/AAA > BRIKF, LM 4, R

J5 i 4miE. Al Public Key Using PKF  J5 S5 87 DRE G 3 % 1 o

BAEH PR ] DL SSH RS ASA. X T2 05, T N EAE QI £ B PN IR E 1

SSH #iH %15,

jcrichton-mac:.ssh john$ ssh test@10.86.118.5

The authenticity of host '10.86.118.5 (10.86.118.5)"' can't be established.
RSA key fingerprint is 39:ca:ed:a8:75:5b:cc:8e:e2:1d:96:2b:93:05:69:94.

Are you sure you want to continue connecting (yes/no)? yes

griE |
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RGN WoR LU RHEHE, DAL AN A .

P Enter your password for the S5H key "id_rsa”.

Password:
Show password

Remember password in my keychain

Cancel oK |

304010

[N, 22 1Rt o DL A

Warning: Permanently added '10.86.118.5' (RSA) to the list of known hosts.
Identity added: /Users/john/.ssh/id rsa (/Users/john/.ssh/id rsa)

Type help or '?' for a list of available commands.

asa>

PUR R 2R 5 ASA E/J SCP & 1o MAMH TN LM P om AT SCP A& #lan, 7
Linux F 4% A LA Ry

scp -V -pw password [path/]source _filename
username@asa_address:. {diskO|disk1}:/[path/]dest_filename

_Vi%

TRV, R AR -pw, WS HTRE AR,

fic & Telnet 17|
LU AV Telnet Y ASA (07 215 1P M, EHUTOL R AR, %2 B L0 F W

,f/—v

o UNEVT IR ASA B2 BT Telnet V5], WATFEE AN IP kU7 RN, 18 N 75 AR B A58
Syl E Telnet ¥ 7] o

o BT HEN ASA BT H 3 O BAAh, ASCREX HADFE O34T Telnet U5 i) . #1301, 1R Telnet =

P T-AhEpie 0 b, )R RE A H RIS SR LK) Telnet 342, M U] ) e — 491 41l i VPN
R, ESNEE VPN RFE ERE RN, 813 1.

* BRAREH] VPN FEIE ) Telnet, 5 WITCVANEH] Telnet 1 1) fefi 2 40 (45 1H

TG SRR 5 ANJEK Telnet 3E8, EPTA NP RZ 04 100 MEEL,

FFaaZ Bl
s AEZ AT, WENSPUT M P E AT . ENRFRED 2 SECE, ERA

B z=niE

changeto context name.

B ] Telnet Vjln) ASA CLI, i N\l id password fiy4 3 B 115 5 %15 . i F] Telnet 1 420
Tk BiZ%0,



| &m=ipia
EEMAF ASDM & WTTPS i, ez [

LR YU ASA A TR 8 B2 LI AE S Hukk 5 I BaBGE B TP M.
telnet source |P_address mask source interface

* source_interface - ¥RE B D A HEE . XS TR AL, i FR M4l i 0. % T VPN
YT GESM BE VPN BRE FRE Y, 613 1), iR E AN BVI .

W R =0, HES O 290000 100, &in] DAL E Telnet AT 18211,
e LE
ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside
PR 2 WHE ASA 5 Telnet 23U IER T, %431l Al DLRFEE S R 2K I [R]
telnet timeout )%k

i

ciscoasa(config)# telnet timeout 30

BCEEIN IR, ey 151 1440 7350 BRINEN 5 7080 . AERZHAHOLT, BROAFFEE (A #OK KR,
S 38 10 A L 56 I AT T SR e ik e 7 PR I )

T

AR LR G A Rl 192.168.1.2 (=MLY ) ASA:
ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

N R AT R YF 192.168.3.0 LR IR ETE F S AE N EBEE D F Vi) ASA:

ciscoasa(config)# telnet 192.168.3.0. 255.255.255.255 inside

i & FHF ASDM B4 HTTPS 5/0). Hih %X Aifk

WAL ASDM 5 CSM % U4t HTTPS % /3, WU )i H HTTPS %545, JFfuvr4E ASA 1
HTTPS JE3. HTTPS Vi CA oty SRARE 1 —HSAM T 002 HTTPS Vi, BT Bl T
L. WBHLL A

| g ]
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B ==5T asom e HrTes 0. EfpE i

o BEUjiA] ASA $21 LAHEAT HTTPS Vi), JRJIGTHE SRVF ML IP Huhk vy i M) #8875 e AR 43
BC'E HTTPS. {H)E, Wi &N E HTTP g [ LAY HTTP iE8: H ) F 2 i 2 HTTPS, W20 5
FH OV HTTP H95 ) B0 750, %3 O GiiWr HTTP & 1.

o [T HEN ASARTETZE 4 D LAAN,  ASSRent it bz AT A s i) o 5 2, ﬁnﬁ%**f@a‘z)ﬂu‘z
TAMREE D b, TR R R R A e R B S . D) F e — {1 A S 3B I VPN
Z R E VPN BSiE FRE YN, 513 |

o FERRE ST, 2T UAT 54 ASDM Jfk&ih. fEZ s, MME RS 5 MER
ASDM 41, TEFTA I 5 2 504 200 4~ ASDM 541

ASDM 2RI A HTTPS 34— M T R&AFAE) o i DT E e (X
BTSN AL o B, ZREFEEURGREIY 200 4~ ASDM 2if#7rs HTTPS £ ifi 4
BRI 400

o ASA RVFAEHE S el A ME e G el B k£ o 6 N JF & dE ASDM HTTPS £,
B s i % SUUF 100 4~ HTTPS & ik

o U ARAE R4 0BRSS H SSL (webvpn > /A 4% 1) FIHTTPS Vjin), W H] LA https:/fip_address
7 1] Secure Client , M https://ip_address/adminij ol si [ 443. HWIHE S T aaa B4 16 E http
EEIE, WALl ASDM i )45 5 Hft i 11 .

FHia Z |l

s X FHEUT, ARG RPITE M DB RAT . ENRSERE V2 SCE, HA
changeto context name.

WU ASA AR B L P REAN Mk 51~ P 20 HTTPS 34821 1P Htik,
http source IP_address mask source interface

* source_interface - BT v A IR o 6T WIMFAL, 1546 & MAFAL R R 4% 1 . %X VPN
RPN GFZH IS VPN BRIE LR YR, 5513 70 , EREm AR BVI .

IR

ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

Jii ] HTTPS 4525 -
http server enable [port]

T

ciscoasa(config)# http server enable 444

B z=niE
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BEMAT ASDM & HTTPS i5a). 2z i ]

BB OOCR, ik 443, WnH T o S, 40K HAA R ASDM Vil URL FR . i, dn St
Uit 5 B 444, I NLL T URL:

https://10.1.1.1:444
FOVFFE T RN W28 10 HTTPS % P ii i) ASA B/ HTTPS k4. BRINEHL R, 814 ASDM. CSM
F REST API.

http server basic-auth-client user_agent
* user_agent - /£ HTTP i#3K () HTTP i Skt dia 2 2 ) o BT P ARBR 07 o o AT DAFR 8 S8 3 A 4T
H A A s A A L P P AR S TT SR DGR o U P S5 R 1 A R AR
r et W, CERAFRX I KNS,
i, curl KEDCAZ LT P ACEL T4 o

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC z1lib/1.2.3 1libidn/1.18 libssh2/1.4.2

curl FFANVEEC LA T ACEE 745 £ 2

abcd curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 l1libidn/1.18 libssh2/1.4.2

CURL K ADLEC AR AR 775 s -
curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC z1lib/1.2.3 1libidn/1.18 libssh2/1.4.2

T AR A S AR i P AT . P2 LR i (B0, python . curl Al wget) ANSCHF
P51 K Phit (CSRF) JE TR S 50 tiE, Pk, S5 2 R v 282 i Al 1] ASA FEACE £}
WAE ik, HT22%I8, BRI R SRV % ) i

T

ciscoasa(config)# http server basic-auth-client curl

CAIEE) BB IERA S U -
http server idle-timeout434f
http server session-timeout /)4
http connection idle-timeout )

* http server idle-timeout 7341 - %' ASDM IEHE IS RN, JaFE R 1-1440 4081, BRIMEH 20
3Bl e ASA W TR BB (IS 18] Bt 9 Ab T3 PRARZS 1) ASDM 4%

* http server session-timeout /41 - 5 ASDM 2 il 1N, Yo 1-1440 4380, ML ER
W TEEAPIRA . ASA ST B & I (] B ASDM 2314

* http connection idle-timeoutseconds - ¥ & i 5 HTTPS #%#% ({13 ASDM. WebVPN HlHAh %
F) B R, JE R 10-86400 7. I BRINAE TAAHIRAS . ASA 23 Wi T 7615 & IR I (]
BN AL T IRARASHIIERE .. W [F R ¥ E http server idle-timeout AT http connection idle-timeout
4, W http connection idle-timeout {5547 .

g ]
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B 5 Asom s % ik SSLVPN FRE HTTP B2

Tl

ciscoasa(config)# http server idle-timeout 30
ciscoasa(config)# http server session-timeout 120

Gt

PLF 7~ S 7= ] i3 FH HTTPS A4 # A 42 1 _Edbhl hy 192.168.1.2 [ =LV 7] ASDME:

ciscoasa(config)# http server enable
ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

PUR 7”0 B o~ anfal i 192.168.3.0/24 WI2% L1 BT Aa A mf LT ) N #65E E_L[¥) ASDM:

ciscoasa (config)# http 192.168.3.0 255.255.255.0 inside

77 ASDM if5 8] s o % Fin SSLVPN BL & HTTP = E[4)

T ZB A F HTTPS 4 24l ASDM 8k G % /7 ity SSL VPN [¥) ASA. 4 T 5 fEd WL, nJ LUK HTTP
EILEYHEE M 2 HTTPS. i, @ik 8¢ 7] HTTP, %A http://10.1.8.4/admin/ 5%
https://10.1.8.4/admin/ 34 7] i [A{F-1% HTTPS Huhik[¥) ASDM Jii 8l Ui [f

fas ] LAFE S 5] IPv4 Al IPV6 i .

FHia Z |l

WH, BTN IP #bEA U7 ON. {HJE, X HTTP EE ), #aZiE i foiE HTTP 15
B FRIN) s A, % L AT HTTP i .

o
i

JA ] HTTP &5 A«

http redirect interface_name [port]

Tl

ciscoasa(config)# http redirect outside 88

port & H2 F N ) HTTP RER 5 H . BRIAE Y 80.

B z=niE
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5E veN it tEEisE

BcE VPN f%iE LRI IR
I VPN BRI — BT LI, AP B R OB LKA IE ASA, WA %4 1

FRURCHE BT R D . Blhn, WM D HEN ASA, it shRgn LAfE ASDM. SSH. &%
Telnet JEE N HRE O, o, MMAMBEZ O HEARS, ATLL Ping 3L 1.

)

AR WORAE CiscoSSH MRk CERINBEED , W) SSH ASZRRILIIfE.

\}

R SNMP A IhAE. S T-3T VPN (K SNMP, FeAi 185 AEER A1 0 EJE FH SNMP. 153 B A
PR 0] D RE BN AT AE PR [nl422 1 _EAF ] SNMP. FR[94% 1438 FH T SSH.

B T HEN ASA N PTZe 8 L LAAh, ANSCREXT AR ER LVHEAT VPN 5] ., R VPN 5 47 T
HREE B, R A ) AN T AR E R . AT ASA BT BSR4 1 EJS A VPN, IR
A AT, DUEREA LA 2 L.

T DL KA VPN BEE 7T DASE IS BT i) . IPsec 2% i IPsec b A5 A [ 1] 52 VPN F1 Secure
Client SSL VPN %% i
Fri&Z 8l

o FHE HBE O TR

o Mg P BT R, JOF FLACE B0y NAT IF, 0200k NAT it & % th & ik i, 3 6P E4i1s 1,
W2 ASA B ki CLI L& 5 7 AR IRCAS T NAT 7R 122 — i “NAT Fl VPN &
Yilal” F4y o

FaE M — N TE N ASA IR ] (A5 BERE 11 (1) 44 75
management-access management_interface
XJT Easy VPN Hluli fifalfiE, wJLUREdr 44 BVI (R AU

i

ciscoasa(config) # management-access inside

| g ]
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gipia |
B =uzncne

Bz H & B AT

P30 5 I 152 B v AR FF AL TR EXEC AR R Bl AR A9 IRl iR B R e, &b
Bt N EXEC il BTSN, SUEASEN . ML EA S 0] 516 & b L R R
TR, AR AN

g3z
FRIERB LTRSS R ISR I ] (0-60, BLAygfh g .
console timeout number
il
ciscoasa(config)# console timeout 0
BRI 0, o & AR I
HEX CLHETRTE

A ARSI SIZ T, AT LORAR TR AEAH 2 BRI ok — & ASA. Wb 2R
R, ARG ASA BAMEI N4, WtThaedER A .

FEZ G SR, T DS sk B R ST 25 A1 sl PR SN A5 B I3 AT AR AR B S,
BATE BIBOASTR T, REENLA A SR

FRAE UL, T s ASA I ENA . FEZ SR, $RRfFid Wortis S A PR 75 CLI{R/RTY

TR LU R LRI -

cluster-unit BRI A A RR . R IRE S WA — M E— A PR
context N ZIEFRR) B AT SR 4R.

domain BoRiEA .

hostname WoRENA .

priority WORMBEFERSAR S pri (EE) 3l sec (il

B z=niE
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mazsuE ]

state SRV IR AL R A B A £
XF T R, 230 1) state JoRR T s LR Af:
cact - O Hbssets, W IEEfL B E.

* sthy - O RS, W RAEfeid iR, JF HAE T iRk
Fetb AR SRS -

* actNoFailover - A& Ji i #e 8, W& IEE L.

* stbyNoFailover - A i HIMFRHAS , B ARG E . X W] e/t
FL e _EAFAE PR LB 3% B R A

b0 I S R T el PR G YL E

W AN LR fir 2 H € L CLI R4
prompt {[hostname] [context] [domain] [slot] [state] [priority] [cluster-unit]}

IR

ciscoasa(config)# prompt hostname context slot state priority
ciscoasa/admin/pri/act (config) #

B N SRR (K WU A R SRR A5 S TR I (B Te s AR () 0 B@D

BB & RiElE

TEnT ARG B AR P R S ASA I AR SR Z AT EAE T E R EXEC AR 2 i s IR
£

IR

T 2RI
© WA AIERTT, TR BRI ROV, WER “ W00 8 i ke, W
NGRS o DB R LRI ] B LI

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o FENIIRIES, WHRALUTIEN, "SI M S ASA 1 Telnet 8¢ SSH &1 :
© BA R I RGN AT T R AR BEAR I T
o FESAR TR BEIE Y BN &4 TCP B AR,

| g ]
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{EL
i
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o A7 AR T B OUEN], 152 RFC 2196,

IS INAELAE = AN )2 — SR R IR G : A2 P B IGE RN (message-of-the-day (motd)), 7EH /&
SKIN (login),  BAAAE ] 15 )4 AL EXEC 25X (exec).

banner {exec|login | motd} text
il

ciscoasa(config) # banner motd Only authorized access is allowed to $(hostname).

M IERE S ASA B, RS G 7R message-of-the-day £EE, 4K )5 B login BEIE AR FF. 75
FUNIE s ASA Jo5, RS IR exec Ml .

WEARIN-—4TLL b, ii¥banner iy & JAERAT Z 11 -
TR SCAR
© RVFELE M, (AfE A CLI B JGVEM NI4T .
* B}T RAM FIAAE XS R B2 (R BRI A1, T8 HC A A 8 BRI o
o Sl LA 4T B $(hostname) FiT $(domain), 1 LAFIATRIN ASA i EHLA Bl 4 .

* WEARAE ARSI E P P E R, P DU AR S E A $(system) AT R ORAE R S h AT 18
i SCAS

T

PLR 7~ 8 35 7R Wi 75 I message-of-the-day A8 1 :

ciscoasa(config) # banner motd Only authorized access is allowed to $(hostname).

ciscoasa (config) # banner motd Contact me at admin@example.com for any issues.

R EEESIEECE

A LAZE ASA _FEET SR B KR ASDM. SSH I Telnet <>t . Wi A Bl A E, WA i
HoAb2sig, MRS HEEE . MEN IERSHE, W PSR R AL H GBI 6 & 451

\}

IR AR EAGEUN, WK ASDM SRR 5, MITETARL B AT

B z=niE
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wagrsizng ||

\)

AR RO B P TE (SSHAS) BRI S B B BEUS IR, UKEAE T AR A

FHiaZ |l

A SRAT, A RPIT S AER .. BRSNS ECE, WA changeto
context & ik 4.

TR WAL R

guota management-session [ssh | telnet | http | user] number
* ssh-WE R KSSHE UL (AT IMSZIHD o« BRIMEN 5.
* telnet- 1 B i K Telnet 2 14, T 1MSZ 1] BRAEA 5.
* http-& & KHTTPS (ASDM) %, /- T1RISZ . BRIMEN 5.
* user-BEEREN T RS IEEL AT IS Z . BOAME N 5.
* number-¥& H /M T°0 (JCRRED FI10000Z [ 418 S8 AATAE R HABSCHE 4NN, h24L

BCEN T1RS5Z M 216 a8 BOMEA 15.
il

# quota management-session ssh 3

# quota management-session telnet 1
# quota management-session http 4

# quota management-session user 2

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config
config
config
config

T2 AR LATEEM .

show quota management-session [ssh | telnet | http | user]

P

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

| g ]
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HNERGET ELE'I EEE AAA

YSHT)

e B & IR E

AU R G B DL E B S G SR BB i & A o

Hic & B CLI A1 ASDM 5 1) [¥] 5 3 Bl

KT ERIUE

WA Sk ASA BRSO i

KT SSH B4 I0IE

THZ R LA N T A T RAEAT 50 S0 eG54y S0 AE 1) B0 R AT SSH D7 1) -

* TH BN - 7276 SRR SL R, SSH A .

y Efﬁ%‘iﬁ - WRUA S AR, TEHAAE AAA IR 5525 sAS U] 7 Bl e v i SRR A A

% F Telnet 4 183F

o ST AHGMEAE, ASAANCFEAME Y, WIRRCE SSH AH S0 5 1E, W) ASA FasX
ﬁfﬂﬂiﬂﬁéﬁt%ﬁf AT P 4 R e e, T GG E SSH B IE . ke AT
FEXEC FEt .

A RAEAE S A B AE AN S 3 B0 IE A5 50 R 1) Telnet V5 l], 352 B AR AT N :
© KSR - ﬁﬂ%fﬂj Telnet Jii FIAEAT SR IAE, TSN 45 BERAZ BN G R

XF ASDM 51435 iE

HH password iy & BEE D) o WA ERIAES, G WIBEE 4, A il Telnet 4325 ASA.
XN P EXEC )r;'-éii

fH EMM%E WG Telnet B MI0IE, 5 HIANTE AAA AR ZS 2L A H ) 7 $50d 2E o BT e Ui
J AR fHE N Y EXEC B

A RAEAE S ARG AE AN S B0 E A 58 R 1) ASDM Vi), TS B LA AT o 38 T LARE EiE
BHOEIE, MAEZEEH AAA B0 K.

B z=niE

* LS OYIAIE - BOIAEOL T, v LME 23 1 H 4 LA E i enable password uuyman’])i'ﬂijzﬂ
(BRIN A7) X5k ASDM. SRR EE L4 3 FH 268, AN EEFRRE S FDIRES: 1S BeE 4L
K A KA R A Telnet %65 . 1 WKAECLIM Hig N\ fir & I %éﬁ/\ﬁﬂ“yzaﬁw s ok
ASDMIN AL S FIHATIEAT . enable 1y, WA S & hrHes N P A a6d i A 2%
P 487, I ASDM FAS £ A< Hb £l 4 e 1 75 47 DE LIt

UEP SO IAIE - (AR A B b)) JEmT BLESR AT P B A 2R 1S o S AE T T 4 0
fith, ASA 2xHR4fE PKI ASAT O UE-BHEATRIE


asa-922-general-config_chapter23.pdf#nameddest=unique_43
asa-922-general-config_chapter23.pdf#nameddest=unique_43

| &m=ipia
wFarannir [

© AAA BYRAIE - 3] ASDM (HTTPS) B3 RHIERS, i 25 AAA JIk 55 a sA s 7 £ 7
S SR ARV i o ASRE R 25 7 44 A T 36 8o ASDM.

o AAA GAMIGAEIEP S 0r903E - (PR AAAS . B i A 5 H ASDM (HTTPS) S r 4k mt,
BN AAA MRS 35 A P 500 e vp o SO P 4 RN RS . SR P 44 RS i on) 1-30F 15 5 4y
BAFRAFR, RECBIREEANEAT. 0L 76 MIE-BIRAERIH S 4 .

KT HITHMWIE
THZ I LN TN T AR S A3 AR 5 43 B0 UE AR B0 T 5 ) #p AT 42 1 5 o 1 «

o THUMIGAE - WA A BAT VT )i FATAT S 5L, AN AR 42 asts . ok N
EXEC f52,

© SR - WA AT U IR T S I0AIE, T ANAE AAA RS54 AU P B 7 e i 3L
M A . BRI EXEC #3.

% F Enable B{4I8F

WIHLZE 5 53 J5 3 N AL EXEC #4550, 5% enable 74, By A 10 TAE 7 0 T- 2 75 i F S 45 6
Uk
* No Authentication - {1 AL & enable /3 560F, i enable iy &N R S8 &M Gl
enablepasswordfiy 2 ¥ H) , IZHLEINE A . H— KA enable i &1, RASPLREEE K
A, (HAE, WRAE ] enable G43KGUE, ZEHA enable fir 4 )5, WIANE LIRS E P G400 %
3, XEFWIETH TG, A N TR 4, &l enable B4 5AE .
* Authentication - 21 EC % enable 3 5AE, ASA SHREBHIANLE AAA RS 2% ol A o FH P 408
JE L UG P A NG . 4P A T o BN L Dh e A 1, DR F P e w2 P vl DL
NGRS N E | e

XA FH A KB 2 1) enable S 500E, T LAEH] login d7 4, KA enabler 4. login fiv &2k
B 4, ABAN TG S0 B TT )R 5 O S .
Vi

iE]

il

U A T LAYG ) CLI AR AN B E NRFAL EXEC B IR TP 8 I S A 8cH s P, DU i
R AT A2 BRBIING DL, WERA T (BRZ00 2 s e (2 2B > WA AT EL

££ CLIAEA] B QI 507 R A EXEC B (AR T i) o s, B LUEH AAA IR 55451
AEAIHH P VAT S AR IR, BCR T ACH ] HBEE N 1 4, LABHLIEAE T login fir &, IXFERLAT
LAz T A AR 46 0 P 8 0 U5 ) 5 A EXBC A

MEHIRIERFZE ASA B TE

U5 R ASA A A SRR N AIZ4T: B, Catalyst 6500 [ ASASM 5 Firepower 4100/9300
L ASA. ST AN EHLERE RGEH) ASA (2 ih, nT ARCE AT R Telnet S KE, FARR T
B,

| g ]



gipia |
B ==57T cusasomis s s 6w

ST, OB RGN E P EATAT AAA 2o HJE, WA BE O3 St P L B Telnet 51
FAT BRI, B Y IGE t0E ] T IR Ee il FEBLIE DT, AT BE AN 55 AAA IR 554 s L]
JOE P

Bc & A F CLI #0 ASDMi77 5] B4 5 443 3 3E

FrIaZ |
* FiL'E Telnet. SSH 5 HTTP vjj .
o SHTAMBEGIRAT, TEHCE AAA RS A4, ST ASHL G IGAE, 35 10 A B PR I
* HTTP % #5380 UEA S AAA kg5 #5411 SDI Pl

o BT REA AL ssh authentication iy 4 X A 7 44 3E1T SSH A LS S 4 4641E . ASA Bt
A A B AT A LS H S IR . BRIHREOCEMH P A2 S W SRR AR P
HEAT S S AH G 0y B UF sl A A, 77 Al B e fe e B o A S 30AIE, DL S iF AT %
7 1) o

X P AT B ) (1 B B0
aaa authentication {telnet | ssh | http | serial} console {LOCAL | server_group [LOCAL]}

i

ciscoasa (config)# aaa authentication ssh console radius_1 LOCAL
ciscoasa (config)# aaa authentication http console radius_1l LOCAL
ciscoasa(config)# aaa authentication serial console LOCAL

telnet <8 74546 Telnet 17 1] . ssh &8k 74 SSH Yy ] (35 H5; A I 415 43 56 Ba x4 ] A Hb
HHRE) o http RBP4 ASDM Vi) . serial S8~ 3l hil & ui D7) .

WARAEH AAA RS ZREEAT GATIGAE, WTLLKE ASA BCEANTE AAA IS5 35 AN w] FH A0 A it
PEVE AR 5. fRE s a4l 44 5 LOCAL (X493 KNS o s TEASHIE Al 5 AAA
Hi g5 e A IR P A4 R0, DO ASASR7R AT AN 4 A T A VE AR T 78 . B, BT BAR
BN LOCAL, LUHs AU e AIAE 20 Sy iy CAMEEERD .

Bl & Enable I8 4F (454X EXEC #&5%)
BT LU A N enable fir 2 I 3B ATT8E1 T 5 40 36308 .

FFea Z Bl
152 [ 5<F Enable G40 564E , 55 19 T,

B z=niE
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CEFRIEE S

HEFELL R R I — F TR BEAT 5 A B -
© WIEAE T AAA HR S5 A A B R0 T BEAT S I0AIE, RN BL T 4

aaa authentication enable console {LOCAL | server_group [LOCAL]}
il

ciscoasa(config) # aaa authentication enable console LOCAL

EX ki Rt NIVAR VIR TR

R AAA RS2SR BAT G I6E, 7TLLEE ASA FCE H7E AAA RS 23 n] F B F A
BAREEVE WIANE k. 8 RE 2L 4 J5ER LOCAL (X4 K/ANE) o FESUE A s B d 22 vh 4
5 AAA RS BARIFIH P A2 R 3808, DA ASA R FEANE 48 s A B AT R v AT AT H 6 71

B, BRTBLHAA LOCAL, DU A A P IR = 280 S Bk v (AT IRGR)
WL DUAEE P H P S8 %, WAL R i
login

i

ciscoasa# login

ASA FER AT A4 R . (RN, ASACREAZ B T A A PR E RO )
Fo

MFTuﬁMEBMMF%ﬂfﬂ G RYT R EXEC B3, PRI TE 7 A RS NPl R Gl

AEI 2o W ARV P A8 S 5 Ul R A EXEC B (AR AT a4 it H P BSR4 5
Eﬁz(ﬁ%)ﬁwoW%MHﬁﬂmvﬁﬂ,U%F LRESAT A 7 PO 2 12 PR 2 ) 3 SR 2 )
Eﬁﬂﬂ‘7

Bic & ASDM i+ 517336 iE

i

ETH AAA S IUE, BEa] LESKR BT IE B S 6 IE . ASA WA PKI /E 1T AU UEuE 15 .

FHia Z |l
DA A i AR P SR IR fE

g ]
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B ==asomizssnni

T AU S 5

http authentication-certificate interface_name[match certificate_ map_name]

i

ciscoasa (config)# crypto ca certificate map mapl 10
ciscoasa (config-ca-cert-map)# subject-name emailAddress www.example.com
ciscoasa(config)# http authentication-certificate outside match mapl

TN R B DG EAE B B I iE, A 525 A/ % 1 ERER R PR RE S . T A2 KA H]
w4, LAEZAMZ D R AE S0 Rk

A EEESRAUE B UL HCUE B, 1545 match SSBEFFIBUN 4 7K. f8TH crypto ca certificate map fir %
i S

(k) BEE ASDM M MIEFIRAE = 4% 1) Je k-

http username-from-certificate{primary-attr [secondary-attr] | use-entire-name |
use-script} [pre-fill-username]

T

ciscoasa(config)# http username-from-certificate CN pre-fill-username

RIS, ASDM 1§ CN OU J& 1.

o primary-attr Z$45 & EH TIREH P 4 @M. secondary-attr 2545 & 5 B MRS T
IRAE P A i HAb 8 1 a8 aT USR] DLR

* C- EZE/MIX
*CN- 2%

* DNQ - DN fR & £F

* emailAddress - M5 Hh ik
* GENQ - HACKR & ¥
*GN-#

c1-HT

*L-fi#

* N - &

*O- 44

* OU - HEURAL

* SER - [741%5

B z=niE
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EAgmEmEs cu i asom s ]

* SN - # [

* SP - M/

* T- U

* UID - Hl /" ID

* UPN - /" EAAHFR

* use-entire-name J< 87 AF F 52 % DN 4 K.
* use-script S 78l ASDM ZE B Lua A

* pre-fill-username JCHE v AE - 7R SR IAE I P ZE I 44 0 R B 5 BT A AR, R
GO W ANHORAE, SR ST RS T A4 . SR, AT DN B0 B E (R

£ SRS CLI 0 ASDM if7 9]

ASA AT LAZEE BE R P R A2 05 1) FH P AT 5 A0 BOAE IS S AR AT TN LA 43 o P A E iR X 20 mT g 1k
TLFEVT R VPN RO in) F 7 31 ASA 18 BLE ;.

FiaZ /i

RADIUS = LDAP (RSt AP

M B LDAP 34T S IR, TRER A LDAP J& P & AW 21 ASA & MER R & B2 AL
Uifig. BOEEA 0 1S Z I FME R ) Cisco VSA CVPN3000-Privilege-Level. X5, i H]
|dap map-attributes fiir 2K LDAP J& ¥ 2| Cisco VAS CVPN3000-Privilege-Level.

1 RADIUS IETF service-type & AE} RADIUS S 3 5 iE A 3K (1) 45 FAE U5 0 #2523 S b AT
RIERE, FCH T RN T 0 R R R RS R

FE V7 ) 25231 b 3% RADIUS Cisco VSA privilege-level J& 1% (Vendor ID 3076, sub-ID 220) I, %
JE P T2 P AR

TACACS+ Fi A
i “service=shell” & :RFFHL, NRS-#LLL PASS BY FAIL 1E AW Ry
At A

heh e P s servicetype fir Ao BRIATEIL T, service-type J& admin, fuifX} aaa
authenticationconsole iy 248 & AT ik 55 AT 58 A5 1)

EIRFEWEM
WS N, TS RN AAA RSS2 B AT Ul . ASA 3 HTIX LR R A 4 307 ) O 20 o

g ]
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BB RADIUS/LDAP (B&t |TACACS+ B1% R EEER M
B B
SEAVI Al - RVF5EA VT Injaaa Service-Type 6 (& |PASS, 4% 1  |admin
authenticationconsole iy 4 Frfa /& AT IR %S | #1) , Privilege-Level
1
i) - AVFEEN Eaaa Service-Type 7 (NAS |PASS, FFf(Z 2 & | nas-prompt

authenticationconsole 45 1 1] CLI 5%
ASDM. {HJ&, HWUREALE T aaa
authenticationenableconsole iy 2 it & enable
Sy IAE, W CLIH] 7 JoikA#H] enable fir &
Vil EXEC FAUS .

7O
Privilege-Level 2 } i
3]

Framed (2) 1 Login
(1) M55 e gl —Jy
AR,

FEH S|

No Access - fHAEFEVT 0] . FH 2 JeykAF T it
aaaauthenticationconsole i 4> L 145 & (4T
I ARSS (OANUHE serial Gt RRVFAATY)
) o ZEFEVii] (IPsec fISSL) FiJ{/ym] %}
FLIm AR ) & TR BT S B E R 2B S i
BT A AR 4525 (Voice. FAX %) #%7]
— 5 AL B,

Service-Type 5 (i
i)

FAIL

remote-access

HAoEm

0E%ﬁff?ﬁmfjt&ﬁﬂ4{f§é§%£%§ﬂﬁﬁ%ﬁl¢h

 BIL LUK E PV I LA AAA BB IEA REAT H ML Th g .

F B EAIE , 55 20 T,
o W SIEAE AN G Oy IAE,  WRAZIAE A T BEIhRE 2 AU TG S AAA RS 44 .
* HTTP HZAUAE BB AR %2 3 HF .

$HIE1 4 Telnet 1 SSH i 45 P2 AL :

aaa authorization exec {authentication-server | LOCAL } [auto-enable]

W2 I E T CLI A ASDM VS ]

auto-enable S B 7 FLVF AT LS SEBUBU IR K4 BE 53 75 55 I H 3t N4 EXEC #85K

T

ciscoasa(config)# aaa authentication ssh console RADIUS
ciscoasa(config)# aaa authorization exec authentication-server auto-enable

B z=niE
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$1 2 Jy HTTPS (ASDM) i3 4 Bl B2 AL «
aaa authorization http console {authentication-server | LOCAL }

TP

ciscoasa(config)# aaa authentication http console RADIUS
ciscoasa(config)# aaa authorization http console authentication-server

Gt

PAR 7R St 7k A s X LDAP JE MU . fEARBI, 22 A e e IE ARl LDAP AT
S0 B AR FH OB e s - BEER S B0 LR A 7] 43 531 2L TETF-RADIUS service-type il

privilege-level.

ciscoasa(config)# ldap attribute-map admin-control
ciscoasa (config-ldap-attribute-map) # map-name title IETF-RADIUS-Service-Type
ciscoasa (config-ldap-attribute-map) # map-name company

PLUR 7R [ LDAP AAA %5 %8 N LDAP Jg 'k it 5 -

ciscoasa(config) # aaa-server ldap-server (dmzl) host 10.20.30.1
ciscoasa (config-aaa-server-host)# ldap attribute-map admin-control

W B Ay 1 U ), T LOE I ASA FC B ay S8, AR e T AU P A I a2 BTG
DUT, IR AYS 7 EXEC 85X, AR i MG i & HiA enable dir &I (BGAE
A A FE I SN login i &), W RABE AR EXEC BEATEUT ) g fin & (O ETIC &

A .

A LA P R iy B 02—
* ARHIABLR 2
* TACACS+ Ik 55 2 AL PR 431

KT awLEM
ST LU I AL, LU SV RERUR P 0] DA 4

MR SRNE
AT LU P Fof iy & SRR 2

| g ]
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i SRR 5!

gipia |

o RHOBURZA] - 76 ASA FRCE A ARG . A M. RADIUS 5 LDAP (U1K LDAP J& Pk
Wiy 2] RADIUS J& 1) H i) CLI U AT & IR UuEny, ASA 23 4% H P 485 A A
J. RADIUS 5% LDAP k5545 & SCRIRBR G0 . FH P v BAY i) 43 e AN BR 25 001) A LA 0 ) i
Lo THER, TP E OSSN IEA N S EXEC B0 (Ar & gilh 0 84 1) o« P2t
i FH enable i 4 F X IEAT 5 Oy B0 iE A RERE ARF AL EXEC #2C (A2 Zih 2 s, BRfd
login i 48 5% (L PRAHh s 122D

A

ER AT DU AR PR B AR, LA CLL BT enable &4y
%E%%%T,ﬁﬁimvaW BN enablef &I, BB RS
JAFERY, ASA S AETR RN 15. RIF, 0T LU RSO 4 E
B, LUMEERI enablen (2 & 15) I, ASA WEIEZEZ n. KRS
FA A 23280 5 WAE X L2 .

* TACACS+ 55 23 AU BR 2 5 - 7E TACACSH 52 b, & H 8R4 AEBEAT CLI Vi 1] (19 5 4 B
Ja vl LA a4 F P AE CLL N R 1y 2 78 4d H TACACS+ 4545 AT 50 AIE

ME I AAA WEAMAH TS, AR R AS IR E .,

W iy AU, A0 B AR At . EC B BENS SEIUN AN R 2 A S B AT AN A ) i 9%
B

AR LA S R TIHIN, E BHE D3N RN TE R SR N 2 TR 44 SR VR IR i AR BT I S 2 il R i REAT BT
FESE, ARG ST REARATCVARC B S PR G A PR B AN RNIE 22 A 45 1) ) i 2 R BUAT
REAT T 2258, it n] RE2tf LI I 4 o

\}

AR RGHITE A AAA 4 B, S REBHERGHAT A AT H] .

EOAEOL T, S BU R 2200 0 ZOBUR, By HeAthdin & 20 K 15 2R .
* show checksum
= show curpriv
* enable
* help
* show history
* login

* logout
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° pager
* show pager
* clear pager
* quit
* show version
WHAAT T B AR 2K T 15 g, IR “configure” dr &R 2 [F—20, 5 H]
JU IR N E AR
Be B A i 2 124X

T Ik A H A A AT LR 16 MR (0 5] 15) 2 — il frd . BRAEO T, S a4
0 L 15 AR . B nT DORKAREA T s SCEERE e BB, AR P R U N 43 1 A PR 2% ) 5 A
THR AT 2. ASA LEFEAH B 5. RADIUS IR %% 24 50 LDAP JIR%5#% (W% LDAP J& Pk
Wkt £ RADIUS J& 1) moE U B

T K2 I BIAR 2 .
privilege [show | clear | cmd] level level [mode {enable| cmd}] command command

i

ciscoasa(config)# privilege show level 5 command filter

XEFUE I B REA iy & R A 4
VA& ARG F -

* show | clear | emd - X S8 u] A7 ] T 0O Ay & (K s T PRl B B EAUR . 1)
P B A O BN B e, B AR B i fir & T30 (O showsl clear g
s R LA no e WERAME R — A8y, WS dn & KA i 5.

* levellevel - /T 0 Fl 15 Z (Al 12251

* mode {enable | configure} - 41 RHEA w4 AT LAAEH P EXEC BEUERiA EXEC #E3R LA I
B NEIN, I Hizdr SRR AT A F R ERAE, AT B3 i AR IR S R4
PR 225«

* enable- 5 )" EXEC B A EXEC 5L,

* configure - ¥ E AL B, T LAEH configureterminal i 2 #7151 .

+ commandcommand - & ZhCE K4, B HAENCE B AR . Blhn, n LA & BT aaa
A, (H AT DL L E aaa authentication 741 aaa authorization iy 4 1125 5 »

| g ]
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$IE2

gipia |

CAIE) N 2 ABUR T AAA 1. tnRRA B a4, W ASA (AU 176 ™ IR 2%

gl JERE T ARSI P BROA BB 15 4.
aaa authorization exec authentication-server [auto-enable]

TP

ciscoasa(config)# aaa authorization exec authentication-server

Pe &30 K 5 A B . 16 2 B A S R L% ) CLI AT ASDM 7 ) 5 265 23 5

JR A P AR s iy AL BR G531

aaa authorization command LOCAL

TP

ciscoasa(config)# aaa authorization command LOCAL

FEVCE A ARG, BRAFE bty R B E ay A AW IATAir & AL

15l

filter iy & HALLTEA:
* filter (X7=24 configure #&T5)
* show running-config filter

* clear configurefilter

T LU BER B 270 i BB AR, st 2 et IOk i A T 2B [ — R S LA

RS A 3 e B AR

ciscoasa(config)# privilege show level 5 command filter
ciscoasa(config)# privilege clear level 10 command filter
ciscoasa(config)# privilege cmd level 10 command filter

W, LR R B R B A filter 4B [l — 203 :

ciscoasa(config)# privilege level 5 command filter

show privilege iy 473 it s R T 2K

PLR 74 i 7 mode Se8EE I . UMW P EXEC #EaUHi N enable fiv4, 1M ] 46 i

Ui ) f) enable passwor d iy 4 U 2K $5z s (AR 2431 -

ciscoasa(config)# privilege cmd level 0 mode enable command enable
ciscoasa(config)# privilege cmd level 15 mode cmd command enable

B z=niE
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ciscoasa(config)# privilege show level 15 mode cmd command enable

PR 7746 5 7 48 configure S5 IR B N i 4 mode i 4

# privilege show level 5 mode cmd command configure

# privilege clear level 15 mode cmd command configure
# privilege cmd level 15 mode cmd command configure

# privilege cmd level 15 mode enable command configure

config
config
config
config

ciscoasa
ciscoasa
ciscoasa
ciscoasa

N

AR M5 ATHT configureterminal fiy4 .

£ Commands TACACS+ A %5=8 FELEH S

0] DLEE SRR 207 ) 2R 25 2% (ACS) TACACS+ fRZs#% b, 4 sk AN b i A il 4t
ERCE SO . ST =7 TACACS+ IRZ52%, 15 1 IRSS 23 SCRY T i Rt 2 3 AL FE TR

o
H/oho

THZ LU MR 4 ACS 3.1 FRAH IC B fir & (HE N s L VF 2 U0 thod 58 = IR 55 4 -
*© ASA KA Rt A Ab e an 2 KK, DI AE TACACS+ [IRds as oK v & BC & N b5 i

%,

N

AR JHRM A ACS WREFE 4N “pix-shell” [RarA2AL. 52 ¥ M T
ASA AR,

o A IS AR A T BN SR AR A 28, S A LT ECE per mit B
deny.

B, n%E f i show running-configur ation aaa-server v, i I iy 2 FEBA I show
running-configuration, #RJG7ESAF- BB permit aaa-server .

* @tk Permit Unmatched Args SEME, W] DLV BHAfAE 4810 I A ir 2 40

i, fn] DULICE show x4, AR SEVFITAT show fig< o SEBUEHIIL ik, KPR oy
Tool fir 2 RN AR CRARAF SRS, H SR CLLMERTEN GESH FED .

| g ]
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B % commands TAcACS: E% B L REGS

1 RFFREEXGS

¥ Permit Unmatched Args

114412

Add Command | Remove Command |

o RTRA IR, MG SRA S, WBAIARVFAILEIN S 4L, 610 enable 5 help (i
ZUHED .
B2 it 8ianse

[ Permit Unmatohed Args

114411

Add Command | Remowe Command |

© MEAERACSH, A S EOF LT HECE. deny .

B, s Y enable, {HAS fi4 enablepassword, 14 i FEP I enable, ST B
M deny password. #fiffikd Permit Unmatched Args S23EHE, SXAEATAE fOVF A% 1)
enable GEZ UL TED &

B z=niE
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# Commands TACACS+ 5 2 L EEHS ]

3EIESHE

BT - coit Unmatched A

deny pasanard

|

Add Command I Remowe Command |

114410

o YETEMAATHY S A AT, ASA ST LA A4 R A0, RG] BN B S H N A
NI RE & 3% 3 TACACS+ 45 2% .
Bln, RGN shlog, A4 ASA K34 show logging fir4 &% %] TACACS+ fIR%5 4. H
S, KN shlog mess, IS4 ASA ¥ show logging mess iy 4 & i% 5] TACACS+ IR %5 7%,
AN K259 A show logging message T4 . #51] LABC B [7]— AN 5 i 22 Pl ik DL Fi )
45 GESHTED .

E 4iEEHES

=hoin [T Permit Unmatched Args

parmit logging
permit logging message
permit logging mess

Add Command | Femowe Command |

114414

o QR AVEFAT TP LL R A 4
* show checksum
* show curpriv
* enable
* help
* show history

* login

| g ]
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B == acacs: w4

* logout

* pager

* show pager
* clear pager
* quit

* show version

i & TACACS+ A S5

W H H TACACS+ i &% AL, HH P ECLI EH A4, ASA 2¥5 A R 7 44 & 1% 3 TACACS+
R 55 a5 LABH 32 fir 2 2 15 LR AL

155 TACACS+ 3 4M2 l, 1545 LL TACACS+ G558 B g LM 2 B4 8 5% ASA, FEAfi i+
BT DB A S PR AR S0 B ASA. Bltn, #RNA% LISRAE T iy A5 BRI B 0L 7 B0 8
o N, WRESEAMIE

ERSH e I B S U 7 IBAT 200, ERAFIC S . WS DA R i e, 8 T DUE I &R
ASA KIKE i .

TR IR TACACS+ R4 e hae Honl 5. 0 B py m] Sk 5 ) T8 3 75 248 HLAA 52 2 TUA Y TACACS+
R4S 28 RG24 TUA I ASA HIERTE. Bltn, EHH TACACS+ RS st p s — AN 51 1
EREII RS 2R AN — AN SR 1 2 SR IRSS 8% o 1B ] LUK A iy A AU & 4 7 TACACS+ JIRSS
PEANT] I [R13E T v

N4 TACACSH R4S 25 lic B ay 28, iEMAT LU R DI

B NLUT i
aaa authorization command tacacs+_server_group [LOCAL ]

Tl

ciscoasa(config)# aaa authorization command tacacs+ server group [LOCAL]

1T LIKS ASA i B W #E TACACS+ IR 4525 AN il FH Isp i A B 30408 3 4 ok [RE 7k, angi s AR,
WHEE RS 2R A G LOCAL (LOCAL X7 K/NE) o A HE s %2 4 FH 5 TACACS+ Il
S-SRI P 2 R3S, Rk ASA SRR FFAN 2 45 A AT R 5 i AT AT 487 o 1B A DR AE AR Hh 2508
PR 2 BRI R E .
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AR M SR E A P B & B A SR R
P A SR PR T CLLL . ASDML Vi 10 5 G S ERY o DL B W A B 747
50 S A A5 S R, L0 O S8 0 N P PA

ST SR AN G A A M B E A B P, T ASIE AT DA A B e ) H A A s (49
T FRIZ U7 1 VPN B3 AAA i) , WAEH T AAA RS 883-4T S e (K 7 s

[ ) U P VG o = N NN SR S W D I R T S S A R T 2 P €
AT SRR R R AL o BT S I FH T F user namefit 4 LL Mz change-passwor d i3> 51 250 25 i
FiaZ |l

o {f A HL BB 1% A CLI 58X ASDM 5 M L & AAA S IIIE .

o FEARMEHE P P4

P R WEEBEA S EBEZ A Z G (R .
password-policy lifetime X

i

ciscoasa(config) # password-policy lifetime 180

pEL
P & s P A il T a8 RS 2 I M BE o
ARAEN 0 B 65536 Ko BUAEAN 0 K, FoRE AW,

I ATER, BB — B EHE. EEEIINE, EABA Ui RS AR
JaviE, WEHATEA N R

* 3 A B U username iy 4 BT CE S

o TR BV ELPE R v S e .

N
&
N

CAIE) B 5 IHERATEL, B i 250 S B N 44
passwor d-policy minimum-changes value

Tl

ciscoasa (config) # password-policy minimum-changes 2

AR 0 1 64 A FHELI. BRI 0.
FRALARS GBS, BERAT AT R A 0TS0 T304 H B0 A B s 4

| g ]
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B rvurEmpRETEEs

PEI (k) WEHRERNE.
passwor d-policy minimum-length {5

T

ciscoasa(config) # password-policy minimum-length 8

HRAER 3 F 64 NFRFZ IR GEBUR/INESKER 8 N F1F.
P4 (k) WE SR R RN KRG TR
password-policy minimum-uppercase 1

i

ciscoasa(config) # password-policy minimum-uppercase 3

HRAEN 0 F1 64 AN FaF 2 i), BRINMER 0, Ros o/ .
LIS (R WEHEWIEA WEAN NG PR
password-policy minimum-lower case {5

i

ciscoasa(config) # password-policy minimum-lowercase 6

ARUEA 0 F 64 NPT I BRINMEN 0, Ron o/ M.

FBEe (k) WE R AUEAT BN TR
passwor d-policy minimum-numeric value

i

ciscoasa (config) # password-policy minimum-numeric 1

HRAE N 0 F1 64 N5z ia). BRINMEN 0, Fos oM.
CATIE) BB % WA Z AT () B N R T4 4
password-policy minimum-special 1

i

N
5
~J

ciscoasa(config) # password-policy minimum-special 2

ARUEA 0 F 64 NPT FRRPATEREUN 78 1 @ #. 8. % A &k “ (7 M
“) 7 BRMEN 0, Ron TG/

s L BN A T

passwor d-policy reuse-interval {H

B z=niE
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B

gxzn ]

il

ciscoasa (config)# password-policy reuse-interval 5

TR IR 5 2 A S (2 2 7 DN AT ) AHVLEC R0 . < B i 4 )
passwor d-history fir 4 LU TE A AF A EREN I 44 N IICE s tear &0 P AT il
AR AT 5 Y A VL ) B

passwor d-policy username-check

(nlik) wEHH P2 w2l change-password iy 4 8 0% 65, A& ik P Af ] username iy 4
B s

passwor d-policy authenticate enable

il

ciscoasa (config) # password-policy authenticate enable

BOABEE NS FPm] DU A A PR S e s

LA Dy eI 228 username i & S A IS, K MDA N A DR B

ERROR: Changing your own password is prohibited

WANES# T clear configure username T MR A CLAOMK ™ o RS BUXFAN, R0 2 R U R
)[/l?ji ?\ﬁ A%\ :

ERROR: You cannot delete all usernames because you are not allowed to delete yourself

U SRAE G SRS L T A Y, U A T ) 8 T I R BE SOA B i o SRR R
SRS SO0, ISR T A i S SO e W ROR R S R SRS S 3 i, DB vl DA e il
CIEYNER: T Oi VAl

WO A, AT R D8R

AL
change-password [old-password old_password [new-password new_password]]

-
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BRMEEERNELIER

ciscoasa# change-password old-password jOhncrlchton new-password a3rynsun

TR RAE AT S R N 0 SR R 250, ASA 2B,

FERMEFERAEICR

BOATEOL T, B D LR RAF 90 Ko TLAZERI UL IhfiE, thnl S ClFp RN i), % 365 Ko

FiaZ |l
AP SEAL B ORAT s AERUBRRAR AR IR, R 6 B iR B L 11 LR s I SR
« FEFDPIMBSE, ASe kB e Iy sl A

o MR K[ —PPERZ Fh CLIASH 7 (SSH. ASDM. HATEHIEG) B A’ AAA S IIFR, Ik
DY RER I T A Mk alok ) AAA JIRSS 2310 1 44 o ASDM B S AN ARAFEAE T S b

o

PER WE R LA R FR L ]

1E
w

B

aaa authentication login-history duration X

T

ciscoasa(config)# aaa authentication login-history duration 365

ALK days ¥ B R 1 3365 2 0] BRIME A 90. FEAEFI B Sidsk, 1%\ noaaaauthentication
login-history.

MRS, AR B B SRS il sk, Wik SSH 7R :

cugel@l0.86.194.108"'s password:

The privilege level for user cugel is 15. The privilege level at the previous login was
2.

User cugel logged in to ciscoasa at 21:04:10 UTC Dec 14 2016

Last login: 21:01:44 UTC Dec 14 2016 from ciscoasa console

Successful logins over the last 90 days: 6

Authentication failures since the last login: 0

Type help or '?' for a list of available commands.

ciscoasa>

BRGNP LK
show aaa login-history [user % FK]
il

EIRiF ]
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ciscoasa(config)# show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: O

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018

fo B E 11/ 010 M
£ CLI ¥ show iy & Z AMRAL T fir & I, ] LR ICIKI B A% 2 TACACS+ Lk o5 4% T
DAC A6 P 8 ki . SN enable fir & i sl & H iy 4 DK
XAk, AR TACACS+ IR554s .
D BEU) fe) R enable dir 10k, AT BL R D ER:

FE AL T i

aaa accounting {serial | telnet | ssh | enable} console server-tag

Tl

ciscoasa(config)# aaa accounting telnet console group 1

AR ST AR P UE RADIUS # TACACS+.

A Adk . HH TACACS+ IR 45 #8 S Frin 4 id ik
aaa accounting command [privilege level] server-tag

IR

Nij
g
N

ciscoasa(config)# aaa accounting command privilege 15 group 1

privilege level -4 FZH0HE BATAURZS], 1M server-tag ZHUE ASA B fir 4-ic Ik it B R I% F (1)
TACACS+ IR 55 2 4 1 44 FR o

M E PR E

ERLOE LR, T I a4 AEL CLI B8 E I, mlResx i e iE Y ASA CLL. %, )5
ASA BRI IR E Vi) . (A, RE LA ERE, Wnlfespiie.

| g ]



WG

NRIN T

& 1: CLI B 36 E 7 s S RANBE

EE-S

S E 2 A LA T AR R

gipia |

Ihie BiE &M iR MRRFE: BIR FRIRFE: BiR
Aty CLI S IR AIE | ARAEAH A B | W SR A e P AT | SR P BB M aaa iy | A H 28 MACHAL & 5%
HECEH . R, WEIREER, |2 ASA. BT LUNRGHAT
I H IS AT AT [F) S SR A SO I P o
Fr.
TACACS+ ir 4% | IRSTa KB | RIS ER LTI, |1 S BN AAA |1 Wk T ASA _LHIR%4
i i), HBAT | W TCT 8 sk s G e e AN LEAff T G2 1)
| PCEFLR . | METr 4. e . M55 4%, EAEH 215
Tﬁs‘CACS"‘CLI%'ﬁJ 2. J%ZIKi’MﬁEEF‘EE?’JIEI ﬁciﬁ%i‘ﬂﬁ‘i ASA. T
F %%%Wﬁﬁﬁ o
RADIUS CLI %) ER% R AR R
LAl e o WHo
2. R A HbEHR G A [
BTk, XA
TE R 55 75 K IS4
JE o
TACACS+ ir 4% | IEEABCH WAL | A48, HIERE | 185 TACACS+ JIRg5# ) | A 18 WA AL 5%
i PR P S B | ORI P JevE RN (K ASA. BEATAMNRGHAT
AR | BTV TACACS+ |1 B EIC
P35 \ o Mo A ] AZE ] i 4%
IR 55 4 TR B 5 7 ALEHEE
S ASA, TSR E A5 *X HFMEE TACACS+ i
IFEE AN aaa fr .
A b i A BEAL TELABAT AL Ha AR, (B2 | St E B %M aaamr | fTH SN HHLE
BT P S 00 6 Fﬁf)ﬂﬁHFI&ﬁ%J)\ % ASA. ﬁﬂ%i)&%%’ﬁ#&ﬁ%
Ko (SRR [F1) S5 A 1 5O B SO 2%
Al
1o v prAS T
T i a]
WS LT i 2 R I a5 Ui 1)«
* show running-config all privilege all
iy 2 27 A i A TR 201
XJ ¥ show running-configall privilegeall dr4-, ASA R &7 iy KA CLI i 243 Bic AL PR 2%

5l o

B z=niE
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ciscoasa(config)# show running-config all privilege all
privilege show level 15 command aaa

privilege clear level 15 command aaa

privilege configure level 15 command aaa

privilege show level 15 command aaa-server
privilege clear level 15 command aaa-server
privilege configure level 15 command aaa-server
privilege show level 15 command access-group
privilege clear level 15 command access-group
privilege configure level 15 command access-group
privilege show level 15 command access-list
privilege clear level 15 command access-list
privilege configure level 15 command access-list
privilege show level 15 command activation-key
privilege configure level 15 command activation-key

show running-config privilege level 2% %
A2 R EBURGON I 2 o level ZEUZRANT 0 Fl 15 2 [A] R385
LA 7R 27 10 ZRABR ) i 4 73 i«

ciscoasa(config)# show running-config all privilege level 10
privilege show level 10 command aaa

show running-config privilege command 4

I 4 FH T 7R € i 2 AR 2000 «

PLUR 74 {57~ access-list iy 2 [ i 240 e :

ciscoasa(config) # show running-config all privilege command access-list
privilege show level 15 command access-list

privilege clear level 15 command access-list

privilege configure level 15 command access-list

show curpriv
M AT B Sirg A .
BLF 42 show curpriv fir 4 614 7l «

ciscoasa# show curpriv
Username: admin

Current privilege level: 15
Current Mode/s: P_PRIV

N2 i~ show curpriv i 4 (K5 .

wiziggisE ]
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B usesne

3k 2: show curpriv 55 i 15 PR

FE 15 BB

JJ" 4 (Username) M4, R CLERA P 5400 8 5%, M4 R enable 1 (7 EXEC) 5§,
enable 15 (ffAL EXEC) .

Current privilege level | 2515y 0 1) 15, BRARGEHC B A H iy 2 FE A A b TR B 28 59 o il fir 4
50 HBeAF R 0 R0 15 2.

Current Modes A 7 A
* P_UNPR - ] )" EXEC #izt, (0 2481 1 2%)

* P_PRIV - ¥ EXEC #30 (2 245 15 40

* P_CONF - Ji¢ B,

* show quota management-session [ssh | telnet | http | username user]
B fir 4 M T s BT e 21k

PL T /& show quota management-session 4 ()% Hi 719l -

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

* show aaa login-history [user % Fx]
Py T Bs A T R sk I s ad sk
PL R 2 show aaa login-history fir 4 % H 7l o

ciscoasa(config) # show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: 0

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018
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BT EIBY R EIEE

R ERIFEIMALILR

wmpmanneias [

TIREAFR

F A

L RA

CiscoSSH HEH AR My BRI W &

9.19(1)

IRAEER A FH JE R SSH HERE .
A5 ) i 4. ssh stack ciscossh

FRIAH 3 FF SSH A Telnet

9.18(2)

S IUAE T LIS IR P12 1 3 - LA R D
* SSH

* Telnet

W AE a4 interfaceloopback. ssh. telnet

SRl SSH HEk

9.17(1)

ASA 1§ 445 SSH HEARHEAT SSH %8s, FIAE, 80T LAk £4d F L
T OpenSSH 1] CiscoSSH HEAk . ERINHERRAREE HASAHERR . R}
SSHZ -

* FIPS 5 M

 EWIEH, ARk B BRI IR AL X 8 ST
THIERE, CiscoSSH HEFEAN S F5 LA Tt

* 3 VPNIE I SSHIERZ B I LAb 4L 1 G PR i) )

* EADSA %%}

* FIPSHELZL R MRS A% EXT

R T B ST e, kSl ASA SSHHERL

CiscoSSH &[] SCP L REMS A A4k : Z{FH ASA copy i 24 3¢
42 1121 SCP Hi 45 25 5 M SCP HR 55 3% &2 il SC A, #4820 i sshiy
A1E ASA F24 SCP e 2545 1 W/EHLE I SSH 1i [IALBE

B As U My 4. ssh stack ciscossh

ASHBH P8 E S

9.17(1)

ASA 1] DLTE G s 22 R OA B T i & R 8 JaBie ik . e R
ANIE ARG 0 15 B 7. seah, F PR s e R e, |
PR LR . BITE, HPURAE 10 e e, BradRiE e
BALEI 2 Wi {di ] clear aaalocal user lockout 4. AR5 A 15
(160 FH Y BILAE 2 0 ¥ B R 3

BriMME I fir4 . aaalocal authentication attemptsmax-fail » show
aaa local user
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B =mianmsias

INREBFR TEERRA  |iERR
SSH F Telnet 2545 8 (427~ 9.17(1) A S8 AT R SSH BY, Telnet 5% ASA I, RGN b4 15E

B, A B ORI )R, RGUE SRR T O K
HIE, WUR ASA FURTINE, WARGA SRR, HME S & xs
ARt

TEERG ARMTAE AU - Bl B R SS (an VPN s 2 A
HIAE SSH 5X Telnet %5 5% 1] i) 5 5 (1 07 4 6

BriAs MU a4 . show aaalocal user

SSH ‘& 4= Bk 9.16 (1) SSH IAESZFF LA R 22 4P leidt -

o MM - eryptokey generate {eddsa| ecdsa}. 5 T RSA,
BAVER N T X} EdDSA Fl ECDSA AUV HII S HE . ks
AL, ASA 221X % LU RINPfiiH]: EdDSA. ECDSA, %A
Ji /& RSA. W HAd ] ssh key-exchangehostkey rsa i 4 ASA
U B A A RSA B4, U020 2 ik 2048 07 55 5 i v 1) 2%
o T SEIFGGEAME, ACHATH BOIA PSR E T,
ASATA A NIRSAF N HH . RSASCFRREAE B myhii A b
k.

o BHIAT # Y - ssh key-exchange group {ecdh-sha2-nistp256 |
curve25519-sha256}

* N 5Ly -ssh cipher encryption
chacha20-poly1305@openssh.com

o ANFESZEF SSH fAS 1 - I ssh version #i4 .

BSR4 cryptokey generateeddsa. crypto key zeroize
eddsa. show crypto key mypubkey. ssh cipher encryption
chacha20-poly1305@openssh.com. ssh key-exchange group
{ecdh-sha2-nistp256 | curve25519-sha256} . ssh key-exchange
hostkey. ssh version

SNMP [ 2 1 ] 9.14(2) FERC &L VPN BRI (8 FE U ) B, 8 s et 1n) 51 2 v A5
AN TP Muhik,  1F a3k R VPN 3T %4 SNMP 48141
) VPN e & ) —3 5

HTTPS 75 Wi I % 9.14(1) BLAE, #ATLLN ASA TS HTTPS SN E A WIEN, Hs
ASDM. WebVPN FIH AL i, LART, A http server
idle-timeout fir 4 H AE B ASDM 25 PRERINT o 2 S [ I 450 5 />
W, B e AT

B s My 4. http connection idle-timeout
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wmpmanneias [

TIREAFR

L RA

SSH N S A F e LR I 224
P M 3¢ et 21 e A0 RO 471

SSH N B i BLAEAZ TOE XAE (i b A sl 224 124k
Mg BIRAR IS o FERLRL I RRCAT, eI M R
e I S Y, XA R S A RS T et
fidh

FrHME a4 : ssh cipher encryption

N PR BT 5t b BE L SSHU B HIAZ Hukid
%

9.12(2)

T8 Z0AE. Admin 155 HBCE SSH B A He: T HAR G 5ok 4k 2k
IERE

BG4 ssh key-exchange

PUAE B N 5 254 enable i

9.12(1)

enableBR A0 5. BIAE, WG ZAK7E ASA Fik N EXEC
Wi, RS TOREHFE SO — N 2D 3N FERIE, 1A
REds 50 B3 4% . no enable password fir 44 i B AN 32 S HE

76 CLI H, #af LU enable fiv4+ login fiv4 I P RCBR 2% ) 1
7E2 2L ) o SSH X Telnet 1% (W14 i3 Ji aaa authorization
exec auto-enable) ik NFA EXEC Bk, LA MR 714,
IEER DI BT,

{EJEAEE 5 ASDM I, IIJAEAT IR 0 BE SO PRy sk o BRIAT L T
7 ASDM 1, ST A H P 44 51 enable 265 HIAT &5k .

Bri/E 4 : enable password

AT B B i B

9.12(1)

A, fEnTDARCEV RS ATEEL A P S IR EOR A P
PR TRE R A . DAY, SHBERCE R b s, e s
Ml 5431l T RIS, E2N ST, WA KHTTPS
SARELE R S, WITCEERCE SR Ak, RGN E AN R
% quotamanagement-session iy %, & BETE I SACE PR T Ik
B e, BORICRASIRECh 15, WRECKH I E N 0 IR
WD BUOKT 16 ME, FETHgik &R, MAES BEH S 15.

BrME M4 quota management-session. show quota
management-session

7 BB 8001 B 50

9.12(1)

e, 32T Ui IR AUR (aaa authentication enable console) 1 7t
VFH B TR EXEC V71 (aaa authorization exec auto-enable)
Jois AR C AR UT TR RGO OSSR RAEH L, ASA
EA DR TS S G RSI

BB 4. show aaalogin-history
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TIREAFR

L RA

SSH 453 22 41k

HZ M LT SSH 224 itk

* 3 ¥ Diffie-Hellman £l 14 SHA256 29145 #e. M5 BLAE g BR
WEH. SEATERAE A4 1 SHAT.

* X HF HMAC-SHA256 5E 3PN . BRIMEIAE & e bE
4l (X hmac-sha2-256) . SERTERIAE A e

BB T4 ssh cipher integrity . ssh key-exchange group
dh-group14-sha256

VR T AR 21 HTTPS %) 3 Uy
] ASA

9.12(1)

PR DL AVEIE T AR U 28 1 HTTPS % /i 7 ] ASA (¥ HTTPS
4. B N, fir ASDM. CSM #1 REST API.

B s fr 4 http server basic-auth-client

RSA 5% S Hr 3072 (L% 4]

9.9(2)

TEILAE T LR SR FE R 3072,
HrE B M) 4. crypto key generate rsa modulus

KA RE DML (BVI) i) VPN 4 B 17 1)

9.92)

BIAE, WRAE BVI _LJEH T VPN management-access, 1 LL7E %
BVI LA B IRS: (Bl telnet. http il ssh) o XT3 VPN 4%
PRYT ], NAE PR b e 1 b R SR B X 2R 45

B s 4. https. telnet. ssh. management-access

O3 H SSH A 1

9.9(1)

SSH A 1 E3-H, KARAFHRAIT. BIAKE S M SSH vl Fl v2
FE AL SSH v2,

B ME M)Ay 4 : ssh version

XHE ] SSH 281 5 6k (¥ 1 7 AL BAT
BT 23 ) BEAT SR B 473 B

9.6(3)/9.8(1)

£ 9.6(2) LARTHIRRCA Y, 46 J3 H SSH AP AR EAIE (ssh
authentication) i, A LAAS 06 B A S 6T A 7 £5cdii e (1) AAA
SSH 5 {4 %:1iF (aaa authentication ssh console LOCAL ). Z_J'E 9.6(2)
W, ASA RIS T AAASSH S5 AIE . AEIIRACH, #ORH
WS T AAA SSH 56 iE: 554 H] 7 L ssh
authentication i 2 I, BRI T 23 440 H S 2 S 40 30 10E 1)
FUR A S YR AN, 7RI E AAA SSH S SR IEI
IEHC B AOOE T HA S P 4, 9 H ol DS AR AAA ik
435 (441 aaa authentication ssh consoleradius 1) . i,
FESH] PR LU AP SR IAE A B A, Al
WAy C A4 F 25 A4 AT RADIUS .

RAZEATAT 65 2 -
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TIREAFR

L RA

R R

BOAEOUT 8o il sk ¥ R A7 90 Ko wJLAAEF b Dhae,
SRS TR], 5522 365 Ko A4 — ek 2 R B )y ik (SSH\
ASDM. Telnet 25) 5 FHACHE AAA G IERE, HIhfEA & T
AR P I H P 4.

FINT LA Rr4: aaaauthentication login-history. show aaa
login-history

SR A S L AR B A A 2 —
JHL 4 VG TC PR 5 PR A S s i

9.8(1)

A, TR R (2 740, @ rT DU EAE
ERSE SRR A UNIHIE S TS

SINT LU R4 : password-history. password-policy
reuse-interval. password-policy username-check

ASDM H] ASA SSL fIZ 45 w52 U A

9.6(2)

T UE BT S S0 UET ASDM H ™, S8 IAE P LAZESRUE S
LU B VLR .

BT LU R4 http authentication-certificate match

SSH A5 4y B0 IF i gk

9.6(2)

AR R, 454E 5 F SSH 2 4H & 4 B3iE (ssh authentication)
IS, AT RAANDA 5 F LT A ] 7 B30 2 ) AAA SSH S 4 IIE (aaa
authentication ssh console LOCAL ). I EIECIBEE, ‘U
BT ) AAA SSH B 56AIF . 24 1F T 45 A A g AS A2 FAH
AR AT LB R 8 U3 S ] - 44

B T UL R4 ssh authentication. username.

ASDM B BEFZAL

9.4(1)

PLAERT LAk HTTP 15 ) 5 Telnet 1 SSH s vl fid B 45 FEZAL .
5INT LA Fr4: aaaauthorization http console

WEACE P 1Y) ASDM 1 42

9.4(1)

43 Fil ASDM iiE P 5 43 56-4IF (http authentication-certificate) I,
AT LAECE ASDM MEF$EHH P 44 8977 30 38 mT ALE H 6 sk 4
SIS JE R P 44 TR 78 D i

SINT LU R4 http username-from-certificate

SO ) — O B A B

9.2(1)

B R ROBUBR 3 31 53 n] LB SN B CR) S 40 50 0E SEUE— Rk
NFiA EXEC ##58, aaaauthorization exec iy 2N T
auto-enable &7 .

BT LU R 474 aaaauthorization exec.

%7 IPV6 [ HTTP 5 [a] 3

9.1(7)/9.6(1)

WAE, 760 ASDM $: NS P i SSL VPN Jii | HTTP 552 ) 2]
HTTPS K, w¥ 2 &R 7] 21 IPve Hudk,

] LT A 250 T Zfg: http redirect
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THRERFR FEMRA | EA
PG SSH N A ¢ B 5 1 UPOABHBOAD) | FH1 J m fE AT SSH a5 HLIN e P2 AL, Il i B HMAC Al

Ins st AR B AT L . RIS RN, T B B A AR 1
S0 B AN RS o TEER, A P RE A EL T AT
s . BRI T, ASA S P i LA Herp—Fh 832
3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr aes192-ctr

aes256-ctro WIFIEPEA LI ZH —FP 5T (3des-cbe), WP fRE ST
8T 128-cbe S5 MU L. ltan, B O 7R AR, A

ssh cipher encryption custom aes128-chc.

SINT LU R4 sshcipher encryption, ssh cipher integrity.

SSH (1) AES-CTR jin 9.12) ASA H1) SSH Al 4575 S I AE SC 3 AES-CTR N
o3k A SSH B B A il 2 A 1] [ 9.12) TEEFER RIS R 60 4347 /5 s vi 1A 3] 1 GB J5, SSH &E#HE
A
FINTLLF A4 : show ssh sessionsdetail .
T 24 S R ) ASASM, 0 | 8.5(1) HARMZ 1 S IS WA LIE L S ASASM K ERE B ARG PATH
MAEHHLIEAT Telnet F1RE PRI & S 4 (B, (HE AT DAZESE BE 53 S5 A T 5 00 36 A R M A I e T 4%
A,
A FERT, SCRFE UL R | 8.4(4.1), A5 FH A s 608 22 1 B - CLI 8 ASDM V5 [ 1 S A 6 AE I, AT LA
H 9.1(2) C A i SRS SR TSR FH P AE i o T 18] I B eSO 0 5 0 o S b

(LU= SSANERIIE U AN SR

SINT LA Fr4: change-password. password-policy lifetime.
passwor d-policy minimum changes. password-policy
minimume-length. passwor d-policy minimum-lower case.
passwor d-policy minimum-uppercase. password-policy
minimum-numeric. password-policy minimum-special -
passwor d-policy authenticate enable. clear configure
password-policy. show running-config passwor d-policy .

X HF SSH A8 5 4y S iiE 8.4(4.1). YT ASA ) SSH %z, f&nl LI TRAH 3 A S i
9.1(2) WEo 80T LU 2 A8 SCHE (PKF) #4520 1) % 9 51 Base64 4. PKF

A B RIA 4096 47, ATl Tk K S 80 ASA ANSCFHE
Base64 #10 (FRK: 2048 fi7) (3547, id ] PKF #% 10,

FINTLLFr4: ssh authentication.
IXAE 9.1(2) M B iR A H 3 HE PKF #8520

SFE T SSH S 4HAT #e 1) 8.4(4.1). O IN 3 #F Diffie-Hellman 41 14 #8417 SSH #5425 #e. LART, R
Diffie-Hellman 4 14 9.12) K 1.

FINT LU Fr4: ssh key-exchange.
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ThEE AR FEERMA |
SRR B R KSR 8A4(4.1).  |HWLA'E IR ASDM. SSH Hl Telnet 23 1 1 KA .
12
1) FINT LU Ffir4: quotamanagement-session. show running-config

guota management-session. show quota management-session.

P& T SSH 24k ATHICEF SSH B | 8.4(2) M 8.4(2) FFafi, HETCIETHAEFH pix 5k asa F F* 44 6 S 2 i id ik

W 4. SSHIE#:E ASA. Bl SSH, 4751 [i] aaaauthentication ssh
console LOCAL 4 (CLI) 8 “Fi' \> &5 B \> HIJ'/AAA >
AAA Vi ln) \> G IGIE (ASDM)” KALE AAA S RHIE; A58
A username 774 (CLI) BUAKERE “PlE > w458 \> H
J1/AAAN>H] K ST (ASDM)” ks SCARMLT P o Gl EHi ] AAA
R G5 AT AN A PEBEAT S0 B0 E, R SR A B 3 0 LR PR
BN 5.

YT ) 7.0(1) SINT ITIfE

FINT LU i

show running-configall privilegeall. show running-config privilege
level. show running-config privilege command. telnet. telnet
timeout. ssh. sshtimeout. http. http server enable. asdmimage
disk. banner. consoletimeout. icmp. ipv6icmp. management
access, aaa authentication console, aaa authentication enable
console. aaa authentication telnet | ssh console. service-type.
login. privilege. aaa authentication exec authentication-server .
aaa authentication command LOCAL . aaaaccounting serial |telnet
| ssh | enable console. show curpriv. aaaaccounting command

privilege.
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