F§F AAA 79 RSA SecurlD AR %25

PLUR A2 el il & AAA HE R 1) RSA SecurID JIR%5%5. RSA SecurelD %5 #4075 A SDI JIR%%
#%, 24 SDI 2 H -5 HalfE il e #mT LU H] RSA SecurlD JIr 45 #s w8 FEIERE, 9 4% U 1) Al
VPN H 7 ) 34T 540 B0 AIE

* XF RSA SecurlD Jli454% . %51 0L

* JI T AAA f] RSA SecurID R45 2 UEN] , %5 1 1L

o it 'E T AAA 1) RSA SecurlD RS 2% , o5 2 7T

« Wi HT AAA ff) RSA SecurlD IRS 2%, 55 1L

* JHT AAA ) RSA SecurID AR4s 2 (10 id 5%, 55

Z%F RSA SecurlD BR %35

& n] LLE 4% F RSA SecurlD EE%%%WTE%LEE, HaA] LATA]3E 4% F RSA SecurlD A4 #54E b E
ISUFREE — R &, 755 —MEIL T, BFHEELE SecurlD R4S #% 1 RADIUS Al 45#% 2 [RIRC B 5 SecurlD
MSawC R, I ASA ﬁaﬁjﬂiﬂ% RADIUS 55 4% .

B, a0 R H A SecurlD RSS2 HEAT S0 B0AE, T Eh SDI Bl (H 151X S6 iR 45 %l 15
IS0 6 AAA RS 2541,

1 SDI I, 76 AAA RS 2341 H T 45 52 3 SecurlD IS5 8% . ASA KHAE 1 UERE SR S5 2% I
K% sdiconf.rec 30, Z X AEFIH BT A SecurlD RS 25EI A R)G, R EAREGZEA N, ASA A
DA X S g A AT S B IE

UEAh, HAAZNAE RSA 5 Gy B0 UEAE FEAS ok ASA VENEA S 3 AEACHL . 1 ASA 28, S REiEs:
BRI

FHF AAA B9 RSA SecurlD AR % 25 4N

o RN AT DA 2 200 MRS a4l AE 2B NG ST DA 8 MRS A 4L

 FEHREACN RN DT IR 2 16 DRSS &, FE SRR RN LT LT 8 MRS 4. I Bk
I, AEHERCE PR MR —DIRGS aIT A, — KU — MRS &, BRI 4w N A 1k

FAF AAA 1 RSA SecurlD AR %% 28 .



FIF AAA i) RSA SecurlD FE5 2 |
B ==/ T AnA ey RSA SecurlD AR5 5

fic & FF AAA #Y RSA SecurlD AR 5% 38

DL JE A 21 el e B RSA SecurlD A4 2541, R)5, AT DAZERC & PR 7] B VPN A X He 4]

Bt & RSA SecurlD AAA BR%284H

IR EAE 5 RSA SecurlD i 4578 ) HLEGE A5 2T S B0 UE, 20 55 20— SDI Ik4s- #341,
FE BN HTIN AL RSS2 . W AE S RADIUS JIRSS 2% AR 56 2 i (192 SecurID k4%
2%, MITCTHHAE ASA _FCE SDI AAA R4S 754 .

LB G)H SDI AAA IR 41k N aaa-server-group AL B,

aaa-server server_group_name protocol sdi

Tl

ciscoasa(config)# aaa-server watchdog protocol sdi

F$IB2 (Wi, ) FREMLESR N RS20, S AP AAA RS20 KT AAA F55 e KBUR K i%
(AR SR 1 B KB

max-failed-attempts %5

Tl

ciscoasa (config-aaa-server-group) # max-failed-attempts 2

number ZHFTEH AT 1 2] 5 2 (0. BRIAE D 3.

DR AEAE AR RE R (O TRV D BCE T IREE T, I HAUR I BTE R4S 25 28 VL N,

S MmN TERL, e Bz A TEma N, R R mR k. xRS A A AE 10 0% CBRIMED
WARFEARAC I TEMI N, DA% I BE A HoAth AAA TSR AN 23R R A% IS 24, 12 S B IR
J7iE e B CERINTCm N AR, 352~ — P reactivation-mode A4 .

WRBARER I L, W) ASA R4k 2L B iz 4]l i IS5 4% .
FRI (AE. D 48 T B B 4 AR R 25 2 (0 5 CROB AR s

reactivation-mode {depletion [ deadtime minutes] | timed}

IR

ciscoasa (config-aaa-server-group) # reactivation-mode depletion deadtime 20
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| T AAA #9 RSA SecurlD AR % 5

1% RSA SecurlD iR %5 22752 sol i ]

depletion JCHEFANAEALH I BT AT AR S5 ds AL T ARG BIRAS S5 A& BB s il 45 2% o 1245500 BR
UN S

deadtimeminutes i 72400t H T35 12 AR FH AL Hb (1) 8 Jm — AN IR 45 2 21 Bt 5 538 FH BT AT IR 45 2 it
2yt (s, YT 0 3 1440 (LA B ) 2 A XA B DR 30 A H HHR A I, 2k 230t 1)
I A& s B AEA AR, ERRBON S 0. BRINE Y 10 205k,

timed B AT AE 30 5L (8] BB S0 e e 25 %

1% RSA SecurlD fR5525 7R 1nZ) SDI AR $5254R

TE{E ] SDI RS54 2 8, INFE /D [MIZH I IN— RSA SecurlD IR45%5
SDI IR 45 38241 vP 1 IR 45 2848 FH 5 403 56 UIE AN IR 55 2% 8 PR MY (ACE) 45 ASA T8 15 .

% RSA SecurlD 55 #3 78 N 2] SDI k454541

aaa-server server_group [(interface_name)] host server_ip

T

ciscoasa(config-aaa-server—-group) # aaa-server servergroupl outside host 10.10.1.1

MEANRER T, W) ASA BRI HREREE .
A LT IPv4 B IPve it

Fo e SRS 2 2 N .

timeout

TR B RS 2SI RS (1-300 F2) + BRIMECH 10 B0 X T4 AAA Fi4%, ASA B FIRIER SR
(LT retry-interval fir & SLIMRIGE) , EEIEREN o W RIS R 550 TA ) AAA RS
A max-failed-attempts a4 Ffa @ 1) LR, WPKS 15 H AAA 445, HH HASA K TFIR T 5 —
T AAA RSy (R CRLE) RIEiEK.

il

ciscoasa (config-aaa-server-host)# timeout 15
fRe F ARG, B RS S K Ay S A B ]
retry-interval ¥

AT LU E 1-10 2. BRIAE N 10 75

IR
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FIF AAA i) RSA SecurlD FE5 2 |
B s sosamaxe

ciscoasa(config-aaa-server-host)# retry-interval 6

IR 4 U RS S 1 5 ERIN RSA SecurlD #i 1 (TCP / 5500) N[, 1545 2 RS 283 1. ASA 7E M3 1 |
Ik % RSA SecurlD JIR%%%.

server-port port_number

T

ciscoasa(config-aaa-server-host)# server-port 5555

+H b )
SN SDI T R = A
AT LLF8 5 N\ RSA S I0AEE PESS (SecurlD) ik 45 28 2 B[ node-secret A

P11 M RSA SR uEE LIRS 48 T 1 sV PO A OSTEAIE B, W20 RSA S0y ik B A% 5T
(=P
IR 2 KT N SO R RROASTECAE T AN ASA Dy il (R AR 45 2% b, slof H AT I3 ASA AR 5
AR 45 2 b S FF LA M ARSI Z —: FTP. HTTP. HTTPS. SCP. SMB. TETP.
B3 FAWAEHA
aaa sdi import-node-secret filepath rsa_server_address password
Horfr,

* filepath /& )\ RSA SIS UEE FEA T H R IR 4017 508 B SO se B R . R R 40 L e fF
o] LAgitik oy diskO: diskl: 8% flash:o X FZFEMR S 28 LI SCLE, 15 FIARHE URL 3Rk, il
fip://s

* rsa_server_address & 17 5% BT B 1K) RSA SF {7 B0 UF B B8 Ik 55 4 1) 1P ik 5058 42 B E 0144
o BRGIE T SO TR SO B
i

ciscoasa# aaa sdi import-node-secret nodesecret.rec rsaam.example.com mysecret
nodesecret.rec imported successfully
ciscoasa#
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| T AAA i RSA SecurlD R % 5
32T AnA g RSA SecuriD i 5% ]

== T AAA B9 RSA SecurlD AR 5%

$En] LT BLR i 4 W AT R RSA SecurlD A ¢4 &
* show aaa-server
BIR AAA 5524t 5 B . i clear aaa-server statistics iy 415 bR IRk 25 25 4 v (5 B
* show running-config aaa-server
WoR ARG E T AAA IRS#5 . {8 clear configure aaa-server it &Mk AAA RS #RILE -
* show aaa sdi node-secrets

I RIEEE RSA SecurlD AR %528 HA SR 8 k. 1] clear aaa sdi node-secret iy 4
B A S

F3F AAA £ RSA SecurlD fFREZ £=8IF FidHE

INREBFR FEERRA 1% BA

SecurlD AR5 %% 7.2(1) SCRF AAA 1) SecurlD AR5 25 AT BE S B0AIE . LATTRR
A VPN G453 363 A 2 FF SecurlD.

HTAAA 17 IPv6 Mtk 9.7(1) IRAETT LUK IPv4 55 IPve HilikFH T AAA JIR%S2%.

RN AAA MRS S RIS s (8 R [9.13(1) AL S E 2 AAA RS 234. E gLt

HRBEINT . DLECHE 200 AAA RSS20 CRT—NFREIH 100D & Ezr

SR, BATRIRCE 8 CH—MPREIA4) .

WA, AT, AN E 8 MRS (B
ANHRET— AR 4 MRS o ol A AR AL RR
16, TREFAAS,

Be T LN a2 LA X S B[R il . asa-server. aaa-server

host.
MH T SDI AAA ARZ5 2840 11 RSA G454 | 9-15(1) AT LIS N RSA B 096 IF 5 FE 2% 5 H 0T s ok,
PR TF2) 5 N S LT SDI AAA 45241,

WINT AN v4: aaasdi import-node-secret. clear aaa
sdi node-secret. show aaa sdi hode-secrets.
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