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ciscoasa (config) # username exampleuserl password madmaxfuryroadrules privilege 1

username username B TR K N 3 3] 64 N FRF TR, AT DMT R A8 ASCIL il 4T B~ 757
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BRI o W R R RIXPREAL EXEC AR K V7 i), AR 0 S 088 1, 534 {8 ] service-type
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s, WTF2aHT, ASA S7ERILARAE 2R & TN . i\ show running-config iy 4 )& ,
user nameriy & AN R SERR # s e R INE 1R, 5 ER encrypted B pbkdf2 SCH#E . i,
A NS5 “test” , N show running-config fir 44t 8 258 5 LU R N AZRALL:

username userl password DLaUiAX3178ggoB5c7iVNw== encrypted

AL BT )RR e B S, DM 75— ASA i, i ELAE B AH R (R 2350, A S ELIRAE
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ciscoasa(config)# username exampleuserl attributes

username SR IEAES D a1 4.
BRONEOUT, A e 29N VPN 7 3 e P4l SR s et . 8 A 2l H username attributes
AR E A, AXREZER, SR (VPN IER™) .

$E3  (W[ik) WHA# ] aaa authorization exec AL E 7 & HEZAL, EECE 2 900 .

service-type {admin | nas-prompt | remote-access}

Tl

ciscoasa (config-username) # service-type admin

admin Jo8 7 V158417 ] aaa authentication console LOCAL iy 245 & I T4 RS- admin SE5E

7EL & aaa authentication {telnet|$h|ser|al}consoleﬁ*ﬁ I, nas-prompt JCBE K SL1FV7 W) CLI,
{4 1 & aaaauthentication http console 74>, WIFE4E ASDM BEL'E Vil . fuF ASDM W15 i) .
W% ] aaa authentication enable console @4 i3 i 7 G4 5iE, WA ICiEAEH] enable iy 4 (8%
login 174 Vil 45 EXEC #5X.

remote-access il AR L In) . 1451 H ] aaa authentication console fiy 445 5& AT AR 5%
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T4 (AR HRIUEANH XL ASA ) SSH IEFZSHT ARG IIEREE, 1SS SSH Vi) .
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ciscoasa(config) # username admin password farscapel privilege 15

LUR7n B S BB, I RAT S S A k™, BEA P RIBCERS, JFEE servicetype

“}j nas-prompt:

ciscoasa(config)# aaa authorization exec authentication-server
ciscoasa(config) # username userl password gOrgeOus
ciscoasa(config) # username userl attributes
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ciscoasa(config-username) # service-type nas-prompt

R AR A R

2 DL i 2k M 4 A s 508 2
* show aaa-server

e A R CUCE R FE S 5 B . 8T clear aaa-server statistics iy 2 A5 % AAA RS
ﬁ?ﬁdLVIﬂ'fm 1%\ °

* show running-config aaa-server

M 2 A R AAA IR ERIZITILE . {FH] clear configure aaa-server & AR AAA R% 4%
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& 2 R EIRER R £i1E R

THRERFR FEhRA L RA
AAA TR ACHE 12 i & 7.0(1) IR T C E A AR DL OIS AAA A

SINT L4

username. aaaauthorization exec authentication-server .
aaa authentication console LOCAL . aaaauthorization exec
LOCAL. service-type. aaaauthentication {telnet | ssh |
serial} console LOCAL . aaa authentication http console
LOCAL . aaaauthentication enableconsoleLOCAL . show
running-config aaa-server. show aaa-server. clear
configure aaa-server. clear aaa-server statistics.
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