FiT+ AAA g9 LDAP Ak 55 =%

A AUTECE AAA T LDAP IlR%5 2.

* XT LDAP fl ASA, 1 1T

* AAA [¥] LDAP JIRZ#84EN] , 26 4 71

s Bl E T AAA [ LDAP IR554% , 5550

o W T AAA I LDAP 4545 , &5 11 7T

* T AAA ¥ LDAP k554D s2id sk, 25 12 0L

<F LDAP #0 ASA

ASA 5 KRZH LDAPV3 HgRg5ases, -

* Sun Microsystems JAVA System Directory Server, H fj & Oracle Directory Server Enterprise Edition
f)—%B4>, LARIAK A Sun ONE Directory Server

* Microsoft Active Directory
* Novell
* OpenLDAP
BIMNEDL T, ASA 2 A BN & 773442 21 Microsoft Active Directory~ SunLDAP. Novell, OpenLDAP

ol LDAPV3 HogfRgsas. Hit, WUER A IICVEE LDAP k55452821, wy DLT-ghx) Lk
TR E

S35 IEan{iT 5 LDAP EC &5 1% H

EGO U FE S, ASAKE 78 24 /' 1) LDAP JIR S5 8% 1% 7 AR EE, 5 DABH SO s aleil i3 ] SASL
KT LDAP RSS2 HUAT SR I E . BRUAE UL R, ASA LA SCE R S IS8 GlH & 4
F#0s) ALi# %) LDAP R554% .

ASA {X3C#F Digest-MD5 SASL #Liil. FIHIXFIHLE], ASA <3 AR P 44 Fs i v 5t (%) MD5 {1
Wi LDAP JIR%% %% .

FAF AAA 1 LDAP AR %5 25 .
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B war sy

X P AT LDAP S BIEJS . LDAP k554451 0] Sl i & 4y gtk i 1 s k. %1 T VPN
S RAiE, XL R R U SN T VPN SR RS . RSO, A LDAP BI] —2D 58
JE O B0 UE AN AL o

\}

ER% A% LDAP WMUVEGN(E S, 5204 REC 1777, 2251 F12849.

LDAP [Z X 2544

1) LDAP U &MY S it or H 8 2 ik gkl . B, B 5% /A W] Example Corporation [)—44 i1 T
%} Employeel. Employeel {t Engineering 21 T4F. %] LDAP JZXEi# W] REAT A2 200 .
T REVRE BB — N IR 4k, {E3Lrh Employeel ##1°4 Example Corporation [¥]— 44 1. o
AT LU B — A2 WO 2 IR G5 R, 7EH T Employeel #4404 Engineering ¥  JH— 4 A, %350
F&— RN People IRIZLZA BN R B3 T AT RAL A £ 4 Example Corporation ¥ i1 . 3 K2 4%
ARG 7], EZ T E.

HRZ Y2 RA OS2 VRS S, (EFEGR UCE5 F R 2R 45 R ] 1R TR TR

1: 4% LDAP 2} 45%4

Enterprise LDAP Hierarchy

‘ de=ExampleCorp, de=com Root/Top

Pecple ‘ Equipment OU=Crganization Units

‘ Engineering Marketing HR Groups/Departments

cn=Userl cn=Userz? cn=User3 cn=U=zer4 Users

fefe =]

% LDAP X514

HHik ASA, TLLZE LDAP JZIREEHIF e Hl# R . 7F ASA LRCE LN =47 B, Llw XAE LDAP )2
IREER A RIOAL S . FRIEEA ARG SR, X7 B AL RN 2 IR gh M 4 RAR T

B H AR R 43
* LDAP Base DN & X555 M\ ASA W RIFZAGE KIS N TFU67E LDAP JZ IR 25k vp 38 2 FH (5 B
VAR

* Search Scope & XAE LDAP JZ IR 456 h I R VG . R ARLLAE 2 IREi#4 1 LDAP Base DN T
T ZAGONAT o AT DU AT IR S 2 R ILIE T 7 g, B0, &l e AT
FGONAE R, (AR RNz .
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xR L HREETH

gz arEsE [

* Naming Attribute ;& S ME— ] LDAP Jilk55 #4145 H 1) RDN. 8 iy 4 J& 1% o) LA 4% en GEH
)« sAMAccountName Fil userPrincipalName.

%K 27~ Example Corporation [IFEAX LDAP JZ2 R4 . T2 KA, R LA R B 5 e X
R, TRERIMHEARICE .

S —ANECE RG24 Employeel {8 BT ) LDAP 2B ST IPsec BEIE RS, ASA i LDAP JI}
K RILE AN RIER, FEHILNE Engineering 2 F1#% Employeel . ML RIHEEIR R,

EHANERBIT, ASA KiE—MERIGK, FaH k548N 1E Example Corporation %
Employeel. %% 752 B[]

4 |LDAP Base DN BERE waEk HR

=

1 | group= Engineering,ou=People,dc=ExampleCorporation, dc=com — N cn=Employeel |38 2% 5 J& g pe
2 | de=ExampleCorporation,dc=com TR cn=Employeel |48 225 [a] %5 K-

43 E %! LDAP PR 55 =%

ASA ffi 1% 5% DN UG 5% 55 LDAP JIj 45 a8 @2 54F (JF5E) o $M4T Microsoft Active Directory
WEEE (Bl S I0AE . A EHAE R 1, ASA n] DU AR &0 1) %5 3 DN B#E T4 52« 5,
%5 DN A REZH AD “Member Of” $55€ J& T Domain Users [—3# 2 I H 1o KT VPN #5045 #
PaAE, Bk DN T ERARAUR, 1 B4 812 Account Operators AD ZH H—343 .

DL 2% 5% DN 11—l
cn=Binduserl, ou=Admins, ou=Users, dc=company A, dc=com
ASA SCHRFLUT SR IIE T7ik:
* 753 1 389 FAH A AN AL AT R 5 LDAP S 50 11E
* {Ei 1 636 AT %4> LDAP (LDAP-S)
o ] PG I6IE F 22 4 )2 (SASL) MD5

ASA NCHFF HIG S IIE

)

ER EN LDAP &7, ASA ANSCREEH B SHE 5UE K.

FAF AAA 1 LDAP AR %5 25 .
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B war mrmsy

LDAP JE RR 57
ASA T4 LU IETUE B LDAP H st FH 7 64T 543 B0 E -
* VPN A& V5 il H
o 7 KBEA £ U 0] /A QR 22 1

o WESRIRAE (R AFAUEYE) , #ilin ACL. H2%% . DNS 5 WINS % &, LLA2siEiTn
o

o FEASHZH SR v OB
ASA ffi /| LDAP Eﬁtw&ﬁﬂﬂxm LDAP H B3 ASA JB . 1 0] LUK IR S8 JE 1 ISRt 45 o 3
LDAP JI 45 28 B8 HUMIRR o #ads ] LU S 7 B o4t g P i i

LDAP JE i AR 2 E . #lan, wRHP 224 AD Ak i, JfH LDAP @MU 52
ANEHUCHED, DR B UTEC 4% H - B 3 4 0E

SRR HJE PR Thhe, 18T2E T i LDAP J@PEAAFRAME, LA e U R PE A FRAME .
BT () LDAP Ja 1 44 B LU 28350 R SIS 21 0 o SO R R R AL A 5

* IETF-Radius-Class (ASA 8.2 8{ 5 =i A 11 1] Group Policy) - A H &I T8 7240 (i,
Microsoft Active Directory memberOf) Jai P AH 1 B 41 Hilig . 2H SR J& VK5 IETF-Radius-Class J&
P4l ASDM V6.2/ASA V8.2 i 5 Fihii A% o

* IETF-Radius-Filter-Id - ¥ 15 []#= 515 £ 5%, ACL N+ VPN % )", IPsec A1 SSL.

* IETF-Radius-Framed-1P-Address - #f & 73 Bic R 58 A 1P sk 43 Bic 2 VPN S F2 5 1) 2% F i« IPsec Fl
SSL.

* Bannerl - 71 VPN ZEFEj [a] FH F 36 Sk ] {7 SOAR T
* Tunneling-Protocols - AR V5 2874, RIFEiFE4 VPN i F2 5 i) 21k .

A

AR M LDAPJEMEMU v IS — AN EME . AR MR 2 LDAP 45 4%
Wi —~ LDAP J& 1 .

AAA 1 LDAP Bl 5525 /E M

AT IEAETL R AAA [ LDAP JIRZ-2% 7 Bif AN 2 (v D) R0 FR 751

)Ic

IPv6
AAA BRZ33 0] DAL TPv4 B IPv6 Hiulilk,

. FAF AAA £ LDAP AR %5 25
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mERT A o AP 5 I

H At AE
* ASA ERCEMAIT V51 Sun H =X DN 2AZ00R] AT )12 R 5% a5 BRI BRIA S A Sens . iU il |
SR HEL O AT H SR L GRR I P AR DNG s, 0T BUKE ACL J8fE BRIN RS S 1

o LB R SSL L E LDAP, LUEX} Microsoft Active Directory F1 Sun JIRk 2% %% 5 %5 5 74

* ASA RIZFHEH Novell. OpenLDAP 1Al LDAPvV3 H %I 45 se HEAT 2515 5 5L,

* HIRA 7.1(x) TG, ASA KAl HIAM LDAP HUHEITAT S A S uE FIFZAL, AN 75 2 R L] o
 FEBUF A AT % 200 MRS AL, SR AR T LU 4 MRS A4

s B R AT A B 16 MRS, 2B R AT LA 8 MRS 25 .

© PSR, NEAERCE P RE M MRS AT, ki LDAP IRkR55as, HEIR
SN A ik e MR B BTAT R 55 25 AN AT T, AR A e 126 e &0 (PR ik (IR B
SR RAERFRBD I, ASA R XA EHR . R AR T %, ASA ¥4k 4L LDAP Ik

550t o

BcE T AAA 1) LDAP AR 55 2%

AR HA e E T AAA ] LDAP RS 25% .

S NE LDAP B . WS YNCE LDAP JE L , 25 5 1,

HIE2 5 LDAP R4 284 . WS IUNLE LDAP RS 2841 , 25 7 7.

P$IE3  (W[IE) M LDAP RS &% A i & s AORE T S AEA IR 15 S 3 H LDAP 24 VPN Bt
B, 5510 UL,

BcE LDAP 2 MERR 5T

PNCE LDAP JEMEML, TEHATUL R AP ER:

S QAR LDAP B PEMLGT L
Idap-attribute-map map-name

TP

FAF AAA 1 LDAP AR %5 25 .
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ciscoasa(config)# ldap-attribute-map att map_ 1

N
g
N

W P 58 SR J P A2 PRl 1] sy 21 R 1
map-name user-attribute-name Cisco-attribute-name

IR

ciscoasa(config-ldap-attribute-map) # map-name department IETF-Radius-Class

IR 3 KT 8 SO RS RS 1) WS 3280 1 7 v SO Ja PR AR A SRR M
map-value user-attribute-name Cisco-attribute-name

IR

ciscoasa(config-ldap-attribute-map) # map-value department Engineering groupl

SR A W S5 A ML R I AAA TS5 44

aaa-server server_group [interface_name] host server_ip

Tl

ciscoasa(confiqg) # aaa-server ldap dir 1 host 10.1.1.4

PRSI g05E 2 LDAP g5 4%
Idap-attribute-map map-name
Tl

ciscoasa(config-aaa-server-host) # ldap-attribute-map att map 1

Gt

AR R WA LT 444 accessType [¥) LDAP J& MoK BE2x 15 BR 1 21 ASA. accessType J& 1%
AR EA NINEZ

* VPN
* admin
* helpdesk
AR REEME S ASA SCFRRIH P —/NE 24 IETF-Radius-Service-Type J& PE 10N 06 5 «

remote-access (fIt4525% 5) Outbound. admin (Ji2525%Y 6) Administrative 1 nas-prompt
(r%525%4 7) NAS Prompt.
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ciscoasa(config)# ldap attribute-map MGMT

ciscoasa(config-ldap-attribute-map) # map-name accessType IETF-Radius-Service-Type
ciscoasa (config-ldap-attribute-map) # map-value accessType VPN 5

ciscoasa (config-ldap-attribute-map) # map-value accessType admin 6
ciscoasa(config-ldap-attribute-map) # map-value accessType helpdesk 7

ciscoasa (config-ldap-attribute-map) # aaa-server LDAP protocol ldap
ciscoasa(config-aaa-server-group) # aaa-server LDAP (inside) host 10.1.254.91

ciscoasa (config-aaa-server-host)# ldap-base-dn CN=Users,DC=cisco,DC=local

ciscoasa (config-aaa-server-host) # ldap-scope subtree

ciscoasa(config-aaa-server-host)# ldap-login-password test

ciscoasa (config-aaa-server-host) # ldap-login-dn CN=Administrator,CN=Users,DC=cisco,DC=local
ciscoasa (config-aaa-server-host) # server-type auto-detect
ciscoasa(config-aaa-server-host)# ldap-attribute-map MGMT

DL 7481 56 B AT 4 7 JARE LDAP J& 1 44 BRI 2 4 51 3
ciscoasa (config)# ldap attribute-map att_map_ 1
ciscoasa (config-ldap-attribute-map) # map-name att map 17
ldap mode commands/options:
cisco-attribute-names:

Access-Hours

Allow-Network-Extension-Mode

Auth-Service-Type

Authenticated-User-Idle-Timeout

Authorization-Required
Authorization-Type

X509-Cert-Data
ciscoasa(config-ldap-attribute-map) #

fic & LDAP AR 352848
O A A E LDAP RS 284H, SR)G %407 N LDAP AR4s 2%, iEAT LU 0.
FiaZ /i
WS RINEE LS, ARG A fEm] LDAP ARSS 2840 s N LDAP ARS5 2%

WIR € M55 28 H A2 RN
aaa-server server_tag protocol Idap

Tl

ciscoasa(config)# aaa-server servergroupl protocol ldap
ciscoasa(config-aaa-server—-group) #

FAF AAA 1 LDAP AR %5 25 .
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T AAA i3 LDAP BR55 2 |

ik N\ aaa-server protocol A&, FREKGHEN aaa-server 1AL B AN
FRETEZIR T — RSS2 0T, S mdlhilif LDAP R4 a5 RN AAA =555 5 KA RIE I K I
S INe

max-failed-attempts %i

-

ciscoasa (config-aaa-server-group) # max-failed-attempts 2

number ZHFEH Y 1 42 5. BRIMEN 3.

A A S A (ARE PR R0 BCE T [R5 2k Be B IRBR L], JF B2 i Py ik 55453
TCAEWING, SN TER  WPRAZ AL TE N, 2l MR T RS sl e 10208 CGER
WED WORFFFRIC A TEMAR, DA ORI BN Hofh AAA T SRAN 2 2B R 2S5 a7 Bt
MIEGRT k. L SO TC i NI E], 752 50— 20 [ reactivation-mode i 4.

WUERBATIRGR IV, ) ASA R4k e F iz 4 rh i I g5 4
g F T BT AL P OB IR 55 A A i CHEPTOG SRS D o
reactivation-mode {depletion [ deadtime minutes] | timed}

Tl

ciscoasa (config-aaa-server-group) # reactivation-mode deadtime 20

depletion S8 5 I TAUAEALH IO Ak 55 s A T ARm Sl IR A8 i A JFT IS i Al 55 8 o

deadtimeminutes SC 8 72 Kort T TR WEE T AL Hh ) dee e — A 5% 4 BBt s S087 I8 B A iR 554 i
ZoL ), YT 0 2 1440 (RAAMBPOBAAL) 2 0] o AN 240 [l 38 A s Rt e I, 280 )
INTAIATEH]; SRR AEA I S, ELR RN TR 45 ERIMECA 10 208

timed SCBE - HI 178 30 AP (R4S AILIN T i T s o e e 25 4«
PU LDAP 4545 LA T @I AAA JIR45 441,
aaa-server server_group [(interface_name)] host server_ip

i

ciscoasa(config)# aaa-server servergroupl outside host 10.10.1.1

WRATRE (interface_name), ] ASA BRI RIERHEZ .

LR\ aaa-server host iy 21, REUK 2k aaa-server THUAC B . MRIEFFEE, &8 H ML
ERA MM — DI E AAA IS4

TRV T A H T LDAP RS54, LLACHT Y LDAP R 4545 2 SO 5 B & & BRI E .
FARPLPEERAINE (BL “-” R, 1245 & %M.

. FAF AAA £ LDAP AR %5 25
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& 2 FNEXFSEAE

mEwapszd [

we ZRINME 15 A

Idap-attribute-map - —

Idap-base-dn — _

Idap-login-dn — —

Idap-login-password — —

Idap-naming-attribute — —

Idap-over-sd 636 W RUE, W) ASA ¥ sAMAccountName H T LDAP %K. e &fHH
SASL it i3, #a LI SSL R{R4" ASA 5 LDAP JIk 45 2 7] {38
5o WARRECE SASL, W52 BGH T SSL oK IRj4" LDAP 15
AT LS ] reference-identity 1A A& L & ASA ] T-5KIE LDAPS (SSL)
RS a G0 s S 2R BCE IS, ASA K H T ECE 1 VCEL 450
aaa-ldap IR %5 2% crypto careference-identity <name>. 1 RAEUEF{f & %4
FREl SAN e ANFIUCECIR, 503 WA reference-identity 45 7€ ) FALA
fiEAT, Mg .

Idap-scope - _

sasl-mechanism — —

server-port 389 -

server-type autodiscovery | Qi [{ S TIC I 2 LDAP R4 #5287, I FLIE JATE IR 45 4% /& Microsoft.
Sun i@ H] LDAP JIk45s, W] L2 &R 55 4 2840 .

ssl-client-certificate - ASA NAER % il P4y LDAP M4 5 10iE 1. W LDAP iR %%
WC R SRR e T, W ELE . i H |dap-over-ssl. W1
AECEUFTS, 4 LDAP RS54 ZRET, ASA AL EALIET . Wi LDAP fift
2 BB A T T AR, W22 4 LDAP &R L1k se i, IF H S0 50E/
R SRR R

timeout 10 ¥ -

A5l

DL R 745158 B AT id & 44 9 watchdogs (1) LDAP AR 452840 IF [ %41 s i LDAP JR4%5 2% .
TR E SCE AR B B LDAP JIR 25 5 p0VT ()3 1, DRItk ASA A8 X PR A iR 25 2 02 4L

NN

FAF AAA 1 LDAP AR %5 25 .
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ciscoasa(config)# aaa-server watchdogs protocol ldap
ciscoasa (config-aaa-server-group) # aaa-server watchdogs host 192.168.3.4
ciscoasa(config-aaa-server-host)# exit

(

ciscoasa(config) #

{£ F LDAP 5 VPN Fc & %1%

ot

B k4T LDAP H J B3 IIE LAHEAT VPN Ui n) J5, ASA 751 LDAP R4 2%, RS 2543% Bl LDAP
JEME . X8 JE PRI AR T VPN SRR s . LLX R 5 U8 H LDAP v — 20 58 1 5 43 i ik
FFZRL

B, FLEUL R Al RET B3RS S AN L] 2 TR it HLR R LDAP H IR 45 3% 1428, i,
WA SDI 8k PR SS S8BT S 30, WIARR FIFZAUE o X IX A G oL F I 3,
TE S B0AIE RN J5 250 LDAP H 3k, 43920 58 S 0 B0 AE FFZ AL

IEA ] LDAP ¥ & VPN H S #AL, iEHATUL B IR,

S G4 N remotegrp ) IPsec I FE V5 [H] B IE 4 o
tunnel-group groupname

il

ciscoasa(config)# tunnel-group remotegrp
IR 2 KR5S 25 20 FN PR A A kAT ORIE

tunnel-group groupname gener al-attributes

IR

ciscoasa(config)# tunnel-group remotegrp general-attributes

SR 3 ROFBRIEAL BB SE AT AU AAA TR S5 SR AEA T AL
authorization-server-group group-tag

T

ciscoasa(config-general)# authorization-server-group ldap dir 1

. FAF AAA £ LDAP AR %5 25
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et N |

A5l

SR AT TR A8 SR K HAB SR SR a2 AR T, HLLA R 79 Ud WS T4 1] LDAP #E47
MR 2. R, RBEAIE A4 remote-1 1 IPsec L2 ) I FEIEAL, JF¥5HTBE
AL P 2N S AT AU (19 1dap_dir_ 1 AAA RS54 41 LAEAT R AL

ciscoasa
ciscoasa

config)# tunnel-group remote-1 type ipsec-ra

config)# tunnel-group remote-1 general-attributes
config-general) # authorization-server-group ldap dir_ 1
config-general) #

ciscoasa
ciscoasa

FESERLRC & A G, A T LB A A LR S, BoE Il LDAP SR S4, W H
SKE . AR F A RO H SRAE R AV -

ciscoasa (config) # aaa-server ldap _dir 1 protocol ldap

ciscoasa (config-aaa-server-group)# aaa-server ldap _dir 1 host 10.1.1.4
ciscoasa(config-aaa-server-host) # ldap-login-dn obscurepassword
ciscoasa (config-aaa-server-host) # ldap-base-dn starthere
ciscoasa (config-aaa-server-host)# ldap-scope subtree
ciscoasa (config-aaa-server-host) #

i1 FH T AAA 1 LDAP AR 55 &%

TS H T AAA [ LDAP IR 251015 B, 1SR UL a4
* show aaa-server

M4 WoR CRCE ) AAA IRES#40iHE B. 1T clear aaa-server statistics iy 4 A Bk AAA AR
22880 HE K.

* show running-config aaa-server

M4 s AAA RS 281217H0E . i clear configure aaa-server #iv4 mliE R AAA RS2
[

FAF AAA 1 LDAP AR %5 25 .
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T AAA i3 LDAP BR55 2 |

FiF AAA B9 LDAP AR5 287 SRic &

% 3 AAMBE BT LIRS
INEE A TR FEERRA 15 BA
T AAA ff) LDAP JiR45 7% 7.0(1) LDAP RN EXT AAA FSCFF U anfal il & LDAP IR

Cig

FINT L4

username. aaaauthorization exec authentication-server .
aaa authentication console LOCAL . aaa authorization
exec LOCAL . servicetype. Idap attribute-map-
aaa-server protocol. aaaauthentication telnet | ssh|serial}
console LOCAL . aaa authentication http console
LOCAL . aaaauthentication enable console LOCAL .
max-failed-attempts. reactivation-mode. accounting-mode
simultaneous. aaa-server host.
authorization-server-group. tunnel-group. tunnel-group
general-attributes. map-name. map-value.
Idap-attribute-map.

T AAA [F4E ] 1Pv6 Hidik [ LDAP %45 [9.7(1)

FLAETT LU TPv4 B IPve HikikFH T AAA RS 2%

FENA T AAA RS 58 20 R0 IR 55 28 (ks F PR | 9.13(1)
ERYEINT o

T LABLE T 2 AAA S48, 7 SR, &
PLCH 200 AAA RS 2520 CRT—ANPREIN 1000 o AE21E
SRR, BATLURE 8 (BT —NBREI A4S

HAh, fE2 R, BT DA A NCE 8 MRS Ay (B
AT —ABREDN 4 MRS ES) o HuE S A4
il 16, REFAAR,

BT LR i A DL 21X B FR i . aaa-server
aaa-server host.

AHH. LDAPS &} 565iF 9.18(1)

AT Lk ASA BLE % b1y, DMEAETE SRIE T &5
Gy E R P LDAP g5k . IhRefEid SSL i
LDAPRER . 415 LDAP 45 #3AC &k 75 ZEX AR 15,
224> LDAP 2l Jovkse i, It H B S A AUE =k
PN

W T LU R4 sd-client-certificate.

. FAF AAA £ LDAP AR %5 25
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