NAT =~ |F0&3%

PAR R AT RO NAT (7R, BLR A 5 i e B AT R R A5

o LN NAT =5, 251 17T

* PRIK NAT Ifonfl , 25 6 1T

o P EALE BT KRR B NAT , 25 10 50
o P NAT 20t , 25 12 70

* T VPN [F) NAT , % 15 11

o B TPV L%, 5521 T

* fifi [Tl NAT 5 DNS EH AN , 55 27 7T

) £& 3F & NAT 7= 451

PAF A2 M 28501 5 NAT (1) — S8 80 E ol .

A AER Web BS54 4710 (88275 NAT)

LATR 74910 o P4 758 Web [ 25 @ R AT AR NAT o SEBrsthib i 7% 45 1,

LA NAT, DUE EHLRENS 75 [ 5 s hik A 21 Web [k 55 ds i i

Pl A SR D . i

NAT 5l n&% .



NAT RfiFns% |
B @ammEi NAT (75 NAT) A0 E50ER Web ARSS 3289 NAT (575 NAT)

1: E = RER Web BR 55 88 BOER7S NAT

E! 209.165.201.12

B

J/- J\
( OQutside
\Eﬁ&_ ,,j

209.165.201.1

Undo Translation .
Security
10.1.2.27 — 209.165.201.10 Appliance
10.1.2.1
:/_/__"H-.__\
( Inside )
K”&Mdr/

HIB1 N EE Web RSS2 G173 24 61 52

hostname (config) # object network myWebServ
hostname (config-network-object)# host 10.1.2.27

IR 2 il 'E N Z A NAT:

hostname (config-network-object) # nat (inside,outside) static 209.165.201.10

H 8 HEREHLEY NAT (Eh7S NAT) FOME [E) 53R Web AR 5528849 NAT (&%

7 NAT)

2 R I AT U7 1) AN Web g5 23, LUR 2Ry X 28] U BC BB A NAT. JEAh, W
P POERE RSN Web 55 @i, % Web iRk 55 e b Bl 48 0 s /e A B P 4% Fy ko

B NAT RIS



| NATREIFNS %

I REBEALE NAT (3h75 NAT) FnE 5088 Web A 25 2580 NAT (gsnaD [l

[& 2: E =) AT Web AR 55 =2 H9a075 NAT, HE[=)5MER Web AR 55 25 89575 NAT

Web Server
5 20918520112

j,

o By
' OQutside )
-\ -,
209.165.2011
Translation
101210 —»= 20916520120 :
Security
LIndo Translation 1} Appliance
20916520112 =— 10.1.2.20

10.1.21

!\\ myl naMet
10.1.2.0/24

28773

PR B L TR AR 1 B3 NAT i — SRR 4

hostname (config) # object network myNatPool
hostname (config-network-object) # range 209.165.201.20 209.165.201.30

T2 NI L5 .

hostname (config) # object network myInsNet
hostname (config-network-object) # subnet 10.1.2.0 255.255.255.0

BRI IS NAT X 50 A BRI 45 )0 T 307 NAT.

hostname (config-network-object)# nat (inside,outside) dynamic myNatPool

A MR Web [l d5 s QI M2 x0T 52 .

hostname (config) # object network myWebServ
hostname (config-network-object) # host 209.165.201.12

NAT 5l n&%
|




NAT RfiFns% |

B 2esrmshpnmmmn s (5 NAT, —x%)

LIRS Jy Web RS 250 & 51 4 NAT.

hostname (config-network-object) # nat (outside,inside) static 10.1.2.20

BEZ MR U RN AR 2 1ET=E (B82S NAT, —Xf%)
TR RHH A TP A S . 4 B o Bk MOl TP SR,
UL LR O 3 IS A . ARESK IO URL, & 200 5t T 2 0 50 100 9 Web I

A o
3 MER S BB BR A — X £ 5875 NAT

Undo Translation
209.165.201.5 = 10.1.2.27

Undo Translation
209.165.201.3 = 10.1.2.27

Undo Translation
209.165.201.4 = 10.1.2.27

oad Balancer
0.1.2.27

Web Servers

SR O B IR S S bk B R AR R

hostname (config) # object network myPublicIPs
hostname (config-network-object) # range 209.165.201.3 209.265.201.8

B NAT RIS
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FAF FTP. HTTP %0 SMTP (Szi¥isstiansszs NAD mz—iit [

IR 2 A a0 g M5 .

hostname (config) # object network myLBHost
hostname (config-network-object)# host 10.1.2.27

TER 3 NIV RO B 1) D1 28088 T 2 Ml LA S NAT

hostname (config-network-object)# nat (inside,outside) static myPublicIPs

FAF FTP. HTTP %0 SMTP (SZ#Fim O55#RAYE%R7ZS NAT) Ry —Hbit

DL S fpu VL4 (P FR S NAT /A~ e #2H F Uj i) FTP. HTTP A1 SMTP $e 4k s —Hbhk, s2fz L,
IX MR 45 AL SR 2% E AR B A%, (BT ARG RS 2%, 1T LAFE 2 K ity 14 450 U P 5 2 NAT,

SRLCRRIALE [ WSS TP M hE AN ] 3 11
8] 4: STHiH ORER A0S TS NAT

Undo Translation
209.165.201.3:21 = 10.1.2.27

Undo Translation
209.165.201.3:25 —>» 10.1.2.29

Undo Translation ;
209.165.201.3:80 > 10.1.2.28
Insi@
I ‘

FTP server SMTP server
0.1.2.27 EII 10.1.2.29
HTTP server
10.1.2.28

TRy FTP RSG5 as GRS 5, I N0 B SR AL (KI5 &S NAT, K FTP S U BHEAL:

NAT = fiFnsE I}



5 NAT "fiFis% |
7% NAT #7741

hostname (config) # object network FTP_ SERVER

hostname (config-network-object)# host 10.1.2.27

hostname (config-network-object)# nat (inside,outside) static 209.165.201.3 service tcp ftp
ftp

5
Xy
N

i HTTP 55 2008 M4 0t %, JFBCE S Frum 1 FE #0150 45 NAT, B HTTP i B 2 HoA 5

hostname (config) # object network HTTP SERVER

hostname (config-network-object)# host 10.1.2.28

hostname (config-network-object) # nat (inside,outside) static 209.165.201.3 service tcp http
http

FIR3 g SMTP 5545 BURE 00 5, JF IO E SCHF i 1 B4 K3 AS NAT, 5 SMTP S R SIEA S

hostname (config) # object network SMTP SERVER

hostname (config-network-object) # host 10.1.2.29

hostname (config-network-object) # nat (inside,outside) static 209.165.201.3 service tcp smtp
smtp

X NAT Y7~ 15

ARG LR S B

RIE BFrFEITARI ARG (B175FR PAT)
FEER 10.1.2.0/24 W25 EEF—& EHLEED R S ARIPRS A 4 EHLV5 ML 209.165.201.11

FIIRSS B, SzBribibR a0 209.165.202.129:port. 24 MLV )47 T 209.165.200.225 IR 5% 25kt
S PR hbR 209.165.202.130:port

B NAT RIS
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wEBmrFrAnEn esmcraD I

[ 5: € A [ B fRitihik B ® R NAT

Server 1 Server 2
209.165.201.11 209.165.200.225

_

209.165.201.0/27 ‘

Translation
10.1.2.27—> 209.165.202.130

Translation
10.1.2.27—> 209.165.202.129

[ 10.1.2.0/24

Packet
Dest. Address:
209.165.200.225

Packet
Dest. Address:
209.165.201.11

IRy AR A 25 8 I ) 4 ) 2.«

hostname (config) # object network myInsideNetwork
hostname (config-network-object)# subnet 10.1.2.0 255.255.255.0

$I82 Jy DMZ % 1 %A%

hostname (config) # object network DMZnetworkl
hostname (config-network-object)# subnet 209.165.201.0 255.255.255.224

IR 3 4 PAT HuhEVS 0 R £ 0 %2 «

hostname (config) # object network PATaddressl
hostname (config-network-object) # host 209.165.202.129

LA BCE 4P NAT B0

hostname (config) # nat (inside,dmz) source dynamic myInsideNetwork PATaddressl
destination static DMZnetworkl DMZnetworkl

T AN B H st ik, P DARG 2 1 D SERRRIR S HARMBHESR € [F)— iR JURCE 5 £ NAT.

NAT 5l n&%
|
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B =Eameums BT RRNSS (7 PAT)

WIRS 4 DMZ M4 2 VS NP2 0 5.«

hostname (config) # object network DMZnetwork2
hostname (config-network-object)# subnet 209.165.200.224 255.255.255.224

IR 6 by PAT HuhEvS kg 256560 5.

hostname (config) # object network PATaddress?2
hostname (config-network-object)# host 209.165.202.130

WIBT BUE S 4R NAT L

IR

hostname (config) # nat (inside,dmz) source dynamic myInsideNetwork PATaddress2
destination static DMZnetwork2 DMZnetwork2

R HE B iRt Fim O BT A E RIS (3075 PAT)

P s s R H A A R . 10.1.2.0/24 4% 1 (# SE AL IR IR R R 19X 48 iR 4% A Telnet 45
ViR B T ML M FHUIEAT Telnet IR55 15 ) IR 45451, SEBRHUMERE 450 209.165.202.129:port. 4
FHUEAT W 25 e 55 U I AH [RIIR 55 S ), B bbb 4 48624 209.165.202.130:port.

6: { AR B #xim O R9FR NAT

Web and Telnet server:
209.165.201.11

=]

——

Internet )

e

Translation Translation
10.1.2.27:80—> 209.165.202.129 10.1.2.27:23 —»209.165.202.130
g W
Inside}
Nog
10.1.2.0/24

Web Packet
Dest. Address:
209.165.201.11:80

Telnet Packet
Dest. Address:
209.165.201.11:23

]
a—
10.1.2.27

B NAT RIS
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$IR2

%

®3

-

=

7

RIE B ARt N T R R s ean |

A PN S DR 5 0 DX 4 o) 5«

hostname (config) # object network myInsideNetwork
hostname (config-network-object)# subnet 10.1.2.0 255.255.255.0

A Telnet/Web Hi 55 #7451 9 468 5 5 -

hostname (config) # object network TelnetWebServer
hostname (config-network-object)# host 209.165.201.11

# ] Telnet 4 PAT k7% i 9 25 %61 4.«

hostname (config) # object network PATaddressl
hostname (config-network-object)# host 209.165.202.129

N Telnet ¥5 1 IR 5546 %2 «

hostname (config) # object service TelnetObj
hostname (config-network-object)# service tcp destination eq telnet

Fic & 2R — 45 P IR NAT J -

hostname (config) # nat (inside,outside) source dynamic myInsideNetwork PATaddressl
destination static TelnetWebServer TelnetWebServer service TelnetObj TelnetObj

1T AN B A H AR ik i 11, i LAt 50 0 D S MR F bty A ) btk I S Bromigk
SR 55 i )i 1 RO EATTIC L 5 ) NAT

8 Fl HTTP Wl PAT Huhb8 0 0 25 %6 %«

hostname (config) # object network PATaddress?2
hostname (config-network-object)# host 209.165.202.130

J3 HTTP s IR 45 % %

hostname (config) # object service HTTPObj
hostname (config-network-object)# service tcp destination eq http

PO 2 AR NAT U

hostname (config) # nat (inside,outside) source dynamic myInsideNetwork PATaddress?2

NAT 5l n&% .
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B =emnmmm aosiE Tao NAT

destination static TelnetWebServer TelnetWebServer service HTTPObj HTTPObJ

B R 13 RA B K E AR 0 TS BY NAT

AT LATE % B AGZE W7 KRR LS NAT . DL 53 A APl B K B i IV

B AR T HY NAT
R E B PR U NAT R, % TS T 43
7: NAT = f5l: EREHART

Web Server
WWW.Cisco.com

I
[=],

F——
e—

<Outside\j
.
209.165.201.2
Originating ‘ Responding
Packet @ Security Packet
- gl Appliance -

Translation ——1} Undo Translation

10.1.2.27—> 209.165.201.10 o 209.165.201.10 =10.1.2.27

1 47T 10.1.2.27 AT EALIR Web IR %5 2% R IEE0H G, Hds i sepriihht 10.1.2.27 &5
Sy s Hi Ak 209.165.201.10.

2. YRS RSN T, o R A3k B i Hi kil 209.165.201.10, ASA CEdE AL, A ASA i
ATACEE ARP LA £

3. Bk, ASA ARFE AL i 209.165.201.10 [B1F)SZpribhl 10.1.2.27 B, SR)EH KX+
Mlo

iE AR T A% ZH A BY NAT
LB NAT T DL iR 8 it 280 S SBT NAT 10755K . (EB BT, NAT
ATLIBAT 5 B4 A 3 i

B NAT RIS
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mepsgst Tamzans NaT [l

IR ) NAT A B AT [R]— e 2 1R 1 5 22 18] BAT AR SR ARy PR «
o UM IR A B T, ANBERC B 1 PAT, BN BCAH TP MUhlE R 2% 4% 1.

o RZEF ARP A& . #bAh, WA TIHFIRA, ASA —¥mH EHLA ASA F il FHLKIE ARP
sk, T ER R SRS B B e )[R — 7 R RO AN [ hk, ) S B il 7 ARP i SR TP AR SR AT
.

o ANSZFEAE IPvA FI IPV6 &% 2 [RIHEAT #6340, STREAEPIAS TPv6 4% 2 [ B AN TPv4 4% 22 (] BEAT
Heff,

TR RE U I NAT 5, AR RSN RE O _ B H IF] . fEdt s, &Ik
BEEAT NAT 55, BRI L% th as AN D PAT NAT,

8 NAT =5l ERARR

www.example.com

Static route on router:

Source Addr Translation [J Dest: 209.165.201.0/27 send to 10.1.1.1
10.1.1.75>209.165.201.15 / RSk el IoelL el SENEE T81:1-

—__ Static route on ASA:

/Desl: 192.168.1.0/24 send t0 10.1.1.3
AN

Management IP L
10.1.1.1

ASA )

10.1.1.3 /

Source Addr Translation
192.168.1.2 > 209.165.201.10

J192.168.1.1 /
.
((Network pl:li
_ ==

2
e —_—

{
|
1
I'.\
3
|

192.168.1.2

1. Y47 T 10.1.1.75 (I35 EAUE B A 5% 1) Web RSS2 It B0t 40 i) Sebrili ikl 10.1.1.75 #5E
% g s bl 209.165.201.15.

2. YIRSBRMA NS, O R A3 B M HLhE 209.165.201.15, ASA B, BRI B g
P L IS 19X 284 40,2 0 52 1) 3] ASA 5T TP Mkl s A 1% el o

3. RJa, ASABUEMUHbE 209.165.201.15 [ 2] sEBrhl 10.1.1.1.75 B4 DA sEBrHuhE & B8
EFENT, JTLL ASA W seBrtht B Ak 2 E ML,

NAT = fiFnsE I}
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R

4. XFFENL192.168.1.2, KAEMFGE, HREBRERSS, ASA EHB LR E RGN, R
192.168.1.0/24 [f] ASA i#AMH, BEIR A RERIA T 10.1.1.3 (1) R UM H 2.

% 3 NAT £4E €

ASA TR K% B S b AT AT B A0 0 H bR AN, ASA ST E kel 3 ) LA S ik H
B E B I 0 . AT ASA WA HE I NAT B232 IS AT B A0

Ao & b 1iE F0 PR B

K S B Ml B4 A WS M kI, D SRR, IR R ) ISR B A e Ay Wl S bk T B e
THZ I NAT HEN, 7 AT G TP bk R AR DL
PR R 2 S stk 2R

Hb3iE 5 AR5 4E O 7E 4 [5] BY P 28 F

WA S HAr () B 0LER— MR i hl, ASAEFICHE ARP N & WL Hibik (14T ARP
WK, TR AT WU bk i . ey 2 nT DL AEREE B, 8 AS A AN 0 B A AT 4] LAt 194 2%
IO an SR AN 26 F0 5 A2 0% 22 I S PR, JF LIS IEAEA A 101 340 (1 anshas NAT 8iFts

NAT) , UGk 52 BAIERE . 204 PAT W] b 25 B vy Liod ok /D St bk S EL AR A e s, DRItk
R A 4 25 o (g mT F s RE R b, AR AT DA R e v 6FF PAT, L 22 ] LIS FH i 42 11 7 TP b
ik,

)

AR ORI R B A AR AT 1, i LA R SRR U] £ 0 296 oA E R St i, IS4
FONFCAbAZE DA A IR L () ARP 453K, T EAEA D _EOG i M4 T3l E ARP 4 H
FrREE MAC ik JEH, WAL CRC AT R 0, PREE— R 2% 1] T e s st b, 64
PR OUR A ] arp A& HL A ARP.

i — ) &% FR B st b

R A bR (BSR4 2% EARBER ML S 22 itk J0 AT DLIRUA el 7~ R b gt ik b3
LA T N AR ) ASA PR IR S B R AT i AR

B, T HA, TR H AR ERAT A 1P Mk AR R SG, Syt bkl e ASA LS
PREH, AR JE A B E S LR . o, n SRR NAT H T 4% (10.1.1.0/24), Ff HAE
FHWLSS 1P Hutik 209.165.201.5, JUATLA 10.1.1.99 M OGHLE 209.165.201.5 255.255.255.255 (EALH
B B ESE A KA

route inside 209.165.201.5 255.255.255.255 10.1.1.99

B NAT RIS


asa-922-firewall-config_chapter8.pdf#nameddest=unique_181

| NAT RfiFS %
sximpiaR st (sH NaD ]

T ENIRE, AR BRI ES EL, UKE i S A B B SR 7] ASA: , FRENE
AP Hhik. X TBE IR R AL, e Bl s bR dr b, St m] DLIR E T K ol 2
IP ik,

53Rttt AR A it (543 NAT)

Sy NAT [FERIAAT 0 © R HACEE ARP, I H5 HARER S NAT BUWILHC. WReG 2L, T USSR
ARP. R, BT RO E A NAT 25 A ARP, EIRXFMELLT, W 22mfifh Lk thds A
ST s

W, T B0 NAT, AT EAREE ARP (1), 1 BAERLEDL T, Sk m i, i, g
h ATAR 7 TP HihEPC B — 4 KR B 7 NAT B,  WEAREE ARP ORFF S AR S 4 HHaE 2 m
U BN S R BV I Bl £ L O 26 5: L T N 1278 2 S < R B 1 s [ e < S O IR B
TASH, ARPIGRH I HUHEVUEC NAT BUOU (PLEC “ATA7” #hhb) o SR)5, ASANGCEEHMHLY ARP,
BB s br EANLL ASA D Hbr.  GEFER, B C3E IR NAT S0, tos it ploth ) i, AL
SX NAT U2 VT FCJs bk A bbb, (RS HAE “U57 HuhbAE HAREE ARP Yg) o WS AESE
i AL ARP Wi 2 Bl 5] ASA ARP Wi, W2 i & 3% 5] ASA.

9: 517 NAT B9K3E ARP [5)RR

209.165.200.230

||@|

209.165.200.231
M
i (lns‘ i er}. N ] 209.165.200.225 7~ N |:|_I
. e —‘

Identity NAT for
“any” with Proxy ARP

< ARP for 209.165.200.230. | (1)

Proxy ARP for 209.165.200.230. @

< Traffic incorrectly sent to ASA. @

TERDEAG LU, 5 BT ) 54y NAT FACEE ARP; 41, %F T HE 40 Telnet. K AAA HI TR 4535 1)
I, EHLRTZSEA I Telnet AR 5500 ASA EAT B I8, ARJ5 A BELLAEMT LA EL . 2nT LIFE
ASA FRCE . Telnet fi554%, LARBLLTRIE 5. MAMEYT ] ML) Telnet HIhEm, 2o 24 bt it
B 5 NAT JU,  JEHEx 08 ARP DI . i T HEHUL Telnet AP #R3LRE, fQBE ARP fO¥F
ASA R B LUEAY, Telnet uhk o H AR, 10 A SSRGS NAT RUUPRE R AR BIJHE H AME.  GiF
WRNEL D

NAT = fiFnsE I}
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B zerswsmgtmmsx

& 10: X3 ARP FAfE L Telnet

Virtual Telnet:

209.165.200.230 209.165.201.11

e N e e
I:li—( Inside )— RG> _ —('\E)\utside |:|i
\____/—j F—t - —
Server
209.165.200.230
between inside and outside
with Proxy ARP Authenticate. @
< Communicate with server. @

I HE ) 2% B E RA AR 20 B FR 0K

FEBEWIBT A NAT I, LSRR 2R St . ARELHEE, WS BURFRESR
F o

MELOED

Ll H] NAT H ASA HC s stk (13t N, ASA FR4E NAT RUMIOE 44 B bk, SR 5450
BRI RSl ASA $2[8 LUR Uy 5O Bedls (e Hh i

o BRI AR PR 1 - ASA AR NAT KU, Dy St bk oE th 1% 10 S
FE NAT RO P 2 P A H BSOS 53 #2

o % E ARSI AL 1 - ASA F IR DL Forh— Aoy sURf i th P

* 5 NAT B ECE L 11 - ASA AEH] NAT RUUAHE 410 SR, T LESR IR 241
Hh A, R R, AR h A

o ANTE NAT FR0U e B4 11 - ASA 8 FH % H 25 v il o | 1 1T

s U B DR LR R . JLPAEITATEOUY Bl SR AR AR [ T NAT U EE
EAERCEE RO E P, X R IE T REAN A o

B NAT RIS
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T ven g NaT I

B 17: & NAT B9E% AR O3 Q%

Real:10.1.1.78
Mapped: 209.165.201.08

Packet
< Dest. 209.165.201.08

I:l,—."' Inside — — Outside : EI
e £ ) [arear) i / —
A S N v
<Send packet out Inside interface. 209.165.201.08 to 10.1.1 .?E'-|
A Untranslation

¢ Where to send 10.1.1.787
MAT rule specifies interface?

Yfes Mo )
Mo Y
MNAT rule specifies route lookup? Look up 10.1.1.78 in routing table.j L
“fes T
| g
L]

FiF VPN £ NAT

PLR 32 U Bh % R R ALK VPN KA 48 NAT ik

NAT FAiz#E 77 19] VPN
T R ) T R G N IR 2% 2% (10.1.1.6) AT VPN %%/ i (209.165.201.10). B&AE A VPN %) S fic
B BE (UATRERESIE VPN BEED) , A0 B YEE K VPN fE IS SR ASA. 4
VPN i e A\ ASA I, ASA SfREAHAL; A EHE 2% VPN &7 s Al b dik (10.3.3.10) F
VR XTI VPN % i A 2%, 75 LAY A NAT 241 1) 28 F TP kb Vs il BRI o DR 745
d F 2 00 PAT MU, Dy VPN i ] DUE A CgE N R 1, 75 28 e O i s (BAk
h ORI LD .

NAT = fiFnsE I}
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B varsnmieisia ven

B 12 EmEBKM4EE VPN RE R3O PAT (EOMRD

2. ASA decrypts packet; src address is 1. HTTP request to www.example.com
ow local address N
w S :suc 209.165.201.10
209.165.201.10 = 10.3.3.10 » -
| )
| =]

VPN Client

ASA Cutside |P: 203.0.113.1
o~ -,
' ' 209.165.201.10

'Src 203.0.113.1: ﬁnru )4 HTTF"F-ILI«H:-

S~ w.example.com

3. ASA performs ||'|t-—|f:|, PAT for outaoing traffic.
I|'|1|:| interface config reqd. wmu.example.ccm
A HTTP to ‘

www.example.com @rc: 203.0.113.1 :60?9

|1ﬂ.l.1.6 —» 203.0.113.1:6075 |

B. ASA performs interface PAT for
outgoing traffic.

N R ) Y BB HR AR 25 2% ) VPN %5 e BT ASA T A 38 19 48 55 AT ] &0 0 % 2 T () 97
T 58O ELIN U7 ] 15 1) PAT BV HE, iy LA VPN %%/ 3 (10.3.3.10) %t 1] SMTP Jil 454 (10.1.1.6)
FI 2 T R AR S £ 38 A 10.3.3.10 Wil 10.1.1.6 HI¥E 15 NAT $EUAICHD, 1H M
10.1.1.6 iR [F] 10.3.3.10 FRIAL N 5 40 A it i (04 0 PAT MUUDCHAD . i T8 R R I R SIS, ASA
TECENE I AU S L 50 . OB X PR, 75 AR AR I 4% 2 (W) 4 FH B 4 NAT KU, A py 30 2
VPN & it 2 G T FH 42 11 PAT AU 544 NAT H RN bk 546 2 AR [ i k-

JTIHE2

C. HTTF request to www.example.com

. NAT T fiF &%



| NATREIFNS %

naT Fass 05 veN [

[ 13: T (=) VPN & FPifk R 515 NAT

2. ASA decrypis packet; src address is

now local address

209.165.201.10 = 10.3.2.10

3. ldentity MAT between inside and YFMN Client WWs

i
Src:103.3.10 = 10.3.3.10 1. SMTP request o 10.1.1.6

Dst:10.1.1.6 —> 10.1.1.6 (o i m" \

4. SMTP request fo 10.1.1.6 ) I:l-
-_;!'_-‘ur-c. 10.3.3.10 | ‘ -*"”:_——-

LS &

= ——
P WPMN Client
—, oy
R 209.165.201.10
|\|__‘-_.}.: - '_E.-' A \
1, Inicle ! R ErnE @st: 209.165.201.10)
10.1.1.6 T 8. SMTP responze to

VPN Client

Sre: 10.1.1.6 —» 10.1.1.6

Dst: 10.3.3.10 Dst: 10.3.2.10 =+ 10.3.3.70

5. SMTP responseto 8- |dentity NAT
VPN Client

|1D.3.3.‘I';} == 209.165.201.10

303453

7. ASA encrypts packet; dst address is now real address

HZ P LA TR T _EIR 2% ) NAT Bic Bl -

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside_nw

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT):
nat (inside,outside) source static inside nw inside nw destination static vpn_local vpn_ local

NAT F0uh £ 8] VPN

B BN IE R R A IR N RN 24 PG S A Ak R R . 6 TR LB HI M R (B, A
TR SN =) 10.1.1.6 3] www.example.com) , T 22F) F] NAT $2 081 23 A 1P Huhib vy o) BB
PUR 7548 A $2  PAT BEIU) . 8R1, 228 VPN BEIE e (Flan, IR IR A 5= )

NAT 5l n&%
|



NAT wfifas % |

B vt oz ven

10.1.1.6 B2 A A EH 1 10.2.2.78) , EAMPAT NAT; 177 L0l G 5 4y NAT KR8
M. G4 NAT HASR k6 0k FOAH Rt

14: FiFuk i8] VPN BY3% O PAT F1517 NAT
2. |dentity NAT between NWs connected by VPN

Src: 10.1.1.6 —> 10.1.1.6
Dst: 10.2.2.78 —> 10.2.2.78

3. IM received

1.IMt0 10.2.2.78

Src: 10.1.1.6

Src:10.1.1.6

FW Outside IP: 203.0.113.1

- _—-// _""-»x T
L Internet 7 m
, | N } -
-Di L @ F B, N
1049 Boulr Firowall1 &, Site-ta-Site VPN Tunnel ,-Firea||2 w1ﬁ78

—h,

‘ 10.1.1.6 > 203.0.113.1:6070 '

www‘exalmple.com

r—*

@rc: 203.0.113.1 :607@

C. HTTP request to www.example.com

Src: 10.1.1.6 B. The firewall performs interface PAT for

outgoing traffic.

A.HTTP to
www.example.com

i_
L ,
y 4

B RIER R Firewalll (FEZRAE) 1) VPN 257 3 LUAORHE R, Firewalll 5 Firewall2 (ZEA7pH) 2
[F1) F4) 35t A3 TR) B0 M 5 Il () 457 (10.2.2.78) 1) Telnet iR o R IX & —Fh ke ez, BT DASAS o5 2 )
MO NIESS, XK A VPN 27 b AR 7 S ELIR R BT Fi ) o B 5 244E VPN %%
J g DA B 1R R AR S A 74 ) 4 2[RI IC 5 B 4 NAT,  RAE VPN JEFE AT I 24 2 [l —FERCE, ff
U i G T T HH 3t NAT B0
[& 15: VPN %& i 7 18] i 2=, (8] VPN

2. Firewall decrypts packet; src address is

now local address

| 209.165.201.10 > 10.3.3.10 |

1. HTTP request to 10.2.2.78
@rc: 209.165.201.1 0)

VPN Client
209.165.201.10

——Internet —

Inside

Boulder

‘---
Firewall

Src: 10.3.3.10 = 10.3.3.10
Dst: 10.2.2.78 —» 10.2.2.78

3. Identity NAT between VPN Client &

™~ Site-to-Site VPN Tunnel

e e

\':.‘ W
/f Firewall2 10.2.2.78

Src: 10.3.3.10

303460

4. HTTP request received

San Jose NWs; intra-interface config req'd

ST AR, 3ES R LT E Firewalll (/R [ NAT it & 74 :

. NAT T fiF &%
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naT Fass 05 veN [

! Enable hairpin for VPN client traffic:
same-security-traffic permit intra-interface

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn_local

subnet 10.3.3.0 255.255.255.0

nat (outside,outside) dynamic interface

! Identify inside Boulder network, & perform object interface PAT when going to Internet:
object network boulder_ inside

subnet 10.1.1.0 255.255.255.0

nat (inside,outside) dynamic interface

! Identify inside San Jose network for use in twice NAT rule:
object network sanjose_inside
subnet 10.2.2.0 255.255.255.0

! Use twice NAT to pass traffic between the Boulder network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static boulder_ inside boulder_ inside

destination static vpn_local vpn_local

! Use twice NAT to pass traffic between the Boulder network and San Jose without
! address translation (identity NAT):

nat (inside,outside) source static boulder_ inside boulder_ inside

destination static sanjose_inside sanjose_inside

! Use twice NAT to pass traffic between the VPN client and San Jose without
! address translation (identity NAT):

nat (outside,outside) source static vpn_local vpn_local

destination static sanjose_inside sanjose_inside

HZ R LL N £ Firewall2 (CEATPH) 1Y NAT Be &) :

! ITdentify inside San Jose network, & perform object interface PAT when going to Internet:
object network sanjose_inside

subnet 10.2.2.0 255.255.255.0

nat (inside,outside) dynamic interface

! Identify inside Boulder network for use in twice NAT rule:
object network boulder_ inside
subnet 10.1.1.0 255.255.255.0

! Identify local VPN network for use in twice NAT rule:
object network vpn local
subnet 10.3.3.0 255.255.255.0

! Use twice NAT to pass traffic between the San Jose network and Boulder without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static boulder_ inside boulder_inside

! Use twice NAT to pass traffic between the San Jose network and the VPN client without
! address translation (identity NAT):

nat (inside,outside) source static sanjose_inside sanjose_inside

destination static vpn_local vpn_ local

NAT 5l n&% .
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B varsven gsmisia

NAT #0 VPN &1 9]

i VPN I, AT SRV EEG R 2 S5 18N ASA BT FHEE LR RIEZ 1 (U2 [ management-access
mA) o filhn, WSR3 ASA, 4 BE5 1) Bh e R vr sl ASDM. SSH. Telnet 5%,
SNMP & #2854 1, 8 AT DL ping RN .

Bl Telnet 3425 ASA #8211 VPN 2 o 2448 A BEDT [l B2 11, ELARSE NAT Al
RG] VPN, 55 15 Tk NAT Flufis5ia) VPN, 25 17 JURCE S NAT B, 257450k NAT fic & %

P II . W SR IC S K tH A if), ASA 2 A% H NAT dr & hieE i, AN S R
Wl AERL R, H T O PR . SO EE ASACKE A BRI RIE B NI, 15 e AT TR
NS BB EEE TP kb o B AW I A1 ASA KRR B A R IX BN B 1 TP ki, A2
TEAIFBIIZE o S I VPN %5 7 ity 1) 9 3809 2% F 10 ML TR i, B bl A v U 5 SUE A ) H O
O (HED , B, IEWS A S S B R . A7OCE H AIE DU RGNS S, WS e O
e, 314 0,

& 16: VPN & 3817 i3]

2. ASA decrypts packet: src address is now local address

209.165.201.10 —* 10.3.3.10

3. |dentity MAT between inside &
VPN clent NWs: route-lockup req'd 1. Telnet reg ||_.-—rt1 ASA inside ifc

Src: 10.3.3.10 —> 10.3.3.10 manag ement-acces: aonfig req'd

Dst:10.1.1.1 == 10.1.1.1 \ Slc 209.165.201. Ii}

4. Telnet |+-:;|.|-:—;1 b 10010 -
(Sre:10.3.3 4)
ASA Inside IP:10.1.11 a—
. ) ____———--“ /" VPN Client
!4(;“&& T - 209.165.201.10

= _I | Internet
@Ei 209.165.201. 11})

T T ; 8. Telnet response to
VPN Client

\

Sre:10.1.1.1 = 10.1.1.1

Dst: 10.3.3.10 ;
Dst: 10.3.3.10 & 10.3.3.10

5. Telnet response )
io VPN Client 6. |dentity MAT

| Dst: 10.3.3.10 - 209.165.201.10
7. ASA encrypts packet; dst address is now real addreas

525 LR T LA 5 1) NAT P80

303461

! Enable hairpin for non-split-tunneled VPN client traffic:
same-security-traffic permit intra-interface

! Enable management access on inside ifc:
management-access inside

! Identify local VPN network, & perform object interface PAT when going to Internet:
object network vpn_local

B NAT RIS
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NAT #1 VPN #pEHERR .

subnet 10.3.3.0 255.255.255.0
nat (outside,outside) dynamic interface

! Identify inside network, & perform object interface PAT when going to Internet:
object network inside_nw

subnet 10.1.1.0 255.255.255.0
nat (inside,outside) dynamic interface

! Use twice NAT to pass traffic between the inside network and the VPN client without
! address translation (identity NAT), w/route-lookup:

nat (outside,inside) source static vpn_local vpn_local

destination static inside nw inside_nw route-lookup

NAT #1 VPN ﬁﬁz[ﬁ%ﬁﬂfﬁ%

Z UL HFHERR VPN o NAT il 8 ) i 1T
o B EREESS - AT, o AR R R B A A b T LS NAT SR
* show nat detail - /R4 & NAT KLU iy - BORIA 6 4 it 1
* show conn all - iE¥ A B TE AR, ALHGUR IR Be A R NI I 026 R U
kA ORIE TR E R TAERCE, T ARATLL D3,
1. BCE TGS NAT [ VPN,
2. i\ show nat detail 1 show conn all.
3. RIS NAT BlE.

4. T4 show nat detail 1 show conn all.

%35 IPv6 X 2%

AT AL IPVE PIZEFIAL IPv4 2% 2 AL B B I, 5 2240 H] NAT ek R A 7 (Rl AT e . R
FEPANHE IPv6 RS, S5t m] HE 7 0T A1 I 190 2% Bk A Bt o

X 1Pv6 W&, SER] LI DL #2570
* NAT64. NAT46 - ¥4 IPv6 il (3 pl 1Pv4 0, 2 IRR. 12 e AN S,
FHT 1IPv6 [ IPv4 (184, 55— FT 1Pv4 [[] IPv6 R, AR AT DUAS FH B — P Ik NAT %JL
N SEMIAT5S, (Ha 5 DNS JR4S 23 i A4, WA RE TS B E S DNS Wi . HFEFRE T

HFRIEL T, TR IR NAT R S A DNS 5, B AR A G 9 4 W9 25 6 5 NAT #i
e

N

AR NAT46 UCHFHRAS U .

* NAT66 - ¥4 IPv6 Eds 540k A G ) 1Pve Ml . TRAT AU H 52 NAT. R AT LUE FH NAT
o, PAT, {HH T IPv6 Huht KEAtRy, BB E 34 NAT,

NAT 5l n&% .
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B natesss. i 1pue shutssinch 1Pva st

\)

I NAT64 FI NAT 46 1V n] LALEFRUAERS te 0 AT . NAT66 R £F 1% 422 R A2 R b 32 1 B4 o

NAT64/46: i% IPv6 Hthii 4535 4 IPv4 Hbiit

MM IPVE IS HENAN IPv4 25, 8 F5E0R IPve suhbde 4 IPv4 Hihik, JER R &M Ipv4 iR
Bl IPv6, i Eiw XAk, —> IPv4 Muhkith H T45 5 1Pv4 M4 ) IPve Hulik, 55—/ IPv6
ikt T4 52 1Pve 45 (F) IPv4 Hidik,

* NAT64 HL [ IPv4 kbt — N, 305 T REE A L b TPv6 & it ik — X — Lt .
5 A NAT AL, 202 PAT W] LUTE 2% 5 i A v RE R K TPv6 &7 iy il 75 22

* NAT46 L) IPv6 bkt i) DASETFBOK T 22U 1) TPv4 M4, 3X RVFREAS TPv4 Bk st 2]
AFEH IPve Hitlk. NAT46 AR ALY, BRI EARESE FH3)74 PAT.

T B AP, ST IPve 4, NI HAR IPv4 4%, BARTE W] LU - IR
NAT B 5ERIEAE S5, (HATR DNS HRST25 0 TAMBR 4, U] e 2455 DNS . i FAESRE
T HAOLN, ToVEE M IR NAT S0 S DNS 15, i DA U B g A M 46 65 5 NAT R

NAT64/46 7=~f51: AER IPv6 W £& 54128 IPvd B EE R

DL AR A B i, B A A S TPV [ N BRI 4%, HLIAS B 3% 31) 1 TBE R (13
Sy IPva . LB e 0T DNS ¥,  DUT AT RAZE BN PR R NAT B H AT NAT64 F1 NAT46

et
|
|l 206,168 200.225727

oufside
| 209.185.201.1/27

IPwvd
-
2001:db&:: 100 — 208.165.201.1 F)
209.185.200.225 — 2001 :db8:01A5:CBE1 E
1P

inside:
2001:db8:- 1788

B Inside client

2001:db3::100

—

ARG A, fEBhANEE: D) TP Muhilk, 1 30783 0 PAT ¥ N IPve MLy IPv4. A IPv4
TR AT Sy 2001:db8::/96 ML R hl,  FRVFAE N8 M 4% AL i

B NAT RIS
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NAT64/46 /5l £1% 575 IPve ELEE 70 DNS #53e0pas 1Pve sk I}

TR QI T AR IPve ML 48X % .

hostname (config) # object network inside v6
hostname (config-network-object) # subnet 2001:db8::/96

S 2 AP IR NAT FU LUK IPv6 2636486 Ky 1Pv4 FF RG]

hostname (config) # nat (inside,outside) source dynamic inside v6 interface
destination static inside_v6 any

AR e R, AP 82 1 1) 2001:db8::/96 1 Wit ) A1 #22 1 FRIATAR] ¥ o 0046542 52 A3 FH A5 42 11
IPv4 HulibHEAT 1) NAT64 PAT %54k, A, AMEBMLE R (KR IPv4 Mk 35k N8R 10, 6 4 F Hik
AT IPv4 Hidk 5 644 2001:db8::/96 4 4% 1 (K] — AN Ml

NAT64/46 7=15]: €14 5MER IPvE EEX M F0 DNS 2E#: B A ER IPv6 ¥ 4%
THZE N MBPIRG): M S FE IPve, {HAMTHECR B —Se N3 H P r i RS RS2

IPv4.
=
Web server
209.165.200.225/27
= = DNS server
o . 209.165.202.129/27
) outside :

IPvd 209.165.201.1/27
Sy

DNS: www.example.com

©- db8-D1AS:
e A 209.165.200.225 — AAAA 2001:dbB:D1A5:CSE
ke i L L R gﬁ 209.165.202.129 — 2001:DB8-D1A5:CAS1
— oE 209.165.201.1 — 2001:db8:100

inside
@ IPv6 2001:db&::1/96

DNS: www example.com?
2001:db8::100 — 209.165.201.1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100

FEAG A5 BhANEREE LG TP Muhl, Al )42 1 PAT ¥ N IPv6e LR EEH A TPv4. K 4N IPv4
TR FR AR R 2001:db8::/96 ML rhfHbtE,  FEVFLE P IN 4% AR . X NAT46 BRI JH H DNS &
5, fHANE DNS RS #s R E T LA A (IPv4) ikl AAAA (IPv6) idsk, HubiEthAE M IPv4
HE#Ed Hy 1Pve itk .

NAT = fiFnsE I}
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B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

EI:

Nil

8

A IPv6 M 2% bk 2 2001:DB8::100 1¥)%5 1 3y 221 F T+ www.example.com IF, )t Web 1% 3K ]
SRR F o

1. gL sl 2001:DB8::D1AS:CAS1 ] DNS 45 #% /& 32% DNS K . NAT K%t
DNS 1 sk i (5 R H AT LA R e k.

* 2001:DB8::100 %4>l 209.165.201.1 L AME—ii 1 (NAT64 #2211 PAT ¥R, )
* 2001:DB8::D1A5:CAS81 ##:4 209.165.202.129 (NAT46 ¥il. ) D1AS:CA81 &
209.165.202.129 [ IPv6 Xf 4. D

2. DNS RS LL A iCk 3 TN, 45 H www.example.com 17 - 209.165.200.225. NAT46 FiJ) (&
A DNS ') ¥ A i 54000 IPv6 TN AAAA IC3%, FF7E AAAA iE % T 209.165.200.225
4l 2001:db8:D1AS5:C8EL. 1AL, DNS Wi o (19 ki A1 H bt il A 3 .

* 209.165.202.129 #3624 2001:DB8::D1A5:CA81

* 209.165.201.1 #4424 2001:db8::100

3. IPv6 &) i LAEAT Web R4S % 1) IP Hudik, -3 M4 - 2001:db8:D1AS5:C8E1 [) www.example.com
& HTTP &K, (D1A5:C8EL J& 209.165.200.225 1] IPv6 TN 4. ) HTTP ik (rdsFil H 1)
HEAT He 4

* 2001:DB8::100 444 209.156.101.54 (K13 11 (NAT64 $: 11 PAT ¥i0). )

* 2001:db8:D1AS5:C8E1 % #t 4 209.165.200.225 (NAT46 . )

LAUR B BRRE A 21 T dn e e B e s o o

H R IPV6 L8 B — AN %, TSN NAT64 F) .

hostname (config) # object network inside v6
hostname (config-network-object) # subnet 2001:db8::/96
hostname (config-network-object)# nat (inside,outside) dynamic interface

FEF BRI, AP 111 2001:db8::/96 1~ 21| A4 L (AT A it 5 Y 2 Al FH AN (1) TPv4 3
1 3K73 NAT64 PAT 4,

AN TPvaA P28 3 K] TPv6 I ZE B — AN IZE XS 4, R NAT46 KL .

hostname (config) # object network outside v4 any
hostname (config-network-object)# subnet 0.0.0.0 0.0.0.0
hostname (config-network-object) # nat (outside,inside) static 2001:db8::/96 dns

B NAT RIS
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NATG6: 5 IPV6 et 54 TR e 1Pve sttt [

AF I ERE IS, A0 286 H (P ATA] TPv4 Mkl 2108 Py 382 1, ERR A TR AN X IPv4 Hiuhil 5 ik 4
2001:db8::/96 ML Hp ff— Ntttk BhAk, DNS WM A (IPv4) T AAAA (IPve) itsk, it
HEAB AN 1Pv4 kb 46 k TPve Hihil

NAT66: 1% IPv6 Hhiib4%3% /5 A~ [E] B4 IPv6 bt

M —ATPv6 BZEEE N 75— TPv6 LSS,  #8 ] DI bl 5 0 A1 X 25 LKA [R] TPve ikl 3k
FTE AL A NAT. SO AT LU NAT 8% PAT, {H T IPve Hilik KRN, BRI A Ml 3 &
NAT.

PR AN IEAEAN ] Ik R 2 T e i, P DA R B — A B — 1) NAT66 He Bt . AT 9 2505 5
NAT AR FA A I LE AL . (I, ARV SR VRIR BRI, SmT DUAUAE T P K NAT K i 245 NAT
FRIBE S B[] o

NATG66 7= 151: 4% (8] B ERASEE 1%

s n] LU R 48 55 % NAT 78 1Pv6 bkt 2 () e & ff S . LU 7951 58 B G ] ¢
2001:db8:122:2091::/96 4% H [ P s M 1k 5% 6 g 2001:db8:122:2999::/96 4 2% Hh ) AR bl

PR
= |
| IPvE web server

oﬁtside
IPvE 2001:db8:122:201b::1/96

2001:db8:122:2091::121 — 2001:db8:122:2399::1

o

inside
IPvG 2001:db8:122:2091::11/96

S Inside client

/ \ 2001:db8:122:2091::121

SR IPV6 2% 61 0 28 5 5 FR I & NAT ).

NAT 5l n&% .
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B vaves w5l e ipve sE0 PAT

hostname (config)# object network inside vé6
hostname (config-network-object) # subnet 2001:db8:122:2091::/96
hostname (config-network-object) # nat (inside,outside) static 2001:db8:122:2999::/96

AR RN, AP 3R42 11 11 2001:db8:122:2091::/96 - Z| AMER42 11 AT Ik B3 2530 1 % 2S NAT66
Al 2001:db8:122:2999::/96 M 2% 1 [ Hudk o

NAT66 7~f5: 722 IPv6 % PAT
SZitE NAT66 (1) —AN a7 7 v K PO s b s 25 20 e 25 23586 10 TPve itk b AN [R) o 11

29 NAT66 it &2 1 PAT BUIRS, Z3: 0 _LECE W TE 4R ik F PAT WLg. %4 D R A
bk Bk S A H AN T PAT.

IPvG web server

L

ol;iside
IPvE 2001:db8:122:201b::1/96

F. b
rr

2001:db8:122:2091::121 — 2001:db8:122:201b::1

inside
IPvG 2001:db8:122:2091::11/96

Inside client
2001:db3:122:2091::121
—)

S S TPV 19X 48 A1 7 I & X6k 52 -3 N 2h & PAT JLI.

hostname (config) # object network inside v6
hostname (config-network-object) # subnet 2001:db8:122:2091::/96
hostname (config-network-object)# nat (inside,outside) dynamic interface ipvé6

B NAT RIS
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e NaT 25 DNs s ]

AP LRI, DA PN B4 11 2001:db8:122:2091::/96 1~ WA £ Ah 582 11 FR AR AT i ) 453 i NAT66 PAT
B Ry Ry AR B ) IPve 4Rk —

£ F NAT =5 DNS & i A [

AIAE T L0 E ASA LMEU DNS W45, U7k UGS NAT e & 1) i 24 25 v i ik o OB AR 4%
AU, TTLARCE DNS /&, DNS &2 tiFx4 “DNS Doctoring” -

I RE AT DA S JLAC NAT AU DNS 2Ry fN A b bl (Flan, &M F IPva 19 Al EHT
IPv6 ] AAAA IC; B0, G T DNS E i) PTR E5%) o ST MBS 1 558 BT f] HoAth
L) DNS N2, idsas NMUFHE Y B S o0 bR AR, 0T AT 42 11 28 R e 2 11 1% DNS
N, 0 MESEBRE BT S A U . BEIREIEH T NAT44. NAT 66. NAT46 Fll NAT64.

PAF 2 7 241 NAT AU ARG DNS 55 1) Uik = 250 .

* JUIA NAT64 5 NAT46, I H DNS 42800 TAMBM LS o @75 28T DNS 35 DL DNS
At GEHT IPv4) Fil AAAA 0% GERT IPve) I fEEHe,

* DNS 55 SRAESNEE, )7 it i, JF HLA ™ s P 1K) 258 4 B Jal A b A 81 At A 28

Ble
* DNS 55 %75 A BT AL AT TP b EAT W N, e/ B AN, JF HLA ™ s i 47 1) A BSR4 10
JIR 55 s (1 58 A FRE S A o
DNS E SR

PAR 7 DNS 5 [ L FR

* DNS TS5 ANEH T PAT, K% 4 PAT MUNGEF T4 A 5 AAAA id3%, 1248 1Y) PAT
T ASH € o

 WURGEBCE TP NAT B0, 44852 T H I Rs bbb, A GERCE DNS 5. 4iiin A
5 B I, XN AT RESA P ML A . PRI, CRORS A ULIC DNS BRI 1P Mkt b
IEMF P I NAT BUUAHVEAC; DNS W2 A S A RISt/ F bRk 415 62 T 327 DNS 1§
SRR B AL AR R

o BEE S DNS A AN, %505 FHER G NAT #E0)S F T DNS NAT 5 [#) DNS A 2.
BREGL R, ST DNS NAT B 5[] DNS # a4 /N, BRI el e 07 8 od il & .

* SZPr L, DNS ESE xlate 45 HiAE NAT BN _E5gpe. PRk, dn A ) sh AU K xlate,
WANBEIEFSE S o A NAT 2 H AT [ ) il 7

* DNS E'5ANEH'S DNS & EHHEE (BAEE R 5 .

PUF R T NAT HU A DNS 5 KR

NAT 5l n&% .
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B onsmEea. sz e ONS BR% %

DNS [E 224, 4R N LAY DNS AR S5 2%

B R A AN 15 1) 1) DNS 45 2% . 2548 fip.cisco.com 76N B4 11 . 4 NAT fc & W%
fip.cisco.com SZprHiiik (10.1.3.14) F A e g 70 SN 2% L r] WL s itk (209.165.201.10).

TEXFIE LT, BEAE e ER AR JF H] DNS RIS, DA A SEBr otk 17 17) fip.cisco.com ¥ 4
H A AT AWK B DNS %5 2% B Sttt i AS 2 sy sk o

YN ER ENLRILEXT ftp.cisco.com [FjH1E K] DNS & KIN, DNS 55 #4565 LA ik (209.165.201.10)
ERIEIE . RGE5 1 H IR SS 2 (iAREU,  F645 DNS [R5 b (1l k56400 10.1.3.140 @A 3 H
DNS [FI &S, TP LR U 2 & 16 3 209.165.201.10, AN E BV 1) ftp.cisco.coms

DNS Server

Appliance

DNS Reply Modification
209.165.201.10 > 10.1.3.14

ftp.cisco.com
10.1.3.14

Static Translation
on Outside to:
209.165.201.10

User

®

FTP Request
10.1.3.14

LI N FTP RS a3 45 0 5 o

hostname (config) # object network FTP SERVER
hostname (config-network-object)# host 10.1.3.14

B NAT RIS
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3% 8 NS s, ONS s, Enfmss i

HIE 2 il E 7 DNS B 14 NAT.

hostname (config-network-object) # nat (inside,outside) static 209.165.201.10 dns

I 4% £ B DNS [z Z {204 . DNS RRs5es. FHFIARSS =

R AN A 4% ) P IEAE SRR DNS IR 55 2515 3k DMZ M5 L[] ftp.cisco.com ] IP Hiihil:.
DNS A 45 S AR A5 W 25 K1 DMZ W 4% 2 [a] (P A, CARR S kit (209.165.201.10) 1E 2, BRI
{EZH P ANE DMZ W45, ASA ¥ DNS W& N k#6404 10.1.3.14.

W P 75 AL SR Bk U7 ) fip.cisco.com, WITGTE 2 RCE . 414 P ER NS DMZ W25 2 i)
HHSHN, 8T EAEILRIU L5 H DNS B . K5, BIUDNS MWK, XF‘HH T, ASA
SR YE A DMZ 2 ] R ER AU DNS W28 A b B840 192.168.1.10.

[ 17: $h 3L P 4% LB DNS L1208 DNS BRS5=5. EHFIBRSE R

DMS Server

- [

Static Translation 1
f DN.SDUEW? on Qutside to:
IRGIB00.COM £ b ™ 2o 209.165.201.10
DMS Reply Outside

200.165.201.10 M_\_J_J Static Translation 2
on Inside to:
Security Device  192.168.1.10

& ftp.cisco.
L = Farerad
¢y @

: Translation
e

DMS Reply Modification 1
209.165.201.10 == 10.1.3.14

® \

DMS Reply Modification 2
10.1.3.14 = 192.168.1.10

192.168.1.10 —= 10.1.3.14
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ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

Dest Addr. Translation
10.1.2.56 —>» 209.165.201.10

DNS Reply Modification
209.165.201.10 > 10.1.2.56

FTP Request
10.1.2.56
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FR1 4 FTP IR5545 CUE R AR 52

hostname (config) # object network FTP_ SERVER
hostname (config-network-object)# host 209.165.201.10

HIB 2 il E 7 DNS B 14 NAT.

hostname (config-network-object) # nat (outside,inside) static 10.1.2.56 dns

DNS64 Lz Z 108
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ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:

209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:

2001:DB8::D1A5:C90F El!
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Dest Addr. Translation
P.;L 2001:DB8::D1A5:C8E1—> 209.165.200.225

DNS Reply Modification
209.165.200.225—>2001:DB8::D1A5:C8E1

User:
2001:DB8::1
PAT Translation on Outside to:
209.165.200.230
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hostname (config) # object network FTP SERVER

hostname (config-network-object)# host 209.165.200.225

hostname (config-network-object) # nat (outside,inside) static 2001:DB8::D1A5:C8E1/128
net-to-net dns
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hostname (config) # object network DNS SERVER

hostname (config-network-object)# host 209.165.201.15

hostname (config-network-object) # nat (outside,inside) static 2001:DB8::D1A5:C90F/128
net-to-net
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hostname (config) # object network IPv4 POOL
hostname (config-network-object)# range 209.165.200.230 209.165.200.235

LA KN IPve MBI S:, JERCE T PAT A 8h 4 NAT,

hostname (config) # object network IPv6 INSIDE
hostname (config-network-object) # subnet 2001:DB8::/96
hostname (config-network-object)# nat (inside,outside) dynamic pat-pool IPv4 POOL

PTR {&24, FE#1M4%_BY DNS BR5535
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ftp.cisco.com
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Static Translation on Inside ta:
10.1.2.56

DNS Server
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PTR Record
ftp.cisco.com

Reverse DNS Query
209.165.201.10

Reverse DNS Query Modification
10.1.2.56 — 209.165.201.10

Reverse DNS Query
10.1.2.567
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