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2. RN BSNS54 SR ISR T ) class A4, BAK Y class fir & AHOCHK fir 4. /£ ASDM
T, REAER R TR RIAT, B4 FR R A PR

class iy & VL HCHLN A6 i i

B8 A fir 4 (B4 inspect AT set connection timeout) , 5 XN T UG AC i 5 IR 45 AR
Hlo TEVERG Ry A R CAFR R RS SR mE AR, AUk e SON TR R B A . e, K
NS S LS AN [R] T B 4% S i B

PLF 7K R 48 SR E CLIH R 2 5 5 75 ASDM Hr I o 5 kAT 7o be. i, K gns
I CLI H AT Z BB — X — B K & .

figiiratio 2 i gk (=]
% add - @ Edt n‘oeoeu- 4 4| % B @ | Qe E0agam <7 Packet Trace
Traffic Classification | T -
Nome | #|Enobled| Motch | Sowrce | SrcSecunty Group| Destnation | bt Secunty Group | Senvce | Time | e
1 2] Interface: inside; Policy: test-inside-policy -
| sip-dass-in.., 1 ¥ OBmatch off 10,100.10,0/24 @ any e sip G, Inspect SIP Map sip-,
incide-class 1 F  @oo.. 100115 @ any e snmp €, Inspect SHMP Map 5.
2 F  Daymatch off 10.1.1.0/24 @ any e samp
inside-clossl 1 F 05 Match @ any P any o lemp Q, Inspect W[
class-default O Match @ any @ any * any traffic % send resesto TCP &
* dass-default %5 Dead Coru[sction Det.
{1 mare con|ction act..
& Accourd fo| User sen
= Globa| Folicy: global_policy
incspes|ion_... 0o t[atch @ any @ any Q, default-insp... G, Inspect D4 (5 Map pre
Q, Inspect ES|4TP
(13 more insp(«ct actions =

373059

@

LAR CLI L & s R A ko

: Access lists used in class maps.
In ASDM, these map to call-out 3, from the Match to the Time fields.
access-list inside mpc line 1 extended permit tcp 10.100.10.0 255.255.255.0 any eq sip
access-list inside mpc 1 line 1 extended deny udp host 10.1.1.15 any eq snmp
access-list inside mpc 1 line 2 extended permit udp 10.1.1.0 255.255.255.0 any eg snmp
access-list inside mpc 2 line 1 extended permit icmp any any
SNMP map for SNMP inspection. Denies all but v3.
In ASDM, this maps to call-out 4, rule actions, for the class-inside policy.
snmp-map snmp-v3only
deny version 1
deny version 2
deny version 2c
Inspection policy map to define SIP behavior.
The sip-high inspection policy map must be referred to by an inspect sip command
in the service policy map.
In ASDM, this maps to call-out 4, rule actions, for the sip-class-inside policy.
pOlle map type inspect sip sip-high
parameters
rtp-conformance enforce-payloadtype
no traffic-non-sip
software-version action mask log
uri-non-sip action mask log
state-checking action drop-connection log
max-forwards-validation action drop log
strict-header-validation action drop log
Class map to define traffic matching for the inside-class rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class—-map inside-class
match access-list inside mpc 1
Class map to define traffic matching for the sip-class-inside rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
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class-map sip-class-inside
match access-list inside mpc
Class map to define traffic matching for the inside-classl rule.
In ASDM, this maps to call-out 3, from the Match to the Time fields.
class-map inside-classl
match access-list inside mpc 2
Policy map that actually defines the service policy rule set named test-inside-policy.
In ASDM, this corresponds to the folder at call-out 1.
pollcy map test-inside-policy
First rule in test-inside-policy, named sip-class-inside. Inspects SIP traffic.
The sip-class-inside rule applies the sip-high inspection policy map to SIP inspection.
In ASDM, each rule corresponds to call-out 2.
class sip-class-inside
inspect sip sip-high
Second rule, inside-class. Applies SNMP inspection using an SNMP map.
class inside-class
inspect snmp snmp-v3only
Third rule, inside-classl. Applies ICMP inspection.
class inside-classl
inspect icmp
Fourth rule, class-default. Applies connection settings and enables user statistics.
class class-default
set connection timeout embryonic 0:00:30 half-closed 0:10:00 idle 1:00:00
reset dcd 0:15:00 5
user-statistics accounting
The service-policy command applies the policy map rule set to the inside interface.
This command activates the policies.
service-policy test-inside-policy interface inside

1% AR &5 R B BC E A Th BE
A T 0 5 SR 0
F 1 EFABRS RSB E M AE

ERTEER |[ERTEER

Tk 29 89 S

RO (R 3, % (LB RADIUS | =+ REZHMURIAT ]
RADIUS 12 ik LA | 18 M .
" TMREL ek o AT RE ORI

o VAL BRI o
* B g kL A .

NetFlow 24 FifFid sk id vk = = %2 % NetFlow SKJitif i -
QoS HfiT NFH H S i = 7 %% i o

QoS FRfEAL L A1 = 5 g It o

TCP il UDP 42 5, |2 = B

AL TCP @41 5 Btk

TCP itk = 17 BEHBRE .

| EEL N |



asa-922-firewall-config_chapter12.pdf#nameddest=unique_25
asa-922-firewall-config_chapter13.pdf#nameddest=unique_26
asa-922-firewall-config_chapter14.pdf#nameddest=unique_27
asa-922-firewall-config_chapter15.pdf#nameddest=unique_28
asa-922-firewall-config_chapter17.pdf#nameddest=unique_257
asa-922-firewall-config_chapter17.pdf#nameddest=unique_257
asa-922-firewall-config_chapter16.pdf#nameddest=unique_19
asa-922-firewall-config_chapter16.pdf#nameddest=unique_19

e |
B versmn

ERATEER |EATEER
Ih&E 27? 27 BER:
TCP RE&ZAT = i EFRE
S8 KBS P gei- s & 2 = BS54 2% Y user-statistics iy 4.

LhRETs [E)1E
AT LABR AR, UL i) B [ N B, BARTF ORI RETAE o X T X0 S I DI RE, W R ERAE A
7 T _EHRVCRCRMT P i AN AL R B T S IR (K42 1 PR i A2 32 B
A\
AR AT RHNE N, P D REAL I K IR B B N A XU (T RE, AR 4R T

DO BB RN e DR S S B P4 1, SRS REAE PN o] BN R, DRIBEAE IR % L
s XAtk 2RI,

XTI NP RE (6100 QoS AR SEZKBAAD » AR (Bt , FAABGGR TIhae) WAL T SRk mk
SR DR S B . SN, TIREEITIRER T 1

% 2Tt

HIgE B—HOFAME ER7AME
INAAEE Rl 27k TP L] N
NetFlow %4 Fffid s U N/A A
QoS it NS i AL N
QoS it s 1] A i
QoS HRUENL L NS tHH H
TCP #1 UDP M4 IR 58, LAR TCP 541 | Wim) AH
SR

TCP #ut, L] AH
TCP R&LEAT L] A
S B K P Get s 6 XLJr) AH

AR 55 SRR P YT REPLAC

Hen RS LUR R, VT ECES E 4 1 A SRS S (R ISR -

| LEET I


asa-922-firewall-config_chapter16.pdf#nameddest=unique_19

| Mm%

sumaarws s [

1O TR DIRESRM, Bl t e 5 SR T )N SRIR A UL

2. EHHEOITRLEA DR WU 5, ASA AT 24uk L 5% ) BE 28 AL AT ] Ji5 B2 i i
UEAC.

3. fHAE, W L HAl D) RESR YN J SR VLS, W) ASA 23 I FTAE ] 112 5 SRR
e (CWRSHS) o WS REERAF I AGRANE , 06 T, TR RAZSRINAL A
PR

A

AR R 2 A A, PR R HRAN ELHE R . 0T AT DAL AR R AR, IR P A
A — TN D) e o

HiE 6 TE R

il .
o T B A AN S T L PR () LR DT FC, 3 5 5 ARG I 4 S LS DT, )2 [ B 7 ] 7 I 4
(=
o WIREAG A HTTP A 2 UCHE, 36 54178 HTTP A i) 75— AN SRR ITE, PR
22N 55 IR WL R
o WREHREAN S HTTP A S ISR, 1855 FTP A1) 75— AN WL UTRe, WA
I 25 IR A, K HTTP AL FTP &l TG & 9F .

WA UAS HTTP AT (S BRA VEAS, 36505 TPve Rl (1 5 — NSRS UL RS, U 23[R
IS N PR AT, DA R TP AGr I T S5 A S AR (KA 5 9

% M RERAERY N A I e

AN IRV S TR (A5 A A SR WIS o B A T ML B S T B VA SRS ISR o1 (1 S R BT o

F2 U M3 AT B

1. QoS ffit N\ He i il

2. TCP #yift.. TCP Fl UDP iE#: R 5 I . TCP J741 5 ML L& TCP ARA&LEAT

A

FR Y ASA PFUTRIEIRS (Bl AAA) BiEM TCP 413 (I ETP A I, TCP #3E #87E X AR R
TIEAT, BIFARER a6 3AE U 45 2 w2 JE BEAT N .

3. AT DA FAAS A FHAE — L 1 S HTAST N <
1. IPv6

2. 1P &I

EEL N |



B seveprnrgss

4.

5.

6.

)

e |

3. WAAS
ok 5 H ARSI A AR RN R ACTEARER, WS RERE A AT, 2R
6 i,

QoS it S w5 il

QoS FrRAEL I K AFI

PR

NetFlow 2 4= SHF A0 xad JEA B 43 b7 A 77 ge vt (s RS U e
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BRIAS R S b8 K matceh default-inspection-traffic 4> e F A VT e BT A7 460 R DA 11 (R4 ik
CLI Pd )Xo 7o SRm Wb v A FH IS, S IU m DURS A 52 1) B b A8 DR . FH 31 A A s G )
FIER (A . i, 4%k E 69 ) UDP i 2k ASA i, ASA 4N TFTP &dll; 4 H 21 /)
TCP JiE2IARS, ASA SN FTP A, Kt RAAEXMIEA T, A feh Rl 2w fid & 2 Tk
Mo K, ASA Ao I g 115 R o SR SRRSO, DRI b A ] LA R 3% ok s v i 11 55 B A
b8

FRACE R AR R SRS U G E 2 AN, I HAME A default-inspection-traffic PREE 7. 71
H—Arflr, 35 FTP A HTTP A UFRECE T o 1 21 s . e A nlh, 3k FTP
AUHTTP KA E T 3 ) i 11 80 i . AEIX AR B RBIIE DL T, RGNS A FTP
I, DS A e FEOSE R RS R, FTP 56T HTTP.

Bl FIP iR EEIRECE: WECE T HTTP 4

class—-map ftp

match port tcp eq 21

class—-map http

match port tcp eq 21 [it should be 80]

policy-map test

class ftp
inspect ftp

class http
inspect http
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75 2. HTTP HiEEIREE: WEET FIP &0

class-map ftp
match port tcp eq 80 [it should be 21]
class—-map http
match port tcp eq 80
policy-map test
class ftp
inspect ftp
class http
inspect http
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PRIABR S5 R BGEC &

BOAEOL T, FCEM S TURNE (ARTENED , ISR DLIC T AT BR U FAS I AT 5 T e ol 1
MBI O _ERFRE . IFAEFTA R ABOA R T o ARENH] >4 R sking, IR i SRARE A
GRS, U G AR DA SR A P ER A SRS I BT S o OO TR0 e DO RE, 45 111 SRS 4
i ARG . D

BRSNS C 45 LR N A -
* DNS
* FTP
* H323 (H225)
* H323 (RAS)
* RSH
* RTSP
* ESMTP
* SQLnet
* Skinny (SCCP)
* SunRPC
* SIP
* NetBios
* TFTP

* IP Options

POALMET GREZD)

%I B A ASA 7EER A4S R HEmg (FR A default-inspection-traffic) P H BRI SE 3/4 JZ2 2R dt (it
B EEBRURIREICA .. ZRAEOA RS A, 2 A R VT HC BT A A0 (1) BR A ity
F PR PR Ty

LE Mg g F I, 28] DUARTE I B H bR 11, R AR B RE B e RS I #F B Rl . 20, 24
U1 69 [ UDP Ji= 38 ASA INF, ASA £ FH TFTP AWl 243 11 21 (1) TCP Fi B 2IiA I, ASA £
NHFTP A . FUt REEXFEN T, A Re RS RS 2 . 8%, ASA DS
155 KA 2 I3 FH AR RS0, AT AT DA R 3 b ot A e i 11 25 1 FE A

class-map inspection default
match default-inspection-traffic
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BRI & P AEAE ) ) — PP 2R class-default, ‘&5 FT A EICHL . MWL BoR7EATH 55 3/4
RGBS IR R, JEA b2 25 50 ASA AN EDMAT A A s BATAAT e/ . an SRR 28, & mT LAfd
class-default 25, A EEH Any Ji 8IS H Y match any ZEWUS . s2Br L, HLEDRefEH T
class-default,

class—-map class-default
match any

fic & AR 55 SR %

FAE AR DAL S HE S B 55 S, T PAT AR 2D 3R

S RS OUE G 3/4 22808, 5 11 sUh g, Gl QIS 3/4 SRR R IR 00 AT #AE
i .
it T fedy EXHE I ASA T A ESATERAE, AT REA B0 A 10.1.1.0/24 ZIE A H Ar ik
UL R AT I L1 A

/on0o\ alals
( ooo ) 000
\.ooo / ooo/

N
5
N

B, AR IR AT H A A

W EEPAT (K38 2 DRI, AR RS R S B AT BN, 335 G el R SRS I3
0 S m St AT AR 530 R i 5 0 R AT R4

B, EATREAE ST IESCKE KT 1000 45 HTTP 153K .

Inapection Policy Map Actions

Inzpection Class Map/
Match Commands

0

AT RAGIEE — AR AG I g SR, i WUR A match dr o PR B, Al AN AT E A
FH sl AT BT A 2 DL IE RO R DU SR ST o i an, P DU — AN IR WA AUl — 4 E IR S AN E )
Pk RW ) DUEC A I et (0 R SCAS, 3 TSNS HIE T e 1 AE . Blan, ATREARE R
Jiff URL L7 “example.com” SCASIH HTTP =K.

241507

| LEET



| Mm%
stwne gwpzns [

| napection Palicy Map Actions

Inzpection Class Map/
Match Commands

N

Regular Expression Statemenrnt/
Regular Expression Class Map

THZ D C N JZ B SR -

B QIS 34 BRI, st SCBAEREAN 3/4 SRSt LTI BAE, sk SCBRTE (38 3/4 2 e
$5 . 515 TR

241308

Layver 3/ Policy Map

Service Policy

YR A i TN TSRS ISR PR 11, m R NP M S, it ) 1% N TR AR IRSSSREmED) 2R 17
TOH TR

SipinE (3£ 3/8 EZERET)

o5 3/4 JESW AR VRN FERVE I ZE 3 2R 4 2R E . W LUNEREN S 3/4 2 SRS G i 2N
3/4 ERMES .
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AR RECESE 3/8 RIS
55 3/4 EASHUHIRR DI, ST, 1P HUBERIILARSES 3 o 4 BB PEICALHL &

R JATE AU I A I N s B W R BT A i (AR matchany)
B

ASA HITERER BES %

FE G 3/4 )22 W class-map class_ map_name
H, dlass_ map_name S % T LS 40 A E RIS R R
[RE AR “class-default” o BT A7 (ORISR M A P )i 44 2 0, DRLOR G0 T B P L 5%
RS P 1 46 Bk CLI HE ARSI R
A

hostname (config) # class-map all udp

N
g
N

CRTIED)  [ia) MRS 1 i W o
description string

IR

hostname (config-cmap) # description All UDP traffic

LE3 AL TR . FBRIESA e, SRR a5 —4 match 4.
* match any - VLT R &

hostname (config-cmap) # match any

* match access-list access list_name - VLY ACL 18 € M & .

hostname (config-cmap) # match access-1list udp

* match port {tcp | udp | sctp} {eq port_num | range port_num port_numy} - VGECHE 7= B K H i
1, AT LA B i ) e 2 1) i G o 06 A 22 AN AR Sl A, 1548 H match
access-list iy 4 I 52 X ACE SR VCHAGEAN G 11

hostname (config-cmap) # match tcp eg 80
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match default-inspection-traffic - FLECER A MG R :  ASA WA A7 3 FH A% HI ¥ BRI TCP
F1 UDP i H

hostname (config-cmap) # match default-inspection-traffic

BRI A JR S op A R () Sy 2 6 T SRS LB o N2 — FhRR IR CLI B 7 =X, ml i ARAR S I
(1) H b AN S B0 8 IE A ARSI . 9, 4% 11 69 (1) UDP i ik ASA B, ASA
2N TFTP #5305 4t 10 21 () TCP i kR, ASA 2N H FTP A . PR b AAE X R0
N AT RUA R R I 2 AN CWAAS AR AN, A8 T DLUE R AR I E . 1S
i) SELE T REARAE AN , 2 6 UL, TREA CHEAIENTEAEE) W%, ASA ALY
FH it 105 R ff s I P ARG, DRI 04 ) L 2R % Tt A o o s 11 458 I FH AR 0

WS B ERAKTIRT NAT B, A BRA G 70K . BOAKEOL T, A& H 45 7E match
default-inspection-traffic iy & H (1) Fr A7 W #57E S s Bl S o js o

nJ LL$E % match access-list fir4-3% 7] match default-inspection-traffic 4k 4 /N IC L i B vl
Fil. H1T match default-inspection-traffic iy 445 & T ZLICHEC ¥ o AL, ACL Hp A = i
FIE RS e 25

match dscp valuel [value2] [...] [value8] - IEIC IP i k1) DSCP 1H, #% 8 4~ DSCP fH.

hostname (config-cmap) # match dscp af43 csl ef

match precedence valuel [value2] [value3] [valued] - % VLA IP i3k PL TOS F 5 R~ Py~
PR, BT 0 2] 7.

hostname (config-cmap) # match precedence 1 4

match rtp starting_port range - ILC RTP i, HoHb starting_port #5541 2000 F1 65534 2 [
(K5 % UDP H brii 1. range 15 5E 2 UGS Eik starting_port (%54 UDP S %R, /1 0 Al
16383 Z [

hostname (config-cmap) # match rtp 4004 100

match tunnel-group name - TLECZE N H QoS 1) VPN FiiiE 4 it & .

AT LUFRE 53— match iv4, ki = ICEC. v BAE @ Eid A4 Rk match any. match
access-list 5k match default-inspection-traffic 2 AMNAFAT R 4. 53, ] LA match flow
ip destination-address iy 4, VLHELREE 2L - i a4 TP Hu k3R .

hostname (config-cmap) # match tunnel-group groupl
hostname (config-cmap) # match flow ip destination-address
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AN
LLF & class-map fir 4 )7~ :

hostname (config) # access-1list udp permit udp any any

hostname (config) # access-1list tcp permit tcp any any

hostname (config) # access-list host foo permit ip any 10.1.1.1 255.255.255.255
hostname (config) # class-map all udp

hostname (config-cmap) # description "This class-map matches all UDP traffic"
hostname (config-cmap) # match access-list udp

hostname (config-cmap) # class-map all tcp

hostname (config-cmap) # description "This class-map matches all TCP traffic"
hostname (config-cmap) # match access-list tcp

hostname (config-cmap) # class-map all http

hostname (config-cmap) # description "This class-map matches all HTTP traffic"
hostname (config-cmap) # match port tcp eq http

hostname (config-cmap) # class-map to_ server

hostname (config-cmap) # description "This class-map matches all traffic to server 10.1.1.1"
hostname (config-cmap) # match access-list host foo

HNEBRECESE 3/4 FERET

XA ASA RVE B R, AT REAY BT E T ILSRIT R 3. W LR E e ILC ACL. TCP
o UDP i 15 BRSO o AT T SRS SRS v f6) A SRR (R 5/ SR 0 1 F T B B

HIE1 QIEE P dass-map type management class map_name

22 Ay

M, class map name & i £ il ELF 40 N ERFI AR

REEZFK “class-default” o FTAFRTY ISR &R A A —dr &2 250, RILCEEE M O —38K
TR S SRR T AR 4 FR . CLI 33E A S B i B A =

i

hostname (config) # class-map management all udp

P2 (k) WSRBEE I BE
description string

i

hostname (config-cmap) # description All UDP traffic

SEI FHLLF A A VLR S .

| LEET



| Mm%
eyt g pgmnsh [

* match access-list access list name- JEACH i ACL $i5 5E FIU &

hostname (config-cmap) # match access-1list udp

. match port {tcp | udp | sctp} {eq port_num| range port_num port_num} - VCHELF& 7R B3I H Fr i
s AT LU P [ B S s Y o 6 T 2 AR S )N, 15T match
accas—list T2 52 L ACE SR ICELEEANf 11

hostname (config-cmap) # match tcp eqg 80

EXIRIE (5 3/4 BRIEIRET)
BB S 3/4 ERMU O B2 JG, S 3/4 2 SR ML R4 A 5 1 SR S I ok
je,

Rn U KB 64 A, (RN DU RER S SRS LT

rEI-
Ha

FHIE1 ISR policy-map policy_map_name

Ferb policy_map_name Jy SIS WU (44 FK, B 40 SF4F . FTAT SR A0 S S #S08 H e) —
Ysle], DRI CIR T R AL O ) — SR (SRS WS A A 24 K o CILT A0 A\ SRS I S5 i A

Tl

hostname (config) # policy-map global policy

S 2 LTI E A5 3/4 J2 25U dlass class map_name
o, class_map_name SR 4 7K
S S i CGF 3/4 JZZEEE) 55 11 0T, WnEm.
Ml

hostname (config-pmap) # class all http

TR 3 NiZRMGTRE I iR AT .
THS AR 55 S I B A DI RE » 26 3 L
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TR

B3

4

I 25 5 Hh AN FEAE match default-inspection-traffic iy 4, I fe/F4E1%28 F i 2 L E > inspect fir

%,

D RN TN 2 SR IS5 e )RR AN SR T I R

T

PATR & 0 T4 5 1) policy-map ir & H7s Bl & IR T fetr )ik Web IlkR954% 10.1.1.1 ()
AR

hostname (config) # access-list http-server permit tcp any host 10.1.1.1
hostname (config)# class-map http-server
hostname (config-cmap) # match access-list http-server

hostname (config) # policy-map global-policy

hostname (config-pmap) # description This policy map defines a policy concerning
connection to http server.

hostname (config-pmap) # class http-server

hostname (config-pmap-c) # set connection conn-max 256

PAR 791 {275 22 DL RCAE S RS o iz A

hostname
hostname
hostname
hostname

config) # class-map inspection default
config-cmap) # match default-inspection-traffic
config) # class-map http traffic

config-cmap) # match port tcp eqg 80

hostname
hostname
hostname
hostname
hostname
hostname

config) # policy-map outside policy

config-pmap)# class inspection default
config-pmap-c) # inspect http http map
config-pmap-c)# inspect sip

config-pmap) # class http traffic

config-pmap-c)# set connection timeout idle 0:10:0

LA 7 81 St G ] 5 26— A vl Y (KIS DL P T AN DL P[] — Zh e 48 5 B AR I AR AT
EENUS TR

hostname (config) # class-map telnet traffic

hostname (config-cmap) # match port tcp eqg 23

hostname (config) # class-map ftp traffic

hostname (config-cmap) # match port tcp eqg 21

hostname (config) # class-map tcp traffic

hostname (config-cmap) # match port tcp range 1 65535
hostname (config) # class-map udp traffic

hostname (config-cmap) # match port udp range 0 65535
hostname (config) # policy-map global policy

hostname (config-pmap) # class telnet traffic

hostname (config-pmap-c) # set connection timeout idle 0:0:0
hostname (config-pmap-c) # set connection conn-max 100
hostname (config-pmap) # class ftp traffic

hostname (config-pmap-c) # set connection timeout idle 0:5:0
hostname (config-pmap-c) # set connection conn-max 50
hostname (config-pmap) # class tcp traffic

hostname (config-pmap-c) # set connection timeout idle 2:0:0
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hostname (config-pmap-c)# set connection conn-max 2000

RS Telnet BAEN, ©4 5 classtelnet_traffic ILFL. [FIFE, WIR 35 FTP &4, g4
5 classftp_traffic #E4TUCEC. X T-Bk Telnet A1 FTP #ME{TA] TCP #%#z, ‘65 class
tep_traffic EATULAC. AR Telnet B¢ FTP iE4% 0] 5 classtep_traffic ULEC, {H i T-EAT 12 /I
OS5 HABZRIUCEL, FTLL ASA A AT BEILHL .

T [a) 4% BN R IRME (AR S5 REE)

ST 3/4 JRAMEIIT 5 QU I00RE IR 2> sl A 1 ks 4 e P 81 A7 4% 1 (1
Ao ALHILA fir

service-policy policy_map_name {global | interface interface_name} [fail-close]
o

* policy_map_name 2 S LT 14 44 5K o

* global W] LG IR I 3+ A7 B0A R 52 SRS 18 11 [0 11 55 SHEmes

AEEN N4 Je) S g, DALk AR 5 4 Ry S, ) o i R DA SRS A R OA S O
BT SRNS . BRIATE LT, 0B R4S 5 B BROA S, RS AT S DCIC PR 4 SR SREms, I ELREAS M 4
JR N B . BRIAIRSS g A& LR fin 4. service-policy global_policy global .

* interface interface_name iifl jof K S W it S 5 422 T AH OGBSl Ml 25 S o
* fail-close A7 Fr IPv6 Wit O N A S5 1) IPve B AR & 48 H il (767001). BRIAE LT
ANEW ARG H &,

5
Biltn, PANa4 el BLESNSREE O _E S inbound policy TR S BRET :

hostname (config) # service-policy inbound policy interface outside

DL a2 a2 BN A R i m, /8 F—1~44 4 new_global_policy (1757 5 H&

hostname (config) # no service-policy global policy global
hostname (config) # service-policy new global policy global

R IE AR 55 R

BN IRSS MG, AL R dr %
* show service-policy
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[a] HTTP 37t = b7 FA 42 #0 QoS SR % = il

LEAG g, ATt A D3k ASA B HTTP %8 (B 80 A TCP Wite) #B4&txt HTTP #:
HEATA 20 AT AN 1116 HTTP Wi o) S s A kAT 40 2%
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Security .
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inside outside
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hostname (config) # class-map http traffic
hostname (config-cmap) # match port tcp eq 80

hostname (config) # policy-map http traffic policy

hostname (config-pmap) # class http traffic

hostname (config-pmap-c) # inspect http

hostname (config-pmap-c) # police output 250000

hostname (config) # service-policy http traffic policy interface outside

Xt HTTP ;iR = N A £ Fia
LEARGIR, AEMTIER any $2 0HEN ASA () HTTP 342 i [ 80 L) TCP Jii &) #ENG HTTP il
AT TR T AR, RIS RN N N R A
E 2: &5 HTTP#&7

T ILEL & T A B R i 2
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hostname (config)# class-map http traffic
hostname (config-cmap) # match port tcp eqg 80

hostname
hostname
hostname
hostname

config)# policy-map http traffic policy
config-pmap) # class http traffic

config-pmap-c)# inspect http

config)# service-policy http traffic policy global

RN ER S 220 HTTP 7 &2 Mz FA#a F0ZE 1= PR §

FEARRIH, ATAEE AN O ASA ARS8 A I HTTP &4 (i1 80 L) TCP yitie) #Er
X HTTP R A e )OEFE IR BT 7095 MIRSS 2% A KL 2 M1 A (3% S AN VEFE R WLt i) ACL,
IR X 3 e AN 4 52 B S0

ATArr 0 N 3032 O3k N ASA TR IRS: 2% B (1K) HTTP 38060 HTTP £AT 025, MIRSG % B
KA ENL B FEREAVCACE M 1) ACL, FIHIXEIERASZRIREMm .

& 3: 3 T 45 AR 55 22 40 HTTP 15 15 PRI

Server A jkpasrt

Real Address: 192.168.1.2 | Security ("_I\ll
Mapped Address: 209.165.201.1 appliance s
- s Porte0 sofeone < (i)
S % > f—
0 ! Host A
| | 208.165.200.226
[ l = :
— L =
— »/ T\ port 80 (o l!
il )@ inside outside | =
Host B Tttt Server B i
Real Address: 192.168.1.1 205.165.200.227 ~

Mapped Address: 209.165.201.2:port

15 WL AR 3 FH A 1 i) i 2

hostname (config) # object network obj-192.168.1.2

hostname
hostname

config)# access-list serverA extended permit tcp any host 209.165.201.1 eqg 80
config)# access-list ServerB extended permit tcp any host 209.165.200.227 eqg 80

(
hostname (config-network-object) # host 192.168.1.2
hostname (config-network-object)# nat (inside,outside) static 209.165.201.1
hostname (config) # object network obj-192.168.1.0
hostname (config-network-object) # subnet 192.168.1.0 255.255.255.0
hostname (config-network-object)# nat (inside,outside) dynamic 209.165.201.2
(
(

hostname
hostname
hostname
hostname

config) # class-map http serverA
config-cmap) # match access-list serverA
config) # class-map http serverB
config-cmap) # match access-list serverB

hostname (config) # policy-map policy serverA
hostname (config-pmap) # class http serverA
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hostname (config-pmap-c) # inspect http

hostname (config-pmap-c) # set connection conn-max 100
hostname (config) # policy-map policy serverB

hostname (config-pmap) # class http_ serverB

hostname (config-pmap-c) # inspect http

hostname (config) # service-policy policy serverB interface inside
hostname (config)# service-policy policy serverA interface outside

1831 NAT X HTTP 3 & bz A 460

EARG T, NI ERENERA L — S sEfEbhE 192.168.1.1, S5 — A2 ESMB M 4% _LAH
FH IS TP ik 209.165.200.225, #E Wi th ) ACL wf, 025048 I SEZfp TP Mkl o 40 5 O HL N

SN T, AT DT SRt
4: 1833 NAT#E1TEI HTTP A&

A :
S—— ]
= =
T % “—, port 80 :
_ N3P inside outside |
Elaste . . ki e s Sa s n oo oo oo s S

Real IP: 192.168.1.1
Mapped IP: 209.165.200.225

T ILBL & T AR B R i 2

hostname (config) # object network obj-192.168.1.1
hostname (config-network-object)# host 192.168.1.1

~ &=
=

Server
2091652011

hostname (config-network-object) # nat (VMl,outside) static 209.165.200.225

143418

e |

hostname (config) # access-list http client extended permit tcp host 192.168.1.1 any eq 80

hostname (config) # class-map http client
hostname (config-cmap) # match access-list http client

hostname (config) # policy-map http client
hostname (config-pmap) # class http client
hostname (config-pmap-c) # inspect http

hostname (config) # service-policy http client interface inside

AR 55 SRR B SEIE R

TIRERFR R 5L AA
FREHAL IS AE 2L 7.0(1) FIN T HEHALHEHELL .
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Ihiae AR N 15t AR

15 RADIUS id ik it & — & H g B2k misgs | 7.2(1) SINT BB, 5 RADIUSiAIKE— M. 51N
TLLFfin4: classmap type management 1 inspect
radius-accounting.

AR S % B S 7.2(1) SINT R sERg . 5INT U4 classmap type
inspect.

T D) 38 R S s W 7.2(1) I T IENZ L AR SEm Wpr, 4 O 140 5 S e Spt
o BINTLUFA4: classmaptyperegex. regex. match
regex.

Hor W S0 ST ) match any 8.0(2) FINT K4S match any, SR SERG WUR— AT . i

ST LAVERE A A LAILECSR S . 12, fUmatch
all /JH
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