)29,

R s 0

AT SR 20 o P DA I 2 £ SR s D) o

o RrE gy, 51

© BRI INAEN] L 2R 3 0T

o B IIBRA L E 5 5 4 0T
o BCE B L 2R S 0T

o IAREUPA I L 2 10 5T

© B RB , 219 1T

o JEUMSEIN R 7 SR . B 19 1T

ASA _E (¥ gUME T2 A B (15— BB 2o BUMMEIIAESE 3 SRS 4 )2 B 0AE, Db B
e, BT RERAM T ZUgUHEE, SRR CRmm” . MR, St Ps s —
ARIPS 55 IR AT AE ASA FeVF AL UM AT ik 58 7 R B S, EARER T A ASA
ZFMV R KUk, B INAT IPS e UM FEI A, LS S n 4 i ) e 7 A

SIS I R AR R AL
o & FE IR KA R 00 ST S

SIS I S T 5T 7 B P AS AT IR KDy, 5, G RS AR s e, W A geit
e ST FE B B o T AT A A SR 28 ) P R 5 o4 L
o BEARBPMS N SETHE B - AT B AN RS BERE S AE R BROARE LR R A
PRI GE T B, I HASPERE™ AW . TE S B IEA I I Ge v 5 5, 55 2 It
© R BII RTINS R R - AEX RO IREAE S, DUE ASA FIRE AT, S PR
ACL [R5 5 . U M SE T3 e RE ™ AR F 2 m,  HARRS OISR M Ze 5 S

Mg, B, EBATEOLT, SURH ACL ZeiHE B e WS m il ge v 5 5, 26
2 7l

o BN, LA EAUAIN AT . B, W] DUBE T A AT Rl s D O L.
SR . 2 3 0T,
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* VPN JIRGS gk, vl B T-5 1ok B 1Pv4 MUk iy DL 287 VPN Bili:
o SREVT IR VPN B iE 2 kMot 2, Bl i - 44 /2050 5 414
o KA sh B, BN A ENUR B R SRS AR VG ) VPN Sk (1) 2 & 54
ko
o ST M TERP) VPN 45, BRACAE Py 3 a8 F AR R 45

X MM R BE DRI T AL, Wi FE TS BE I, AN R S EUELIRS . SN
VPN IR 55 Be B A . 2 9 Bt

EAXBBMENFEIHER

_I_
=

m

A8 FHBEAS B A e 15 L ASA WM i T DL R TR R 25 59 RO 2508t G R e A A 1 B o
* W ACL 414,
« Btk AR (1, invalid-ip-header BY invalid-tcp-hdr-length)
o R R R RV FI 1 8 Y8 PR AR 70 I 5 8 T BRI
o Bl E] DoS Mrihi (i, JoRk SPI. RSP KHEAS A b)) o

o AP KR AR, BIETUE N AL, W IAIR T A S KA R . EA
BIEARRT KA E T, Wi e 8 A PR 0 2R M i B AR AGHIN 21 R 4 i i

o R B A B ) ICMP B0

o B A I A A

- ANBUR:'

o B E R B . kIR ARG, fltn, 5N TCP AN I IE SYN $dli 40, ul#% TCP
AR =588 F . B, SE BRI R e Bk AR A5 R, Rk ML 2N
Wi 3 3¢ A sl X 2 E AL, MRS A5 SR T3 .
o ANSEHELERGI, ARSI E] TCP SYN Bk sk 3176 1% B 5545 [ UDP 2% Xl

24 ASA K2 g s, 27 B RS H G R (733100). ASA S BREEPA R SR, — Bl [ v
SR G TR R RN R 5 R (AT B (P 58 R A R o 5 R T () o A T3 R AT B 1 1/30 5 10 75, DA
BRE ML ST U R G4, ASA SR A V- 3438 SR RN 58 R R SR s fun SR Pk R 344
IR, T ASA 2 RIEPH AP RGIH A, X TREA SR WA ) (AR R R A i 2 K% — 40
S|

IANRY

FEA A A AT Z A BB AE RPN SRS DA AP RS DL, 0 PERE R SE TR T L2

Eiﬂj] 1:—L ,}HIJ éﬁ-1*-|_1|=| s

B I e B s AN 5 (B, EHL S PR EE ACL) SEVFAIE S R 4
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f o FHARBGRT R SHE SR, 8 A EHLGH R R

A G HE BT Q%WA
R 3 %@Hﬁ?%ﬁﬁ%ﬁﬁ R, AL, D geE Bk

HEWITERE; W2
&%%Wﬁ¢

SR PR Rk 5 U B R RS TP Sk RTAYE G 7 P K 2 & WL i LT M
AN D BN SRR I Eh R E EALTI AT I . ASA JBUMME I 411 5 2 T i
B0 TIPS FARAT A, AH e ) T2 R %, e s T AR 5 sl i ENLGE T

S|

MTvo

WA B R T BE 3G 3 (B WA AT IR RIS S & U 9 G PR IR 453 1« anIERE AL IPID %5 5
Z UG TCP AT WL EZAT ) .

WG R, ASA S RIE RS HEN R (733101) Ik Pett ik FF B % . ASA S ERER
PRRR I . — B[ 5 11 1) AT B R S e (R B () 98 R A o 8 A 26k~ 1)l 6
(IR TET 1730 B 10 B, DU s Ak S T 20 A0 8 T H R Beh R F4E, ASA S
PR R BRI RN S A R o N EN UL I B AT, WHZ N B .
FEVEW S B AT R, WZENLA B Ax.

R A PG PR ER DA T PR
F 1: 1 B RO BRI PR )

T RE RERE
fERL 2 600 FP P 5 ASFEAL/FD, et 20 #0910 SEQ/FD.
et 25 3600 Fb Py 5 ASEAUFD . fERE 25 120 Py 10 SEAL/FD
A\
EE FIE I S RE T GES Y B ASA IPERERT N AE, [R5 G FURCEE L T T HLATF I R B0 45

AR

B ot A i) e )

ZEEREN
B T g AL 5 BT VPN g%, SRR il . A2 28T, (XS0FF TCP £24%
St e .

HiITHRE XA

« geihiy, RPN B AU, AR AR .

Eat vl |
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* ACL FE48 AIT I AN 23 il 43486 s oo I

xR

* X5 T VPN Jeds, HIEFACSKE 1Pv4 MUk A .

B A #e i B9 BN IR B

BROATEOL T, A EEAS B I e 45 2
TR TEIANKBREE . WL H % show running-config all threat-detection iy 4 25 & i 7 X 44

ERNBLE

Mgt E R, BOAE T, B ACL giitfE -
XHF VPN IS5 g eril, BTG OLF ZEHI A g5

® 2: BARBBAE I EOAR E

mavien |

A SRVREE ASA FBIEE Bl it 1 i A4 2 52434

k2R E
Z8EE TR RERE
o K E] DoS Bty fERE 25 600 FPPY 100 ASEAL/ | AERE 25 20 #P P 400 A E/FD

o Koy ok U R
o B R R
* KRl EI AT BER) ICMP £l 4

o

LEIT 25 3600 #hpy 80 4~FEAU/

ek 2 120 FbP 320 AN EAL/
.

A 4 ek

et 2 600 Fb 4 S A B4/, | R 2 20 BPY 10 S EA/EDS
et 2 3600 Fhpy 4 AN FEAL/ | FERE S 120 Bb Y 8 AN EA/AD .
o

KA 5232548, B WikS il 2] TCP
SYN ks sl I 380 T8 1R [ ks 1)
UDP it (46

e 2 600 FP Y 100 NEA/
.

e 220 BN 200 N EA/FD .

et 25 3600 L 80 ANZE A/
b,

7EiL 2 120 PN 160 A EAL/
o

B ACL 144

fExE 25 600 F2 Py 400 ASFEA/
o

e 2% 20 N 800 N EM/FL .

fExt 25 3600 Fh P 320 N EAL/
b,

7Eik 2 120 FP Y 640 A EAL/
.

B s
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masmen ]

ik 2R E
EZ8RE TR ER RERE
o FEAS [T KRS AT I R 25 600 #h Py 400 ANFEAL/ | FERE DL 20 PN 1600 A FE AL/
i 7
B A AR 2 N
et 25 3600 BB 320 N EAY | £EE S 120 F2 N 1280 N FEAU/
. (i
PO # et 22 600 F2P 2000 AN EA/ | 7EREJE 20 F2 Py 8000 A EA/
N o
e 25 3600 F5 N 1600 N F4U/ | 76 2 120 #2 N 6400 4> F-41/
. o

fic & BB A

BOAEOUT, 8 A B I GE o5 6L, iy ELA T 8 A S bR ik 55« SR St T LAt iy
R gs, WA BT A R

TR RCEIA M S E R . 55 I
B I GE o O e S Mty (B, DoS M) A GG ).

FER2 BCE S BB ST E R . 5 6 I,
SR 3 AL E SR, 5 8 T,
HIR4 Jy VPN g5 Be B sl . 55 9 it

o B E AR BN g iHE R

BRAEOLN, R IR S5 R rTASE sk RE, 8, WiRCAEH, TR .

SR ARG THE R CARLGAT 24D .

threat-detection basic-threat

Nl

i

| Eat vl |
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hostname (config) # threat-detection basic-threat

TRIAE LR, 8 P SEA BRI . 137 no threat-detection basic-threat 2% 4 itk D) fig .

CRIE) S Phel 2 R R I BA B

threat-detection rate {acl-drop | bad-packet-drop | conn-limit-drop | dos-drop | fw-drop | icmp-drop |
inspect-drop | interface-drop | scanning-threat | syn-attack} rate-interval rate interval aver age-rate
av_rate burst-rate burst_rate

A REEMFAERII B, 55 2 B FEA A I 5 1115 S

LKt dr4 5 scanning-threat S RC AT N, 38 T DR R A D0 P A L i &0 J2RAS
TC LA SO, AR T LK I iy 4 15 scanning-threat SCBEF LA AT, ARG & 414 PRl 1)
AR R

AT LU R A S e A 22 — AN [ PR [ g
i

hostname (config) # threat-detection rate dos-drop rate-interval 600 average-rate 60 burst-rate
100

B & S RN FIHER

BT LUK ASA CED RS TP ETTHE B BOARELL T, M ACLZEHE R 2R Mgt R,
HHRATEL PP IR

(k) ARG e

threat-detection statistics

T R G o5 S, NG BRI N iy & (Wb P RS N, (B
ARNEATA LT 674 . 7] LI threat-detection statistics (ARHHATEIR) , AR EEITmABEG
fffrﬁ%fhﬁﬁilﬁ ({54, threat-detection statisticshost number-of-rate2) (4 [ & X L4t

=B W ERHm A threat-detection statistics (ATHATAIETD , REMARESHE B@4, HA
WAL G vIHE SRR e ik 0, WiZ a2 %A m, Boha42mH.

R N A 41 no JEAL, 2= MERFTA threat-detection statistics iiy%, WHEERIATE LT )8
) threat-detection statlsncsacwssllst TR

i

hostname (config) # threat-detection statistics

B s
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$E2 (iR JHH ACL Geilf5 8 (W RCART#2EAD
threat-detection statistics access-list

BOATEOL R, HH ACL 45 . ACL 415 B X A&l H] show threat-detection top access-ist fir 4

Ak
AN o

i

hostname (config) # threat-detection statistics access-list

$£IE3 (k) A EHL Chost o) . TCPAIUDP i (port 87 8% F TCP/UDPIP #}% (protocol
ST BLEF S R

threat-detection statistics {host | port | protocol} [number-of-rate {1| 2| 3}]

number-of-rate 8 7B E A ST B AR IR (A R ACE . BOAER I RECY 1, 0K CRAF I
MINAFRI R . RERE LR, 2R EN 203, Fla, WARCRZEREN 3, WEF
R 1N 8 /NIRRT 24 NI IR . A ACR MOGBE TR 1 CBRIAMED I i fi R (1]
BRI S WERRRZAE BB 2, W ZEY S R P A 1] o

HEENAE &SRS AL T g EAEE R, A R ENGTHE S & TARESPRES
10 73 %h, R ANECE 28 PR ENL OFBERGETHE R S

P
hostname (config) # threat-detection statistics host number-of-rate 2

hostname (config) # threat-detection statistics port number-of-rate 2

hostname (config) # threat-detection statistics protocol number-of-rate 3

FR®A (k) BCE TCP £k Bl gt vt 5 5

threat-detection statisticstcp-inter cept [rate-interval minutes] [bur st-rate attacks per_sec] [average-rate
attacks per_sec]

o

* rate-interval &5 7 MR G RN, ZEANT 1 3 1440 2802 18], BRIME A 30 080, 7Rk
(IR A, ASA KRG B B flAE 30 WK

« Burst-rate Jy &40 H G B AE BB B, AT 25 312147483647 2 7). BRINE A BERD 400
ZAHE . SRR, AR SH &L 733104,

* Average-rate 4 Z& 48 H & W ARG E B BIE, ZAEA T 25 31 2147483647 2 7] ERIA
A RFRD 200 4500 5o 8 H T3, K AR B 4 H A& EL 733105,

FAHH TCP £, ES AP RS 25 A% SYN it DoS Bl (TCP ##0) .

pE
S AR 2 SRR, AN T AR BRI A4 o

P

Eat vl |
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hostname (config) # threat-detection statistics tcp-intercept rate-interval 60
burst-rate 800 average-rate 600

fic & A BB F2

Nil

B

AT ARG B R B A, DU e, st BT S0

10T OB ASA TR BN RIEG R BGEE M ARG HEW R, WLl Ash# T Bl BOARN R, EH
PR B S, AR RS H G 730101 ST B Kk KRS B, iEH R ik A
FEE P B . B, WA T PIM 418k, W PIM % 255X PIM {5 BRI

ELEERE 1Y Rl B

threat-detection scanning-threat [shun [except {ip-addressip_address mask | object-group
network _object_group_id}]]

BOAHOLT, ENWs POV BE#H 5, AR ZH G E 733101, 204 A L& DR RJE # (0]
WK 22> TP Mk BRI 260 G2

Tl

hostname (config) # threat-detection scanning-threat shun except
ip-address 10.1.1.0 255.255.255.0

CAIE) ey TN LB E R TT 45 SE I ] o
threat-detection scanning-threat shun duration seconds

Tl

hostname (config) # threat-detection scanning-threat shun duration 2000

CRIIED S0 ASA K M UbR N Beets 2 58 H AR IO BRIA SRR

threat-detection rate scanning-threat rate-interval rate_interval average-rateav_rateburst-rateburst_rate

URAESEA B R e B R U T e &, WIS LS B S B S Dh RE L35 ANREDD
FEAM BT TN E B AR A o WERANE F Uiy & BB A, WIPREER U T4 1 A0 2
REAIEAEM I DI RE . I A2, 52 PTIC B = AN A R 2 18] f

Tl

hostname (config) # threat-detection rate scanning-threat rate-interval 1200
average-rate 10 burst-rate 20

hostname (config) # threat-detection rate scanning-threat rate-interval 2400

B s
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average-rate 10 burst-rate 20

77 VPN B 55 B & R 4e )
ST B ) VN FRS BRI LABEIOBH 15K E1 TPy SUHEIAFAEISS (Do) Beili. §FRfLA T 267
St TS AR S

© SRRV H VPN XK B U0 o I 5 B A it e Mt vh S ST AR sk 2, el T LI AR T
SR BB, ATTBELLE B 7 K VPN,

o PR BE, WISGEEE N6 BNV B R 5l S FE Vs 0] VPN Sk il 2 dE 24K, 5
SR R e AL, X R AV RE VSR, BRI RO PE R VPN,
o SRERFITCRY VPN RS, BIARSBANGBE NS o SRiX 8210 1P kil 2 37 R 9l e TF
A XRS5, RGeer AT B 8L, PABT IEHE— P12k, e UE R k) no
shun i 2K T3l I B 0138
BT RS TS O 0, 15 clear threat-detection service fiv % .

FHIa Z |l

FERE TG 21 (KA BRI, 355 FE ARSI A ] NAT. WERAE ] PAT, VR 23Kk B [H]
AP Ik, NP R R B 5 U SR SCRIN 2 7 i J SR 55 KL, A ER AT 280D AT AL 06 (1 I TR) 58 A
ERE. Biln, 5 SNE, VFE2 R AT RES EAR T N T) Py ik

LB 5 HIZFEVT ) VPN B 405605 5 6 g ke
threat-detection service remote-access-authentication hold-down minutes threshold count
Hrre

* hold-down minutes & X T M85 — IR F MW E RS IR I 1] o Bei 2 19 TPv4 Ml 20078 i — R 2%
VL PRI FE T 30 P s B8 2 U I B IR, A REfb o [l g, RIS TR A 10 43, BIME
h 20, FF H KB RAS IPv4 Hihik R SE 20 IR G B0E RN, HLATART P 0 8 2 ez [] (14 I [ i)
BAASERLE 10 208k, W8T I8 IPv4 Huhl. AT DAFREA T 1 A 1440 43402 8] iy st Ta)

* threshold count & SCAEFIHIII A AUA LK« 2 e [l () R M 2 ki B ol AR GE 1 3 100
Z IRV B A o
BEEZIRSS, WL R i
no threat-detection service remote-access-authentication

T
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N R BECE AR A 20 2Bl AR 10 DR .

ciscoasa(config)# threat-detection service remote-access-authentication
hold-down 10 threshold 20

JA HIZERE VT 7] VPN 25 ity J 393 B 40 Ja A 0
threat-detection service remote-access-client-initiations hold-down minutes threshold count
s

* hold-down minutes & 3 T M — KA SR IO FHIIN 6] o A Z0AE 1 U 3 (3 il 301 P 2 21
LA BN B IREL, A el R 27 b 1Pv4 Mk (¥ [R08k . i, dn SRAmHI ) 24 10 4320,
B0 20, JF HoK B A 1Pv4 Hhik ISR ShIRECH 20 I, HAT TP UGESE IR B 2 18] (R I [4)
[JREG AN 10 2380, WILKERETFZU8 IPv4 Hiuhle rTLAFRSEN T 1 A1 1440 3 6] (1 I )

* threshold count 5& SCEESM I T) 6 20Uk A2 R AR IR BUA BEAd A IEE . T LAFRE 5 21 100 Z [ (1)
P

BAEHZRSS, WL R dr 4

no threat-detection service remote-access-client-initiations

il

R R BCE KRR 20 23BN RS 10 K

ciscoasa(config)# threat-detection service remote-access-client-initiations
hold-down 10 threshold 20

X EARIER IO VPN IS5 1947 2 5 L sgaisr il «
threat-detection service invalid-vpn-access
BAEHZRSS, LT dr 4

no threat-detection serviceinvalid-vpn-access
il

NIRRT R VPN Vi il IR .

ciscoasa(config) # threat-detection service invalid-vpn-access

S5 B R

LU S 24 o S 42 S A I AN A i A
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BRI EITHER

LRI B SR R WA AR A%

show threat-detection rate [min-display-rate min_display rate] [acl-drop | bad-packet-drop |
conn-limit-drop | dos-drop | fw-drop | icmp-drop | inspect-drop | interface-drop | scanning-threat |
syn-attack]

min-display-ratemin_display_rate Z#CKs &7 A 2% BR i Al AR D B AR AT i m sl R I gt 5 e 7]
LUK min_display_rate ¥ E7E 0 2] 2147483647 2 [H.

FoAbZHOrT DAL oRs o P A BRI R S0 o A ORRERT A R B Ui B, T8 5 B AR B S I 22
HER . F27.

HrtH s PN 5 I TR B TR (BT SRERURD) B 10 ARSI, Eis g
TN HJn eI SR AR CEY R R FE 1) 1/30 5 10 70, DLREKE e PHATTR KR (FfT.
RS 5 B (Bfilok) HUR RS DU ] B 1 3 s E

S} T e B R AL 30 NS RIE, ASA FEREANSE A IAMRI A BAAE T $ . 2R T 1A 58 i 5 K 1)
MBS AE P YgaeR b Flhn, an 3 PR B A 20 208, WIS AR 20 #b. anif b —A5
R IBIBE A 3:00:00 £ 3:00:20, - HAZLE 3:00:25 {1 H show v 4, WG 5 FbAS S ERIH .
BERLI O E — AN, TR R FEEUN,  ARSEE R AT N I S E R d S R TR BE (30 A4
IS 1A WIFEE IXFE LT, ASA S5 2: 29 AN 5¢ i al BE 1S FAFECR B R 58 e
A RN e O o I IR WA S AR A R AR N Ry I

A LA I clear threat-detection rate iy 215 R 4i 15 &

DL & show threat-detection rate 4 [#) % H 7 i«

hostname# show threat-detection rate

Average (eps) Current (eps) Trigger Total events
10-min ACL drop: 0 0 0 16
l1-hour ACL drop: 0 0 0 112
l-hour SYN attck: 5 0 2 21438
10-min Scanning: 0 0 29 193
l-hour Scanning: 106 0 10 384776
l-hour Bad pkts: 76 0 2 274690
10-min Firewall: 0 0 3 22
l-hour Firewall: 76 0 2 274844
10-min DoS attck: 0 0 0 6
l-hour DoS attck: 0 0 0 42
10-min Interface: 0 0 0 204
l-hour Interface: 88 0 0 318225

LA R PSS SV AR L, WA N R R M. s A s UR A
o [EE R R BCN ISR G HAREURD) o

o B NSRRI IEIRE PRI 1/30 5010 F2, P& AR EUBCORI 4D AR iR A T
HOCRAL: FHEEUPD

Eat vl |
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o AR R (BUE

mavien |

MTZFFmEgiE R

o [ 52 I 1) BN AR e 2

X SE ) R 3k

30 MRAKNEIBE, ASA FEREDROA IR AR AR T E. AT AT (AR S8 R K [h]

B AN IR B, i, W SRP R (] BG  20 20 Bh, WS EIBE 20 b iR B AR

JIAIRE R 3:00:00 £ 3:00:20, F HA7E 3:00:25 1 FH show

i

W e 5 A A S S fEf .

SRR (o — AR, TSR SRR, RS R R T b PN 1) S e e SR ] B (30 A
25 14 WIS XD T, ASA b8t 2 29 A 5e e al B IS AR N LR Se e
R R 20 RS B A n] LA S I M A A (O R

A
GRS

By

show threat-detection statistics [min-display-rate
min_display rate] top [[access-list | host |
port-protocol] [rate-1 | rate-2 | rate-3] |
tep-intercept [all] detail]]

WORHT 10 GV B WRAFANATMIEDL, 5 SR 2B T 10
FEHE R

min-display-rate min_display_rate Z-%0# 7~ P 25 BR ) 4 HE H AR FD SRAIG
HORRERPI GG . T LUK min_display_rate & 7E 0
2147483647 2 [,

LA AT Re i ik oo Bt 7

show threat-detection statistics [min-display-rate
min_display rate] top access-list [rate-1|rate-2 |
rate-3]

TEAEVLRCEHEAMET 10 A~ ACE (5 A VFRI4ELL ACE) , 11l
access-list BT AVERIFE LK AL Wos AP X . Wi
{i Fi| threat-detection basic-threat iy4 g FHJEA B IN,  J0)m] LAAE
show threat-detection rate acl-drop fiv4 g ACL $E4.

rate-1 JCHE 7 B R E 7 P 2 B AL 11 ) [l s 6 (] B R G 1A s
rate-2 o R A R IECR R e T =ANEE, W rate-3 Won
KNI R B BG. B, WoRPN RS RESG 1 /N 8 /NI 24 /NI T
Gt fE B WREE N ratel SCHET, W ASA A R 1 /NI [ ] ]
B o

show threat-detection statistics [min-display-rate
min_display rate] top host [rate-1|rate-2 | rate-3]

PANAF ENGER, W host BT, EE: th T U
% AR & e A MRS BR B (45 1 AR AT 10 DS ENLP EoR; X
SETUIAT D, T HLA AT DAAE 7 A 2 P 2 TP it

show threat-detection statistics [min-display-rate
min_display_rate] top port-protocol [rate-1|rate-2
| rate-3]

B F i D FIM S UHE S, 1 48H port-protocol J34#+:. port-protocol
A o RGeS R (I BRI D, FHE
7~ TCP/UDP i A1 TP ¥R A & Si it f5 B TCP (Hhi 6) F
UDP (WY 17) REELE P MM 2or %5 {Hi&, TCP Al UDP
ity 15 A i TR R P o SRS X eSS AR o — AN AR (g
O MEIHEER, WARESR B HNGIHER.

show threat-detection statistics [min-display-rate
min_display _rate] top tcp-intercept [all] detail]]

TAT TCP AT, W] top-intercept 5. R A%
S IBGHIINT 10 A2 RS2 all FHbT 5 I BB TR 4% 28
[ S 50 . detail ey G B e SRR RO . e R,
ASA XS BCHCRAIRE 30 20, 7L TBRIAN 30 SM6I, Zeitfa
S 60 B K

B s
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show threat-detection statistics [min-display-rate | &35 i1 47 B & EHLER TN 05 = .
min_display rate] host [ip_address [mask]]

show threat-detection statistics [min-display-rate | i 75 4 i 1 sl e i 1 3 g A .
min_display rate] port [start_port[-end_port]]

show threat-detection statistics [min-display-rate | G fifs 1P Pl s s AL ZE i1

min_display_rate] protocol [protocol_number | N L N )
protocol] protocol_number Z &4 T 0 5] 255 2 [A] {144 protocol Z%n] DL

ah. egrp. ep. gre. icmp. icmp6. igmp. igrp~ ip. ipinip. ipsec.
nos. ospf. pcp. pim. pptp. snp. tcp. udp H—4

i ENLBAME N FITHER
LR /& show threat-detection statistics host 4[4 7 i«

hostname# show threat-detection statistics host

Average (eps) Current (eps) Trigger Total events
Host:10.0.0.1: tot-ses:289235 act-ses:22571 fw-drop:0 insp-drop:0 null-ses:21438 bad-acc:0

l-hour Sent byte: 2938 0 0 10580308
8-hour Sent byte: 367 0 0 10580308
24-hour Sent byte: 122 0 0 10580308
l-hour Sent pkts: 28 0 0 104043
8-hour Sent pkts: 3 0 0 104043
24-hour Sent pkts: 1 0 0 104043
20-min Sent drop: 9 0 1 10851
l-hour Sent drop: 3 0 1 10851
l-hour Recv byte: 2697 0 0 9712670
8-hour Recv byte: 337 0 0 9712670
24-hour Recv byte: 112 0 0 9712670
l-hour Recv pkts: 29 0 0 104846
8-hour Recv pkts: 3 0 0 104846
24-hour Recv pkts: 1 0 0 104846
20-min Recv drop: 42 0 3 50567
l-hour Recv drop: 14 0 1 50567
Host:10.0.0.0: tot-ses:1 act-ses:0 fw-drop:0 insp-drop:0 null-ses:0 bad-acc:0
l-hour Sent byte: 0 0 0 614
8-hour Sent byte: 0 0 0 614
24-hour Sent byte: 0 0 0 614
l-hour Sent pkts: 0 0 0 6
8-hour Sent pkts: 0 0 0 6
24-hour Sent pkts: 0 0 0 6
20-min Sent drop: 0 0 0 4
l-hour Sent drop: 0 0 0 4
l-hour Recv byte: 0 0 0 706
8-hour Recv byte: 0 0 0 706
24-hour Recv byte: 0 0 0 706
l-hour Recv pkts: 0 0 0 7
N AT TR

Eat vl |
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3 3: show threat-detection statistics host

FH

1t AR

Host

L IP Huhl,

tot-ses

FI RS0 28 5 (K% AL B2

act-ses

ERLAHTS S0 AL

fw-drop

B ki e, Bk BN AER, A AR S A S
PRER 05 B KB R BTE B4, A4 ACL I4 5 . iR Bda .
B IE BRI HAR L. DoS Mt nI%E ICMP #dfi{l. TCP SYN
Kok B LS CIR [P1Ed UDP S i B Bl . e AN AR KA AH
T3F, W A AR A 7 S e DA RS DU B 4 Bt

insp-drop

DR Sy S o R T e 7 A 288 T e 25 57 ) i A ) e

null-ses

U, AR UREIRTE 3 BN RSN TCP SYN il DAMAfES:
WITAR )G 3 0 A BT HUIR 55 4% SOX AR T 804 (1) UDP 23 it

bad-acc

X AT O AR R S WL 1 AAS R U7 ) S5l 2 o 1AL T 4 i
G214 null-ses F-BLUIAD I, AR FDIR S A
HOST_PORT_CLOSE. AFA [ 1% = Hl3 1 1K) %5 7 i s o5 4 3. Bl 3 2k i
VT, oA I .

Average(eps)

BEASIN T BN - i SR80 .

T e AL 30 MR TRE, ASA FEREAN SRl AR JBAF i v 5. 24
AT IR 58 S R (B B AN ARG AE T3 R . it SR8 % B B oA
20 4340, ISR RIBE A 20 F2o Wi F—NSEk RIBE A 3:00:00 2 3:00:20,
I BAEAE 3:00:25 ] show v 4, WG S ARSI .

SRR A ME— 0, SRR, R SERER A TR RE N A
L LSRG (30 NS 1A WIFER XAEOL R, ASA &S
1L 29 A58 R A B PR s SR EOR SRR A Il R 21 H AT . e
B4 AT L S I A A R

Current(eps)

AN re s R R g V)R aIBE ) 1/30 52 10 72, P B K —
A WHIATR AR 7 FHEBURY) o XHT Average(eps) 1B 45
TERIZRE], HHEEERY 3:19:30 & 3:20:00 [iEF

fl A A

i Z A AR BRI L. O T AR A 7 ANt AT b R A AL
Wi, BEAHARZE0 0, DR A oxt i A A0 e v e B o

Total events

BEA AR (]RGN A S T R 58 R R TR R AN LG 70 S B A
o SERUURIRE B SR, AR FEEON, ARSERRSE R BE P K2
Ol B RN (30 NS 1A ARG EL. IXAEOL R, ASA &
[ZEG SN P CMST AGT RS RS- Cy) M STs &y 4| FEE S RINE AR 8
LA AR AT L A S I M S (0 K

B s
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wgeFa . kasinsan ]

FH 15t A

20-min, 1-hour, 8-hour, | 336 [ s o A B I SE VH A5 R o 0 TR TR -
and 24-hour . o e

* Sent byte - M F LI A IE 7175
* Sent pkts - M FA LD A% 2 4

#.
* Recv byte - LHUEIHLI I 715 5
* Recv pkts - TALEIFEMIHE 4L

H

* Sent drop - £ M T LA A Ay s A BTt 1) 8 23 T 4 25 7 1A e £

* Recv drop - ML CAZCAE DA DA i 45 F 80 o F)— 0 i 4 25 5 ) ol £

IS HEEF B N . EEMBE B

SN B E R 1) LA i DU A B A b, AR LR A %

BMSIN, AN H T AR AR S
» show threat-detection shun
W R AT AL

hostname# show threat-detection shun

Shunned Host List:
(outside) src-ip=10.0.0.13 255.255.255.255
(inside) src-ip=10.0.0.13 255.255.255.255

clear threat-detection shun [ip_address [mask]]
AR ) L. WERANTR 2 TP Mk, BT EHLECK MBI 51 R B
Bihn, EERIALT 10.1.1.6 B ENL, HRIALL N4

hostname# clear threat-detection shun 10.1.1.6

show threat-detection scanning-threat [attacker | target]

KL AU T4

TR ASATE A ML CRFREIT AR N IF B O B HARK L. R

ANEIANIEI, R s B B MG H AR L. Bl

hostname# show threat-detection scanning-threat
Latest Target Host & Subnet List:
192.168.1.0 (121)
192.168.1.249 (121)
Latest Attacker Host & Subnet List:
192.168.10.234 (outside)

Eat vl |
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192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168.
168.
168.
168.
168.
168.

10.
10.
10.
10.
10.
10.
10.
10.
10.

O 0 J o U d WO

H54= VPN AR 55 B9 B A A4

&R LU syslog F1 show

i

B 4E VPN AR 55 B9 & 48 B

AT Re B BILL T XS IREAH M R G H G R
* %ASA-6-733200: WM -
S SR T S 1 — R A R A

* %ASA-4-733201: g BHASIN :  JIR 25 [R50 4

==31l
NI

(outside)
(outside)
(outside)
(outside)
(outside)
(outside)
(outside)
(outside)
(outside)

73
T

FH: 0 interface. 7MY B
R R, TR E RS I RTBEIG ), EUPME I AR 55 B T HAN TP Mkl 1% BnT A du 5 1L
A5 B Flhn, X1 RA VPN &) i At 2438, s Bl g2 “SSL (8 IKEv2) : RA &)
Uy R RIL 27 .
AT LI show shun iy 2k A G JGEE ) =LA R . a5 1P HbhbAS &M, WImT DEH
no shun iy &1 5 [01 36 o

7~ VPN BR S5 B 4E M By M= S

SR UMM VPN 55 I GE -2l S EHT LT i

show threat-detection service[service] [entries| details]

i VPN IR S5 0 Ui, FL AR L LR 32 A

mavien |

o OOl BIE R B IEAERE RN N

0] DL B LI BRI A4 2 IR % (remote-access-authentication. remote-access-client-initiations

g invalid-vpn-access) o ] LI Rk Vs IiX 8 2 HOk 3 — 20 BRI :
* entries- (WU /R IEFERRERIISC H o @10, B3RS0 UE 2238 U TP Mkl
* details- /RS TEAIE BRI 4% H .

MRS PTREIET, oA R
* RS54 R
* IREIRAS: R EAE
o M5B A

B s
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AL e e |

o M55 B B E
* RS EAEGTHE B
o R - AL BEAR T 1RSI e A

o FHAE - R A SH0F A A ARSI IR 1) By F ok B a0 B (. Bk, Meds2x A8l 2eelnlig
PARH 1B o0 S5

© 0K - WA FAFAEM BN R Be 2 Ah, B IA P s BIfE . R, ARSTR SR AL
e

o ARATHE < S R R S ST
o RSP — DR SR S RS DA

Gt

PAUR7n B o A RS540 2R L, SR U7 [v) B4 3 90 UE IR 55 1 AR BR BV AE B0

ciscoasa# show threat-detection service
Service: invalid-vpn-access
State : Enabled
Hold-down : 1 minutes
Threshold : 1
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 0
Service: remote-access-authentication
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 3
Name: remote-access-client-initiations
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 0

o O b = O O O O O o

O O O O o

DL /& show threat-detection service entries #7474 .

ciscoasa# show threat-detection service remote-access-authentication entries

s |l
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B e st ven mR s s A s st R 8

Service: remote-access-authentication
Total entries: 2

Idx Source Interface Count Age Hold-down
1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114

Total number of IPv4 entries: 2

NOTE: Age is in seconds since last reported. Hold-down is in seconds remaining.

DL /& show threat-detection service details i 4 1771 .

ciscoasa# show threat-detection service remote-access-authentication details
Service: remote-access-authentication
State : Enabled
Hold-down : 10 minutes
Threshold : 20
Stats:
failed
blocking
recording
unsupported :
disabled
Total entries: 2

O O s P O

Idx Source Interface Count Age Hold-down

1 192.168.100.101/ 32 outside 1 721 0
2 192.168.100.102/ 32 outside 2 486 114
Total number of IPv4 entries: 2

NOTE: Age is in seconds since last reported. Hold-down is in seconds remaining.

RS XS VPN B 55 1% #L5z F BY #0825

RAT U LUF i HEFh VPN IS5 20 X, IFIER 2 X 3SR, EUMsrIRT VPN g5
FHIIRUEEAN 2% 27~ 71 show threat-detection shun iy &1, % 00 FH T4l bl o

* show shun [ip_address]

SRR AL, BRI VPN IS5 1B S A SRR AL, BAEH] shun iy T3 Mk
(KIEHLe T A SR ML BR 215 5E (1 TP ML bk

* noshun ip_address[interfaceif name]

DCNIRE 1 TP BN R [Pl o dr SREAN AR 2N 0 et gt JF HAEAEAERE S8 1 AR 1Y
shun, JUIR] DLGERE: 3 04 (o] 6 4 2 12 1A% PR

* clear shun

METE 1P itk A B [a] 6k

B s
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B B 3 7= 131

gmene ]

PR 7R B B A g R 2 5 L, JF BT DoS ki AR i s o i H T A e GBS I e A5

B TR R R ENLG U E RECE IR 2.

& HE X TCP 2R (] [ . i s, B3h

WETFER T 10.1.1.0/24 AN TG bk . B @ X365 U R R

threat-detection basic-threat
threat-detection rate dos-drop rate-interval 600 average-rate 60 burst-rate 100
threat-detection statistics
threat-detection statistics host number-of-rate 2

threat-detection statistics tcp-intercept rate-interval 60 burst-rate 800 average-rate 600
threat-detection scanning-threat shun except ip-address 10.1.1.0 255.255.255.0
threat-detection rate scanning-threat rate-interval 1200 average-rate 10 burst-rate 20
threat-detection rate scanning-threat rate-interval 2400 average-rate 10 burst-rate 20

B B A BY [h SE1E R

THRERFR &R L RA
FEAR BRI S5 S FR R | 8.0(2) FIN T HAT G PO G5 B 3R sl .

5INT LU Fr4: threat-detection basic-threat .
threat-detection rate. show threat-detection rate. clear
threat-detection rate, threat-detection statistics. show
threat-detection statistics. threat-detection
scanning-threat. threat-detection rate scanning-threat.
show threat-detection scanning-threat. show
threat-detection shun. clear threat-detection shun.

TEJT 5 £ I 1) 8.0(4)/8.1(2) | ILAE v LABE B T RFLLI ] o
SINT LU R4 threat-detection scanning-threat shun
duration.
TCP #2845 A 8.04)/8.1(2) |BINT TCP £ 415 B -

FINEEM T LR fiv4: threat-detection statistics
tep-intercept. show threat-detection statisticstop
tep-intercept. clear threat-detection statistics.

B E SCENLGTTHE B R 8] [

8.12)

BUAE, ATELA E SORERGETHE B IR R R . BRAER
BN 3 HEN 1.

BT UL R4 threat-detection statistics host
number-of-rates.

Eat vl |
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ThEE AR FEERA 15 AR
SR R ) B 2 BE A - A 1) 1/30. 8.2(1) FEFIIRRAS - SR 2 ) by~ ) T 1) 1/60. by fie K

BREERI I A, KAL) R AR T2 R b 21 30 I

B € S A Ge A5 B R B 8.3(1) AR, WTLLE @ SOBEEGTHE E I R [ . BRI R
O3S 1,
BT LU R4 threat-detection statistics port
number-of-rates. threat-detection statistics protocol
number-of-rates.

e T AT 8.3(1) S T UM ) A A
5INT LA Fir4: show threat-detection memory.

& T VPN IR S5 1 s as il 9.203) TERTLAR VPN IR S5 HCE Bl LA 155K ] IPv4 Mk

(KL R 224K VPN Bt :
o TCFEVT M) VPN BGAE 23Rt 22, il - 4 /7450
Er L EE P
o B A sh B, BISGE#E M — & VLA E AR 52 R
BV ) VPN Sk () & E#54RK

o SRV RO VPN IS5, BIALAE A A AR IR 55
XL R R BE R FRITT B, 2 AR TR BT,
AR FEIRL RS .

BIANBE % T LA Far4d: clear threat-detection service.
show threat-detection service. shun. threat-detection
service,

B s
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