E %l Umbrella

T 0] UG E % 48 DNS i3k 358 7 22 S8R} Umbrella, PUERH 476 B Umbrella 5 X FQDN 5
W& N T P %8, DUR 8B il B Umbrella 38 2805 % 45 5 Rl Umbrella 474

o KT Al Umbrella #8285 , 55 1 1T

o JUEl Umbrella ZE#E85 (VPRI 2EK , 25 2 00

o A} Umbrella FIAERIFTRR T , 55 2 7T

o Mt Rl Umbrella 428 , 25 4 71

* Umbrella B #2874 , 55 10 11

« W% Umbrella iEH:4s , 25 13 1T

o OB} Umbrella RS il =%, 2 16 1L

X F BRI Umbrella &35

A R Umbrella, 7] ARG E BB Umbrella #2585, ¥ DNS 1 & 14 2 AL Umbrella. X
Ff, Cisco Umbrella Bt g R 5% AR L VP Bl A o) (P48 44 T8 >R, N 35T DNS 122 4 5m .

Umbrella 78285 4 R 48 DNS Kl (1) —3&B4 o a0 R DNS A 5 m WS v e R 45 DNS Al v 2 FH
1B EFIESR, WG KA & 2 B R Umbrella. BFit, FWHAEPBigk: A< DNS K 550 1
Cisco Umbrella Tz [ 5 0% .

5 DNS A it id sk & ) 21 R} Umbrella HT Umbrella 3882575 1 EDNS  (DNS §EHLED  id
5. EDNS it G W AR RS . 120 1D A% /i 1P Mkl 36T 2 (5508 7] LL48 B FQDN 15
QPPN EreF QU ST b 5 S uﬁi?‘ﬁﬁﬂ DNSCrypt % DNS i3k, CUSFIERH F* 44 FA 5 TP Hs
Ik BEFAYE o

EEl Umbrella Tt &£

FEFHET 2 (R R Umbrella b 224 5Emg b, n] DIEET DNS 2Rk i 1 56 42 R g 844 (FQDN) 15
ERAEHNG ] o Al 22 A SR T USRI T BL R 32—

o SOV - W E ST HA FQDN A BEE L IERIN, I H Cisco Umbrellaa ff i HJE T A& E w5, WA
o iR IA1Z Y 5 H S bR TP Huhik . 3X S 1E % ) DNS Arifif 74

2%l Umbrella .



BEl Umbrella |
B =7 umbrena i

o AR - QST HA FQDN A B BH IR, I H. Cisco Umbrellaa ff & HeJ@ T35 &k 21, W DNS
Fﬂéﬁﬁmmmm WHEARHELIY IP Mk, ARJE, ZAREERT LUK A HTTP i%E8:, JFMNH URL kb
JE. ZIHRLR M Cisco Umbrellaa ¥R (&£ E (Security Setting) > /& & 421X 12 (Enable
Intelligent Proxy)) Ji & REACHE,

o BH 1L - Gn R A FE 1 FQDN, 8% Cisco Umbrellaa fiff i Fo & T % &0l 21, U DNS W22 ik 1] & FH
1EIEHZF) Umbrella 2z 8 5% TUIHET ) TP k.

B £l Umbrella ;4

FEW & P E Umbrella 42850, &7 =9 10 AR Umbrella VEM . ZEAMHRREH, 2% #% 1D,
F T8 e UL M — 0.

R I — A B
SRR FAERS
SR MR
© LB A A
BRI IERT— e s B
© SR — A B
VERR, 4 S S (e LR Umbrella BRI 1. AU, 7 LUSH i B MDA S0, 5

VEUHYIE], A BC L R E RN, BRE USRS o AT LA 2N B 20 BC Rl — Umbrella 50 .
T SR JE W R K BE 46 ID AN Al KRR E SIS 1S DL P 46 1D

B Rl Umbrella :E 1 AYIF AT K

LA R Umbrella 4% 85, 4204147 3DES YRk, WAL IEAEAE A GEVFRT, 202505 HIK ™ 1) 2
i H T e

SR Umbrella 17777 HA7 S R VF ] 25K

FEl Umbrella B4 N1 F0BR $

(E3=X. ¢

s EXIE SN, "R 5L E Umbrella B4 8% . &M S84 BB % & 1D, 3 BAE
JURL Umbrella 3 4235 34 il TV 8 s N BHOST 138 4% o R AR e e PG E I EMLA . RN
RS R B4 PR . 4, CiscoASA-ASA5515-Contextl
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25t umbrella gy [

HPEE %
o e i) FH PR ) S 1% 1) BB Umbrella b v n] FH PRSI MR — 54 o PSR S AR AT AR
Pa P A5 T B [ — ¢ % ID:  primary-serial-number secondary-serial-number . X2 1 5ot
X DN R XA g . AR Umbrella [, 0 Z00ECE & nl PE, JF Hik
PRI ST ] PR A CEIME o8 ] s H AL TR, A W R LA R IS 24

£

o RE T .I0AE Cisco Umbrellaa FHAR DG BB VEMHZ AT . AT BT 17— BE % 1D X
T2, IR P IR A SR S AR T S R BB

oAt AE

o A EH ) DNS 13K 35 1) 28R Umbrella. Z 45 [ 5 & ) DNS i 5K K 28 AN 23 5 5 [i]
FIJLE Umbrella. 40, JEF FQDN (¥ 15 fn) 42 Sl B LA K JAth iy 4 i e 1 15 & A A5 FH AT A
FQDN /KIZ oA #5 Umbrella S BEf#AT o

o JHR} Umbrella ¥4 28%58& H T BB i & £/ DNS %K. 4T, H45 DNS Wi F T HTTP/HTTPS
FEREE, B AR EAAEA G 2, DR AR 1P duhb 2 vk . JF HTTP/HTTPS & H2
ATARTHUNBH AR B Mk R 8 Vs Rl LA e 7 s 5e e an,  EF x50 NBH 1 FQDN $447
ping #AE S F BT LAY Cisco Umbrellaa 2 P 1F T2 [ (K IR 45 25 04T ping #:4F

N

I Cisco Umbrella i B 45 REHL U5 AT RE 2 4 HTTP/HTTPS 1) FQDN, F H.xt
FARHL A 1K) FQDN, AS[a) & GeARFER B 1P bk o

o RGN A} Umbrella 43% DNS/UDP Vit . iS5 Fif DNS/TCP #:il, W R GEALs 1) AR
Umbrella & 2%4Tf] DNS/TCP i3K. X1, DNS/TCP iRk A< Umbrella 5% % 1+ 5o ()52

* W5 H Umbrella DNScrypt £, W RS2l UDP/443 BEAT NS 251l 450K UDP/443 Fil
UDP/53 & 71 4 [0 8} Umbrella I H DNS il S v, LA £ DNSerypt 1IE #1817 . UDP/443
1 UDP/53 ¥4 7575 DNS FIERRS IS b, A anid—A | e S, iR € L ACL
X AN sy 1L 2 S VTR R

* DNScrypt W UE 5§48 FAH IPv4. {H2, DNSscrypt 3% IPv4 Fl IPv6 Yt

o WWIIAT — TPv4 1% i1 ] B3k B M api.umbrella.com A api.opendns.com (VX f# ] IPv4)
[ A, B DAZ0A B LA DNS AT 18 i, FLU7 im0 200 Se VT L 1] 1X 2 - HLIK) DNS Ji i .
XSG iy ) DLk B e O R S s AR 0 3 IE H T A DNS @t . RgEstRs
ZREAE BN IRSS 48 WIS 7E Umbrella 42 Jay 52 5 L BT 2%, ] LAAE I SLAR R 2545

* 208.67.220.220 (IPv4 1 R SEINMED
* 208.67.222.222
* 2620:119:53::53 (IPv6 IR GEERIMED

2%l Umbrella .
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B ==2% umbrella iz

* 2620:119:35::35
* RAALHF Umbrella FamilyShield A% . WAL E FamilyShield b2, WIRTGES I b4
3o

o UV SRR I FT IR, R Geoe AIKT Umbrella AT 5 OCH], BT T &% 2 AR A ik
DNS 153K Jm AR I TS BE K 25 5 DNS TR BRI N . REEAH FE AN ZR, #1an7cA £ Umbrella
AT s PR B i

© BGHEM B, U5 SEMIER Umbrella E'E, %) MASAE Umbrella 42 5 AR - IR B2 46 o

 {FH 1P Huhik i AEH FQDN [FATA7] Web 13K 35 %88 R Umbrella. BbAk, 40 5983 % 7 iy
MANR T8 3 )3 A Umbrella (#2511 WAN JE 82380 DNS f#HT, M IX Le g dfr 18 Ber seid
HE %} Umbrella.

SR BAT HTTPAREE,  WHZACEEAT GESH0AT DNS fitdfr, I FARHT AN 238 R Umbrella.
* AN3CHF NAT DNS46 Fil DNS64. JoifE IPv4 5 IPv6 -4k 2 [ F4 45: DNS i3k
* EDNS it B[Rl AL 45 1Pv4 AT IPve EALHLAE .

o IR A Al LT HTTPS [ DNS, =% 2R A S50l DNS Fl HTTP/HTTPS i & .

fic & B2 &l Umbrella 1E315E38

TP E B, LS = AR Unbrella A8 H.. &R G0F DNS 7)1 5Kk 715 ) 21 DR} Umbrella, H
Ja i N o A gz Ve A B e 3844 (FQDN) SRl o S0 T Z sl n] Beym i, ] UM s BH
1 ek H 5 ) A ] AR T 25 1 SRS P AT URL 1 U 8 e A HE

DU R 2 PP 44 H TG B SR Umbrella ZERERS IV I B3 S e o

FiaZ |l
FEZA SRR, RN A ISR Umbrella [RIREAN 22 41 S5 i AT IR

HIE1 7R Umbrella (Hihik: https://umbrella.cisco.com) [ #NEIK 7 o
FIE2 NEE Umbrella 1M 45 25 %35 CAUET) , 25 5 7L

BT T HTTPS, X 3R 223 IE S .
SE3 WEMASH, WECE DNS 452, JiER 0 )5 DNS i,

" PMEH B ARS8, BACE ER Umbrella iR 4545 . BRAFRC & AL RS %%, DNSHNL & B8 &
2 [0 B ERL Umbrella fEHT 25 .

* 208.67.220.220

. 2% Umbrella
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IWEE Umbrella AR S B %3 cAiEH ]

* 208.67.222.222
* 2620:119:53::53

* 2620:119:35::35
ENGE

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config) # dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

L4 [ilE Umbrella EEHRWE , 96 M.
LIRS {1 DNS Kl sEus i v 5 Umbrella , 25 8 1.
HIB6 K Umbrella 750, 25 9 7.

MEBFl Umbrella ;¥ AR 5528 % % CA LR

WAENARIE TS, AR5 R Umbrella IR 4545 7 HTTPS 4. Mk a5, R4 HTTPS
%Rz, #F Cisco Umbrellaa 1, KIS #8228 (Deployments) > Bt & (Configuration) > #RiF$ (Root
Certificate) J F&iF 15

FriaZ 8l

WA Umbrella S5 TUE45, MIGRTERZREGHIE . ARUEBWM T ReR AR . #ifR BAL T IER I HGIE
15

SEPES I, AZUSEAEH] Umbrella, SRJ5 R, IXFERGEA BERWORHIE -+ IE671 I Umbrella.

29 BE} Umbrella v IR 45 28 G2 fE 1T A .

crypto ca trustpoint name
LM A A BB A AT SRR iy B G AT (% 128 DN FE4F) , #lll ctx] BX umbrella_server.

IR

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa(config-ca-trustpoint) #

8 H AR LI RS W E 1T shd
enrollment terminal

Tl

2%l Umbrella .
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B == umbrena zizz2mizE

ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa(config-ca-trustpoint) #

SN

crypto ca authenticate name

N R BUE B B E AT S A PR . AR R A IR Base-64 ZmhdiE 5. AZLALHF BEGIN
CERTIFICATE F1 END CERTIFICATE 17

ciscoasa (config-ca-trustpoint) # crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

At E Umbrella FiEHLBEE

Umbrella 4> &% & ¥ 258 XA BB Umbrella o3 5 45 15T 5 1K) APT At

4 R B AL LUE ) Umbrella. #5348 DAZ0E DNS A8 S mg Wb b 3 Umbrella, 41 7 DNS A&l 5
W s R Umbrella , 45 8 31 prik

FiaZ /i

* &5k Cisco Umbrellaa W24 158 2532l THI B (https:/login.umbrella.com/), SRHGE T % 2020 1H
R 2% e £ APT AW A U T/ BEHI =47, %1 AABBAS9AOBDE1485C912AFE. A
Umbrella 7 il TH AR 2E 5% H i P 45 158 7% APT %54,

o 225 Rl Umbrella V1R SS2230E 35,

N Umbrella Bt & 2
umbrella-global

P

ciscoasa(config)# umbrella-global
ciscoasa (config-umbrella) #

Jic & L SR} Umbrella HH3: A BT 5 16 APT 4o
token api_token

T

ciscoasa(config)# umbrella-global
ciscoasa (config-umbrella)# token AABBAS59A0BDE1485C912AFE

. 2% Umbrella
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mE Umbrella 325252 E ]

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

(T3, ) Sy A DNS RyJ0 S8R 4 ) DNScrypt DNS, ] LUHERE 1) T-4F 190 VE 1
DNSerypt J44 5 A9, ARABCT S, MGH 40040 R OB A BTIEAT IR

public-key hex_key

WA 32 PN NI . 7E ASCI g NNt il(E, 42 I ER—A B 50T,
BHKIE N 79 A7 . MWJEEL Umbrella FRER 254

BONE PN -
B735:1140:206F:225D:3E2B:D822:D7FD:691E:A1C3:3CC8:D666:8D0C:BE04:BFAB:CA43:FB79

TR BOALY], WA no public-key. mRLEIEITRCE K% Y], ook AL S 7E no A dr &
T

i

ciscoasa (config-umbrella) # public-key
B735:1140:206F:225D:3E2B:D822:D7FD: 691E:A1C3:3CC8:D666:8D0C:BE04 :BFAB:CA43:FB79

(Al3k. D HCE YIRS 28 AT M NI, ZEMH R 7 B 22 Umbrella Il 45 % 1352 2 1 1 25 R I
timeout edns hh:mm:ss

AR KN4 k& X, AT BAA T 0:0:0 31 1193:0:0 Z 6], ERIME A 0:02:00 (2 2358
T~

ciscoasa (config-umbrella)# timeout edns 00:01:00

(Afik. ) AL E M SEn) Umbrella (A4S 144 .

Al LA DNS i 5k W geid R} Umbrella B 4555 2 FTHCE [ DNS RS 2s Azl . slan, 5% o
BT W R, AT LA Bl N 3 DNS JR S5 23 Mt 2 2338 44 (1) BT AT 44 K o

ﬂ&ﬁ%?ﬁ)@iﬂﬁﬂé%o o, A LG E SGZ IR I WZRGE S, AR5 G 1 RA SO I
FELLT fir & R E
local-domain-bypass {regular_expression | regex class regex_classmap}

Tl

ciscoasa(config) # umbrella-global
ciscoasa (config-umbrella)# local-domain-bypass example.com

(Aike O OB ARSI T HT DNS 15 K ) AEER A R Umbrella DNS 5548 1)k
resolver {ipv4|ipv6} ip_address

] L N4, BAE AEERIA Umbrella fi# #7251 IPv4 A1 IPv6 Hudil.

2%l Umbrella .
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B = ons o nszesR ST 5 A Umbrella

TP

ciscoasa(config-umbrella)# resolver ipv4 208.67.222.222
ciscoasa (config-umbrella)# resolver ipvé 2620:119:35::35

7£ DNS #&: 5k B BR 5+ 7 /5 FH Umbrella

Hit B 4> 5 Umbrella 38 B AN 2 LA N5 45 F0 5 ] DNS B E . 207N Umbrella 75 4 1% 5h DNS
I B35 43 o

A LUl K Umbrella 3 13 preset_dns_map DNS Al 55 i W) 7p S84 J53 )5 F Umbrella.

{E2, W 2 A e CDNS R I35 AN [R5 5 2N FH AN [ ARG 0 S W o, T DA 20 B AR SR IBUIR 55 1)
A )5 Umbrella.

DL R il B ife] 42 JR) St Umbrella. W 2 H 2 X DNS SEBEHLS, 1525 & DNS Ko 5 s i
it

%% preset_dns_map I SENE W, FREASHICE R

ciscoasa (config)# policy-map type inspect dns preset_dns_map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p) #

JA FERE Umbrella J2E#PEH Fi 5E 220 HT 350 2 (K JERE Umbrella SR K44 5K o
umbrella [tagumbrella_policy] [fail-open]

TR0 WA Umbrella H B € XURME I K. yEMIAE, ER Umbrella 2K S5r& AL R & & (iR
TAAERIE TR o WIRARTRE RIS, RGH N H BN RN o

WA 22 DNS fi#HT7E Umbrella DNS IR %525 AT &4 FigT, M7 fail-open JCBET . (R
FIFFINEHCT , WA R Umbrella DNS RS54 AN, W) Umbrella 2375 1% SR BS B E H B)2EH],

I AVFIR R G0 FICE R H At DNS RS 28 3% DNS ik CEA) - 24 DNS RS 244k & 7] HPR A,
FEME WIS S A ST AR Bk T, ) DNS i SR 2 4k 42 3% 22 JE1 U5 7 1) Umbrella fif
Hras, DX S SRS BT 9] 52

T

ciscoasa(config-pmap-p) # umbrella fail-open

(A&, ) JHH DNSerypt EUIN% 1% 5 R} Umbrella 2 [A] (13442 .
dnscrypt

. 2% Umbrella


asa-922-firewall-config_chapter13.pdf#nameddest=unique_144
asa-922-firewall-config_chapter13.pdf#nameddest=unique_144

| E# umbrella
%iF Umbrella ;25 ]

J&i il DNScrypt #5481 Umbrella fiHir &% 5 sh 3 PIAC 4R . B PIATHARRERE/ N I-AT L5 A7 2 (1 42
T IFE DS PR R B % . 11T DNScrypt { 1] UDP/443, %505 200 & H] T~ DNS A5l R e St
WEZIm I . R, BOAMGIIZECAE DNS Al 45 UDP/443.

Tl

ciscoasa (config-pmap-p)# dnscrypt

Gt

ciscoasa (config) # policy-map type inspect dns preset_dns_map
ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p)# umbrella fail-open

ciscoasa (config-pmap-p) # dnscrypt

35 E Umbrella ;A

LEE N E 42 )5 Umbrella #5378 DNS #8390 747 2 H Umbrella J&, %45V 5 BA} Umbrella # {5 537547
FEM . ATRUEN A A R Umbrella & A8 4E T 1345 1D SRR A EMHE & T .

B, RAIRSERS S, & ER Umbrella 7 EMHT . X B 7= Cisco Umbrella I FH [ 5508 (bR
By L MEBEM HTTP RS % ID.

PR K 200 Bl o AR CILFE /R BA R A% 401 278 APT AW IERf, 409 £ /8 £ CAEAELE Cisco
Umbrella F1#5.

THVER, Umbrella fl M 347 A NAERMEHT 28 TCWIN o 0 R AR BT 23 TC MR, DUVS8 IR 2 758 Vg i) P 1 3R
AT T 50X 48 TP M hik i) DNS A5 . X AT e Im 00, BT BERas A7 AL 6 i ) Lo

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate
0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop 0
message-length maximum 512, drop O
dns-guard, count 0
protocol-enforcement, drop O
nat-rewrite, count 0
umbrella registration: mode: fail-open tag: default, status: 200 success, device-id:
010al3b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé resolver: 2620:119:53::53
Umbrella: bypass 0, req inject 0 - sent 0, res recv 0 - inject 0 local-domain-bypass
10
DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1
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m+

gw:l

Bl

]l

ld:T\nJ PAISIEIS AT G B (FEAIS IR EATIEIE) o SIS 1K) Umbrella fir &

2% Umbrella |

BB AR R e

A A A, TovE EEACE W% ID. LU R R Bl gmBi i, LR RO B

ciscoasa(config) # show running-config policy-map
|
policy-map type inspect dns preset dns map
parameters
message-length maximum client auto
message-length maximum 512
dnscrypt
umbrella device-id 010a3e5760£fddéd3
no tcp-inspection
policy-map global policy
class inspection_default
inspect dns preset dns map

Umbrella &35 =5

T

DU 35 R4 Umbrella ZE 822 T B R ]

7£% /5 DNS & 5k i% £ /= A Umbrella

LU 76 s ann] 4= JR A ] Umbrella. e &8 FH BRI 2475 F DNScrypt.

Al 22 A T

\}

BRI

BeER A A} Umbrella

B ARAL . AL R E R OUE — 7R

AR AORGIEH] DigiCert G2 4JRRUE . AT N4 Umbrella st s {87 HI BB B AR UE TS, KA TEAFRIIE S

ciscoasa(config)# crypto ca trustpoint ctxl

ciscoasa (config-ca-trustpoint)# enrollment terminal
ciscoasa (config-ca-trustpoint)# crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIDjjCCAnagAwIBAgIQAzrx5qcRqaC7KGSxHQNn65TANBgkqhkiGOwOBAQsFADBh
MQOswCQYDVQQOGEwJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5 jMRkwFwYDVQQLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQODExdEaWdpQ2VydCBHbG9iYWwgUm9vdCBH
MjAeFw0xMzA4MDExMjAwMDBaFw0zODAXMTUxMjAwMDBaMGExCzAJBgNVBAYTALVT
MRUWEwWYDVQQKEwxEaWdpQ2VydCBJbmMxGTAXBgNVBASTEHd3dy5kaWdpY2VydC57
b20xIDAeBgNVBAMTFORpZ21DZXJ0IEdsb2JhbCBSb290IEcyMIIBIjANBgkqhkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEAuz fNNNx7a8myaJCtSnX/RrohCgiN9R1Uyful
2/0u8jqJIkTx65qsGGmvPrC3oXgkkRLpimn7Wo6h+4FR1IAWsULecYxpsMNzaHxmx
1x7e/dfgy5SDN67sHONO3Xss0rOupS/kgbitOtSZpLY16ZtrAGCSYPIPIUkY92eQ
g2EGnI/yuum06ZIya7XzV+hdG82MHauVBJVJI8zUtluNJbd134/tJS7SsVQepj5Wz
tCO7TG1F8PapspUwtP1MVYwnS1cUfIKdzX0S0xZKBgyMUNGPHgm+F6HmIcr9g+UQ
vIO1CsRnKPZzFBQIRNbDhxSJITRNrw9FDKZJobg7nMWxM4MphQIDAQABOoOIWQDAP
BgNVHRMBAf8EBTADAQH/MA4GA1UdDWEB/wQEAwWIBh jAdBgNVHQ4EFgQUTiJUIBiV
5uNu5g/6+rkS7QYXjzkwDQYJKoZIhvcNAQELBQADggEBAGBnKJRvDkhj6zHd6mcY
1Y19PMWLSn/pvtsrF9+wX3N3KjITOYFnQoQj8kVnNeyIv/iPsGEMNKSulEyExtv4
NeF22d+mQrvHRAiGfzZ0JFrabAOUWTW98kndth/JswlHKj2ZL7tcu7XUIOGZX1NG
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Rl FEEA AR AEEEED AR umbrela ]

Fdtom/DzMNU+MeKNhJ7jitralj41E6VE8P1wUHBHQRFXGU7Aj64GxJUTFy8bJz91
8rGOmaFvE7FBcf6IKshPECBV1/MUReXgRPTqh5Uykw7+U0b6LJ3/iyK5S9kJRaTe
pLiaWNObfVK£jllDiIGknibVb63dDcY3£feODkhv1d1927jyNxF1WW6LZZm6zNT£1l
MrY=

quit

Do you accept this certificate? [yes/no]: yes

o

% Certificate successfully imported
ciscoasa(config) #

ciscoasa(config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa(config)# umbrella-global

ciscoasa (config-umbrella)# token AABBAS59A0BDE1485C912AFE

Please make sure all the Umbrella Connector prerequisites are satisfied:
1. DNS server is configured to resolve api.opendns.com

2. Route to api.opendns.com is configured

3. Root certificate of Umbrella registration is installed

4. Unit has a 3DES license

ciscoasa(config) # policy-map type inspect dns preset_dns_map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p)# umbrella
ciscoasa(config-pmap-p) # dnscrypt

. EEREEXEERIKEEED LS R Unbrella

AR 7 48] Sk ] e o R 2 U S8 FH Umbrellae 76468 H T+ DNS/UDP it i (1 9 82 1 b i
Umbrella. K5 FA1EA 5 F DNScrypt, UDP/443 DA %540 SAE B3 . W 44 4 mypolicy  (£EJH
Bt Umbrella 52 30 1l 2 4 5 .

\}

AR AORGIEH] DigiCert G2 42 JRRIUEF . ATk N8 Umbrella st s A7 HI (BB RESS TR IEARIEFS
SBERRIAAL . A RS IE AR — A7l

ciscoasa(config)# crypto ca trustpoint ctxl
ciscoasa(config-ca-trustpoint)# enrollment terminal
ciscoasa (config-ca-trustpoint) # crypto ca authenticate ctxl
Enter the base 64 encoded CA certificate.

End with the word "quit" on a line by itself

MIIDjjCCAnagAwIBAgIQAzrx5qcRqaC7KGSxHQNn65TANBgkqhkiGOwOBAQsFADBh
MQOswCQYDVQQGEwJVUzEVMBMGA1UEChMMRG1naUN1cnQgSW5 jMRkwFwYDVQQOLEXB3
d3cuZGlnaWNlcnQuY29tMSAwHgYDVQQODExdEaWdpQ2VydCBHbG9iYWwgUm9vdCBH
MjAeFw0xMzA4MDExMjAwMDBaFw0zODAXMTUxMjAwMDBaMGExCzAJBgNVBAYTALVT
MRUWEWYDVQQKEwxEaWdpQ2VydCBJbmMxGTAXBgNVBAsSTEHd3dy5kaWdpY2VydC53
b20xIDAeBgNVBAMTFORpZ21DZXJ0IEdsb2JhbCBSb290IEcyMIIBI jANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEAuz fNNNx7a8myaJCtSnX/RrohCgiN9R1Uyful
2/0u8jqIkTx65qsGGmvPrC3oXgkkRLpimn7Wo6h+4FR1IAWsULecYxpsMNzaHxmx
1x7e/dfgy5SDN67sHONO3Xss0rOupS/kgbitOtSZpLY16ZtrAGCSYPIPIUkY92eQ

2%l Umbrella .
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B 75 A umbrella 2 BB R L TN KRS

g2EGnI/yuum06ZIya7XzV+hdG82MHauVBJVJI8zUtluNJbd134/tJS7SsVQepj5Wz
tCO7TG1F8PapspUwtP1MVYwnS1cUfIKdzX0S0xZKBgyMUNGPHgm+F6HmMIcr9g+UQ
vIO1CsRnKPZzFBQIRnbDhxSJITRNrw9FDKZJobg7nMWxM4MphQIDAQABoOIWQDAP
BgNVHRMBAf 8EBTADAQH/MA4GA1UdDWEB/WQEAwWIBhjAdBgNVHQ4EFgQUTiJUIBiV
5uNu5g/6+rkS7QYXjzkwDQYJKoZ IhvcNAQELBQADgGEBAGBnKJRvDkhj 6zHd6mcY
1Y19PMWLSn/pvtsrF9+wX3N3KjITOYFnQoQj8kVnNeyIv/iPsGEMNKSuIEyExtv4
NeF22d+mQrvHRAiGfzZ0JFrabAOUWTW98kndth/JswlHKj2ZL7tcu7XUIOGZX1NG
Fdtom/DzMNU+MeKNhJ7jitralj41E6VE8P1wUHBHQRFXGU7AJ64GxJUTFy8bJZ91
8rGOmaFvE7FBcf6IKshPECBV1/MUReXgRPTqh5Uykw7+U0b6LJI3/iyK5S9kJRaTe
pLiaWNObfVK£jllDiIGknibVb63dDcY3fe0Dkhv1d1927jyNXF1WW6LZZm6zNTE1
MrY=

quit

Do you accept this certificate? [yes/no]: yes

)

% Certificate successfully imported
ciscoasa (config) #

ciscoasa (config)# dns domain-lookup outside
ciscoasa(config)# dns domain-lookup inside

ciscoasa(config)# dns name-server 208.67.220.220

ciscoasa(config) # umbrella-global
ciscoasa(config-umbrella)# token AABBAS59A0BDE1485C912AFE

ciscoasa(config) # policy-map type inspect dns umbrella-policy

ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p)# umbrella tag mypolicy

ciscoasa (config-pmap-p)# dnscrypt

ciscoasa(config) # object-group service umbrella-service-object
ciscoasa(config-service-object-group) # service-object udp destination eq domain

ciscoasa(config-service-object-group)# service-object udp destination eq 443

ciscoasa(config) # access-list umbrella-acl extended permit
object-group umbrella-service-object any any

ciscoasa(config) # class-map dns-umbrella
ciscoasa(config-cmap) # match access-list umbrella-acl

ciscoasa(config) # policy-map inside-policy
ciscoasa (config-pmap) # class dns-umbrella

ciscoasa(config-pmap-c)# inspect dns umbrella-policy

ciscoasa(config) # service-policy inside-policy interface inside

f5l: I Umbrella £ EHERR T LE 3 #1559 48

0 T BB e AL P28 ] Umbrella, 1 HAEFE 4 RIMERMAS R TR 0K, LA k4
Ji DNS #85, FFE)a a2k HERR 88 55 Umbrella #6525 .

DU REME N T 4 i e sk mg, 18 192.168.1.0/24 M 2% TCH44 ] Umbrella.

FiaZ /i
AR BHEE B E A H DNS JFACE T Umbrella 4/ H -
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SRR MER4RECA DNS .

ciscoasa(config) # policy-map global policy
ciscoasa (config-pmap) # class inspection_default
ciscoasa (config-pmap-c)# no inspect dns

$1% 2 83205 H Umbrella [ DNS S5 B,
TEARBI,  SEBE WL iy 44 24 umbrella-policy

ciscoasa(config) # policy-map type inspect dns umbrella-policy
ciscoasa (config-pmap) # parameters
ciscoasa(config-pmap-p) # umbrella tag mypolicy

S 3 N HEBRAE MO A 2 .
PUR 74 ACL SRS B 192.168.1.0/24 M 2% (K] UDP/53 itE .

ciscoasa (config)# access-list Umb_Exclude permit udp 192.168.1.0 255.255.255.0 any eq 53
ciscoasa (config)# class-map Umbrella Exclude
ciscoasa (config-cmap) # match access-list Umb_Exclude

S 4 Yy N i%AE ] Umbrella [#] E LA 2255 .
PLR 7~ VE B K F AT Y51 UDP/53 il & o

ciscoasa (config) # class-map Umbrella_ Include
ciscoasa (config-cmap) # match port udp eq 53

PERS B R RSN, & 21K DNS SIS i &2 5 ) DNS K.

ciscoasa (config) # policy-map global policy

ciscoasa (config-pmap)# class Umbrella Exclude
ciscoasa (config-pmap-c)# inspect dns

ciscoasa (config-pmap)# class Umbrella Include
ciscoasa (config-pmap-c)# inspect dns umbrella-policy

154 Umbrella 1E1EsS

PUF /A 44T 4% Umbrella iE 8285 .

1547 Umbrella BRZ R EEFEITHER
ATLAZE ) Umbrella (R0 T 2575 DNS 030 i BE R EEAI G545 1.
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show service-policy inspect dns [detail]

Y& T 32 DNS Bl v B Al Umbrella Bt &5 B, LR detail 7. RS T BRI RG24 4E
S8R Umbrella H3: I (1) HTTP AR

PR AT AR IEAE AT ) Umbrella fi5545% o XA RAR IR S5 a5 1 5 FEMARE,  BUOARSE 4 12 77 1EAE
BRI A 55 % LURA 2 M 5 s S A7 T o SRR B T TR, AR GEHs fe i DNS i SR % 2 104tk
DNS fi45%% (WERBLED 5 0, 2 Umbrella 4545 LM, DNS i Kt AN 2 W ETAT W Y. o

asa (config) # show service-policy inspect dns
Interface inside:
Service-policy: global policy
Class-map: inspection default
Inspect: dns preset dns map, packet 0, lock fail 0, drop 0, reset-drop 0, 5-min-pkt-rate
0 pkts/sec, vé6-fail-close 0 sctp-drop-override 0
message-length maximum client auto, drop O
message-length maximum 512, drop O
dns-guard, count 0O
protocol-enforcement, drop O
nat-rewrite, count 0
umbrella registration: mode: fail-open tag: default, status: 200 success, device-id:
010al3b8fbdfc9aa
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipv6 resolver: 2620:119:53::53
Unbrella: bypass 0, reqg inject 0 - sent 0, res recv 0 - inject 0 local-domain-bypass
10
DNScrypt egress: rcvd 402, encrypt 402, bypass 0, inject 402
DNScrypt ingress: rcvd 804, decrypt 402, bypass 402, inject 402
DNScrypt: Certificate Update: completion 10, failure 1

TS 127~ DNSerypt Ze 15 BRI 258

asa (config) # show service-policy inspect dns detail
Global policy:
Service-policy: global policy
Class-map: inspection default
Class-map: dnscrypt30000
Inspect: dns dns_umbrella, packet 12, lock fail 0, drop 0, reset-drop O,
5-min-pkt-rate 0 pkts/sec, v6-fail-close 0 sctp-drop-override O
message-length maximum client auto, drop O
message-length maximum 1500, drop O
dns-guard, count 3
protocol-enforcement, drop O
nat-rewrite, count 0
Umbrella registration: mode: fail-open tag: default, status: 200 SUCCESS, device-id:
010af97abf89abc3, retry O
Umbrella ipv4 resolver: 208.67.220.220
Umbrella ipvé6 resolver: 2620:119:53::53
Umbrella: bypass 0, req inject 6 - sent 6, res recv 6 - inject 6 local-domain-bypass
10
Umbrella app-id fail, count O
Umbrella flow alloc fail, count 0
Umbrella block alloc fail, count 0
Umbrella client flow expired, count 0
Umbrella server flow expired, count 0
Umbrella request drop, count 0
Umbrella response drop, count 0
DNScrypt egress: rcvd 6, encrypt 6, bypass 0, inject 6
DNScrypt ingress: rcvd 18, decrypt 6, bypass 12, inject 6
DNScrypt length error, count 0O

. 2% Umbrella
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DNScrypt add padding error, count 0
DNScrypt encryption error, count O
DNScrypt magic mismatch error, count 0
DNScrypt disabled, count 0
DNScrypt flow error, count O
DNScrypt nonce error, count 0
DNScrypt: Certificate Update: completion 1, failure 1
DNScrypt Receive internal drop count 0
DNScrypt Receive on wrong channel drop count 0
DNScrypt Receive cannot queue drop count 0
DNScrypt No memory to create channel count 0
DNScrypt Send no output interface count 1
DNScrypt Send open channel failed count 0
DNScrypt Send no handle count 0
DNScrypt Send dupb failure count O
DNScrypt Create cert update no memory count 0
DNScrypt Store cert no memory count 0
DNScrypt Certificate invalid length count 0
DNScrypt Certificate invalid magic count 0
DNScrypt Certificate invalid major version count 0
DNScrypt Certificate invalid minor version count 0
DNScrypt Certificate invalid signature count 0
Last Successful: 01:42:29 UTC May 2 2018, Last Failed: None
Magic DNSC, Major Version 0x0001, Minor Version 0x0000,
Query Magic 0x714e7a696d657555, Serial Number 1517943461,
Start Time 1517943461 (18:57:41 UTC Feb 6 2018)
End Time 1549479461 (18:57:41 UTC Feb 6 2019)
Server Public Key

240B:11B7:AD02:FAC0:6285:1E88:6EAA:44E7 :AESB:AD2F:921F:9577:514D:E226:D552:6836

Client Secret Key Hash

48DD:E6D3:C058:D063:1098:C6B4:BA6F:D8A7:FOF8:0754:40B0:AFB3:CB31:2B22:A7A4:9CEE

Client Public key

6CB9:FA4B:4273:E10A:8A67:BA66:76A3:BFF5:2FB9:5004:CD3B:B3F2:86C1:A7EC:A0B6:1A58

NM key Hash

9182:9F42:6C01:003C:9939:7741:1734:D199:22DF:511E:E8C9:206B:D0A3:8181:CE57:8020

=42 Umbrella 24 HELEE

o] PLWEHE PL R Umbrella #H52 &2 4 H &N S -

* %ASA-3-339001: DNSCRYPT certificate update failed for number tries.

K2 547 (E 2 Umbrella RS 35 K186 B, DU DR & B30 HIEHR 217, Mok, 1 ane &
1T DNScrypt I APIIERZT IEMf. 7] BET 2R Umbrella SREUHT %4/ .

* %ASA-3-339002: Umbrella % % F M RMe,  #5524%45 4 error_code.
R AU B AT LU e

* 400 - FEAETE RAB BN A . AR AT RE JE o LR . IR UE4 M 5 Umbrella #2754 L
(114 R A DL L o

* 401 - APT A WA o 1 SR FOFT A B A . 41 R AE Umbrella $l Ak L8 74 4

SR I WA ZRURF AR FH BT A R
* 409 - %45 ID 55— ANHLHEAE R . 5 Umbrella & B B3 SAER A, T AT REAFAE ) 1)
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ZE%} Umbrella |

* 500 - MRS AT . 55 Umbrella 7B R A /EAR A, 1A i BEAR(E 1 1]

* %ASA-6-339003: Umbrella %4573 %15 .
* %ASA-3-339004: HTHK4A R, Umbrella AN R .
DAZIM B Umbrella SRHX APT 2 H£4% 4% J7) Umbrella 13 & HH G B 1% 2 hE

* %ASA-3-339005: £idk number X221, Umbrella 524573 I RIK .

& R4 H &

339002 1 &,

LARf € 7 2B R R

* %ASA-3-339006: JGik1ilA Umbrella fi# #7145 IP_address, O\ Umbrella €[] .

HIHERY], RGOk

IEFIBIPIRGS . R et .

* %ASA-3-339007: Umbrella fif AT %% |P_address Jomi N, U f s oG AR, )8 sl fdAT % 1)

AU

H TS IEAEAL TS G AR, BRI AT Umbrella DNS iR 55 #s FH7 BT, JH AR I
DNS 5K AW o Q2R o) AT SRAFAE s TR UE S 7 AFAE MR GE S Umbrella 55 45 (B 1, LA

AV 45 i 5

HEEl Umbrella 1&E

(I 2 75 AUV DNS Ui i ) IR S5 2%

ZesHIAEICR

TIRERFR

Fa R

ks

B} Umbrella 32 FF.

9.10(1)

] LARC 1 48 DNS 1 3k 3 532 17 %8 B8R Umbrella, LMEJ“‘T
76 S8R Umbrella 5 XAy 22 4 S ms N A T P iE 2.
PLAVFECH 13T FQDN ke, 503, X T %E FQDN, 1”
AJ LU ] B2 1) 42 R Umbrella 25 BEACEE, iZACHE A] LAFUAT
URL #fii%. Umbrella Bt 2 j& DNS Al S 1 —3 43 o

KRBT, BV AT BL SR AT R € GTPRRA IS B : umbrella,
umbrella-global. token. public-key. timeout edns. dnscrypt.
show service-palicy inspect dns detail.

R} Umbrella B3R ThHE

9.12(1)

BINAE AT LA IR 5t R Umbrella AR A . & ) iX 46
ijE’J DNS i KoK FL e 7] DNS 4545, MiAZ Umbrella 4b
o geAh, e AR Tfi#HT DNS 3 3K ¥ Umbrella /IR 55
. Eefa, BRTLUE X Umbrella K6 556 0% DL SCE s s [ 8h T
8, LA Umbrella JIg 2545 AN 0T IS, DNS i sRA B BHAE

WINESE B 7 LA R fiv4: local-domain-bypass. resolver .
umbrella fail-open.
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