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7f Google =& L 3#RE ASA Virtual

AT LAZE Google T+ 45 (GCP) LK% ASA virtual.
o Mk, 1
s HibESRA, B3 T
o WEMPFIPRA] , 265 3 1L
o MR, 4 0T
* 7 Google =¥ L3 ASA Virtual , % 5 7T
* i8] GCP I ff) ASA Virtualscl , %5 8 1L
* CPU {FH TGS AR, 25 10 1L

GCP feVFELEY Google AH A (Kl ¥ Ay SB AP REN . Wk KRS

ASA virtual IZ1T 5P ASA MR EAY, DORIE B AE A 2 2 ThEE . ASA virtual 1] DLERSE
HEALGCPH ., )5, WU HATHCE, AR E BN TR AT R WO os 6 HL 2 16 SR 0L
YIEE o0 TAE .

GCP i+ E LR T

1EF Google HEFIMLISHIFNR /N LU A2 ASA virtual 773K .

ASA virtual ZFFCL NI NI, N2 FiHEAR4L C2 GCP i SEHLE .

R LRI R RN LR

HEMEHTENER B

vCPU N7 (GB)
c2-standard-4 4 16
c2-standard-8 8 32
c2-standard-16 16 64
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R 2TFEMBRATEN AR
THEH LR Ik
vCPU M%7 (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
n2-highmem-4 4 32
n2-highmem-8 8 64

* ASA virtual /> 5 3 AME
* SCRFIIBRCR vCPU S 16 1
* ASCRFA AR TSI
WATLATE GCP _LGUEEMk /. ] GCP sy L ASA MBI ki (ASA virtual) 7= 2K 5 ) ASA
virtual 5K, PLKGESE GCP i LR
C2 i+ BRI BRI ZE 2L PR
WAL C2 THEHISRALEAT LU B

o ANBERE DX BRE AMERERE ] T oSO TH RIS . A CTRAIME B, 12 Google SUR S N =k,
W XS AVERGSE /)N (Adding or resizing regional persistent disks)o

© Z LA NAAAETT SR AN LB PR . AT R TEAME S, 152 B Google TR A7 fifi

fie (Block storage performance).

o ANAE T X A Fh el o A OCTRANME B, 1555 Google SRS A FH X R [X 15 (Available

regions and zones).

o ANAEEE K CPU V& Lol . ARG R, 1S5 Google XA CPU 155 (CPU platforms).

ASA virtual BYT£EEZ
ASA virtual STEFVEREZ VT, A ] A FE 30 B RS AN [R] () e e i 2 ) R VPN a2 B o
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https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms
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mesd

TERER KHIZER (BoU/RAM) | TREBR RA VPN <1 BRI
ASAv5 c2-standard-4 100 Mbps 50

4 #/16 GB
ASAv10 c2-standard-4 1 Gbps 250

4 1%/16 GB
ASAv30 c2-standard-4 2 Gbps 750

4 #/16 GB
ASAv50 c2-standard-8 7.6 Gbps 10,000

8 14/32 GB
ASAv100 c2-standard-16 16 Gbps 20,000

16 #%/64 GB

IRk s

* 7t https://cloud.google.com 1 —4~ GCP Jij7 o
* il GCP I H . 1524 Google X4 H (Creating Your Project).

* VFHT ASA virtual. {EVFR] ASA virtualZ i, ASAVHF(EREBLATIEAT, MBI H 100
ANMERERT 100 Kbps (97505, 20V AliE: A Ae B PE Vil

® ?% | %}Z‘*
« BB O - HTK ASA virtualiEF: 3] ASDM; ANfEH T HIE T &
o WL - T4 ASA virtualiE 2] N #5 EHL.
o AMERBEIT - HTOKE ASA virtualZE 3] A S 2%
o JHAE AR

s I T-95 1 ASA virtual 1A 3 TP,

* % ASA virtual RAEKR, WS HEFEl Cisco Secure Firewall ASA FE7& 1.

JE U A0 PR )

T IEHIThRE
GCP 1] ASA virtual 32 H LU R IhRE
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https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
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M L& 3R TP

* GCP [EHURAT = (VPC) H1HE
« AP Z 16 4~ vCPU

B RO

* VFAJ - S5 BYOL

R FHRIThEE
GCP /) ASA virtual N3 FF LU R Zh A
* IPv6
* GCP _LANSCHFSLAI 2 TPv6 B A
o HE M v A2 1Pve 4%, IR el Pv4 AARES] GCP Sl

MRt
* ASA virtual A H HA
* Autoscale

© BN/ EN B

P 4% 0 ¥ N £51

NEER T AER B kSR N 8T T ASA virtual BRI 3N, 76 GCP 24 ASA virtual Bt & T
3ANFR CEEEL. EBATANED
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% Google = & L3 AsA Virtual [JJJ

1: GCP L&y ASA VirtuaFii & 7= 151

‘-} Csonge Cnwd Hatorm

Management

VP Retwote e | g | GCP Route Table
182.168.0.0/24 192168.2.0v24 ﬁ e
- estination
— o0 el | & Gigort gnside} 192.168.3.0/24
. ’ e Next Hop IP of ASA virtual Gig 0/0
VFL P Rules
(LA

192.166.3.0024 J@ GCP Route Table
1, Gig0r1 mm-._@ Destination | 192.168.2.0/24

Next Hop IP of ASA virtual Gig 0/1

Management:
ASA virtual can be managed via ASDM. Port 443
needs fo be opened for hittps cannection.

7f Google =& L #RZE ASA Virtual

&R LATE Google V-5 (GCP) i3 ASA virtual.

£ VPC W 2%

FIaZ Bl
ASA virtual ¥ B HE =AML, BOBTITE I E ASA virtual 2 T QUEEIXEE 4 . 44 001
« EHT M VPC,
* WHEB MR E VPC,
* ST AR VPC.
IEAMEBCE T M A GCP B KESRUN, LAV EIRE ASA virtual. 2 B2 K BERN) 5 7E

ASA virtual A 5 180 5 (1 e R A KA RUAN ] o ARG I T I 25 A D e i 40 GCP i 1 AN K
R . TS SR ], 5 4

B2

$£IE1 75 GCP 5l E T, RIKEEEM 4 (Networking) > VPC M4& (VPC network) > VPC f4& (VPC networks), #RJ5 i
el VPC M & (Create VPC Network).
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| PR

$IB2 EZFR (Name) FBH, BN VPC ML KA YEL PR, i, vpc-asiasouth-mgmt.

$IE3 - FMEIEER (Subnet creation mode) , fiii BEX (Custom)s,

$IE 4 {EEHF M (New subnet) F&FR (Name) PP AT T 4 8%, #1101 vpe-asiasouth-mgmt..
PS5 M (Region) Mg, RG-S EITE WX I Jra =AM E 0 1 [F— X 38
PIR6 £ |P e (1P addressrange) 7B, Hi A CIDR MUKIZE N4 1/, Bl 10.10.0.0/24.
BB B2 A A BB EE, AR5 it (Create).

P®8 TP 1-7, 1M VPC Ol R A M 44

B 2 B A 35 A0 )
TEIE ASA virtual SIS, 15 A8 BEE: 1N B KRN (L feiF SSH A HTTPS 38 , 15210
£ GCP L) ASA Virtual 5241 , 25 6 TL. ARPIEHIESK, &b nr LA SRRSO BB .k
K] o

UK

HIE1 fEGCPEEHIG T, KRR L& (Networking) > VPC [4& (VPC network) > B A 3% (Firewall), SR sl 6 2 RH A
1#E#N (Create Firewall Rule).

FIE2 AR (Name) FBH, A B KBS N kP2 FK, Bilan: vpc-asiasouth-inside-fwrule,
HIB3 ML (Network) FHFIER, KEREILAIEER; KB 1) VPC M4 ¥4 7K, 41U asav-south-inside.

FIRA NBFR (Targets) Tz, wFd TP kBN e, Flan. Mg a9prE L) (All instancesin the
network).

IS (LR IPSERE (Source | Pranges) ‘7B, L CIDR #% U A6 1P Moy [, 5140 0.0.0.0/0,
ISV B L TP Hiuhk Y A Y5 R 37

IR 6 7Lt FALH A (Protocolsand ports) I, EHE$8 E I FAEm O (Specified protocols and ports).
W1 NI,
IE8 fiilitl& (Create).

7£ GCP _L£13Z ASA Virtual 3151

SERL R AR BR, f# K GCP Marketplace ) Cisco ASA FEJUIBH k&% (ASA virtual) 77 553 ASA
virtual S .
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L1
PIE2
PR3
PR
YIS
$IE6
PE1

SR8

7£ GCP _t£1/3 ASA Virtual 3245 .

) GCP =4
Hi B E > WiF (Marketplace).
7£ Marketplace %2 “Cisco ASA LB k1% (ASAv)” (Cisco ASA virtual firewall [ASAV]) 1% 1% i o
Mii Bl (Launch).
LSS e — (AR A AR
VEPEE B ASA virtual Y X35 (Zone).
EFEE U TTEALZEEL (Machinetype). A7 X SCRFTHRNLIR AL AR, S BME . 25 1 1L,
(ATIE) Kf SSH %80 il A L2 PTREG 2 SSH B4R (AME) T

BRI GCP AFRAG M ASER IR (2R 6 B BICFALL. IR A BB SC 0. 5%
DR IR B DAL, LB B2

PR FRVFIE S B LA 0 H 22590 i) SSH 358 15 1) b S22 15 Google SCRY At 1R ml B 143 FH 200 H 28 591 ) 28 S
SSH #4H 15 W] Linux SE44 .

(nf%k) 7EBENBIA (Startup script) K, 24t ASA virtualff] day0 Fe & . day0 FC & 2378 147k 5 ASA virtual
] 3

DL /s s ] LAE RSB AR (Startup script) 7 B b 52 FIFURE UG dayO Fic B 7o«
K ASA AR B, 1ESM (ASA BLETET)Y Fl (ASA fidE%) .

BEEEN
WSLTRBISE RIS . LAESH = SO 31 965h B WE AR, DL S 2B BRI E A Unicode
.

!ASA Version 9.15.1
interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
1

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS
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https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
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B 55 cep ey AsA Virtual szl

name-server 8.8.8.8

SN AR LA 2 ) AR B BROA B shRs S 2R B R B sha B K /s (GB).
$IB12 AEMEED FRE LR H,
o T
© N
SR
R
BURESB 5, A Toid ) S T s s 10 o 40 A P AS E A A 10 g sz, U 2N Bk 2% S48 A FH L A
P 10 B ) 2 S o

a) MM (Network) FHiglR, EFE—A VPC %%, i1 vpc-assoso-mgmt.
b) MIMNERIP (External IP) FHZIZ ], EEE k.
ST, K ANER I1P (External |P) 3% 4% 4 BT (Ephemeral). X1+ R AN B 10 2 rT 3 1)
c) Miii5ERL (Done).
FIR13 (ERTASE (Firewall) IR KEE L .
< B RIFRE Internet (SSH 718D B9 TCP i M 22 i HIEHELL A VF SSH.
< AR E Internet (ASDM ifiE]) B9 HTTPS it & S IEHE LA fuvF HTTPS &+ .

PE14 LES (More) EIFMEIFH{R |P 3% (1P Forwarding) & & FF (On).
P15 diERE (Deploy).

M GCP FEHI 5 (1 VM SEBI I A A S PEAR (5 R o OB FRE P& 1P duhiky AR TP ik DL T 1B AR B 58
IR QR AT SR S, A 245 1S4

78] GCP _EBY ASA VirtualsZ451

FFARAAS O 70 S0 I0) 3 B9 K00 DA foF SSH Gl 3 11 22 1 TCP ¥82) « A G5, il
ZAE GCP LA ASA Virtual S , 25 6 7.
W7 K BE RN S VYT 0] ASA virtual 26, A VFREAS LT 5 V204 422 31 5491
* SN 1P
o AR HAth SSH & P il 5 =5 11

s BTG

* Geloud #iy 41
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e 1P 23] AsA Virual il ]

HREAMFE, HS M Google SAYIER:H 54 (Connecting to instances).

\}

AR AT day0 FCE 4R E 1 FEUEBCEE S48 5 S 0] 61 ) SSH B8 R K8 5 ASA virtual SE4] o

{s£ FHSNER IP %4%Z21 ASA Virtual SE431

ASA virtual SE143 BEAT 35 TP ARG TP, 448 7] LA FH ARG TP k177 17] ASA virtual SE41.
pUk

HB1 7F GCP G, %I+ E 5% (Compute Engine) > VM 324 (VM instances).
IR 2 piidi ASA virtual SEFIZFRLAFT I VM EHHELE R (VM instance details) G .
PR3 FIEMES (Details) I~ ~, il SSH 7B FHsg i,
W4 N\ SSH N h gk £ 1 0

e LMl LA R 50 8281 ASA virtual SE491

AR HAL SSH % a2 — 07 T H - AT EAME R, 1214 Google SCRH F 5 —J7 T Hi%4% (Connecting using
third-party tools).

R
AT LA dayO PB4 I SEUEBAE S0 R ST TR QI (K SSH 3 P Ok 5 5% ASA virtual ¢4 .

&£ /3 SSH %1% Z! ASA Virtual 32451
B Unix WA 1) RGIEFLE R ASA virtual 52491, 5] SSH & 55241

UK

SR A LUT S BB SO, DU A T LSO

$ chmod 400 <private_ key>

o

<private_key> s CIFHISEREBRACTI A FR, 2 OCAH A& Ly 07 ) B S DGR AR«
P2 FHILLT SSH iUy 0] 92451 o

$ ssh -i <private_key> <username>@<public-ip-address>

Hoh
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
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B =m=EsaEEs ASA Vinvalspl

<private key> & AT GEEHARMAATR, & SO 207 10 (¥ S8 DR AL o
<username> #& ASA virtual SZHI )1 4 .

<public-ip-address> Z&MEH G RN SLH] 1P Huhk,

<ipv6-address> A& 1M SEHIE HLHE 1 IPv6 Hudik.

EABITIEF & 1EZEZ ASA Virtual 32451
i

FHIE1 7F GCP i, %+ E 51 (Compute Engine) > VM 3241 (VM instances).
L2 i ASA virtual SEBI A FRLLFTHF VM SE41EH{E 2 (VM instance details) L
SIE3 EIFMIER (Details) kKT, AdiEES|RITIEH & (Connect to serial console).

HRTEAE R, W21 Google XY HiAT#H| 1548 1. (Interacting with the serial console).

¥ Gceloud 1%3%%! ASA Virtual S245)
i

$£IB1 £ GCP ##HlG, % TE 3% (Compute Engine) > VM 3245 (VM instances).

2 il ASA virtual SEBIZFRLAFTIT VM KEIELAER (VM instance details) UL [l

IE3 LiFMER (Details) LI~ F~, siili SSH FBL1) Mg,

B4 SiEFE gcdoud 5% (View geloud command) > 7 = Shell #1317 (Run in Cloud Shell).

IEIPEFTIF “ 2 Shell” (Cloud Shell) #3i & H. HRTEAIE S, 1254 Google CHY, geloud iy 24T L HMEA (geloud
command-line tool overview) ! gcloud compute ssh.

CPU EAIF RIS

“CPU FJH%” (CPU Utilization) R 1575 T 45 & I TR W AE FH 6 CPU H4rth. 185, % OfEIE R
I BHE1T K21 30% 22 40% s CPU &8, 1EmIENRBHEITKE) 60% £ 70% E’]ﬂ/ﬁ\'i
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

| 7 Google =ZF & L#FE ASA Virtual
ASA E# 4189 vCPU fE A .

ASA E#1##) vCPU F R X
ASA AU vCPU i3 WoRk T HIF i s 42 il s f AN HERE (¥ vCPU i
GCP 7 1) vCPU i ] A AL H5 ik ASA REAUAE T %
* ASA JEA S IR I ]
* FIT ASA FEIUNLI %SYS JTAH
* 7 vSwitch, vNIC Fl pNIC Z [ 3 8 (0 T8 . BEIFES vl e AR5 K.

CPU £ & /R4
show cpu usage fir % 7] I s CPU A H 40 1HE B .

Gt

Ciscoasa#tshow cpu usage
CPU utilization for 5 seconds = 1%; 1 minute: 2%; 5 minutes: 1%
FELL R, it 6 vCPU i FH R AR AN )
* ASAv JER e 40%
* DP: 35%
* SRR 5%
* ASA (fEH ASA BRI : 40%
* ASA ZFWHH]: 10%
s T 45%
THEHTHAT BB R P I fE, LA vSwitch 75 NIC &5 vNIC Z [A)# 3l % 4.«

GCP CPU EAIE R &
Ridlt GCP Bl s L9CHI 45, AR i M (Monitoring) J97 . 65K 245 75°5) CPU AP T 4>
1.

THE T AL B8 1 D AT 00 3 H D RERs v A5 | A I I L IR TR 4 4 - HH 21 Google Cloud Storage
AEGifAd o AT LR A e fit T Bt A e UGS B Bln, T AA B H Ay 204 AL
S IEAEIZAT n2-standard-4 LAY, DAKBEAS LG B AT I ] R8I0 ] DL B 7K APERESE I A7
fiti |, PAAA AR 1 B D R A5 R
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https://cloud.google.com/storage
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B AsaEnmcer mz

ASA [E#IF0 GCP Bl 3=
ASA A5 GCP Z [l CPU 1§ K (%) fA1E 2% 7+
* GCP BIFRAEMZA KT ASA HEAUMH
* GCP FRZ K %CPU 2% ASA BEHIFRZ A %CPU FIHI %,

KRB “%CPU FHH” F1 “%CPU A" RRARI AV :
* CPU M4 T# 3 CPU & iHE .
* CPU fif H %424t 7L+ CPU L FEMZ #E CPU Siil i B B2, T H—4 vCPU,
LR ARFTIT .
GCP 51 F 5 G CPU % (%):
AL L, CPU W, BLEVRTH] CPU I B 43 LR

VRS AL T BN CPU LI, AR TR ERAE RS, R RMBLT Ir aT AU CPU 1Y)
35 CPU R

i, RN CPU I BEBIAE — S BAT WIS EE CPU (0L EigtT H CPU %4
100%, WHZEMHLCEa R MBE CPU. KL CPU A7 500 L MHz 24 07 ) £ A
/R CPU H0: x R0
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