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vCPU M7 (GB)

D4,D4 v2,DS4,DS4 v2 |8 28 8

D5,D5 v2,DS5,DS5 v2 |16 56 8
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D16 _v3 16 64 4

D8s v3 8 32 4
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ASAV50 D4 v2 5.5 Gbps 10,000
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ASAv100 D5 v2 11 Gbps 20,000
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https://azure.microsoft.com/en-us/
http://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/general/asa-96-general-config/intro-license-smart.html
https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
https://docs.microsoft.com/en-us/azure/ddos-protection/ddos-protection-overview
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® 0S Provisioning failed for VM 'TEST-CISCO-TDV-QC' due to an internal error. (Code:
OSProvisioningInternal Error)

® OS Provisioning failed for VM 'TEST-CISCO-ASAVM' due to an internal error.

InternalDetail: RoleInstanceContainerProvisioningDetails:

MediaStorageAccountName:ProvisionVmWithUpdate; MediaStorageHostName:ProvisionVmWithUpdate;
MediaRelativeUrl:ProvisionVmWithUpdate;

MediaTenantSecretId:00000000-0000-0000-0000-000000000000; ProvisioningResult:Failure;
ProvisioningResultMessage: [ProtocolError] [CopyOvfEnv]

Error mounting dvd: [OSUtilError] Failed to mount dvd device Inner error: [mount -o ro
-t udf,1s09660 /dev/hdc /mnt/cdrom/secure] returned 32:

mount: /mnt/cdrom/secure: no medium found on /dev/hdc

T AR BATEER G HE, BE XL AR . DU 2 AT G H P R T
A5 Dol

10150 bytes copied in 0.80 secs

Waagent - 2024-08-02T00:46:55.889400Z INFO Daemon Create user account if not exists
Waagent - 2024-08-02100:46:55.890685Z INFO Daemon Set user password.

ERROR: Password must contain:

ERROR: a value that has less than 3 repetitive or sequential ASCII characters.
Invalid Eg:aaaauser, user4321l, aaabc789

Failed to add username "cisco"

ADD USER reply indicates failure
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https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
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https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=network-interface-portal#enable-or-disable-ip-forwarding
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=network-interface-portal#enable-or-disable-ip-forwarding
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AN FEERINTEOL F 25 o Azure SCREZETRAC I EFUNL LA H AN L TE7E Azure 4511 VM JF 5
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)
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https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms
https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms
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LR EAEFE A REBE 41 1 T 7F ASA virtual | i% & Microsoft Azure 55, 7 THETEM N Azure WHE
SR, E2H (Azure A1)
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i
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Azure [T o5 Bk FAT A SCIR W B B3R, B h O B G K
82 {f Marketplace 148 JUEF ASAv, A5 A EE 1 ASA virtual.
T3 AUEREARE.
a) FIANMESNLN AR, SAAPRN AR Azare 1T HIH BAME—.

EEEM
IR A FRAEME (1, TR ER AL BT HAK, BRI

b) AN 4.
¢) EFEBMEAULZAL: FHY (Password)sk SSH 2425 4A (SSH public key).

RGPS (Password), TR AE IS IFMIIN. A OCE MR 2R MEHEL, 1520 S BE .

d) RS R VR D EREE 1) ASA, IE ASAv Day0 Bt B (AP EHR) B h OIE I A\ JEA Day0 il &
GRALENSSE

HKAE Azure 4 ASAv G5 Day0 e B {5 L, 1ES 0 B T A 2 10 ASA IR M 1 194EH Day0
FCE AR ASA ERIERE .

e) IEFEITHIZA,

f) &R (Resourcegroup).
PPN 5 R AL I 4% 1) S PR 2 AH I+

g) EFEHINLE .
VA N 485 1) IR 4 R Y A 7 A ] o

h) riH#E (OK).

S 4 Nl E ASA virtual K .
a) EEELHLKAN

oSk
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https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430
https://www.cisco.com/c/en/us/td/docs/security/asa/special/cluster-asav/asav-cluster.html
https://www.cisco.com/c/en/us/td/docs/security/asa/special/cluster-asav/asav-cluster.html#Cisco_Concept.dita_d1b08dcf-7054-492c-92ab-d136b89ae210
https://www.cisco.com/c/en/us/td/docs/security/asa/special/cluster-asav/asav-cluster.html#Cisco_Concept.dita_d1b08dcf-7054-492c-92ab-d136b89ae210
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RnT U DA A7k, 0 mT CLBUEEB A AR o A7 A ) (A7 5 N g 0 2 A0 R BUATL o7 A ] o
¢) WK —AAILIP Hikl, TrREAE “AFR” (Name) FBTHIANZ 1P HbEARAE, AR5 MR (OK).

ERAEOL R, Azure 2 QI —DENEIAILIP, RN IEIFEF RS, 1P Al RE A A2 W R
EMRE GE [ TP ki, FTUALET TP AT IR A 3L 1P, K FEABhas i 5 O i A i it

d) RIS LIS DNS #5725

SE 4 B 144 45T DNS FR%500_F Azure URL: <dnslabel>.<location>.cloupapp.azure.com
e) JEPEIUA RIS, sl E B il 45 .
f) BCE ASA virtualls i 21U 7K, AR5 R E (OK).

EEEI
G SR FIME 1 T

g) MliffE (OK).

PES AAMEME, K5 adiiiE (OK).
FER6 ALK, Ra il (Create).

T—%#ita

o QhSAFF T SSH N CLI fn 2T E, B H] ASDM. 7 2C1iinl ASDM it H, i
21 J35)) ASDM.
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Microsoft Azure Security Center /& Azure 1) TT 5, AER T REE ORI L 2 35 38 J A U A1 PG
LR NP ORI, B RCE e Wi e A E IR 2.

LA T Azure BHEINZARE, DLUNIBEI Al . AR W g 5% 7 58 R B
PSS R, X T LR ASA virtualff: 2k B K B f# R 7 % 0] Azure 2P E

T U AT LN RITATEE ASA virtual #2822 rfon W — MNMERUR R TT 5, AR5 SRSl
Wifr e A REAPRULFAE o DU PRI T A& Al 8 ASA virtual (12038 Wi 1
ELZ QMG E, 1201 Azure Security Center.

SEB1 BF3 Azure [/,
Azure |1 B/ 5 M ETIK S AT FHARSCEA BRI EE R, S8 O B,

P2 M Microsoft Azure SEHHT, HEFEZR L (Security Center).
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S0

7 Azure Security Center 33Z ASA Virtual .

WIS RV e asHpty, 23R (Welcome) il ik iR . k2! FIEBERZ 5 AzureSecurity Center (Yes!

| want to Launch Azure Security Center), 477F% &l (Security Center) AT+ I e F Bz 4k

e &l (Security Center) iUf4ET R I, EHSRRE (Policy) filli.

1ER 2% (Security policy) JUAZIETF I, EFFBESERE (Prevention policy).

TR SEEE (Prevention policy) iR IR K b, 3T TFAREAR Ay 22 A S (6 — 320 A& 1 i

a) BT —KBAAE (Next generation firewall) %' & A FF (On). X 1] AR ASA virtual /& 224% HHC 4 IR i vk
UE D

b) AR, WE IR

iR F % £ Hhils (Security Center) JUFAETI R [, R)51E I (Recommendations) Ik .

LA E W Azure BHIR I 2 ARRES o AP UM BN R 2 AN, 2 /E#2 Y (Recommendations)

AREE TR R B

P (Recommendations) 1A~ E T~ L #1780 T —4X B K 3% (Add a Next Generation Firewall) i, UI&FH

TEANF R/ BCR BT B fif ke o) 5

EPEFIE (Create New) sl {E IR A #RR 77K (Use exigting solution), 4R Ji5 s o L35 1) ASA virtual,

P B AN T

a) FNERHL AR SAATRDAEEN Azure 1T H B AME—1E.

EEEM
RS A FRASEME— (1, TR E R AL BT R AR, 8RR

b) NI 4.
) EPHFZRCE (CHEISEL SSH EHD .
WURBOEFEENY, TEMANBE I A RHIE MR AEN, TS M B R E .
d) JEFT AL
e) ILFETIUHA
LR PRALIY 5 R P00 2% (1015 YR ALAR T o
) EPEMNE.
VAL E N5 5 1) I 23 RN B s 4 PR B AH [+
g) HilifE (OK).
MiC E ASA virtual ¥ .
a) JEREEHLA .
ASA virtual 37 Ff5 b1 D3 FlARYE D3 v2.
b) EFEALEAEIK S
ST LU FHIAT APt e 0 mT LG R AP R o A7t F0 07 5 V. 15 9 44 R JOUMTL )57 A [ o
o) WR—ARNILIP Huhl, HHUESE “AFR” (Name) T BTN % IP MUk 454, AR5 RUEIBRE (OK).
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7£ Microsoft Azure =t ZBZ ASA Virtual I
B A rwre 2R ERSEEME ASA Vinual L3S E T AT

BROATEDL N, Azure 3B — DI AILIP, BN ILIFERE SN, 1% 1P il fess KA. WA
FEERR ] 5 (1) 1P bdik, W RATET P T TR AL 1P, K LB Hu ki 5 O A ik

d) MRS LI DNS #5755
SE4 PR AE K 44 %5 T DNS #5250 F Azure URL: <dnslabel> .<location>.cloupapp.azure.com

) IEPIAT VR4, S HBT R A 45 .

) BLE ASA virtualf5E 2 PUAT I, R G STHE (OK).

EEEM
BEANE LB IIUEFL B ME— 1) 1M

g) MEHE (0K).

SEN SEREME, K554 (0K).
$IB12 AEMHLRK, KRG AdiEE (Create).

T—5Hit4
o PREEAF T SSH Hi A CLI Ar 23 THCE, 5 ASDM. 5%Vl ASDM Ui, i
2 J3 %)) ASDM.

o DRI B SR 2 AR L K BN B S5 DR Azure BHEIOTEAIS B, IS 4 rpingl
BRSO .

M Azure ‘FEEIRSZIRE ASA Vintual L35 =7 B
DL N EAERR P MEELS1 T 7E Microsoft Azure [ =y ] HPE (HA) ASA virtual X R0 38 . WIFE T f#
M) Azure WELE, 1ESH (Azure AT &

Azure ) ASA virtual HA 225 ASA virtual #5520 HHEES, A ERS A E, Flanis
P AJLIP MR e . S8AT DAZE SR & a3k — 0 4 BRI Sl

B2

T G%3 Azure 177
Azure [ 1/ BoR 55 ik 2 AT FASCIRIN AL 2%, S8R O s oK
HIE2 R Cisco ASAv 1, Ui ASAV 4NIC HA LIS kR4 5 ASA virtual it &

$1E 3 il Basics W H .
a) HiA ASA virtualHLZFRIATSE . ASA virtual LR “Rigt” -A F1 “Hi%” -B.

EEEM
FORANELAE B AT SR, 77 D9 2B 2R UL
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$IE8

M Azure R E AsA VitualrE s A [

b) %A Username.
WIS A P A AL IR B P 44 o

EEEI
Azure F2E [ 7 4 admin.

¢) AP ERINEE P G IRUERTY, 26D (Password)ak SSH 22 #£ %48 (SSH public key).
W IE PR (Password), HHINB IS ICAIA . A REDS AEEIN, 120 H R E

d) EFATHEA,

e) EFEIRLE (Resourcegroup).

IEFEHIE (Create new) GBI o4l BULFHERIIA FIRAE (Use existing) L HHLA THIRA . W RALHIBLAT
BRURAL, WHZIL A A5 AW, RN A B vt A .

f) EPEIIALE (Location).

AV I g 5 11 Y 28 1 8 A 1) 7 A T
g) RiFAZE (OK).
fic & Bl ASAV IR E .

a) EFEBHIHLKAN.
b) EFFEE (Managed) B IEFEE OS#i# (Unmanaged OS disk) 771if

EEZ
ASA HA BiaUn 44 HFEE
FoE ASAV-A N H

a) (A[ik) EFRFREE (Create new)idisk —ANASL TP Ml COFiRJEAE “47 RPN Z IP Ml bsgs) . &
Ja R BRE (OK). WURANTEZAIL 1P ik, 1Ek#E T (None).

R
RO, Azure B — MBS KAILIP, MRERNUE (IR EB R s, 1ZIP e R A . W R T
BN E ) TP Mhl, FTRATET T AT IR A L 1P, A5 IS A btk B 5O A
b) R4 27N DNS Fr%5 .
SE4 PR AE 44 45 T DNS k%50 E Azure URL: <dnslabel>.<location>.cloupapp.azure.com
c) HCE ASAv-A JA S WAtk - Bl (R B
T EARDRIE ASAV-B W E .
EREIAT I AU 4, ST i)k oL 2%
a) BCE ASA virtualkHi2E 21 PSR, AR5 R E (OK).

EEEM
BN VA UL R B ME— )59

b) siii#E (OK),
BEME (Summary) il E, K5 s EHHE (OK).
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B 5 v FzEEIR A Azure 18 ASA Virtual

TR ARMMNEHK, REre)E (Create).

T—F Mt 4

* QREAE IR SSH AR CLI fin & #EATRCE, slfli il ASDM. 55750 ASDM [IHiH], i
Z i JH5)) ASDM.

« 47% Azure ) ASA virtual HA LB [0 FFAIE B, 520 (ASA RII—RR{ERC EHR ) il
LA P RO R SR T P

£ F§ VHD F0:%EHEHR M Azure EB:Z ASA Virtual

&R LLE ] Cisco $2 LA B4 VHD W%, 63 H 2 H & X ASA virtual % . Z4#H VHD Blfg it
1TH85%, 1B Z00K VHD WG AL 216 1Y) Azure £74MK P o ARG, 80T DI A% (ARG B S T Azure
YR H 2SR G AT WIS . Azure BEARE LS BRI UL AT 250 XK JSON 3044

FiaZ /i
* ASA virtual FHES S 75 EAE F ISON FEARFIAH N ) ISON S804 #E 0T LA GitHub 17§
AR S

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
o AR QRN S ORI, TS - Azare BEIBIBORB] . 25 29 B,

o BERE 2 H Azure FIILAT Linux BEFANL. FRATEE B AL IR I Linux AL (4101 Ubuntu
16.04) $tH4i VHD B EAL 2 Azure. BEWURTEAAR N 75 2249 50 G HIAEft 1l 1 H, A
Azure F Y Linux BN EAET] Azure £744i%, PAER RS FEHR,

WRIE T EAE BN, W HLL T ke —:
* £ Azure CLI 61 %E Linux BN
* 7E Azure |17 Linux BN

* 16 Azure 1T, ENAZAEESE ASA virtual 107 5 B A T LA

puK
1 M https://software.cisco.com/download/home TUIHAI %% ASA virtual 45 VHD 1% .

a) FHE= T (Products) > &£ (Security) > B A3 (Firewalls) > Bi&ERN & £1& & (ASA) (Adaptive Security
Appliances [ASA]) > BiE N & £1% & (ASA) 34 (Adaptive Security Appliance [ASA] Software).
b) MiliEEN RS EMIEE (ASAv) (Adaptive Security Virtual Appliance [ASAV]).

Fo FE OIS oA
5, asav9-14-1.vhd.bz2
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{557 VHD FOZ& EAEHRM Azure 5.8 ASA Virtual ]

PIR2 45 VHD WG SR BEALE Azure H 1) Linux UL
TS EAZ 5] Azure I Azure TESCAFAIIEFARZ o R i)t SCP, Bl 22453 il
# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>
FE3 TP Azure 1Y Linux BEUNL, IFFHUREH TR VHD B H %
SEA  fRE% ASA virtual VHD Bf%.
TS IEFEAR 2 o 7R ] B IR Bzip2 SRR, (HAR T LU ] — 445 T Windows FISEHIRR Y

# bunzip2 asav9-14-1.vhd.bz2

FIRS K VHD EALEIE I Azure FEAEIKT RIS R80T UG BUAT A76f0k ™, B mT LLIEBT (A Ak 7 o A7 6k
PR BRSNS TR

% VHD AL B4R kSR 2, 45 AzCopy. Azure 171 52 1] Blob API. Azure {7 fif % i &5 H
#%. Azure CLI &, Azure [] /7o XFT1% ASA virtual IXFEKH)SCH, FATAEBER Azure [/

MR T A Azure CLI (#3572

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
-—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

$6 M VHD BT L.
a) 1F Azure [ ], £ (Images).
b) iR (Add) A E AL .
o) REELIFHER:

* iTA - W gkl .
* BRL - PRI PRI EL B AN B DR 4L
« AR - NFCE UGB AT E U AR
o DXig- TR PR ALY X Ak
 SRERFLEB- L Linux 1 hBE R KA,
* VM HE - EHE 5 14K
B
AIFFE 24 .
* 77fi# Blob - I W 2 {7 fifs bk ) LAk $% A% 1) VHD.
© WP KB ARSI EOR, W T RIBIR T PEARE HDD brifE SSD 544 SSD.
PRI B MR 1K VM /NI, TR VM RN SR TR K 1 28 8
« ENEF - NTFRAIERTGEE “By5” .
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B 5 v FzEEIR A Azure 18 ASA Virtual

10
SEN

SIE12

« BURHLAL - REBOAREE . VIR IS R

d) riiditlE (Create).
SE4FIRA (Notifications) LT+ T 1 B BTN 6132 A& (Successfully created image) ¥ 5.

ph s
QIR 2 )5, AT DUIMER EA% (¥ VHD A1 _EARAE R

REUB B BB WU K 25 1D
FEWHB,  Azure FF RSB —ANTEUR ID AHOCHE . MOIZFTE MG R8T ASA virtual Bj KBS, F 75 ZL88)5 1D,
a) TF Azure [1)7H, EFEMRER (Images).
b) KEFE DR O g IR A .
¢) A& (Overview) A& WE &M,
d) ¥ Resource|D & il 287 AR .
Resource ID SR LA FIEA:

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup> /provider sMicrosoft. Compute/<container >/
<vhdname>

8 FHFE A RGN B YR AR AR A4 2 ASA virtual 7 K 35 :
a) EPEHE (New), R RIEREE (Template Deployment), F 4 r] WL IR HEFEE .
b) EFEIE (Create).
¢) EPFTESRIEE P A K B CRIERT (Build your own templatein the editor).
WA o SO . A SCUT G B W), 38 2 [ G i R USEAs . 28 30 L
d) I E L ISON B AR R G 2 % 1, SRS stk 7E (Save).
e) M THyEHik£EIT A (Subscription).
f) LEHIAEIRE (Resource group) B G —AN Bk 4 .
g) M THAIRTPEFEAIE (Location).
h) # E— P FEE MUE ZEIR | D (Resource | D) Kl 2 EHRIHIEE & ID (Vm Managed Image | d) FBtH.
mih B EXERE (Custom deployment) G 1B 1 4riE 5 1 (Edit parameters). & — At [ € LIS
B
a) AdinE s (Load file), 4RGN S [ & X ASA virtual ZHCCME. A U B S HRR RG], 1555
Bl SHCCE, 538 1t
b) K H E L ISON ZEACHPRE G 2 & 1 oh, AR5 R TE (Save).
Ry B SGRE VRN B . E IR Basics Al Settings 1 145 B 5 S UK AL (455 Resource ID) A7 .
PR e 44, ARG 1k h R B & bk &30 F1 544 (1 agreetothetermsand conditionsstated above) & £ HE .
AU (Purchase), A FHATLAFWUGAN (152 SUBEAR 738 ASA virtual [ k8% .

IR RN ZHOCAF R AP, WS A% 2 ) o
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7 Azure 238 34540 1P6ASA virual [l

FEAEWAR AT T [ — AT AR RN 1) 22 AN %

T—F#ft4

o kLAY vl Rk SSH i A\ CLI iy 2 HEATAC E , 2] ASDM. A5 <1518 ASDM [, i
2% JH 5 ASDM, % 87 T,

7£ Azure I EBE 7 51 IPv6ASA virtual

REANFUA M Azure 117 345 32 HF IPv6 1) ASA virtual.

X T 7 Azure L ERE X #58Y IPv6

ASA virtual 7= 5 M 9.19 FE[F]IN 323 IPV4 FIT IPv6. 7F Azure Y, %0 LLE T 77 Hik8 ASA
virtual, XAELOEE S HRERINZE, (HIE H T, Azure 5P HPE T3 5 B 72 0 SR s A A A a6
HELT IPv4 () VNet/ 7M. BRI DL T3 8L VNet B 'S IPv6 Mk, {HIGTJR 8 ASA virtual 52
BRI BIECE T 1Pv6 F M) VNeto Azure X5 AR 7 V20350 5 AT AR 265 — 5 B YUt N 77 S L6, 1y
AR TE R T Ik B .

JORFE AT AL B R 12k 5B 2 ASA virtual BLY2HF IPv6 -1k

PO LU R PIRAS A 1) 52 X TPv6 Ak, Horp:

* BEX IPv6 &R (ARM #&#R) - {1 Azure B34S P25 (ARM) FAGE L IPv6 FC B K ASA
virtual, X ESTE N ER G Azure ERTTIAMME . AT G 5 SRR 2 40 XK JSON A,
fa5 T DAC B IR 26 5 R S 40 LA B S RF TP6 (1) ASA virtual. 2248 FH SEAEMR, 15 S Al A5l
W% 2 2% 1) A & X IPv6 BN Azure 17, on page 20,

YRFETR B 2R T X Azure T L) VM U5 W AR, LB PowerShell. Azure CLI. ARM
TR B, APT SRS H i XA AR . I BEAE VM L EBE X e 5 e SRR, 1T 6 e 3 A4kt
VM B AR . SR AR SR VM L ERE b2 e SRR, )4 BoR LR S R B

WAL SZ BT I P LI H R 4. SRR K- JF o “Tiidy” T OB R AL B

BATUME I LR 5952 7E Azure FPUR IR FE AR, DMEESSE S| M2 MR K B %E LIPv6 (ARM)
PR -

* Azure 1P - A Y Azure T3 LIRALH) ASA virtual 7= AN N KGR FE R E 0, T34
& HE X IPv6 Bifie (ARM Bl .

* Azure CLI - 24T CLI 54 LAJA 1338 B 2 L IPv6 (ARM Bifi) HIgmFEidE .
* BENX VHD B&FN IPv6 #2HR (ARM 184%) - 7E Azure ] VHD BRAZ AT ARM FARCK G
WS . R T ] VHD U YRGS & ASA virtual. AR ZE 588 1 0] 5 6

Welg, FFa ST LAE Azure b AR FIFCE (1) ARM BRI 28 S2FF TPv6 [¥) ASA virtual. i
Z A VHD R E 2 L IPv6 1M Azure 8%, on page 25,
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7£ Microsoft Azure =t ZBZ ASA Virtual I
B craammeig s E e P I Are 5

FR 4 T B A% sl A E 52 X TPv6 BB ) VHD W%, f#F H a2 S IPve Bit. (ARM B ) SRk
ASA virtual T M L2 .

HE ASA virtual Frib BRI B R

Table 3:
¥ |3t
®

—

v XIER E S Fr IPv6 B ASA virtual 8 Azure H1 614 Linux VM

\S]

G A T AR 5T € SCIPve Bk i ASA virtual I, 4RI 7E Azure ]/ 50 Azure
CLI )5 FH 4 i B8 126 20

30 | MRHEERE LM, AL B R
o B4 Azure TS H MG I A 2 X IPv6 FAR .
B A% X IPv6 (ARM) FEAR [ VHD A%,

4 | g A E X IPv6 (ARM) B ) IPve 24k,
Note

LA FELEAT AT 53 L0 15 X IPv6 BUSR 8 ASA virtual I, 47 38 7 G A
A AHPEWIRI A S . M AUE 1T fr & KRB R A AT .

5 il Azure 1) 88 Azure CLI K#BE ARM F5HR .

FEAHESMIARESER B EX IPv6 15 M Azure ERE

SIS A FH 13 52 XL IPv6 Bk (ARM K #52 ASA virtual T35 M ¥ F

Procedure

PR FxH| Azure 1)

Azure [ ] BoR b5 21k 2 ORT FAHOCIRI B EE 3R, A O B oK.
182 WL Azure [1)7 5 Azure CLI U SRFEH0E, WK Fis:

7t Azure |17 L5 &I :

a) 7t Azure BR%SS (Azure Services), AiiiiTH (Subscriptions) LA F 1T A2 TR T .
b) EAEHKY, AdEE (Settings) LI K HI4RIZERE (Programmatic Deployment).

B oK s VM SR BT R AL SR, DAORIBERIT = o
c) MRS (Status) 4~ ASA virtual/™ 5 N (Enable), BASREN F 2 X 1Pv6 BRI gm e 5
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fEREATHRIESZMEEX IPv6 M Azre 552 ]

=

JERt Azure CLI Ji FH ik I .
a) ¥ 3| Linux VM.
b) ZATLLF CLI 4, A B e X IPve (ARM) B T H g il
FEAT 2 PAT I, BEASWART R BERZ — T4k
HIETZ R
az vm image terms accept -p <publisher> -f <offer> --plan <SK U/plan>
#ENEREWET (fla, BEZ =true
az vm image terms show -p <publisher> -f <offer> --plan <SKU/plan>
o,
* <publisher> - 'cisco'.
* <offer> - 'cisco-asav'

* <sku/plan> - 'asav-azure-byol'

PAR 2 R R4 B35 U BYOL 7 IR ASA virtual i) —4 iy 2 IA R 61

* az vm image terms show -p cisco -f cisco-ftdv --plan asav-azure-byol

PRI BTN, DUMERIR 5 i A B G RRAS S5 R A RRCA TR

az vm imagelist --all -p <publisher> -f <offer> -s <sku>
o,

* <publisher> - 'cisco'.

* <offer> - 'cisco-asav'

* <sku> - 'asav-azure-byol'

LUR 2R SR ASA virtual (R 1137 WS FRAS (1 A RRCAS PEAR A5 BL IR — A i 2 A = 41
az vm image list --all -p cisco -f cisco-ftdv -s asav-azure-byol
T4 BRI TR RS R £ > ASA virtual i .
KT ASA virtual (¥ IPv6 SCHRFHSE, AL ZEFE 919* B @ hA K ASA virtual.
FES MEFRL GitHub £70# % T 8l A € X IPv6 it (ARM BFO .
P 6 WILES HBAR S AF (JSON) AR B E Sk Uk 2 S HOC
R T I EAE ASA virtual H 5E SCHEE ) H € X IPv6 RS HH A R

g FEIFRYE/ZE B R TR 1t AR

vmName cisco-asav 1F Azure J1 4 ASA virtual VM 17 4% o
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7£ Microsoft Azure =t ZBZ ASA Virtual I

SH A ST BIE/ LB B 15 WA
software Version 919.0.24 TH 32 A% JiAS TR AR IR AN
adminUsername hjohn FH T8 3% ASA virtual [FH 4.
TEAREALT IR B A PK “admin” , %44
RO BLL B PO
adminPassword E28@A40i1Urhx! Ry R
HEA G LA KL 12 2] 72 7
FER - REECF 74T o B A b 20
NEFERTFRE B FRR R AT 4L
oo A RBM L IMERIUEN], 5SS
B .
vmStorageAccount hjohnvmsa 310 Azure 1EAEMK P o &80T LIS AR
Atk Ry LG Ak
Jro AR E AT B A A T 3
B 24 NP2 H] . A A H e s
NG TR
availabilityZone 0 T M1 T FH R B, AL TP
HRESUAN LR AESR 72 (7] TR X sl 1)
.
WUERANT L] P DA &, T 2L
BEEA “07 o TR IS R AT
PEI, IF H P e IEf o iR
GZAEL A 0-3 Z A EEED
userData "\ninterface [a) A% 3 B RIHLE R .
management0\/0\nmanagement-only\nnameif
management\nsecurity-level 100\nip
address dhcp setroute\nipvé
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password Qlw2e3r4 privilege
15\nenable password Qlw2e3r4\nusername
admin attributes\nservice-type
admin\naaa authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!
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EAE AT EMmES 2 EEY P SR Azre 5E ]

g e

RVFRIE/ZERTRB

L RA

virtualNetworkResourceGroup

cisco-asav-rg

A5 REAU I 2% ) BEUR AL IR A Bk o T 2R
virtualNetworkNewOrExisting +& #7/1],
VU A R 55 DA A S B A 5 FR) B U A
AT

virtualNetworkName

cisco-asav-vnet

AL 2% (R 24 7K

virtualNetworkNewOrExisting

new

UL SRS B 52 2 1 B ) AU 245,
IR FEAR I IUAT B RSV R 245

virtualNetworkAddressPrefixes

10.151.0.0/16

R £5 1) TPv4 HhERTZE, 104
“virtualNetworkNewOrExisting” 1'%
Ty “new” I s

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

REFUPBIZ5 ) TPve HuhERTZR, 12
“virtualNetworkNewOrExisting” ¥ &
oy« new ” H‘J y‘j %\ iﬁ R

Subnet]Name mgmt I MR
Subnet1Prefix 10.151.1.0/24 FH W IPv4 B4, Y4
“virtualNetworkNewOrExisting” 1'%
M “new” INhUAIH,
Subnet1IPv6Prefix ace:cab:deca:1111::/64 BT IPV6 T4, 1%
“virtualNetworkNewOrExisting” ¥ &
oy« new ”» H‘J y‘j ‘JZ‘ iﬁ R
subnet]StartAddress 10.151.1.4 EPRE I IPv4 Ml
subnetlv6StartAddress ace:cab:deca:1111::6 RO IPve Hihilk,
Subnet2Name diag ¥ 1 AR,
Subnet?2Prefix 10.151.2.0/24 BP0 1 7 IPv4 TS, 104
“virtualNetworkNewOrExisting” 1'%
K “new” IR OAIH,
Subnet2IPv6Prefix ace:cab:deca:2222::/64 Bede 0 1 7 IPv6 BiZE, 14
“virtualNetworkNewOrExisting” ¥ &
oy« new ”» H‘J y‘j %\ iﬁ R
subnet2StartAddress 10.151.2.4 ¥ims 10 1 1Pv4 #udil.
subnet2v6StartAddress ace:cab:deca:2222::6 e 1 1Pve Huhil,
Subnet3Name SR B 2 A FR.
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SHZ TV RYME/ZE B Ry IR 1 it AR
Subnet3Prefix 10.151.3.0/24 D 2 7 IPv4 iigE, 94
“virtualNetworkNewOrExisting” 1'%
J “new” W4 AIE,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 B 2 M IPv6 §ITZE, N4
“virtualNetworkNewOrExisting” ¥ &
H “new” IRy,
subnet3StartAddress 10.151.3.4 om0 2 IPv4 ik,
subnet3v6StartAddress ace:cab:deca:3333::6 0 2 1Pve Huhik,
Subnet4Name BB HIRH O 3 FAFK.
Subnet4Prefix 10.151.4.0/24 BRI 3 F M IPv4 BT, 1Y
“virtualNetworkNewOrExisting” 1'%
Jy “new” N AIE,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 IR 3 M IPv6 §ITZE, N4
“virtualNetworkNewOrExisting” ¥ &
H “new” W hOhIH,
subnet4StartAddress 10.151.4.4 HiE O 3 IPv4 ik,
subnet4v6StartAddress ace:cab:deca:4444::6 0 3 1Pve Hulik.
vmSize Standard D4 v2 ASA virtual VM [f) K/
Standard D3 v2 ERIMH

HF1E 7 {JH ARM FIE T Azure 1) 8¢ Azure CLI #538 ASA virtualPj k5%, 45 KC74E Azure Fi63E ARM B (5 8.,

ZIR LT Azure CHY:

o fi ] Azure ]/ GIEEAIE ARM FRAR
* I CLI #i8 A i ARM B

What to do next

AREAL AT SSH #A 1) CLI iy HEATHC R, s ] ASDM. 5k 15 i ASDM [, 1524
JE 5] ASDM . A SREA TR A 9% 22 A i R LA T 5 B A5 AR 97 Azure BEEIITRANME B, TSN %
G R IR SOk
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820

I 7£ Microsoft Azure = L %FZE ASA Virtual
{8 VHD F1E = IPv6 i Azure 512 ]

£/ VHD F0 B £ X IPv6 $&E17 M Azure ZRE

AT LIMEH] Cisco $24LA 4 VHD W%, Al F O H 2 X ASA virtual M5 . il B80T
VHD FIZ AR B ASA virtual .

FHia Z |l

o 1T EE JSON BB FTAH Y. [FIISONZ AT,  LMEAS ] VHD Fl ARM B8 (R AE Github |38
B ASA virtual, 0] LLLE TS HL & 214G 2 Q] #a) SEASARORN 2 B0 AE R i B

o R P A AT Azure I Linux EHRINL FATTEE S AR G Linux ERIHL (41401 Ubuntu
16.04) #tH4i VHD B EAL 2 Azure. BEBURAEAE I 75 2249 50G BIAEfit Al 1 H, A
Azure F Y Linux BN EAET] Azure £74i%, PARR A TEHR,

AR IR T BB, W HLL T ke —:
* fifi ] Azure CLI 61|% Linux FE4UML
* ik Azure [ 0% Linux ML

* 16 Azure 1T, ENAZAEESE ASA virtual 107 5 B A AT HIGAAEIK S
B2

L1 M Cisco FEIXAT LT (Cisco Download Software) %% ASA virtual 4 VHD G (*.bz2):
a) SHiEFESR (Products) > &£ (Security) > B AIE (Firewalls) > Bi&EMN &£ £1% % (ASA) (Adaptive Security
Appliances[ASA]) > BIEN L £1& & (ASA) X4 (Adaptive Security Appliance [ASA] Software).
b) AiliEENZSEMIZE (ASAv) (Adaptive Security Virtual Appliance [ASAV]).
TR .
%4, asav9-14-1.vhd.bz2

PIR2 PSR 2 258 8HUTTH VHD M H AR Azure 1% ASA BT TR 2 251K 8,
PR3 i BEXERE (Custom deployment) LI I3 (1) 4R35 S8 (Edit parameters). A —ANnl 1t B @ LS HAR .
a) gt (Load file), SR 353 H & X ASA virtual ZHCCHE . 15204 Github _HAF 1 VHD #1H & X IPv6
(ARM) B [1) Azure ASA virtual #5701, 48 AT LLAEIX HL R 2047 5C W] #4 BRI S5O AF U B
b) RN HE L ISON SEARKERENG R & 1, AR5 RUTHRTE (Save).

R TR EAE ASA virtual #82E) H E S IPv6 B S HH A K B

SHZ RVFHIEIZEE B R L
vmName cisco-asav 1 Azure >4 ASA virtual VM 7 4 o
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-919-gsg/asav_azure.html#id_68650

B =5 vHD A0 X IPv6 44T M Azure B3E
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S & S RYE/ZE B R B Ll
vmImageld Ao/ {sheridion ) femedorsy/ lemieqguprasy ioidhs/| F T35 2 WL 11 ID. £ 3,
Microsoft.Compute/images/ {image-name | A yre ¥4F AN JE S — AN U8 ID F2-
o
adminUsername hjohn FH T8 5% ASA virtual [ 4.
AR R A PR “admin” , %
PRRC A E .
adminPassword E28@40iUrhx! R R, ,
WA AR KA 12 3] 72
FHOF T . LA 2 A
INERCS R, BT R 7
Ao
vmStorageAccount hjohnvmsa T Azure £7Aifk o R8T LA FH B
AAEAEM ), AT ELEIEEHT A7 Ak
Jro AR F AT B LA T 3
F| 24 NFIFZNH] . BIHA S R e
NG ERRCE
availabilityZone 0 Hers T B T PRSI, A SE TP
HURESUN LR AE S5 22 [ ] FPE X ek 1)
.
W SRANTT ] F P DR, TR
WHEA “07 o BRI XS H AT
FIPERX R, Jf H AR gt ffE e
o CGZAHLIE 0-3 Z [A] )4
%&) o
userData '\ninterface [ N AL 2 RN L P &,
management0\/0\nmanagement-only\nnameif
management\nsecurity-level 100\nip
address dhcp setroute\nipvé enable\nipv6
address dhcp\nno shutdown\n!\ncrypto key
generate rsa modulus 2048\nssh 0 0
management\nssh timeout 60\nssh version
2\nusername admin password Qlw2e3r4
privilege 15\nenable password
Qlw2e3r4\nusername admin
attributes\nservice-type admin\naaa
authentication ssh console
LOCAL\n!\naccess-list allow-all extended
permit ip any any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!
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P VHD F1E = IPv6 ik Azure 558 [

S & SIFRYE/ZE B R TR it AR
customData {\"AdminPassword\": BILE Day 0 i E 1 ) ASA virtual 2t

\"E28Q@40iUrhx!\", \"Hostname\"
:\"cisco-tdv\", \"ManageLocally\":\"No\",
\"IPvé6Mode\": \"DHCP\"}

7B BOAMEOL R, e a =4
EEC A B AR -

e “admin” F§
* CSF-MCv ¥ HL4

o T CSF-MCv EHL4 B
CSF-DM.

"ManageLocally : yes' - 2 it & 2 H]
{F threat defense virtual i P25 ]
CSF-DM.

AT LUK CSF-MCv fit & 4 threat
defense virtual P25, WATLLATE
CSF-MCv _EHEATAH AL & s 1 7 B
PRI

virtualNetworkResourceGroup

cisco-asav

A0 RE UL 2% (1) SRR ) A4 Pk TR
virtualNetworkNewOrExisting /&8 1],
DU SH A I 5 A A 08 28 3 6 ) s 4
AHIA o

virtualNetworkName

cisco-asav-vnet

AU 2% fR 44 5K o

virtualNetworkNewOrExisting

new

B2 R i R 1 I B e ) R 401 A
4, A IUA IR 2%

virtualNetworkAddressPrefixes

10.151.0.0/16

FEFUPI 2% (1 TPv4A HUHERTER, 1024

“virtualNetworkNewOr Existing”
B “new” B ALIH,
virtualNetworkv6AddressPrefixes | ace:cab:deca::/48 TR 2% 11 1Pv6 HBHERTEE, 1Y
“virtualNetworkNewOr Existing” %
HHN “new” BALIH,
Subnet] Name mgmt-ipv6 T 42 R
Subnet1Prefix 10.151.1.0/24 BRI IPv4 BT, 104
“virtualNetworkNewOr Existing”
B “new” B AL,
Subnet1IPv6Prefix ace:cab:deca:1111::/64 I IPVv6 FTZE, V4
“virtualNetworkNewOr Existing” %

BHA “new” B AHL,
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S & RVFBYE/ZEB B R 152 AF
subnet]StartAddress 10.151.1.4 EHRE O IPv4 Hilik,
subnet1v6StartAddress ace:cab:deca:1111::6 EH O IPve Hulik.
Subnet2Name diag HHEEO 1 7ML,
Subnet2Prefix 10.151.2.0/24 BAEHe 1 7 IPv4 B4R, 14
“virtualNetworkNewOr Existing”
BN “new” WA,
Subnet2IPv6Prefix ace:cab:deca:2222::/64 BAEEED 1 M IPve B4, 104
“virtualNetworkNewOr Existing” %
BHA “new” W AHL,
subnet2StartAddress 10.151.2.4 ¥ 1 IPva #ilil,
subnet2v6StartAddress ace:cab:deca:2222::6 e 1 1Pv6 Hhlik,
Subnet3Name R A 2 T FR.
Subnet3Prefix 10.151.3.0/24 g 2 7™ IPv4 args, 1Y
“virtualNetworkNewOr Existing” %
BN “new” WA,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 BAERE 2 7 IPv6 BIZ, 1034
“virtualNetworkNewOr Existing” %
A “new” Wb,
subnet3StartAddress 10.151.3.4 e 2 IPv4 Hhlik.
subnet3v6StartAddress ace:cab:deca:3333::6 e 2 IPv6 Hhlik,
Subnet4Name HE B 3 FIAER.
Subnet4Prefix 10.151.4.0/24 B0 3 7 IPv4 574, 1Y
“virtualNetworkNewOr Existing”
BN “new” WA,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 BAERE 3 7 IPv6 BIZ, 104
“virtualNetworkNewOr Existing” %
HON “new” Wb,
subnet4StartAddress 10.151.4.4 ¥ 3 1Pv4 Hilik,
subnet4v6StartAddress ace:cab:deca:4444::6 e 3 1Pv6 Hulik,
vmSize Standard D4 v2 ASA virtual VM K71
Standard D3 v2 K ERIAE
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w5 - Azure ARG I}

SIE4 T ARM Wil Azure |17 8¢ Azure CLI 3% ASA virtuallJj K55, 159 Azure EE2E ARM B ME S, 1
ZR LT Azure CHY:

* i Azure |17 BRI E ARM FRAR
ik CLI 8 A ARM ARiAi

T—5#ft4

o QkSAY vl Rk SSH A CLI iy 2 HEATAC E , 2] ASDM. 45 <1510 ASDM [, i
2% 55 ASDM, % 87 Wi,

Bt3% - Azure FRiIR IR <)

AN ] T8 ASA virtual () Azure B PSSR IO A5 K . Azure BEYARR/E— 4 JSON 3L
o D TR Bl BRI 038, s Bl A5 P> JSON 3CAF
o AR - T BTSN, T SRR P I AT AL

* ¥ (Parameter File) - W SCERFT R IIERE ASA virtual I (1S40, FLrp AL 35 745 B
REFUHLZF KN ASAvirtual H P 2 FI 0 . AA R 2 AR ETEN E B AT LU 1 Azure
Stack Hub #55 P85 B & s

RSB

=

A Azure VU S BUCCAFRI . R BT R A BUBSCAR O9T B 0L, S T BB
5.

Azure 7R EEER JSON 1R T4

{
"$schema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": ""
"parameters": { },
"variables": {
"resources": [
"outputs": { }

} ’
] ’
}

AR AL G JSON FIZEiA3, T T M1 ASA virtual FE0)3 . M ERIBRPERE ST T
=

7£ Microsoft Azure = _EE3E ASA Virtual .


https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820

7£ Microsoft Azure =t ZBZ ASA Virtual I
B oezmen

R 4 EXHY Azure FREIRES JSON BTt

TTE WHIE 1t AR

$schema = FHIRBRGE 5 RRA ) JISON A ST . Al E P
2RIF URL.

contentVersion & FARRIRAS (41411.0.0.0) « #A] LLA I G 23R AT E (.
FEAS FAZ AR B RISy, AR AT 1A AR A 1) 2 IE A
IR

parameters i PATAES B AL, DME H e ORI E . iS4,

R UAERE I A eI RGBT, (HUIR B
EATT, TSON AR UCHR RS AL AT 7] (¥ 2 s 2 55 L

variables 1 LEASTH T HIAE JSON v Befffe, T Aemi (1 5 ik
resources & BEURLE TS el SR O B R A
outputs o LE 2 R Bl R

SEAN AT LA TSON S0 5 B B30 B (K e P2 A, 8 m] DA B ARG & S 8. R Bos T H
T8 5 ASA virtual IR .

Bl B R IRARR

TET DU SOR G A%, R I Bl B3t B O AR B AR .
iz

TR RGN W SR
RtIE

{
"$Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"type": "string",
"defaultvalue": "ngfw",
"metadata": {
"description": "Name of the NGFW VM"
}
by
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
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are disallowed -

3 and 24 characters.

7 Microsoft Azure = _t Z3Z ASA Virtual

"description":

}I
"adminUsername": {
"type": "string",
"defaultValue":
"metadata": {
"description":

}
}I
"adminPassword": {
"type":
"defaultValue"
"metadata": {
"description":

}
}I
"vmStorageAccount": {
"type": "string",
"defaultValue":
"metadata": {
"description":

}
}I

nn
’

"Password for the Virtual Machine.
have at least 3 of the following: Lowercase,

nn
’

"A storage account name
Lowercase letters and numbers only"

szzEen ]

"The ID of the managed image used for deployment.

/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

"Username for the Virtual Machine. admin, Administrator among other values
see Azure docs"

"securestring",
wn
4

Passwords must be 12 to 72 chars and

uppercase, numbers, special chars"

(boot diags require a storage account). Between

"virtualNetworkResourceGroup": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description”: "Name of the virtual network's Resource Group"

}I
"virtualNetworkName":
"type": "string",
"defaultValue":
"metadata": {
"description":

}I
"mgmtSubnetName": {
"type": "string",
"defaultValue":
"metadata": {
"description":

}I
"mgmtSubnetIP": {
"type": "string",
"defaultValue":
"metadata": {
"description":

}I
"diagSubnetName": {
"type": "string",
"defaultValue":
"metadata": {
"description":

nn
’

nn
’

nn
’

nn
’

"Name of the virtual network"

interface will attach to this subnet"

"The FTDv management

"NGFW IP on the mgmt interface (example: 192.168.0.10)"

"The FTDv diagnostic0/0 interface will attach to this subnet"

7£ Microsoft Azure = _EE3E ASA Virtual .
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"diagSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig00SubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gigO0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {

"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"
}
}I
"VmSize": {
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"
}
}
}I
"variables": {
"virtualNetworkID":
"[resourceld(parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks"',
parameters ('virtualNetworkName'))]",
"vmNicOName" :" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name" :" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name" :" [concat (parameters ('vmName'), '-nic3')1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apivVersion": "2017-03-01",
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"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]1",
"location": "[resourceGroup() .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType') 1",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName')]"
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName') 1",
"location": "[resourceGroup() .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"
}
}I
{
"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"
}
}
]
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup() .location]",
"dependsOn": [

"[concat ('"Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName"')) ]
"[concat ('Microsoft.Network/publicIPAddresses/', variables ('vmMgmtPublicIPAddressName'))]"

] 4

"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {

"privateIPAllocationMethod": "Static",
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"
’

"privateIPAddress" : "[parameters ('mgmtSubnetIP') ]
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',
parameters ('mgmtSubnetName')) ]"
}I
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/",
variables ('vmMgmtPublicIPAddressName'))]"
}

] ’
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',
variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true

"apivVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')1",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName'))]"

} }

] 4

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig00SubnetIP')]"
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName'))]"
} }

] 4

"enableIPForwarding": true
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"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig0lSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] 4

"enableIPForwarding": true

"type": "Microsoft.Storage/storageAccounts",
"name": "[concat (parameters ('vmStorageAccount'))]",
"apiVersion": "2015-06-15",
"location": "[resourceGroup() .location]",
"properties": {

"accountType": "Standard LRS"

"apiVersion": "2017-12-01",
"type": "Microsoft.Compute/virtualMachines",
"name": "[parameters ('vmName')]",
"location": "[resourceGroup().location]",
"dependsOn": [
"[concat ('Microsoft.Storage/storageAccounts/', parameters ('vmStorageAccount'))]l",
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNicOName'))]1",
[concat ("Microsoft.Network/networkInterfaces/',variables ('vmNiclName')) ]
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic2Name"')) ]
[ ( ]

’
n
’

"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic3Name'))]"
]I
"properties": {
"hardwareProfile": {
"vmSize": "[parameters ('vmSize')]"
}I
"osProfile": {
"computername": "[parameters('vmName')]",
"adminUsername": " [parameters ('AdminUsername')]",
"adminPassword": " [parameters ('AdminPassword')]"
}I
"storageProfile": {
"imageReference": {
"id": "[parameters ('vmManagedImageId')]"
}I
"osDisk": {
"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"
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}I
"networkProfile": {
"networkInterfaces": [

{

"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName'))]"
}I
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName'))]"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name'))]"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic3Name'))]"
}
]
}I
"diagnosticsProfile": {
"bootDiagnostics": {
"enabled": true,
"storageUri":

"[concat ('"http://',parameters ('vmStorageAccount'), '.blob.core.windows.net"')]"
}
}

}
] ’
"outputs": { }
}

IR 2 AE AU SCIE A JISON S04, filtn, azureDeploy.json.
SIE3 gt o, BIENE A RS S BN
S 4 Wil ] VHD FIZ USRI N Azure 3052 ASA Virtual , 25 16 TR, f FH ILBIAR 3628 ASA virtual .

S HEN

RSB AT, B S e E NS HL. B B AR S 5, WEASITR.
BT LLTSh i A BEBERAR 2 LIS, AT LUK XSS MO 2 AR 2 8 JSON SCft

SRR OIS ECE 5 38 SR S Eos bl st SR XA AE B IR A
BRI PR . S nT DON AN R IR 38 2 Sl it 2 A S RO

. 7£ Microsoft Azure = L %3E ASA Virtual



I 7£ Microsoft Azure = L %FZE ASA Virtual

XETATRBIF ) ASA virtual i, ZHOCAFLAE SCELH 25

%= 5: ASA Virtual 5 ¥ X

sttt |

FH ikl i
vmName ASA virtual¥ . Z£ Azure T[4, | cisco-asav
o
vmManagedImageld T3 B TS W% % 1D, #E | /subscriptions/73d2537e-ca44-46aa-b
PO, Azure J5RE AN 15—~ | €D2-741T1dd61b41/
OV 1D ASEHE. resourceGroups/ew
P ID KRR ManagedImages-1g/providers/Microsoft
.Compute/
images/ASAv910-Managed-I mage
adminUsername FH &5 ASA virtual ) 11 1 44 . |jdoe
LB P 44 ANRE R TIUR 1) 44 P
“admin”
adminPassword KSR VBT, SRR K BE A ) | PW0987654321
T R2B 2RI, A
FEUL R AR =He 1 ANE
TR TAREG TR 1AM
Fu AR AT
vmStorageAccount 111 Azure TEAEMK S . 18] LU | ciscoasavstorage
BT fEbk s, m] LLEIEE B
OFEZiAl ORI e i JRE ANV
A3 & 2447 4F, JFHARE
NG R
virtualNetworkResourceGroup JERUMN (RN 4 FR. ASA | ew-west8-rg

virtual 4724 2> 8 FIH ) TR
Ho

virtualNetworkName

AU 2% (R 24 7K o

ew-west8-vnet

mgmtSubnetName

R ORISR T, BT
WA LS5 1) NicO - 55— o
TRER, WERIMAIUA R 2%,
WO eI 20 S BT 1 Y A4 B AT
G

mgmt

mgmtSubnetIP

IO TP Mtk

10.8.0.55
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FH

152 AR

151

gig00SubnetName

GigabitEthernet 0/0 2 1144 1% 2 21|
BEF Mo 1T A L 3 Nicel -
BOATM. TR, WA
DAL, I DA 20 5 AT
T A FRAR ST o

inside

gig00SubnetIP

GigabitEthernet 0/0 % [11 IP
hk. X FTF ASA virtual F5—
MR .

10.8.2.55

gig01SubnetName

GigabitEthernet 0/1 $2 1453 B2 51
UEF o G R L 21 Nie2 -
BEATM R, WA
AT IR, ST DA 200 5 AT
T AT o

outside

gig01SubnetIP

GigabitEthernet 0/1 #2 1 IP 3t
hiko IXHT ASA virtual [f155
MR .

10.8.3.55

gig02SubnetName

GigabitEthernet 0/2 2 141 $: 21
BEF o 1T A L 3 Nie3 -
BT dEER, AU
DA, I DA 20 AT
T A FRAR ST o

dmz

gig02SubnetIP

GigabitEthernet 0/2 %171 IP }b
Ik IXFF ASA virtual 25—
Mg .

10.8.4.55

vmSize

FHT- ASA virtual SEHUH LI 2 AL
KMo SZFF Standard D3 V2 Fil
Standard D3. ERIAN
Standard D3 V2.

Standard D3_V2 &}, Standard_D3

BZE S HH

fenT DU I SOR G A%, R I sl 80 B SIS HCrt.

)

AR LN sBIGEH T IPV4.
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{
"Sschema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters. json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName" : {

"value": "cisco-asavl"
}I
"vmManagedImageId": {
"value":

""/subscriptions/330251 7e-caB8-46aatet?-74£ 13361041 / resourasGrovps/enBnacedimeges-rg/providers/Mi crosoft . Carpute/ imeges/ASAv-9. 10. 1-81-Menaged-Tace"

}I
"adminUsername": {
"value": "jdoe"

}I
"adminPassword": {

"value": "Pw0987654321"

}I

"vmStorageAccount": {
"value": "ciscoasavstorage"

}I
"virtualNetworkResourceGroup": {

"value": "ew-west8-rg"
}I
"virtualNetworkName": {
"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value™: "10.8.3.77"

}I

"gigO0SubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value™: "10.8.2.77"

}I

"gigOlSubnetName": {
"value": "outside"

}I

"gigO0lSubnetIP": {
"value™: "10.8.1.77"

}I

"gigO02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {

"value": "10.8.0.77"
}I
"VmSize": {
"value": "Standard D3_v2"
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}
}

FIR2 EARHK SCE 53470 ISON S5 f9l, azureParametersjson.
SR 3 gt o, BIENE A RS S BN
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