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#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install cffi==1.15.1

pip3 install cryptography==2.9.1

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install pycryptodome==3.15.0

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python
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$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'
{

"KeyId": "KMS-ARN",
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"AQICAHgCQFAGtz/hvaxMtJvY/x/rfHnKI3clFPpSXUUTHORNCAFwEXhXHJAHL8tcVmDqurALAAAAajBoBgkghki
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+wxpWKtXY4y121d0z1P4£x0jTdosfCobPNUExXxmNJI4 zdx8=""

}
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! Load Balancer Health probe Configuration

object network aws-metadata-server

host 169.254.169.254

object service aws-health-port

service tcp destination eq 7777

object service aws-metadata-http-port

service tcp destination eqg 80

route inside 169.254.169.254 255.255.255.255 10.0.100.1 1

nat (outside,inside) source static any interface destination static interface

aws-metadata-server service aws-health-port aws-metadata-http-port
|

)

AR LRI R SR N A VE EIRIE AT IR DLR I E R

17K ASA virtual FiC & K80V RN BB, S LU WA

! Data Plane Configuration

route inside 10.0.0.0 255.255.0.0 10.0.100.1 1

object network http-server-80

host 10.0.50.40

object network file-server-8000

host 10.0.51.27

object service http-server-80-port

service tcp destination eg 80

nat (outside,inside) source static any interface destination static interface http-server-80
service http-server-80-port http-server-80-port

object service file-server-8000-port

service tcp destination eqg 8000

nat (outside,inside) source static any interface destination static interface file-server-8000
service file-server-8000-port file-server-8000-port

object service https-server-443-port

service tcp destination eq 443

nat (outside,inside) source static any interface destination static interface http-server-80

service https-server-443-port http-server-80-port
|

AL & U E
M AE azl-connfiguration.txt. az2-configuration.txt £ az3-configuration.txt 344 5 7 ASA virtual Fit &' .

\)
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V%A 4115 24 deploy_autoscaleyaml i . 451 182 LaunchTemplate f¥] UserData ‘v Bt. 7J AR
BT UserData. N AH RN M ST name-servers #ill1, & L& VPCDNSIP. Ui A& 17 1] & BYOL,
DU A b 3L =P AT idtoken.

dns domain-lookup management

DNS server-group DefaultDNS

name-server <VPC DNS IP>

|

! License configuration
call-home
profile License
destination transport-method http
destination address http <url>
license smart
feature tier standard
throughput level <entitlement>
license smart register idtoken <token>

183014 L £ %) Amazon Simple Storage Service (S3)

aRE R

target H &1 BT SCHEAR Y. A% 3] Amazon S3 féfifdf. 3, S0 LA CLIK target H 3¢ 1)
i SCAE_EAE R Amazon S3 1EAEHT

$ cd ./target
$ aws s3 cp . s3://<bucket-name> --recursive

SERMERE A TS ARG, nT LLAIE AWS CloudFormation HEf% .
1 H b5 H 57 11) deploy_autoscale.yaml SCA4:.
{§i [ Geneve Autoscale ) H A5 H 3% H ) deploy_ngfw_autoscale with_gwlb.yaml 14

\)

AR EEE deploy_ngfw_autoscale with_gwib.yaml SCEEZFT, fE05%000 AWS GWLB H 8 Jfif v 7 &

H Infrastructure_gwlb.yaml 301

4064538 1 1 4 4E deploy_autoscale with_ gwib.yaml R 05 52 551 1) 61 22 1) GWLB S 618 W 6 41 2845
fiti s 20 (GWLB-E)o {EG1% GWLBe &, #Z0HEFrEA M, CUE GWLBe H 15 H 7~ M A1 EK
NI

HRVEANE R, 12 [ https://docs.amazonaws.cn/en_us/vpc/latest/privatelink/
create-endpoint-service-gwlbe.html.
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