HERECE . ARBRFNA P

ARFESGAUATECE VPN JERECE SO (BLrRch “BRE4” ) A AEAE R4
B

o ERRCE SO AR A A, S 1 T

o ERERCE SO, OS2 0

o PCEDERNE SO, 6 L

o J3ENG, 353100

* {§ ] Zone Labs Integrity IR552% , 2 70 TT

s WEEH P B, 576 It

o FCE AR VPN 3848 ACL Ml fEst i , 2 84 1t

FIEACE . AR P LA

R 2 BREAU L IR 48 (VPN) 1) 2 4 DL KC B ASA T TR AORZ O o AT IR 28 T e X
VPN [ 7 Lﬁllﬂ&ﬁﬂ%ﬂ‘])ﬁﬁo R R BB SARI P AR . TP N S SRIBO SR P 3%
PO B SCAEAR VU A ERE A AL SRS o W SR BAT [0 ™ 23 P S 2L SRS, DI FHEE B (R BR A L s
B2, BN EE RN E SO RO R VR . RS, BUE SRS . ISR SRR T D R AR
ﬁﬁiuﬁﬁ SRJEFFRCE 7 W DONH AR AR (I D90 L B A ROR /4L X
SESAR IRy SR A
%.
AR WAE] tunnel-group TR ICEIERRNC B, AT, RIE RN ESCIE R “RRIEA” 2
AL .

TR E SR ZE g A] AR AL RS B AR TRIIC BAT 55, ASA $ it LAN 330 & S

(DefaultL2Lgroup). IKEv2 VPN HJERIAZCRE Y i) 1% 400 & S (DefaultRAgroup). Jo%& F' ¥ SSL il

Secure Client SSL JEFZ I ERINIEFLNC & LA (Default WEBVPNgroup) F1ERIAZL 5% (Df1tGrpPolicy).

BRI RO B SO A g S BT V22 HY - mTRE AR R (R BEL . ASIH  INF, AT BLFE g H A S
CURIR” S IXFERR AT LR R KR G E VPN Ui ]
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AR RSE [ T AT VPN 852 AR RIS I e TG SO A s S, {H2 VPN R
MSULZIT T AR flhn, BT fess eVl S5 A Vs 0] L ISR I — &2y, SevFas ) SCRRALVT ) o —

5,

FE AV MIS A1 i) HoAt5 4y . BbAh, £ BEIBE fu i MIS FR e e H - U i) HoAth MIS F - 6

TR RIRGE . JERRICE SO AN SRS P2 L 22 A AT AT 95 1 R 1

\}

P

ASAC B G A KIS, NRAEMSXYIRIESE . W 5A, wRUE SO i 1 &% P25 1K) VPN
Vikle XMRAL ACLANSG, MRS AR ANER I E SRS AR AN NGRS, w5

B H ARG E R R 5 20 B “XR7 .

LEABEA ] LU A Pl RIR R A o e MR LA 2 K S5 A T X 28 J (-
A5 ) W (DAP) i3k

2. Hr4

3. 4HHE

4. TR E SO AL

5. BRGNS

=

Pl JE LR DAP AR EC O 2SR SR O B SO RCEL 1K) DAP (B AT st se 2.

M)A S DAP il sk AN B PERT, ASA 2 HF St i . #illn, 7% dap webvpn P& B
FAEH HTTP AREERS, ASA A&t DA, 44X http-proxy v 2 U no {E, DAP idxH
M ZEE, Nt Zaelas FERH S BH R AAA B, JF AT nE, N2 4 5ns A ik
BN ME. ASA Jo )7 i SSL VPN e A 735l S FF—> http-proxy iy 2 Fl—> https-proxy i
4. E ] ASDM KL E DAP.

R EC B 3

G E ST AU T P T B SR A SR AL R IR AR PO BRI L 1EAT B 0y BRI P
Mg as, VASGERRAR BB RIC KRS 3 (WERAT) o EATERRPUER BN A SN, JFHAS
Fr o€ TORNNERL S A R E S S DR SO REA S AT R e . JERIE A
—ANFEEE, F5 T SO 1) P IR P P 2 s

ASA SR LU N BRUGEERCE S T LAN [AIEH21K) DefaultL2Lgroup. H - IPSEC 4 Vs ) %
) DefaultR Agroup LA S ] T SSL VPN (G301 % 25 1 Secure Client) 3%4% ) DefaultWEBVPNGroup.
A DG BOX SEER B IC B SO, AR OV MR . S v] BLEIEE — AN AMRRE T IR LI
TR E SO RN E SO T ASA T 5 O AHURC & S, I HIGVETAE AN IR 55 4% EE TR E .

B EERE . AR A
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\)

ER RUENCE SO (B B 1 IKEVDD R RETGIE I E £ R e B VT A & LAN (] A e ovE i E
BEIEAL, WIERIA N

tunnel-group-map default-group <tunnel-group-name>

(ZRIMH A DefaultRAGroup) -

FEEREE X ERESY
O AT VPN SR . SR,
o AU BB - TS S 41 B S IR B B PE46 VERED FT
AR FI U A BIEAT S O 5, BRSP4 B 5 P S 4 ASA 1020

AR o
o A FHUEASEAT B 3 B0 AIE (K 70 7 S e 42 A e S ) — 8 R A% ik, 1T ASA IEAS 3R A
Mo

o VEREEM - ERRALHE IKEv] RV ). IPsec LAN [A]F1 Anyconnect (SSL/IKEv2). iE4%HCE
SCAE R R — R,
© SOMIAE. FACHNCIK RS 4% - XEES Kb ASA HIT-LAR B BBk 55 2 41 sl 514 -
* P S5k
o SRIUAH S P SBT3 ) 1R IR 55 1A &
R AR SR

25 A ]t — AN ER AN RSS2 2

o SERI BRGS0 - Rt — AL ) P B Ik . BRIAALSRENE & ASA 7 BEiE H - 247 £ 4
T80 UE B2 AN N s HC 8 1 T A R A ) 21 S s
& il oA TV - IO VEAEE ASA TR K T i I — AN A DHCP Ik 45 #s BHb i3 1)
{H.
o AP - IS LS AT P R SR R R R e R E CBRIAREN 14 KD N BN
B, ARG A PRI L T O
FUBR AR BRI, - IXLEZ 5 n) ASA FR/- A PEILBWN T 24177 20 IR H0 00 H T3
(1) user@realm JEX I 4

S @ 5 ST I BT P 44 1 FR (user@abe) . A0 HIBRATIER, ) ASA {44
Ml G AT SR W RRBRAL, W ASALEH P A F4uR (i) T 805
iE.

N\ strip-realm iy 2K 75 B 43 56 AR A (8] W 7 44 A ISR Ai3ak B e 457, T #dr A\ strip-group i 2> 1)
MHERALR e 7o a0 N BR AN B e 75, B IR AUE TR 4. B0, S5 ubk T
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58 ¥4 [) username@realm B username<delimiter> group 745 5o W1 IR 2% 2% VR HT & S5, )
WAZIFRE strip-realm.

BeAh,  CBGE T L2TP/IPsec %)) 2447 5E strip-group it &I, ASA il I\ VPN %/ difi i
PR 2RI A RN T P I PR B SO (BREAD

o SORERL - MWL LS HOTEORAERBUR I A R, Bl G A% ER

* BIBUDN JEPE - S BRE AT SN AL (1 m] 730 Bk 4 P b

IPsec [%iE 20 1E1ES
IPsec ZH 055

o P SR IAIE Ty TR PRI/ EGIE S
TR T RO YN IKE i, X SRR R TR T IA S (RERZ N

128 NMEFF)

* XFEE ID B UEER - S 8 2 1 R S5 A AR PR S E ST 5544 (1 5 477
o WURAR R UE A BRI P S ARG UE TV, W P s 2R A A1 A et AT &

(AL AT

o PRIRA SR )T XAUTH A4 XAUTH.
i AT P A AT ASA SHIOE AT Hifh AR 48 vk (9] 4n RADIUS. TACACS+ 8%

SecurlD) HEATEEFE VPN P S EGUFRT, 1518 isakmp ikev1-user-authentication i 4K 5 i

XAUTH G4 541F

* ISAKMP (IKE) fR¥FIEHIE . Wk bR v il ASA IS Ge FEXT S5 A IR e S 70 R AR I Iy a0t
ARSI B CRITERRAS . WA SRR Tom B, U ASA SR 1ZIEHE . JA ] IKE fR¥5iE
FERT BT 1AE TKE X 85 R 2R S a4l

IKE fRAFIESA B FIE . N EILDIREIE S TAF, ASA NIL@REX SR AR I E
BEDIREE I T LA 0 A4

* Cisco AnyConnect VPN % J i
« JLRL 108 B AF

* Cisco Secure PIX Firewall

AEERE VPN % i AN SRR IKE fREFERE

WRACE e — AR A AR, JF B — 20 55K SOHF TKE PRI H i HoAt 0 854K AN 52
£ IKE fRAFIERE, TS ] IKE (RAFIER . 1ZDIREAN S 5L M AN SRR BE DD RE 045
.

U SRAEIT IKE DRAFIESE, T A o B0 A5 A4 R 1 23 DRSSl IR A H B S HR I b 1,
SLE AR RN o SO R, S R RCE AL, 5 34 0T,

B EERE . AR A
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ssLvpN 2R EctiEEss

A

ER NERDER A, EAEZAE S ISDN 2R B T B AT A %5 ) i
PG L R 28] IKE {45548 . ISDN 8200 3 270 25 WA o0 T W TF e 42,
B )2 IKE R FRERN LB AT b7 1R 25 R, DI 8 G b7 T 3% 4%
WRAEH IKE R FFIER:, W am N AE L IKE 5% IPsec %580 I I 425 Wi
FRERE . R B A2 [R17E B IKE R, i PR S5 fAk
N SC AL DT T P e i
Wi LAN [A) & A A 02 IKE EBEK, T ORI N XS IKE PRFFiE
BERCE AR . AN IR 645 8 ) IKE fRdeidiss, sl )2k 1] IKE
PRFFIERE

© WERAT A ECTAE PR ACE S Bl AT AR 8 FE AR BE AR UEAD B (I 0 S5 A0 S kA5 A0
P RAUES) IR RUE S COFRRUEB HYET AR CA IEF) .

o R LU S el e RRCAR 1) Windows 20 S 0P (K s B2 SR L2 P g, 9wl R AR ALK
BRI C OB 3 ShRAS o AT LAOA BT AT SR E SO s e R R L SO A SO ) i

-
o WERAE AT PRGBS O Bk, AT AR R T AR UEEAGE 1) TKE XS5 AR (A3 A5 A
AR

SSLVPN 1B EIERLE W HEIES

FHHLAE T T SSLVPN (Secure ClientHITE% "2 MEREIUE B SCIF B MERO S . [ T ik
JRAEZ A, 8 BERC TR T IFAT VPN e A 13 MU B S M

\)

ER R RURRRAS T, COHERRRCE SO B CRREA” o EEHRRC B SO T 2T tunnel-group fir 2 AT AL
Ho AEAWAZHAMMRZHAAE.

F 1: SSL VPN Hh IR E BT

Ige

authentication VB GV AAA BETD .

customization fiff e BN FH 0 AT L B e XA E K. HE RCE A THieE P&
BN BRI E DA .. WTAERS B G 5 SSL VPN i 72 Fhfid &
HE XS5

nbns-server T2 B T CIFS 4 FRAEHT ) NetBIOS 44 R S5 IR 45 %% (nbns-server)
R
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LhkE

group-alias TR WP 55 4 5 | HDESRCE S — AN AR SR,
P IR RS b e 621 4

group-url e — AN URL. WERECE SR IE, V55 5E URL M HE
RN TR

GRS E K 21 URL FH T Secure Clienti® 4z, ZRAERE B ASA
T GBS H] T R AR L 4] URL BLAGE ] T4 75 rU i B 4

JeHb ik 941 URL.
dns-group PRI DNS IR 554821, 1% R55 s 414 5 A T4 ie B SO ) DNS JIR55
a3t DNS k55 as Mk 044 . ARG5S o B IR I
hic-fail-group-policy WAL B2 4 A B354 Group-Based Policy &1 E A “Use

Failure Group-Policy” 8% “Use Success Group-Policy, if criteria match” ,
$55E VPN ZhRE S o

override-svc-download P i MR R 3 AnyConnect VPN 25 i 77 JC B 1K) 28040 S
VAR

radius-reject-message S RAERAR LR, 5 ARG 54 E s RADIUS JE467H &

b B EERL & ]

AR 2 B AR A B i SRS N S G SO (K A R T

)

AR A S RIENGE T AR IKEV2 AT IKEV], 1 AN T Secure Client. J£% /3 SSL VPN, [H
Ji SR VPN % 5. Apple AL VPN % /7. Microsoft AL VPN % /7 i ok IKEv1 IPsec [f) ¢ TCP.

A DME SCBRVGERRIC & SO, IF HURT DK e e B SO IC & = R R A A b, i
ARAEER E SO b SR B A B, % AR DA E R B SO SR IO . BRIAEREIC B 3
PERB ARV ) o G SES BN R TR R SR . TG P B S (LR BRI
B AR E A EARCE, 5 I show running-config all tunnel-group iv4>

B A E R B A
ASA T DL RFIEE IR B S CREIRAD IRAHCRIE— AT A IR R VPN 2188+ 5 18

o S e BRI A AP E A 255 R BUFIH S . “ERROR: The limit of 30 configured tunnel
groups has been reached” .

B EERE . AR A |
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ZXIA IPsec IR 10 EEAL E ) HIL B
R0 B UL S R P e

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no override-account-disable

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2

no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

tunnel-group DefaultRAGroup type remote-access
tunnel-group DefaultRAGroup general-attributes
no address-pool

no ipvé6-address-pool
authentication-server-group LOCAL
accounting-server-group RADIUS
default-group-policy DfltGrpPolicy

no dhcp-server

no strip-realm

no password-management

no strip-group

no authorization-required
authorization-dn-attributes CN OU
tunnel-group DefaultRAGroup webvpn-attributes
hic-fail-group-policy DfltGrpPolicy
customization DfltCustomization
authentication aaa

no override-svc-download

no radius-reject-message

dns-group DefaultDNS
tunnel-group DefaultRAGroup ipsec-attributes
no pre-shared-key

FEREE YA, AR
|
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peer-id-validate req

no chain

no trust-point

isakmp keepalive threshold 1500 retry 2
no radius-sdi-xauth

isakmp ikevl-user-authentication xauth
tunnel-group DefaultRAGroup ppp-attributes
no authentication pap

authentication chap

authentication ms-chap-vl

no authentication ms-chap-v2

no authentication eap-proxy

IPsec BB E B 14
B BURMERS £ ABEM ALK . TPsec TEFEUF I /3 SSL VPN BRI 28 e Bob [ f 3
JEHE. TPsec LAN [BEUH I ECH 3020 . 42607 fr % 524600, 520 (Cisco Secure

Flrewall ASA RA4 5% ) o AVHZIT 30 n] it B 2 B2 U5 1) 3E 20 S SCEAT LAN [R) R &
Ao

e B2 177 o) iE Rl B 3
FE LT I AR 2 7 i b Lol j ASA 2 IAVEESZIERRINS, TR A0 Gz R U7 e 3 0 0 A SO A
o A G Gl SSL BE IPsec/IKEV2 #43%)
* L& i SSL VPN RT3 55 i SSL #:4)
* JUBF ASA 5500 fij 5 VPN #4125 i (Gl [Psec/IKEvI JE4%)
BATESEAE 4l DfitGrpPolicy (K ERINZH SEIE .

NN ARV R B SR, AL E R E A R R, ARERCE RV B, SR
ST

o Fi T ERE VS )G B SO A RIS, 5 8 T

o BCECRR VS ) NG E SO R M L 58 9 T

o JCE XU By I E , 5 13 1T

o JiC B LR Uy ) BEAC B SCPF IPsec IKEv J& 2, 5 14 1L
* fid & IPsec EFEy N EH AL & SO PPP @M, 5 17 1T

¥5 AR i o) i HE AT B ST Y B FRFNZE R
iz

I\ tunnel-groupdn &, BIEIEEACE SO, AR e I BN B DU I A AR AR A

B EERE . AR A
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XTI YT BEIE, 264 remote-access.

tunnel-group tunnel_group_name type remote-access

il

B, AN 44 4 TunnelGroup [FIZEFE Uy W) Bl & SCAF, EBIALL N f 4

hostname (config) # tunnel-group TunnelGroupl type remote-access
hostname (config) #

RELRHEEEREXHENREL

N
8

DG L OB G B R UR Y, AR NP R R E S A

TN E B PR, AR P S ok 2 1 B NN tunnel-group general-attributes 145, M EEA
tunnel-group general-attributes FC BB . $E/m 723 B LA UR AR 0K

hostname (config) # tunnel-group tunnel group name general-attributes
hostname (config-tunnel-general) #

e EEAT I S ITE RS 240 (R AR, TR BTG 8 RSS2 20 W P15 108 T 48 F LOCAL
AR PEHAT S IAE, 7N CkE 7 LOCAL

hostname (config-tunnel-general) # authentication-server-group [ (interface name)] groupname
[LOCAL]
hostname (config-tunnel-general) #

5 Bk R 55 2 4L A PR B K v 16 N4

Al LU R4 2 Ja B B D R A ORI PR FC B R T I SR B0 E . TR e g 4 A &
M4 L A RR AU FE S5 oK. LU a2 4 4 test 145 LI C & 4 2 TH O I Sy IE, 40
servergroupl ¥ 55 28 BEAT & 43 50 0E «

hostname (config-tunnel-general) # authentication-server-group (test) servergroupl
hostname (config-tunnel-general) #

e A PR S Bl CNRAD) AT, ROTERAEIN, TP IO AT B M PR
.

hostname (config-tunnel-general) # authorization-server-group groupname
hostname (config-tunnel-general) #

FAURSS e AL A PR AT 16 A 45 B, DAR fir 245 58 A R BUIR 55 % 4 FinGroup:
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g

hostname (config-tunnel-general) # authorization-server-groupFinGroup
hostname (config-tunnel-general) #

g EAT Gk R g5 el (U sRAD 44K

hostname (config-tunnel-general) # accounting-server-group groupname
hostname (config-tunnel-general) #

KR S5 A 4L A PRI AT 16 AN AT Biltn, PAR fir 2452 144 0 comptroller FRACIK S5 25
4.

hostname (config-tunnel-general) # accounting-server-group comptroller
hostname (config-tunnel-general) #

i E BRI LS (1 44 P -

hostname (config-tunnel-general) # default-group-policy policyname
hostname (config-tunnel-general) #

L HME I A PRI AT 64 AN FAF . LU 7R BiK DfitGrpPolicy ¥ 4 BRIAZH SRR ) 44 7k -

hostname (config-tunnel-general) # default-group-policy DfltGrpPolicy
hostname (config-tunnel-general) #

¢ DHCP %54 (2 10 G4 M4RRECIP sk, LA DHCP Hihibith (5% 6 ANt (14
FRo BRINIEE N JC DHCP k4528 H e H R . dhep-server fir2 1) F T ASA Bt & 0 78 2218 3L VPN
&P 1) TP Hiuhk I ) 48 2 1) DHCP i 25 % A& HABE I . A S5 B, 12 (Cisco Secure
Firewall /il ASA %4 2%) FRE 1) dhep-server fT %o

hostname (config-tunnel-general) # dhcp-server serverl [...serverlO]

hostname (config-tunnel-general) # address-pool [ (interface name)] address pooll
[...address _pool6]

hostname (config-tunnel-general) #

WERTEE L LV AARR, W24 5 R FLR K
AIEA R E RN ip local pool 4ok Be B kit .
DR SRAE T R 25 HE AT, T TR NAC S IRAEIR S SR 4L A4 AR, 1T AR iR B T R 2 A2l 22 42

ARASIAE (1) B SRR S5 85 4 o 28 D — AN ) P TR 45 2 L B0 SR NAC. i aaa-server iy 4
fir4 ACS . R)5, I nac-authentication-server-group fir4 O IRSS #2048 ] [ — 42 05D«

LA 74K acs-groupl AxiHhZEH] T NAC 22 ARSI UE 1) 54 3 30 Uk R 55 2 41«

hostname (config-group-policy) # nac-authentication-server-group acs-groupl
hostname (config-group-policy)

B EERE . AR A
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PR 7181 A BRANSZ R 1) 20 2k A B 473 56 U IR 55 4 41 -

hostname (config-group-policy)# no nac-authentication-server-group
hostname (config-group-policy)

iR
NAC 7 2 i AL _E 22 RME A .

FREALER M AR IE T AAA RS54 Z 0 PRI BR AL I 2 0. BRIA BB A R AN R B 4 42 AN R B 40
iﬂji:

hostname (config-tunnel-general) # strip-group
hostname (config-tunnel-general) # strip-realm
hostname (config-tunnel-general) #

AU . R RIBRAE, W ASAEFH P AR (AT AT SO IRE. W RIRAL, )
ASA I P FATIS, Cin A7) BEIT S IRAE. SN strip-realm iy 45575 B 403 56 UE 31 R U 7 44
eFH B sk B s 755, T strip-group iy 4 WM R AT 73 o n S R HI R PR AN BR e 155, B 3 BIE
BOGETH P 4. B0, SO0k It T 52 21 username@realm 5, username<delimiter> group 744
Ho WHRARSS 28 TCVEMANT & ST, MIZiife € strip-realm.

o, WS4 RADIUS. f#1] NT ff) RADIUS 5k LDAP fii 45 2%, WA LS 4 60 B
pEsy &

WS R LDAP H RS 25347 S0 5604F, Wi L Sun Microsystems JAVA R4 H sk 4545 (LA
HIFK A Sun ONE H skii45%%) F1 Microsoft Active Directory K37 Fra i &7 #1

Sun - /£ ASA _ERCE T U510 Sun H 35543 1) DN s EENS U 1] 2 ik 55 4% 1 A0 BR I35 ) SR
SRV H s RO s RAT H A B BURBR AT 7 4500 DN ] LUKE ACT TN BRI A5 S o

Microsoft - W Z0C & % T+ SSL ) LDAP LAXH Microsoft Active Directory Jii JH %155 #H .

SEShAE CBRUHISE T RS 75 4Bt B B2 P . BRI BTG 14 FIFA ¢
F.

hostname (config-tunnel-general) # password-management
hostname (config-tunnel-general) #

WIS a5 & LDAP 453, WInT AR 2IH 2 mrZ /bR (0 2] 180) FFan st H F R 2130

hostname (config-tunnel-general) # password-management [password-expire in days n]
hostname (config-tunnel-general) #

pE

1 tunnel-group general-attributes Mit. B 45 2T 4 A I¥] passwor d-management i 4 HUAR T BT 71
tunnel-group ipsec-attributes 2T i A L3+ H Y radius-with-expiry 174>
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fic ‘& It passwor d-management fiv 4, ASA 2 EIEREF ;8 3% i IE 0 L 2 i a5 L BIDR 213 sk 2 3
o BRJ5, ASA WA RIS B W M AT S AR B, PO Z s k.
R AR E RADIUS 5 LDAP S 563F, ASA ¥ 2084 .

TVER, XS SRS BRI R, e O ASAFE B 2 Ry 2 /DRI AR A P S i B
F34,

W45 € password-expire-in-days JCH#E T, LR E R

FREI A HRBOR E N 0 25 i 4. ASA ANl g P s i R 203, (B2 ) o] DI 6
B 5 B SO

HIRVELIE R, 1SR E Microsoft Active Directory ¥ & LAREAT #0485 HE , 25 27 T,

ASA WA 7.1 K @ A FEAE H LDAP 84 A AT S MS-CHAPv2 [#] RADIUS 8210547 5 43 5 ik
i, W% Y FF AnyConnect VPN %5 /3. SRl IPsec VPN %55, SSL VPN 54k it %5 7 i A1 %%
FUERIE R SIS, X T Kerberos/AD (Windows 208 ) B¢ NT 4.0 35k, FrfgiX Lo SR EIA Y
R 1,

HLE S FF MS-CHAP ) RADIUS It 55 & i A SC - MS-CHAPv2. passwor d-management fir4 i %
1§ F} MS-CHAPv2, [A i b G 4L v i .

RADIUS k%548 (B, RN ACS) mIRESH G 0 ki sk DAREE 7 20Uk 2 2 o) — > S Bk A 5%
8. {H/E, ASA {V5 RADIUS A4S #3515 o

XFF LDAP, 137 EAIFEF LDAP %41 A ML ES5. BT, ASA {6 Microsoft Active
Directory Al Sun LDAP JI 55 7 S it T A7 % i A BR@ 4 . AL LDAP 752 SSLik . 7124347 LDAP
SR P FT, LS F3E T SSL ¥ LDAP. BRI N, LDAP {8 H i 11 636,

TR AE PR A T (0 2 BRI ZEAE T ) — a2 AN m . e)s PR e 228 A0 % DN 7
B R 20 A ALK P 44«

hostname (config-tunnel-general) # authorization-dn-attributes {primary-attribute
[secondary-attribute] | use-entire-name}

B, LR a4 @A CN B YA S B H  44 2

hostname (config-tunnel-general) # authorization-dn-attributes CN
hostname (config-tunnel-general) #

authorization-dn-attributes 55 C (EFR/MIX) . CN (AFHLH) . DNQ (DN FREFR) - EA (HE
PEHNE) . GENQ (HHRFRERF) « GN (%) . | (HFEH) o L (X)) « N (%) « O (4
41) . OU (AHZUaf) . SER (FFI15) SN (#F) . SP (H/HRX/EEET) « T (WAL . UID
(7 ID) FMUPN (JH B464 0

s R TR AR A SOV AT . AR AR AL

hostname (config-tunnel-general) # authorization-required
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hostname (config-tunnel-general) #

B ENEZHIGIE

UG Gy bt — STk Dh e, %I RE LR A28 S br e A A AL B 6 e S5 E, w2 — A
JUARERD o R LLT fir & KRB 5 A Bk

P 4B S e IR 55 A 4. Ay 4R THIVERIE) AAA RS4RI AAA RSS2 4 .
ERE

B A& AT AnyConnect VPN 4%,
S Bh R 45 BRI 2 SDI R4S 2edl . BRUEDL N, TR HB) S 5AF

hostname (config-tunnel-general) # secondary-authentication-server-group [interface name]
{none | LOCAL | groupname [LOCAL]} [use-primary-name]

L 48 ] none BT, T4 B BHAIAE . groupname (15 E AAA IR #8444 . LOCAL 15 E1#
PN RS 285t %, £5 groupname {HAC A FHIY, LOCAL #55¢[HliE.

Bl ln, B0 SR IR IR S5 AR ALV N sdigroup K5 Bl S 40 B0 UIE ik 2548 ZH BN Idap_server, i
PN iRt

hostname (config-tunnel-general)# authentication-server-group
hostname (config-tunnel-general) # secondary-authentication-server-group

AR
G SAE H use-primary-name ST, PG ST TEHESUE K — M P 4. 1eAh, WA 2RI A 2
FARS, WA L P AT S A T

WRMAEFSRECRE ] P 44, &%\ secondar y-user name-from-certificate:

hostname (config-tunnel-general) # secondary-username-from-certificate C | CN | ... | use-script

FEUE P CLHAE R P 441 DN 7B 5 32 2 username-from-cer tificate fir & A ] . 3%,
A LLARSE use-script ST, ZKHEF IR ASA fTH ASDM ZE IR A SCAE

B, wESRE ARSI AE N EER P AFBOHR e CALURA” AEMIRER P A B, 1l
AL R4

hostname (config-tunnel-general)# tunnel-group testl general-attributes
hostname (config-tunnel-general) # username-from-certificate cn
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hostname (config-tunnel-general) # secondary-username-from-certificate ou

£ tunnel-group webvpn-attributes # 5 1 H secondary-pre-fill-username iy 4>k 52 H U\%F‘ Uiy UE
FEMKCE ] P 44 AR S B b P A o AT SOGB4 i b i 238 HI T 0% ) i JE 46540 7 SSL VPN %
J 3 (AnyConnect) 4%,  DAS R A7 B0 e 24 - KRS U FH P 44 %kkkfﬁﬂ%1:4***ﬁﬁﬁtibﬁbo .
B A SSL 2% g AT [N A7AE,  (HR A ZRAEAN ] iy < HR o0 FLEA T IRC B

hostname (config-tunnel-general) # secondary-pre-fill-username-from-certificate
{clientless | client} [hide]

Bilan, WEEE el pre-fill-username X IEEZHAT T S I UF A B SR I0AUE, TERIALL R dr 4

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # pre-fill-username client
hostname (config-tunnel-general) # secondary-pre-fill-username client

o e B IR 43 56 UE AR 45 2 R IR EGE F T IE R BB M . BRONERE S £ S IIF RS 4. It
A A AN O B B AR A R

hostname (config-tunnel-general) # authentication-attr-from-server {primary | secondary}

i, s E A A B S A AR S5 & TR LU Al

hostname (config-tunnel-general) # tunnel-group testl general-attributes
hostname (config-tunnel-general) # authentication-attr-from-server secondary

Fo e B SRR S 5L 7 44 (primary 88 secondary) o ZRIAMEN primary. £ )7 HXWE & 47
AR IR, bl Ress X AN - 23T S 50 UE . B HE 20k 2 — AN EAT B BIE
M P23 e Wil P 4. iR 2R K. SR EdR . R g H SRR H St P
ER

hostname (config-tunnel-general) # authenticated-session-username {primary | secondary}
B, Wi S ORI S AR GAIE T P A4 A6 200K F B SR BRI S5 4 TN LU Al

hostname (config-tunnel-general)# tunnel-group testl general-attributes
hostname (config-tunnel-general) # authenticated-session-username secondary

e & A2 15 18] E L B ST IPsec IKEv1 B 14

N I RE ) ) R L B SO B IPsec IKEv 1 R YE, T PATEL F2B 8. DU N Ui RS E )it
REVS )RR E S o IR VT R E RO E SO L LAN [EERICE S R 2wt
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et

R BTy R E x4 Psec KEv Bt ]

PR WEHRE RS ] BRIE AL IPsec JRYE, 1578 B St al 2 i SR M A LU R dr @ 2EA tunnel-group

Nil

8

ipsec-attributes # . FER A4 U AR AR R AR T U

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

A2 3E A tunnel-group ipsec-attributes FUE R, 7RI o] AR Pl Sl 2 A SR il E

remote-access tunnel-group IPsec J& 1k .

B, LLUR fiv A8 %€ J5 1 ) tunnel-group ipsec-attributes 5 iy 415 44 o4 TG1 [FEFER & SR G
TR, RS LR R H i 4b T tunnel-group ipsec-attributes £

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

MR Y], SR TR IKEvI R HHE =Y. filll, BUR a4 Psec IKEv1 L FE V)
e S 1R I SO R TS 3 ] xyzx ORSCRF IKEv 1 4%

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-ipsec) #

i 52 AL AT R A5 AR R E 5 SR I S SEAA K £ 3 -

hostname (config-tunnel-ipsec) # peer-id-validate option
hostname (config-tunnel-ipsec) #

AT REM optionfi h req C(AT) + cert( CAIRAZAEPBSZHE) Mlnocheck ( (RKI#Y) o BRIME K reg.
B, LAF a2 e 7 peer-id ik

hostname (config-tunnel-ipsec) # peer-id-validate req
hostname (config-tunnel-ipsec) #

R TR HAEPREM A% . DU dy & AE A& f b A S ARUE B AT S CA I3

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

MR IE T AT IPsec FRIEZH A,
Yo FTARRE A 23 IKE S SR RIE H G T S & FR

hostname (config-tunnel-ipsec)# ikevl trust-point trust-point-name
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hostname (config-tunnel-ipsec) #

LA fir 245 5E mytrustpoint 2 £ A6 5 IKE X 84K FIEFS K44 B -

hostname (config-ipsec)# ikevl trust-point mytrustpoint

$5 € ISAKMP {RF5E 2 BAE A o VR Bl kL

hostname (config-tunnel-ipsec)# isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

threshold S35 & 76 T U R R W 45 2 B SR VF 0 S5 25 PRI D A (10 & 3600) o retry Z L%
AWCEMRRRE RN G IR (2 2 10 ) o BRIANOL N2 )8 H IKE fREFER: . Wngiss
ISAKMP {RFF:%#z, 1% isakmp keepalive disable.

Blhn, LU R4 IKE (REFEZBIMEBCE 15 2, IR Bl iR & 10 #:

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

threshold Z 4 ERIMEXT T @ #2771 24 300, XFF LAN [AER: N 10, 10 retry ZEERMMEN 2.
AR 8 D L (AR 4R B ISAKMP W%, iEMALL Fdrd:

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

1852 ISAKMP B & G 43 363F J7v: (XAUTH iR & XAUTH) .

T A AR T IT ASA S IAE A Hofb AL 45 757k (5141 RADIUS. TACACS+ 5% SecurlD)
HEATIERE VPN I S 56AE I, 3% 48 isakmp ikev1-user-authentication fir 4K 52 i & XAUTH
SO RAE. A XAUTH ¥ IKE (IR B 1 40 WL R IR, G iR A S KL

a) ASA M HIARAE A S LN AR VPN P EAT B B0AIE o 108 S V7 EAT BR 1) B4R B IR ¥ TKE 2242
PRI

b) RJ5, XAUTH AZ#XFE VPN H 3T S 50 0E . b J B 4 50F o] DU A 3L b — sz S0k
(A 28 51 03 BRI 7
P Y 3
IR E G O S UE IS5 o, B UL 2 S IR L B AR AT A, SRS A e S 40 B0 2R 5 A VR

I
o

AJ LA# isakmp ikevl-user-authentication fir4 55 Al 1% [¥] interface 200 & A8 FH K45 7 R e #2 1
MW interface Z N, i A T A, JFHAEKRTR per—mterface I . g
TR E SRR 2 TP isakmp ikevl-user-authentication 4, FF H—M# ] interface
RO 5 —MAMEHESEL, WIFEE interface [ 2% T F e #2111 ﬁﬁ 5.

filtn, LUT a4 444 example-group [0 B SCAAE 4% 1 EJH RS XAUTH:
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hostname (config) # tunnel-group example-group type remote-access

hostname (config) # tunnel-group example-group ipsec-attributes

hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication (inside) hybrid
hostname (config-tunnel-ipsec) #

AR e EELCE X4 PPP B 1E

YRy S R ) EEEE B SO RO U BSURE, W HATEL T PR PPP B MEAIE ] T IPsec i fd
VI ERRCE SO U BB s 2 A1 IPsec LRV ) R T & S0P

HEN tunnel-group ppp-attributes FC E A, 7RI T vl 3@ 4 A LU R dir 2K AL remote-access
tunnel-group PPP BV, $E/RFF 4 T S AR IRBR R AR T 0K

hostname (config) # tunnel-group tunnel-group-name type remote-access
hostname (config) # tunnel-group tunnel-group-name ppp-attributes
hostname (config-tunnel-ppp) #

Bhn, LR 46 € J5 T 1 tunnel-group ppp-attributes #3iy 4 544 4 TG1 3B & SCAFA K
EEFR, FORFFA M LR IR HAETAL T tunnel-group ppp-attributes £

hostname (config) # tunnel-group TGl type remote-access
hostname (config) # tunnel-group TGl ppp-attributes
hostname (config-tunnel-ppp) #

Fa € SR PPP S HAE FARS i Vh SR e F S 0y B0 UE . B SUAE AT LU PR AR — T3
* pap - X PPP TR T FH 209 4 Bk 03
* chap - % PPP 45 i3 HI STt 48 TS O3 Stk il o
* ms-chap-v1 2§ ms-chap-v2 - %} PPP ¥4 i 1] Microsoft JFi#I48 T & 4 Wil s A 1 siARAS 2.
* cap - XJ PPP 3EH A F T e S 3 BiE p il

ERINIENL N 238 ] CHAP #1 MSCHAPv .
L & IR EEE A

hostname (config-tunnel-ppp) # authentication protocol
hostname (config-tunnel-ppp) #

TR B VSR B0, 3 Ay 41 no TE A

hostname (config-tunnel-ppp)# no authentication protocol
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hostname (config-tunnel-ppp) #

Wilhn, LU A% PPP %8 5 F PAP hidl:

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

LN 2% PPP 74 J3 | MS-CHAP A 2 i

hostname (config-tunnel-ppp) # authentication ms-chap-v2
hostname (config-tunnel-ppp) #

LU R 4% PPP %32/ | EAP-PROXY 1piL:

hostname (config-tunnel-ppp) # authentication pap
hostname (config-tunnel-ppp) #

LU v 4 %f PPP JE4%25 ] MS-CHAP JitAs 1 #pil:

hostname (config-tunnel-ppp) # no authentication ms-chap-vl
hostname (config-tunnel-ppp) #

B & LAN (8] :E A & X

IPsec LAN [A] VPN MRl & SCHE T LAN 7] IPsec % J' i . BURTESECE 4 2 S50 Psec
TCFEVT RE BN B S S EH R, B2 LAN [RIBEIERSHHE >, LU S H Ui & LAN [A]
TEREI B A

* 85 LAN [AERRC & SO AR, 55 19 1T
* fio'® LAN [AERERC & SO s, 58 19 1T

W& LAN [A] IPsec IKEv1 JE81E , %520 7L

Z0A LAN B EEEEXHEE
BRIN LAN [HIEEC & SO AR

tunnel-group DefaultL2LGroup type ipsec-121
tunnel-group DefaultL2LGroup general-attributes
default-group-policy DfltGrpPolicy
tunnel-group DefaultL2LGroup ipsec-attributes
no ikevl pre-shared-key

peer-id-validate req

no chain

no ikevl trust-point

isakmp keepalive threshold 10 retry 2
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LAN I‘ETJL%F‘EEY#F IS H L R ) JE R IE B SO, JF HILH K2 E S HOo T A4 .
fETRCEIER:, BCARR LA o R BN B R P A S O BRI R C F S 4R A FH

5 7E LAN [8) 4% EC & S Ry 2 FRFNZEEY

TR E L R A FRRIRAY, FEN tunnd-group 4, IR s

hostname (config) # tunnel-group tunnel group name type tunnel type

T LAN [A]B&IE, 28890 ipsec-121; B, WiZig)ad4% % docs () LAN [EHACE SCHF, %A LL
T

hostname (config) # tunnel-group docs type ipsec-121
hostname (confiqg) #

BLE LAN B EZEEEXHEMEM

Nil

B

U B B G B SRR YR, AT IR

TR Pl S ek 2 1 B N R 52 general-attributes S ¥R HE N tunnel-group general-attributes 5

P{T

tunnel-group tunnel-group-name gener al-attributes
EUE
WFF-44 4 docs RN E SCF, TEHIALL Fir 4

hostname (config) # tunnel-group docs general-attributes
hostname (config-tunnel-general) #

PORTF TR LR N ILEAL T config-general #E30, 7E AR R AT C B R 16 21 0 Je 1

Tt 8 BRSNS (1) 44 B«
default-group-policy policyname
-
DA i 2915 7 BRULZH SRS (1) 44 K4 MyPolicy:

hostname (config-tunnel-general) # default-group-policy MyPolicy
hostname (config-tunnel-general) #
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B & LAN |8 IPsec IKEvl &%
A IPsec IKEv] JE, AT LA DR

o
i

PR WERCEBEIE A IPsec IKEv1 J& 1, 15 7E S 52 15 SN N BAT [Psec-attributes I8 (1)
tunnel-group 772 HE A tunnel-group ipsec-attributes B & iz

hostname (config) # tunnel-group tunnel-group-name ipsec-attributes
hostname (config-tunnel-ipsec) #

B, LAF Ay HEN config-ipsec B0, DMER A4 0 TG [P B SO & 244

hostname (config) # tunnel-group TGl ipsec-attributes
hostname (config-tunnel-ipsec) #

RRFFE TR LR RIAEAL T tunnel-group ipsec-attributes i B .

MRAE P9, e T SCRF IKEv ML =3 ]

N
g
N

hostname (config-tunnel-ipsec)# ikevl pre-shared-key key
hostname (config-tunnel-ipsec) #

B, LUR A4 LAN [RDERNC & SO Tt 2838 XY ZX RS2 RF IKEv] %4z

hostname (config-tunnel-ipsec)# ikevl pre-shared-key xyzx
hostname (config-tunnel-general) #

PIR 3 L A AN SRR S R UE X 354 1 B 0 -

hostname (config-tunnel-ipsec)# peer-id-validate option
hostname (config-tunnel-ipsec) #

AT HETC ) req CAFE) L cert ( CATRRZUF S FF) Flnocheck ( (AR #E) o BRIME A reg. iU,
PL R 2K peer-id-validate ZET0 ¥ & 4 nocheck :

hostname (config-tunnel-ipsec) # peer-id-validate nocheck
hostname (config-tunnel-ipsec) #

TR A FE R SR PR AL . IR EAE AR S A HGIE P AT A CA TIEAS:

hostname (config-tunnel-ipsec) # chain
hostname (config-tunnel-ipsec) #

T LU I A N 21 A7 BRI 2 2 T
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WS FRE T AR IRERE B IKE 4 S TRIE A IRE AT 25 1 44 B

hostname (config-tunnel-ipsec)# trust-point trust-point-name
hostname (config-tunnel-ipsec) #

filn, CAF i 245 AF LA FRCE A mytrustpoint:

hostname (config-tunnel-ipsec)# trust-point mytrustpoint
hostname (config-tunnel-ipsec) #

T LA I e A N 21 P A BRI 2 22

$8 7€ ISAKMP (IKE) $REFER B 21 B IREL. threshold 22545 & £ TP IR DR FFE R I8 2 |l
FOVPXT SRS R IR AL (10 22 3600) o retry S50 BEA IR PR Frd B ma 1 5 19 FRIkE (2 2210
) o BRINESOL N &8 ) IKE R FFIE8: . B4R IKE fRF7E8:, 1A no EUK isakmp iy

hostname (config) # isakmp keepalive threshold <number> retry <number>
hostname (config-tunnel-ipsec) #

B, BUR ar 45 ISAKMP OREFIESBIE B E N 15 80, 4 Fln) b i B4 10 #5:

hostname (config-tunnel-ipsec)# isakmp keepalive threshold 15 retry 10
hostname (config-tunnel-ipsec) #

LAN [H] ] threshold ZE BRI A 10, retry ZEERIMELA 2.
WEFRE Ol CERMI) LA 5 5)) ISAKMP %, iHR A LU T dr 4

hostname (config-tunnel-ipsec) # isakmp keepalive threshold infinite
hostname (config-tunnel-ipsec) #

¥aE ISAKMP JE & G4 50AE 77k (XAUTH 8(7E & XAUTH) .
T BEAE FHECAUE AT ASA S I UE I B HAR L 477 (51 RADIUS. TACACS+ &Y SecurID)
HEATRERE VPN 7 B 36 UE I, 3548 isakmp ikeva-user-authentication fiy4 K S2jitiJE & XAUTH
B IAE. VRS XAUTH ¥ IKE I B 1 20 AL AN DR, SRR S S0 0L
a) ASA {EHFRUEA AT EXTERE VPN H 2 3T S 3G UE . 10K 2 S 3b AT 50 ) 5 43 B0IE 1) IKE %2 42
KK o
b) #AJ5, XAUTH &Z#exfzEfE VPN B AT S5k . Sbd e S a0k nf LA e —Fh 52 52k F
(4538 S e g i
ERE
DAIIC B Gy B UE R 45 2%, Al UL A P B S AT A, ARG A ek S B0 ST v TR

I
o

B, LR A5t 44k example-group FZEHEAC & S/ )8 VR & XAUTH:

hostname (config) # tunnel-group example-group type remote-access

gk Exy. BEwnfs ]



EEREXH. BERnAs |
B =T Ken = PsmmEa

hostname (config) # tunnel-group example-group ipsec-attributes
hostname (config-tunnel-ipsec)# isakmp ikevl-user-authentication hybrid
hostname (config-tunnel-ipsec) #

X TFETFHrERY IKEv2 & Pum A R%iE2E
B 2H 2 7 PR T I B RS I — Al sk . ST DA B B E 4R bR AAA RS 2%, TR iE S 4L,
JoE SCERINALSR NS . ASA 4318 NiBAE it R IE 4
IPsec ZLFE VT ) FIERIABEIE 2 24 DefaultRAGroup. SRIAREE A v MBS, (HAREMIESR .

IKEv2 ftiF43 il F A RIS 2 5 3 56AE CLT e B NS RR S 0 B0 AIE J7 e (BRI, b ke i FH it =
B Y IATE,  AEURE I N 5 A FHAE 15 5 4 B 58 EAP S IE) o BRI, I IKEv2 AT A AS KRR
B IGAUE, bt AMEUEAT BRI, O A ATIE (UL AR EEAP)

1% EAP S 4 5 3F i & DefaultRAGroup, Rl IX L85 1w ZE RSV i) 2R e i 4,  BRAER B
A8 FHE P 5 45 56 UFE A1 4E 1 DN ISR,
HETFHRER IKEv2 B3
ASA FHLUF IKEV2 JEm
 INTERNAL IP4 ADDRESS/INTERNAL IP6 ADDRESS - IPv4 5§ IPv6 ik

Y

EB IKEV2 ANSCHREA L (R4 IPv4 A1 IPv6 Hisih) o 4 SR [A 1R
IPv4 F1 1Pv6 Hihil, JF HiXpikhibil-#8ar Loy B, W) R 43 HC 1Pv4 ik,

« INTERNAL P4 NETMASK - IPv4 425 f il

« INTERNAL P4 DNS/INTERNAL IP6 DNS - = %/4#i ) DNS Mt

« INTERNAL IP4 NBNS - =%/l WINS Mk

« INTERNAL IP4 SUBNET/INTERNAL IP6 SUBNET - 43 #|[%iE 41| %

* APPLICATION_VERSION - 2. 1T 24 i, hyilE ks T ¢ ASA IMRRAE B, A
SXRAEATATR N o AHE, 2P e & SABGE K T RE AR BB Ik, JF HaZ s A/ Bk R T-ASA |
1) vpn - sessiondb iy &4 Hh I R4 H &

DAP 3 #F

BIR A HOE R TIHAT DAP SRRSHCE, W 0% P 52 Y IPsec-IKEv2-Generic-RA X JEi%E
BN R S SRS
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A2 VI 18] % P im R R (g 4R ik 5
L T AT I %) i T B AL T 52

mrzipm sz rsmpaats [

YT (BRIEZLSE |40 URL | iR DN JLAC NN oAty
(DefaultRAGroup)
AnyConnect VPN % | Y ¥ XRF XFF SCRE ANid H]
) i
Windows i i o T AL | 3 ANidi H
L2TP/IPsec FEBED
(EBLGLIKEVD e 75 B PSK )
HETARAER) IKEV2 | 5 i C R CHEHIAMESIRL | £ RIE
D -
1ITAF
- 75 (] EAP S | LA
TEID DefaultRAGroup F# i
2.

ETHR/AERT IKEV2 & Fim B 5 0 30 E 2 FF

R T I T ARAEN IKEV2 %)™ b S SR 10 SR B0 IE T ik 81K -

)

ER BRI UE VR PR EIAR B A P g Lz SZRE . T AEARE ASA LBk SZRFIIE . FTE EAP Jiik
S EAEESH ASA #5570 5 EAP R4S 28 2 [A)4CHL . BEAP 5 SC FER IR 45 ) i AT EAP R 45 285
EAP J5 1SR A2
% P R 54314 | EAP-TLS EAP-MSCHAPv2 EAP-MD5 {GES PSK
WA 3%
Linux [ N/A * ISE - & * ISE - J& HE RS
StrongSwan
* ACS- & * ACS- &

* FreeRadius - /&

FreeRadius F
AD - &

* FreeRadius - /&

v

FreeRadius F
AD - &
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& s S S )0 | EAP-TLS EAP-MSCHAPv2 | EAP-MDS5 GES PSK
W&
Android _|-ff] N/A *ISE - & 17 = ANiE
StrongSwan
* ACS - /&
* FreeRadius - J&
FreeRadius
AD - J&
Windows 7/8/8.1 *ISE - /& *ISE - /& ANiEH AR ANiEH
* ACS - & * ACS - &
* FreeRadius - /& * FreeRadius - /&
o JEid o JEid
FreeRadius [ FreeRadius [
AD - & AD - /&
Windows Phone * ISE - & * ISE - /& ANiEH ANiEH ANiEH
* ACS - & * ACS - &
* FreeRadius - /& * FreeRadius - /&
FreeRadius F FreeRadius F
AD - /& AD - &
Samsung Knox N/A * ISE - & * ISE - & ez RNiEH
* ACS - & * ACS - &
* FreeRadius - & * FreeRadius - &
] ‘mj\\i ] ‘mj\\i
FreeRadius H FreeRadius F
AD - & AD - &
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smzirsannir [l

& P A 5414 | EAP-TLS EAP-MSCHAPv2 EAP-MD5 iEH PSK
W%
i0S 8 * ISE - & * ISE- & ANiEH 2 z
* ACS - J& * ACS - #
* FreeRadius - /& * FreeRadius - /&
- illit - illit
FreeRadius FreeRadius [
AD - /& AD - /&
Android AHLZ " |N/A * ISE - J&: AN3EE H CHF CHF
lLLlJ-l
o * ACS - &
* FreeRadius - /&
FreeRadius f
AD - /&

IR % UEH SR I IE

FATRNER S A B PhSCHAT T4, LMEE UM T 2 UE45 S Rk I DR B K e Zh BEF 4
PRI, 2l 7 SSLIEHIFE AR S B IILIS, RG5> SSLIER, ASA XK

BL% ) s ity ZEREATUEAS By B0 UE TSR 7 Sl

ASA B X e FE V7 i) R FEE 2111 Secure Client EFENCE T S IE . RGEAHINA vk (ol aniE
TR S . 20 URL %5) $ATREE AL, AHERS S5 il B s G 00 B0AIE 7 v 5 2% - i EA T B e o

Gt

tunnel-group <name> webvpn-attributes

authentication {aaa [certificate | multiple-certificate] | multiple-certificate [aaa | saml] | saml [certificate

| multiple-certificate]}

SO AEETASS: [NAAA. [GET. NZUET . AAAFRET . AAA FIZAET LK SAML.

SAML. SAML FHEH 82 EiE 1 SAML.

ASA (config) # tunnel-group AnyConnect webvpn-attributes

ASA (config-tunnel-webvpn) # authentication?

tunnel-group-webvpn mode commands/options:

aaa Use username and password for authentication
certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
saml Use SAML for authentication

ASA (config-tunnel-webvpn) # authentication multiple-certificate?

tunnel-group-webvpn mode commands/options:
aaa Use username and password for authentication
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saml Use SAML for authentication
<cr>

ASA (config-tunnel-webvpn) # authentication aaa?

tunnel-group-webvpn mode commands/options:

certificate Use certificate for authentication
multiple-certificate Use multiple certificates for authentication
<cr>ASA (config-tunnel-webvpn)# authentication aaa?

ASA (config-tunnel-webvpn) # authentication saml?
tunnel-group-webvpn mode commands/options:
certificate Use certificate for authentication

multiple-certificate Use multiple certificates for authentication
<cr>

71 EAP B3 Z B E query-identity 1715

Microsoft Windows 7 IKEv2 % F ity & 3% — AN 1P Huhb A5 8 FLC B A2 e IKE) G543, ‘& nl Bk AR}
ASA HRSs 84 A Bob A T RE a4 B4k . ASA WAZ04E T EAP 543 56:3IF 1) query-identity eI T
B, ABERVF ASA MIXE w2 24 EPA S+

TR TAE B IS IE, ASA JIRS-2F1 Microsoft Windows 7 2% 7V iiiiE 15 06 45 4 F B4 i 2540
% (EKU) B

o XFTEIET, EKU F-B = % i S A S AEE 15 .
o XFFHRSAET, BKU F-BE = IR552% 5 03 B UEiE 1.

Al LA Microsoft il 15 AR 45 25 B LAt CA AR 4S8 3R IGIE 1S .

St EAP 543 564F, Microsoft Windows 7 IKEv2 % /7 i 75 22560 3] EAP B iR, K5 A fefaik
ATAT HoAth EAP 153K o 1525 U 7E TKEv2 ASA 55 b (1 B% 8 41 Be & S/ AL E query-identity JC8:
7, DM & i &% EAP S0 K.

N

ER IKEv2 328 DHCP #44%, LtV Windows 7 #IBEIE . Bt fie Ul H T 1Pv4 43 EI k% JE v .

UK

W BURIERRE B N IPsec ILFEVT M), 5% tunnel-group @4 . 15724 tunnel-group name type
type, H:H name 2 HCABEIEA LT, type & FFIE AT,

FELUR 7R, IKEv2 Fik 2 8 0 # 8 44kkaol59636jnfx:

hostname (config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 44kkaol59636jnfx

R
WAL & ikev2 remote-authentication pre-shared-key iy 4 5% ikev2 remote-authentication certificate
17 K58 O BT

B EERE . AR A
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$IE2

it & Microsoft Active Directory i& & LUHITHLEIR .

BRE W RS I UE M (EAP) 1E il i 2 TAsifE 15 — 07 IKEv2 e R Vs 1) % ) i CREF - &4
YSAEI T, 151 ikev2 remote-authentication eap [query-identity] 4>«

pEsk ES

WA T 5 B A M 5 4 36 UE, {4 7T ikev2 local-authentication {certificate trustpoint} 4
EAHY G, RIEABEXERE S KAE A H EAP. B0, S4HE40 EAP S 50IFETE K

FUABCE 2 AR, 35 i e A A FC B AR (HAVR 430D B IEAT IR 5 0 B

X T IKEV2 FEf, 16 20 s o 200 A Wi A6 Bt 3 50 F 770 Vi B S 30U (PSK. UE15F1 EAP)
A B E0AE (PSK FHIETD) , PLAMBAMEAT AU T A SO S0 o 57, o A MG Sl 45
PR B CREFRE TGS SREUT IKE ID T . W BIX AN IE VR L, AR N R B i
S B BRIA G FE VS 1) B 41 DefaultRAGroupo AN 58 Pt S5 AW iod UE 15 04T B 4 BRI, F 5 medft ik
A TG o SRS Fe VIS BN R B E AL SO IE 15 B4 43 56 UF A 0 B BRI 13 h A T B 41 A
o XF EAP Al PSK S43501E, (FH% 7y LI IKE ID (S5REE41 A ARVTHED) i fif A BRI % B A
FTRETE 2 A 4k

X}F EAP S B6E, BRAEZS S i R vVF o il B IKE ID M 144, 46 W Z54d ] DefaultRAGroup f%
A,

LAR 7 9 B 2R 24 1 5 43 B8 IE () EAP 153K «

ciscoasa(config-tunnel-ipsec) # ikev2 remote-authentication eap query-identity
ciscoasa (config-tunnel-ipsec) # ikev2 remote-authentication certificate
ciscoasa(config-tunnel-ipsec)# ikev2 local-authentication pre-shared-key 12345678
ERROR: The local-authentication method is required to be certificate based

if remote-authentication allows EAP

ciscoasa (config-tunnel-ipsec)# ikev2 local-authentication certificate myIDcert

RAF S

hostname (config) # write memory

hostname (config) #

BIGF BRI LTS A B IE IR 84T, i8] show vpn-sessiondb summary 1¥ show crypto ipsec sa fir

%,

fic & Microsoft Active Directory i% & LUH T3 E 1S

SR ] LDAP H R RS2 IAT G 00560E, WIEE Sun Microsystems JAVA R4% H 3 R454% (LA
BIFR A Sun ONE H %JlR45%%) F1 Microsoft Active Directory K3 FF &0 2 ,

* Sun - 7£ ASA _ERCE R TV Sun H &S5 310 DN I Z0RE W U5 [ 2Rk 55 8% L AR 5 5K
o SIS S B DA R EAT S B BAORLBR A 7 0 DNt m] LUKE ACT TN BRIA %Y
S o

* Microsoft - WZ0ML & £+ SSL #J LDAP LLX| Microsoft Active Directory Ji %5158 # .
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B =5 Active Directory 3231 2 76 TR B R E M B

LK W HE 5 Microsoft Active Directory {1 ], A28 ¢ B HELE Active Directory Z4( LA A ASA
GRS B AT/ A5 S A L IR E OCIKIY Active Directory B . X EE UMK O
ASA b B B IO OO N A R A E . A R R AP R 5 ] Windows 2000 R Active
Directory Rifi. ATERBEAMEH] LDAP H 5 o5 4 HEAT 5 43 Bk

{# F3 Active Directory 55| F A £ T )X & R B &L

Famih A T OB SR RSO %0, E/E ASA LAY tunnel-group general-attributes Fitl B S T Fi
& passwor d-management #ir4, JE7E Active Directory FHUT L N

UK

FLB1 KGEFETFFIE (Start) > #2FF (Programs) > &1 T B (Administrative Tools) > Active Directory Fi P
F0i+EH (Active Directory Usersand Computers).

FIR2 A7 s K Gk A & (Username) > @14 (Properties) > A (Account).

$IE3 EPARALAET—RE R ERNZER (User must change password at next logon) & 4E
HEH P RIS, ASA 2 RLLUFHE7R:  “New password required. Password change required. You
must enter a new password with a minimum length n to continue.” #1] LA{E Active Directory Ft & il F£H
WE BN TS K E n (Start > Programs > Administrative Tools > Domain Security Policy > Windows
Settings > Security Settings > Account Policies > Password Policy) . i&#&/NZERIHE (Minimum
password length).

{#£ FH Active Directory 15 & & < 2 A5 £ BR

MR 22 Ak, LR e M E S — o REUG B . SR P S i R e K S IR, 15T
ASA |/ tunnel-group general-attributes it &A% F 45 ¢ password-management @4, J£7E Active
Directory T LT 2D E%:

\)

ER 25 radiuswith-expiry v, Za4 LLATEC S 24 tunnel-group remote-access it & A —3 2> AT
ZHWIFR e . I AR 2 7E tunnel-group general-attributes 12X %1 A I] passwor d-management

PSP
e

R

LB KL R TFA (Start) > F2F (Programs) > &2 T B (Administrative Tools) > 8% £ % (Domain
Security Policy) > Windows & & (Windows Settings) > R£i% & (Security Settings) > M %R B
(Account Policies) > 3%k g (Password Policy).

P2 Wl “CEE R IR .
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{# /A Active Directory 2 &2 /N ALK [E .

HIR 3 % E NI RIEIZE (Definethispolicy setting) & EAHE -4 2 B RVFI A B (LR Ry BT .

{$ /3 Active Directory Sjitf & /N REE[E

BT T ) B /N B, TETE ASA AU tunnel-group general-attributes At &AL N8 E
passwor d-management #ii4, H-7F Active Directory 47 LA 2D 5%:

UK

FIE1 R UGE TR (Start) > 2/ (Programs) > &8 T B (Administrative Tools) > 8% £ % k& (Domain
Security Policy).

LI 2 KIEFEWIndows 18 E (Windows Settings) > &£ E (Security Settings) > Mt A 55 E& (Account
Policies) > Z#03EHE (Password Policy).

T3 Ml NERBKE
PR 4 LD EX MK E (Define thispolicy setting) 5 HE - $i5 e %5 55 06 25040 55 1) B /N T4 4K

{% F3 Active Directory SLjiE 55 & 244

LS A (N, SRS RSN FBE B SRR, i AE ASA LI
tunnel-group general-attributes Fit & #5104 A\ password-management #iy4, Jf-#£ Active Directory

HATUL R DB
SUE
LI

I FEFFIE (Start) > #2FF (Programs) > &38 T E (Administrative Tools) > 8% £ % B& (Domain
Security Policy). &% Windows & & (Windows Settings) > & £1i& & (Security Settings) > M
% B& (Account Policies) > ZRE %A% (Password Policy).

P2 AGE B R AR DATTF “ 2 A IS B RHEHE .
FIE3 b o KIS E " (Define this policy setting) & i%HE I k£ B A (Enable).

YA SR R I, SRS A S et A s A . {EIC & Enforce password change at next login
1Y Password expires in ndays Z 7. {EE I, H RS ZORMAB S S 5er, I H RGO A
2R AR N

it B 112 B & X L £ 3F Secure Clientay RADIUS/SDI B 2

AT AR DAL A P48 FH RSA SecurelD #4414 Fi ) AnyConnect VPN %5 7 i (6 1% 1 fff i Wi ik
RADIUS %545 (fREEZ] SDI MR4548) A& 2% 7 v ) H 8 7R o
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B === 205005 RADIUS/SDI K 2

\)

AR R CRCEDUE S e D E . WAAE T B R IR S5 4% SR SDI B RiE .

M FEH Filid AnyConnect VPN &7 Ui iE 2 8 ASA JF24A M1 RSA SecurlD 4-fiiE AT & 43 53 11E
I, ASA 5 RADIUS iR BEATIEAS, 53 bkt SDI IR SS#s it5 B Uk BEAT A5

EG M IAF R, RADIUS RS 251 ASA SRy M) vy B . X2 5w B b 40 25k B SDI R
2RI SO N 2 S o ASA H 4255 SDI IR 45 #3815 I 9 8 SCA 53 itk RADIUS AR EIE 45 B 1)
WESCAAE . Blt, 47T W Secure Client 7~ A ANHE SDI k4545, ASA DAZifiEHT K H RADIUS i
AT R

AN, BT SDI Y 7 SDI RS 28 Frl i E, ASA W ESCA LA SDI RS 28 I A (258
) UCH. A0, AR i P s B R AT REANE F T B 30 AIE 1 R BT 75 34 .- Secure
Client A RETCYEMA N, FF H G 0350 E aT GE 2 KW

Jic B 224 5 LLSZ B RADIUS/SDI W4 L, 5 30 7 At fic & ASA LAFIRAEZ i 5 SDI RS
BRI AT S B

L & % £1% #& LA 37 #5F RADIUS/SDI iE &

Nil

B8

TN E ASA DUERFE T SDI i) RADIUS W2&H EJEHE 7R Secure Client ] P SRATHI N O 84E, 17
PATLLUF B

1 7& tunnel-group webvpn FLE A T4 H proxy-auth sdi fig 2 ¥ 1B 800 B SO (B4l Bl s b

BAUL5 SDI IR S5 BRI 177 35U & RADIUS W Ko 1) SDI IR S5 #3647 S A B Uk i HI ™ 4620
M e R B S A T R
T

hostname (config) # tunnel-group sales webvpn attributes
hostname (tunnel-group-webvpn) # proxy-auth sdi

2 7f tunnel-group webvpn fitt B AL N4 1] proxy-auth_map sdi iy & 'E ASA F ) RADIUS W2 B

A, AT RADIUS Jiz g% a8 AL I B SCAILEL (el .

ASA A FH RN B SCA R R 22 415 1] 45 5 IRk 55 2 (ACS) A8 FH BERUTH B SCA . SR8 T R}
LAACS, HEMHEIAEESCA, WIETLTHEASA FRUEHESCA. B, i#14H proxy-auth_map
sdi iy i PRI B SCA UL .

TR R SRS BUA RADIUS RIS W ESCARMEENE BRI TIRE . BT 28R & AR R ER
oh ) SRR HEAT IR R, 2B DR TV B SO IR A4 E AN A2 Ho At - 75 B )840

B, XtF new-pin-sup Fl next-ccode-and-reauth, “new PIN” $4J /2 BRIATH B SCA i85y A&
¥ new-pin-sup BCE A “new PIN” , JI24%2242 1% 4 A RADIUS JIr 45 #5#i5] “new PIN with the next
card code” I, BRI CAS new-pin-sup {015 (ifif AN J& next-ccode-and-reauth 18f5) JURL.

B EERE . AR A
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SDI £ /EACAS . BRI S SCAFIY S 2hfg

axn [

HEKED

ZXIA RADIUS 7 & 5H 23
x

next-code

Enter Next PASSCODE

LR P LA ANASE PIN [ NEXT A4

new-pin-sup

Please remember your new
PIN

FoR CEMIEH R R 45 PIN I F 7 B/~ 1% PIN,

new-pin-meth

Do you want to enter your
own pin

KB R, SR EAE R IRRORT A PIN J7 i G
Hri¥ PIN.

new-pin-req

Enter your new
Alpha-Numerical PIN

Fon A PIN 138 3R F 7 4 N L PING

new-pin-reenter | Reenter PIN: ENEH ASA FH T 324500 PIN. 2 7 il
PIN i ANEZHIF
new-pin-sys-ok | New PIN Accepted Fon OS2 FH P ERALA PIN,

next-ccode-and-reauth

new PIN with the next card
code

R PIN Heffe, 407 P R R — A4 BAREL I
4 PIN AT F— - BT A REHERT SN0

LEWEBH ASA I TFRm AP B &G4 AT PIN A5

4B SR B

ready-for-sys- ACCEPT A SYSTEM
pin GENERATED PIN W,

PLR 7R 3E N aaa-server-host #5238 Jf 5 2 RADIUS W44 L new-pin-sup [ SCAS:

hostname (config) 4 aaa-server radius sales host 10.10.10.1
hostname (config-aaa-server-host) # proxy-auth map sdi new-pin-sup “This is your
new PIN”

AN A A e K HL G BT 5

NS AR B E LA TT 30 CRMLY AAf# i/ RADIUS JIR45#% b LASMITT sUAE# 1 TPsec 3EHL
— 2T ) L R PR ARG o JEFRINC SO 4 SRS A ST BRI BB T P R A K. B 45
W R R A ST TR s P AL, AN A L R e A R

fr 4 R RC E R R 4 group-policy iy LI P 7 PO 2 SN s CXORs i T (R 4 S

ASA BB AN . BRERIANALSRNS (o] LUBSUEAREMER) LLAh, Bk n] DLAIER & T 51
A EE NSRS .

A DAFC & N BRSNS o N BBZLAE ASA I NSRBI 2 AT S . AN ALAE SN0 5 43 36 UF IR 5%
2% (40 RADIUS) EHMTRECE . 4IHms & LA F @k
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| RN

* G4

* RS E X
RN D A
o BEIE PN

* IPsec W&

o B2 i VR

* GRS

o B E A

s EERWE

e BRIALH TR I

ASA RALERNA SRS . S m] LME b BOA LSS, (EORTCvR R HMIER . 44 DfitGrpPolicy [HERIAAL
SKMKIREAFAET ASA £, HIEBRAPK ASA HUE A A SR Sm, AIIEAS AN HlcE Al
SRR, VAT S A AT ] Js 1 A1 BRI ZEL S A A LA

)

% {f DfitGrpPolicy FECE (SRIG/MECHED [fiSecure Clientfit & S/, ALFEAE{T 5k T A Secure Clientfit
SCAFRAL (B an 4 g 1) BEES . Umbrella 55 ,  FiAEH A 41 5 u& U B ) A DfltGrpPolicy 4k
Ao Wi H 2, FELLHENE F L E R E Secure Clientfil & SCAFR, A 2c4k7& 5 DAltGrpPolicy JCI (1) Secure
Clientit. & 31

AR RN AN, AL iy 4

hostname (config) # show running-config all group-policy DfltGrpPolicy
hostname (config) #

W ERCEBONALHNE, AL 4

hostname (config) # group-policy DfltGrpPolicy internal
hostname (config) #

\)

IR BRALLRIE RN internal. SR Ay 21574 4 hostname(config)# group-policy DfltGrpPolicy {internal |
external}, {H/EIGVZKG LRI TN external.

T BRI ZH SR AR JE 1, 3548 group-policy attributes iy 43k attributes B3, SRS TR E fi
AT MBS I AT =
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puniazn

hostname (config) # group-policy DfltGrpPolicy attributes

N

AR attributes FEAUE H T A AL S0 .

ASA AL ERIN WS DAItGrpPolicy Wi R«

hostname# show run all group-policy DfltGrpPolicy
group-policy DfltGrpPolicy internal

group-policy DfltGrpPolicy attributes

banner none

wins-server none

dns-server value 10.10.10.1.1

dhcp-network-scope none

vpn-access-hours none

vpn-simultaneous-logins 3

vpn-idle-timeout 30

vpn-idle-timeout alert-interval 1
vpn-session-timeout none

vpn-session-timeout alert-interval 1

vpn-filter none

vpn-tunnel-protocol ikevl ikev2 12tp-ipsec ssl-client

password-storage disable

ip-comp disable

re-xauth disable

group-lock none

pfs disable

ipsec-udp disable

ipsec-udp-port 10000
split-tunnel-policy tunnelall
ipvé-split-tunnel-policy tunnelall
split-tunnel-network-list none
default-domain value cisco.com
split-dns none
split-tunnel-all-dns disable
intercept-dhcp 255.255.255.255 disable
secure-unit-authentication disable
user—-authentication disable
user—-authentication-idle-timeout 30
ip-phone-bypass disable
client-bypass-protocol disable
gateway-fgdn none

leap-bypass disable

nem disable

backup-servers keep-client-config
msie-proxy server none

msie-proxy method no-modify
msie-proxy except-list none
msie-proxy local-bypass disable
msie-proxy pac-url none

msie-proxy lockdown enable

vlan none

nac-settings none

address-pools none
ipv6-address-pools none
smartcard-removal-disconnect enable
scep-forwarding-url none
client-firewall none

FEREE YA, AR
|
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client-access-rule none
webvpn

url-list none

filter none

homepage none
html-content-filter none

http-proxy disable

anyconnect ssl dtls enable

anyconnect mtu 1406

anyconnect firewall-rule client-interface private none
anyconnect firewall-rule client-interface public none
anyconnect keep-installer installed
anyconnect ssl keepalive 20

anyconnect ssl rekey time none

anyconnect ssl rekey method none
anyconnect dpd-interval client 30
anyconnect dpd-interval gateway 30
anyconnect ssl compression none
anyconnect dtls compression lzs
anyconnect modules none

anyconnect profiles none

anyconnect ask none

customization none

keep-alive-ignore 4

http-comp gzip

download-max-size 2147483647
upload-max-size 2147483647

post-max-size 2147483647

user-storage none

storage-objects value cookies,credentials
storage-key none

hidden-shares none

activex-relay enable

unix-auth-uid 65534

unix-auth-gid 65534

file-entry enable

file-browsing enable

url-entry enable

deny-message value Login was successful, but because certain criteria have not been met
or due to some specific group policy, you do not have permission to use any of the VPN
features. Contact your IT administrator for more information

anyconnect ssl df-bit-ignore disable
anyconnect routing-filtering-ignore disable

always-on-vpn profile-setting

BT LB GBRA LSRG, ] AR E TR MR 10— s AN 2 SR

AN AT AN AT AR A REIE . AEREA O b, WS a0 XS HL, 2 MGER A2 SR 3k
AL

AT DAL B SR 2 1 SR A I L AT 55
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masmagn [

\)

ER ZESRNGE H Tk A IKEV2 I IKEv], 1 A& H T AnyConnect. JG% /'3 SSL VPN, Apple

AML VPN %3 Microsoft AL VPN %) i al IKEv1 IPsec ] ¢TCP.

fic & SMARLA SR

HMHRAL SRS T SE (RIFM R IR 55 s RO R PR . X TAMERAL S, bR I ASA A i) S 4K AAA
W g5 441, IFREE MR AAA S5 s ALK 2R Ja 1R I 20 F PR i o 4t SRAE T PR AN £ 63 56 T i
g, T HAURAMBAL RN B E 5 TR BEAT B S UE A P A AE T[] — RADIUS JIRg5#s 1, L2
TR —F Z RIBH AR ER .

\)

P

ASA AN 451 H RADIUS JIR45#% LR 4. #a)ifiih, WHe7e ASA LR E NS4 X, W
RADIUS %5 #84 & H P X I S AR R . BRI, A2 ILsE H & RADIUS fi4s 2% LX)
ASA BAR R IR PR . WS AN L 8 v S R T B 00 30A0E 0 H 7 474 T 1Rl — RADIUS JIk

et W ZRARAEMAFRES,

ASA 7EAMH LDAP 5% RADIUS 45 o5 L SZ 8 H P, K5 ASA L& A AMB AR 5545 Z HI, 020
{F I IE A Y ASA FAUE MR AL & 1Z R 45 2%,  FFNILrh—3ar @ e N A 2 FCER B . 1% A
VPN [t & A8 AAA TR S5 %8 0 i) U W i & AR IR 45 28

LG B MBS, 1 PAT LT 22 BRIFHR 2 4L 1 44 DRI B LA K I 55 4 20 44 A1 B 1 -

hostname (config) # group-policy group policy name type server-group server group name password
server password
hostname (confiqg) #

X FAMBA15ENS, RADIUS JEME— 2R R AAA RS 25280,

filhn, AR 4B 44 4 ExtGroup [FIAMBALHems (14 506 44 4 ExtRAD (1 5h5 RADIUS 5% %%
SRR YL I 45 705 2% 8 1k I 45 FH 1) 1Y %% 655 A newpassword:

hostname (config) # group-policy ExtGroup external server-group ExtRAD password newpassword
hostname (config) #

pE

A LARCE 2 AR E TREN R B TE (VSA), 1k VPN BB A AAA RS 2sh BTk . Wi RADIUS
R S5 2 Bc B IR IR R (#25), W) ASA i FZ B YEXT A4 AT G4y 3 AE . £F RADIUS JR554% I,
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B oenmazs

iZ @ M Ziks Ak k. OU=groupname, JLH groupname 5 ASA FCHE 94144 (4140 OU=Finance)
AHIA

1] 22 P ER4E SR
L P AL, AR TR, 1 group-policy fir4- 4L WS 15 44 BN internal

hostname (config) # group-policy group policy name internal
hostname (config) #

Bitn, LUF 46084k GroupPolicy 1 () A 5 2H S -

hostname (config) # group-policy GroupPolicyl internal
hostname (config) #

\)

AR QRIS S, oA SO AR

I RN OB 5 from FFAR e DUAT A (A2 AR, R USRI JUAS CUAT (10 2L SRS ) 00K P 25 P 8 4L SR s 1)
Je:«

hostname (config) # group-policy group policy name internal from group policy name
hostname (config-group-policy) #

flan, LAF fin 4l i 2 ] GroupPolicy ())& PEK AN 444 GroupPolicy2 I A 4 S g «

hostname (config) # group-policy GroupPolicy2 internal from GroupPolicyl
hostname (config-group-policy) #

B & N EPA SRR E B 1*

E R
G P AL I SR AL 4 R . — ELOURR LN, (BRSO AR, AR, i
R PGSR 58 36 T,

fic B 4R SR Bg 3 IR 2

Fow B W R AR EAEE B () o BRUATOHMIE . iR & P umiEsent, Fity EaBoRTR
SERITH R . EIRERE, TE7E group-policy AL E ML R banner 4. HECAKEHRZ LI
500 N FAF
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\)

AR R ORAERIE AL A IE AT, TAZ “Wn” .

7E ASA A 9.5.1 1, BSRJEAE VPN LR S ity b 2 /s AR SR E BN 510 N FRFHE S 4000

N S

(N

\)

R R A RIT R A FA

SUMERAENE, TR LL A2 10 no B, TR, AT no RRCAS IR i i 22 I 4L S 11 i A R I o
AN T LA Gy NSRS AR R AR . BERIE AR AR, T none SCHE 7 AN B GE R AT
FHE, T s

hostname (config-group-policy)# banner {value banner string | none}

PAF 781 {27 i n] Ay 44 2 FirstGroup 4 S Q1 A -

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# banner value Welcome to Cisco Systems ASA 9.0.

18 EIZAE 7 10 E IR R LI it
RIS RAEREE) ASA I, ASA T LU BeR st (ALK %5 4L IPv4 B IPVG
st

AR E S 2 A B NN A MU BE I R A1 ] T AR sk 2 e o bl i 95 5 I AR R 2L ASA 4%
HEOK S s Tt A s iy v R B PR 2 I T 2 kit v g ke

1% 1Pva ik it 53 Bic 26 P #R4E SR %

FFaZ B
AN 1Pv4 Hhdilkith .

i
s

W B RS E
group-policy value attributes

i

hostname> en
hostname# config t
hostname (config) # group-policy FirstGroup attributes

FEREE YA, AR
|
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hostname (config-group-policy) #

N
g
N

] FirstGroup ZH SRHE 73 lit 44 M ipv4-pooll . ipv4-pool2 Al ipvapool3 [Fdthibit . ik 2H S ms 46 5 B
% 6 Mkt

address-pooals value pool-namel pool-name2 pool-name6

IR

asa4 (config-group-policy)# address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
asad (config-group-policy) #

I3 (i) ffH no address-pools value pool-name iy 4> M\ ZH 5 W& I rh il B kv, I3 (B ki 4
R M HABIE (11 DefltGroupPolicy) 4% sk k-t 5 B .
no addr ess-pools value pool-namel pool-name2 pool-name6

Tl

hostname (config-group-policy) # no address-pools value ipv4-pooll ipv4-pool2 ipv4-pool3
hostname (config-group-policy) #

P4 (i) address-poolsnone fir 4245 1k WAL SRS (5141 DefltGrpPolicy) 4k 7K ikt & 1 -

hostname (config-group-policy) # address-pools none
hostname (config-group-policy) #

PS5 (i) noaddresspoolsnone iy 4 A il % address-poolsnone 4>, MM Pk 5 BRIAE,
(1) WA 57

hostname (config-group-policy) # No address—pools none
hostname (config-group-policy) #

% 1Pv6 ik it 53 Bic 265 P #R4E SR %

FHIa Z |l

{7 1Pve Huhkith. 1S VPN ) IP Hudik,
U
S FENRIEE ERR .

group-policy value attributes

i
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Nil

B

Lo |

hostname> en

hostname# config t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) #

] FirstGroup 4150 73 Be 44 ok ipv6-pool [Ftihikit . v LA ) 20 S 3 B B 2 /<A ipve Hiuhikii .
5
7R 7R 7] FirstGroup 4 50 4Bt ipv6-pooll . ipv6-pool2 Fil ipv6-pool3.

hostname (config-group-policy) # ipvé-address-pools value ipvé6-pooll ipvé-pool2 ipv6-pool3
hostname (config-group-policy) #

(A% 1#H] noipv6-address-pools value pool-name it 4> M ZH S5 s e o i as sl ke, 33 [ml bk
W E RN IABYE (5] 41 DfltGroupPolicy) 4k &bk (5 B .

no ipv6-address-pools value pool-namel pool-name2 pool-name6

TP

hostname (config-group-policy) # no ipvé-address-pools value ipvé6-pooll ipv6-pool2 ipvé6-pool3
hostname (config-group-policy) #

("fik) flif] ipv6é-address-pools none iy 225 11 WAL SIS IS (61 U1 DfItGrpPolicy) 4k 7K1t
JE A o

hostname (config-group-policy)# ipvé-address-pools none
hostname (config-group-policy) #

(n[iE) A noipv6-address pools none fir 4 M2 5 it ipv6-address-pools none fir 4, MM
WL BRINE, B SSVrgkk .

hostname (config-group-policy) # no ipv6-address-pools none
hostname (config-group-policy) #

5 € 28 SR I B9 B & 1130

TEILAE group-policy Bt B A% N A vpn-tunnel-protocol { ikev1 | ikev2 | 12tp-ipsec | ssl-client} fiy4>K
P e M4 RIS 1Y) VPN FEIE 80

FRMEZ 2R RN A () Jm v EMISATICE T ER B e, R A Sy & 89 no JE 2K
A RSIE S CIERDE LR

¢ ikevl - ZEWANK 4R (R VPN & P sl diih 22 4 M2 Z B IPsec IKEv] F&iE . BI#E
PG IGAE . N2 PR R B 2 A
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B oimreis s VLAN stxdeazERe 5 R 5 — i 1R )

e ikevl - ZEINAE4E (Secure Clientml HiAh 22 M) 2 [A] W1 IPsec IKEV2 PEiE . 6134 71 &
DrESAE IR ERE R B 2 A o B

* |2tp-ipsec- W37 L2TP iEH2 ) IPsec B&iE
* ssl-client - f# ] TLS o, DTLS 5 Secure Client!/} i SSL F%if .
M 2 DAL E — AN A BEE A . 2D D — N R A U P s VPN BB IE T
.
PLR 7R i 7 Wife] 24 44 24 FirstGroup )41 SRS C & IPsec IKEv1 BEIE AR -
hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy)# vpn-tunnel-protocol ikevl
hostname (config-group-policy) #

A2 i 8148 E VLAN S5 X32H 56 & 7 B 45— i (o] 458 ) 0 0
LU A ZH B, XSS RN AR S Y k. E R A IS S A e i 1 SOV A 1 46 B i B s
Wit ASA. WL 5 §E E IPv4 5 IPv6 S8 — V5 ¥l #1128, sl o ir L4k 7k B4 s Hh 4 o2
] ACL.
WEB DL TR — Sk A PR s 2 1 VLAN  (BFCh “VLAN Begl” ), sk 45 ACL Lt

e
PET .
%‘

ER AP IPv6 $U4T VLAN BURTES, XT84 VLAN I E, A8 CHES) bk A Zie mE—Hbhil, DA
VR RS . [ HARMIZE K VLAN A% i fa R0 U ] o

* £ group-policy Ft B A R 4 AN LT ir 22K g 230 24 1k 21 SR s 20~ e 280 48 7 o 2 54 W 140 2H SR 1Y)
EFEYT M) VPN 2148 72 H 11 VLAN:
[no] vlan {vlan_id |none}
no vian MZ1 S TR 4 vian id. ZH SEms BRI ZH SR 4k 7K vian {1

none A1 g IR vian_id o0k B2 S S5 VLAN WLt o 21 SEms A 2 BRIAZL S5Ems 4% 7K vian
fE.

vian_id J& B4 e 25450 T H 4 SR ms FRE A 1T i) VPN 23158 VLAN [ 's CHaEdiig ) o b4
Yo PR A F I B R P “TiCE VLAN TR 802.1Q 4k ” it BIE L ASA id'E
VLAN.

A\

FR O ONTIE&R U VPN %3, 0 VLAN IhReUE T HTTP il

o PEALSEmEAR T A vpn-filter fir &4 BN T VPN 23l 017 i) £ (ACL) 148k, A]
LU vpn-filter fi7 24 3& 1Pv4 5 IPv6 ACL.
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A

AR W ER ) ARG U T RCE LR, RIS R A N R E R
AR HIEAR -

hostname (config-group-policy) # vpn-filter {value ACL name | none}
hostname (config-group-policy) #

FPHE ACL Be B Suvr b 2 th 41 Sms (1) 45 PR AR it i . ARJS, I vpn-filter fir & LAWY HTIX 42
ACL.

FMER ACL, BF5EL A vpn-filter none iy 21 IS, IH AL A 21 no JEL. no LI i
T LA 21 55 s 4k AR AR

— AN FETT LU G — AN SRS AR ARZAE . ERT I EGRAR A, TE% A none KEE T AN 4R E ACL 44
Fr. none KB T HRNEA ACL I BEE M, MmAEfEH] ACL.

DL R 78] S 7 W[ 24 44 24 FirstGroup (1) 2H Sl 52 & FH 44 8 acl_vpn 1] ACL [ 845

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-filter acl_vpn
hostname (config-group-policy) #

vpn-filter Ay &N HH % e (EILEHBRER) M mrms (ELEARERD « A
T vpn-filter i) ACL 1] T4 95 I ZH. 24 vpn-filter fir4 N H] T WA R 17 i) VPN 25 7 i 2 1
YLSFEE IR, NAE 2 320 FC A TP Mgk (A2 T ACL ) sre_ip fr & o) AL (AT ACL HI
dest_ip {7 EH) BlE ACL.

1 vpn-filter iy 4N T 155 LAN 2] LAN VPN B AURME I, N FEM L (2T ACL 1)
sre_ip AL E D) FIAHM LS (A7 F ACL f#) dest_ip f7 &) FE ACL.

Fi& 5 vpn-filter DI RENC & T H Y ACL ISP NE 4. #4i8 ACL N5 18 7% G s . Had, ACLIEMN
AR T B . 61 BAREIE A H AR AN wiiftat, 7Efi&E ACL I src_ip F1 dest_ip 7 A8
e,

TIVEHER, VPN R ESAOGEH TR IER . EANE R TR A A VR i 41 TR 4 Bh 4%, B
SIP B AKIER: .

LELL R 7nfilrf, vpn-filter F T2 V5 i) VPN 2/ 5o oM %5 7 i 40 BE 1) TP Sk oy
10.10.10.1/24, FF HAHRIZE K 192.168.1.0/24.

LA ACE SeVFizfEys il VPN %) il i telnet 345 2 A [ 2% «

hostname (config-group-policy)# access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255
192.168.1.0 255.255.255.0 eq 23

PLF ACE FuVFAH i) 2% 385 telnet 122422 320 2V [7) 5 i «

hostname (config-group-policy) # access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255 eq

| gk Exy. BEwnfs ]
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B ==ammn vensiam K

23 192.168.1.0 255.255.255.0

)

8 ACE access-list vpnfilt-ra permit 10.10.10.1 255.255.255.255 192.168.1.0
255.255.255.0 eq 23 FuUFAHE M 48 AEAT Uit 1 23 FRS O0 N AEAT R TCP i H bRk 5 I fE
i) % P (3% 4% . ACE access-1ist vpnfilt-ra permit 10.10.10.1 255.255.255.255
eq 23 192.168.1.0 255.255.255.0 VPV A1 s e A PR 1 23 115 FETE
TCP iy b ke 55 A 1 9 25 [ 3% 42

£ F—A Bk, vpn-filter I T LAN #] LAN VPN #E4%2. IR B BRGZREM 4 A 10.0.0.0/24, IF H.
MR Hg 192.168.1.0/24. LUF ACE SV FE M4 I telnet 3442 21 A Hb [ 4% -

hostname (config-group-policy)# access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0
192.168.1.0 255.255.255.0 eq 23

PLN ACE SCVFA MM 45301 telnet 429 S0 72 99 2% -

hostname (config-group-policy) # access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23
192.168.1.0 255.255.255.0

\)

% ACE access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 192.168.1.0
255.255.255.0 eq 23 FuiFACHEN 4470 AT s 11 23 SO0 R AEAT & TCP i 1 i S5 2 M
“% ()% 2. ACE access-list vpnfilt-121 permit 10.0.0.0 255.255.255.0 eq 23
192.168.1.0 255.255.255.0 SRVFZCHE M2 AEAE A U 1 23 I OL T AEAF & TCP i H_F R GE
A Hh X 4 (3 B2

5 EZH R A& RY VPN 177 (5] B4

Fia Z |l
QU VB . 152 0 R AR B ) “ RO TV

T S SE I E R .
group-policy value attributes

T

hostname> en
hostname# config t
hostname (config) # group-policy FirstGroup attributes
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Nil

8

e veN mrta R ]

hostname (config-group-policy) #

A LB AE group-policy HC B F{# 1] vpn-access-hours fir4 44 it B 1% s 1) Y0 ) S s 5 4 S %
PERWEE VPN U7 IS . b4 7] 44 4 FirstGroup 1 2H 5 i& 43 it 4 4 business-hours ] VPN 1 i) i
[ETR(ENE S

ZH S AT LLNER A 5l 58 IR A SEms 2k A IS TRV BB . 2207 bbbk, i 7RG A2 i A none SCHEE
AN I TRVE FE A4 PR . IR B VPN U ia) I HCBCE 0 (E, Bl SCVF no time-range SR .
vpn-access-hour s value{time-range-name | none}

Tl

hostname (config-group-policy)# vpn-access-hours value business-hours
hostname (config-group-policy) #

5 EZH R BR BT VPN [5] B 5 R

1 AT LA 4 SR B —ANRE R F S ] dERE IR [RII 2 TR 2R . BRIAEN 3 AR &1 .

B R —H P A8 “Hr” 45iF, 15380 Secure Client 233« IPsec & P i 4 i sl TG % P i 4
1 (RISt VR Re R e ST EdE .

MR AHFRIRNSEECY 1, FHF—HPERE LI FFRES, e NS R <
T S0 HE, WA SRS G e B — M P s (Tge AHAR PC)
)25y 64 H B 2 A I BR 2 — A St IR B & i

R AR SUEECRT 1, WS H PR 3hZ 8 R ECR H 2 B OSSR, SR AS 25 N I TR] de K
2 the WRFTA SIS RS W TR R, WS R e ih. IEEE SR S1m It
VEBTH 8%

— HOR B KRS TE IR, R 2 —Lem v A4 GeMIBR I 5 206 . Rk, P T REJovkr B gk,
JE H ] BE L Z0HE B Ih 58 BT 8 2 W EAMTIE R . WS H P 4 U A s, Mazast A S B

) R o 85T LK 2R GUIC B N AN AN Bk 5 B S B Se Ve P i, AT BR SB35
W EIRIE By

$I81 | £ group-policy it & Hix {4 H] vpn-simultaneous-logins integer
vpn-simultaneous-loginsinteger fir &5 EXAT | mps) 15 3. JEFEA T 0 5 2147483647 2.
TP SEVF I IR 7SR IR A S T LA 2L S

ARARZME . HA 0 WIZEF] G IR 7 U5
6] o LLR 78] 7R ] 24 44 24 FirstGroup I
N L fe K [ I 6 S B 4

hostname (config) # group-policy FirstGroup
attributes
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3
4>

SEIRIE B

hostname (config-group-policy) #
vpn-simultaneous-logins 4

paik 4

o U RN G SR ERRAER R, HARYF

Z A Rl 6 s ] Be o BEAR e x PE T

AL

o 23 I T AN [F) 20 SR 1) AN (7] Fis i 2H

if, vpn-smultaneous-logins < 3 H
o, BIEEAT 2l A0 T AN R 455

8

T2 | (WEE. ) (EBFFISRRGIN, K Rg | vpn-simultaneous-login-delete-no-delay
e R Al AN SRR e PRUCEEI R 1% T AL T 25 IR A

o
hostname (config) # group-policy FirstGroup
attributes

hostname (config-group-policy) #
vpn-simultaneous-login-delete-no-delay

PR Il 3o 455 1€ 1 HE EC & S B9 177 18]

1t group-policy FC B F A HH group-lock iy 445 i 2 117 R ilze f FH P A o e e SO AT U
7] o
hostname (config-group-policy) # group-lock {value tunnel-grp-name | none}

hostname (config-group-policy) # no group-lock
hostname (config-group-policy) #

tunnel-grp-name A2 #4558 ASA BRI IE B LA GG E S AR . ABUE I i A /R VPN
%F’lﬂﬁqﬂ@ﬂﬁméﬁ%Hﬂ)ﬁ%@ﬂuﬁﬁé?ﬁﬁﬁﬁiﬁﬁ% AR FERBREIH o WA —FE, ASA & FHIEH
AT . R E A B E, WASATEARZ BT E DL FXTH 3T S0 50 10E . BRI O
TR BE .

FEISATIC & IR group-lock JE T, iEH AL a1 no . IR I A0V M\ At 2H S s 4k KA

AR A BE, ERATTA nonea%%jAE]’J group-lock T4, none JHEF ¥ group-lock & & A 7 i,
M FEVF no group-lock PRl &3 T 5 1k AERIA B Fi e i 4 Sk 4k 7K group-lock {H

B EERE . AR A
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BE

seagnhmsik ven zznE [

%R B% B BY B 1< VPN 3E3E 07 8]

UK

g

(AJi&)  1E group-policy At B AR L Ek username Mt & F20 { ] vpn-session-timeout {minutes %At
VPN JEZ [ KN A .

SRR 120, e KBS IA) A 35791394 J34f . WATERINE . SERS I BR &S R, ASAKZRigs:.
PL R 75 S5 7~ il ks 4 o4 FirstGroup 2 S50 1 VPN 218 I 3¢ 4 180 434t

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-session-timeout 180
hostname (config-group-policy) #

LA 7 B s el S 44 0 anyuser (1917 BEE 180 20 BHIY) VPN > i1 -

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

HAth, [no] vpn-session-timeout {minutes | none} it 4 (K H AR

o SNBSS SR JE P T e Rk AR, TE A LAy 211 no vpn-session-timeout £,
« EAVFICHEN ], JEH bR R4k R I, 1%\ vpn-session-timeout none.

1 Fi§ vpn-session-timeout alert-interval {minutes|} fir%, ftE a5 Boas 4 168 k2R 7 B A i TE)

R S R P AE L VPN & ﬁﬁzﬂﬁﬁﬁﬁ%uuﬂ%ﬂﬁ“@%& DU 78] 5 7s ane] 48 52 P AE
H VPN &G Wi IE R 2 1 20 2Bl 2@ . w7 LA 2 Va1 5 30 434k,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

At [no] vpn-session-timeout alert-interval {minutes| none} T4 i I Al B4 -

o i FHZ a2 1) no FEIUER I BRI ZH SEHE 48 7K VPN < 15 I alert-interval J& 7 :

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none F7n ] J AN W )24

gk Exy. BEwnfs ]



B :sasmnvens

EEREXH. BERnAs |
Z=RBE

§ELHIREERHY VPN SIE = A8 AT

UK

T

$IR2

(ATik) BERCE VPN 2N IR, 57 group-policy Mt B 4% ok, username Pt & A% =, T i H
vpn-idle-timeout minutes iy 4> .

WRAE IR RE BRIl E TGS, W) ASA K2 bR . f/MEDN 1 0B, SORAE N 35791394
oy, ERIMEA 30 2308

LA 78 g 7= Wi 64 44 24 FirstGroup 41 S0 1 VPN 25 PR I %0 B 15 4380

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-idle-timeout 15
hostname (config-group-policy) #

HAth [no] vpn-idletimeout {minutes | none} T4 ) H A EE 1
* fr X\ vpn-idle-timeout none DA% VPN 7% PR B I B17 10 4k 24K 6 BB

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

XK EUf Secure Client (SSL il IPsec/IKEvV2) FITG% )i VPN i F 42 J5) webvpn
default-idle-timeout seconds fi. 7F webvpn-config #X Ny A4, it

hostnamee (config-webvpn) # default-idle-timeout 300o %kbkﬂa;b 1800 %I (30 ﬁ}@*) ’ ﬁiﬁﬂ
A 60 &2 86400 Fb

YT webvon i, Y RGEA(ELLKNE/H J 44 @+ & & vpn-idle-timeout none i, 44>
Siziiti default-idletimeout {i. %F T F747 Secure Client %4, ASA 7531 ANIEZ 25 NG IS o

FFuk fia) (OKEvl. IKEv2) F1IKEv1 215 ) VPN, AT UAE R N 1 RV G BRI =
GECR

o SR S sl S 1 e NI, TSI no vpn-idle-timeout. R GURF AR AKX -

« WK BEE vpn-idletimeout, A RS WA AR Dk AZAE, BRONEN 30 4340,
a4
vpn-idle-timeout J GE45 IS T I S K I (] 1431 (SSL/DTLS) <= Rl g i) 5 730 TCP 4Ei%3)
FR I R BEIE L 3 YO ZE AR AA VG A (DPD) A A I FE a2 1. RPN R, 1S BB A7

W B . A5 0C DPD. (R FREFFNEE I B P 2 R 41{E B, 1621 AnyConnect 5 WL 17) &
it - B&iE . DPD RIS 811 1) 2% (AnyConnect FAQ - Tunnels, DPDs, and Inactivity Timer).

(a[&) ] vpn-idletimeout alert-interval {minutes} fir4>, AJ DL FME AL E 7 FH 7 BoR 25 N
IR SR B[]

SRR B VR P AESE VPN S 18 DRANTE I T W T4 2 B ) 0 B BRONEARIAIRGE A — 2>
B

B EERE . AR A


https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/vpn/asa-923-vpn-config/vpn-anyconnect.html#id_33133
https://www.cisco.com/c/en/us/td/docs/security/asa/asa923/configuration/vpn/asa-923-vpn-config/vpn-anyconnect.html#id_33133
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116312-qanda-anyconnect-00.html
https://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/116312-qanda-anyconnect-00.html
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s wins mons x5 [

B R s g 44y anyuser (697 BETE 3 524019 VPN 45 PR S 2 4

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #

At [no] vpn-idle-timeout alert-interval {minutes | none} fir4- (1) HiAtb151E -

* none Z AR PR A S BV E AR .

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #

o SRR M B P S SR R R AR, i H N no vpn-idletimeout alert-interval . R GUE 4k K 1%
18,
c WRAREE LS, WERER (865 4 — B

4R & B S WINS 71 DNS AR &% 32

A LU E A ) WINS 55 4541 DNS g5 a5 REFME DL T FEREY none. %4 5 IX 44k
S, WEHIATEL T D8R

g RN ) WINS 5543 :

hostname (config-group-policy) # wins-server value {ip address [ip address] | none}
hostname (config-group-policy) #

FREM A IP Huhik & 3 WINS RS- 2410 1P Huhik. 25— (ATik) IP Huhik 24 B WINS R4 2%
() IP Hidk . 35 5E none Sk 1 JE IP Hihib 23 % WINS R4S 25 3 B A5l , 10K 2% (-4 ] WINS RS
PRIERT 11 BRI\ SR R 1) 2L SR s 4k AR AT

BEREAN wins-server fir 4 J5, SEmIATIRCE . B0, WIRECE WINS R4 xxxx, RJERE

WINS 55 4% yyyy, - 5mafiadi 4%, JFH yyyy B0~ WINS lRFds. X126

k55 dsti ol an bt AR WINS Hi 5% a4 AN o LA G & B IR g5 4% T3 Efan A b iy & I L 25 P
17 WINS Iz 5% a1 1P Hudik

PLR 759 S 7= Wil k44 24 FirstGroup FFZH S IC & TP Hihk >4 10.10.10.15 1 10.10.10.30 (1) WINS JIi
43

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # wins-server value 10.10.10.15 10.10.10.30
hostname (config-group-policy) #
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B o:msesmE wins 70 DNs B2 5

P2 $RE E AR DNS s 45

hostname (config-group-policy) # dns-server value {ip address [ip address] | none}
hostname (config-group-policy) #

TREM R — 1P k& %2 DNS RS540 1P Hudiko 55 — A (nJik) 1P Huhk /24 B DNS R 45281
IP Huhik. $55E none S8 71 A1 TP Hihib 2K DNS IR45 28 80 B 25 H, IX B 25 14l H] DNS 45 %8t
Bl 10 BRI B 7 4L SRS AR 2R (. 352 W] LAF € DU/ DNS JIRS5#atthhil: 52 4> 1Pv4 HuhilFip
A 1Pv6 Hidil.

RN dns-server 4 ), SEmIARE. Flan, WHACE DNS RS xxxx, RJGHLE DNS
452 yyyy, 6 &mBERE 4, JFH yyyy BOUME— DNS R48s. 6 T2 G s et
BB, G0N N DNS R4S o i AN me DLRTHC B IR S5 5%, iE A AN ILdr 25 BT s DNS ik
252410 TP Hudik

PLR 7451 5 s i) 2 44 24 FirstGroup 2 SEME L & TP Mkt 4 10.10.10.15. 10.10.10.30. 2001:DBS::1
F12001:DB8::2 ) DNS k55 2

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # dns-server value 10.10.10.15 10.10.10.30
2001:DB8::1 2001:DB8::2

hostname (config-group-policy) #

PR3 WIRAE Default DNS DNS JIk 45 25 41 PR AR e BRINE AL, 204 s BRIA I, A6 FH 34 AT ek, 491
111 example.com.

asa4d (config)# group-policy FirstGroup attributes
asa4 (config-group-policy)# default-domain value example.com
asad (config-group-policy) #

PB4 (Wik. ) BLE DHCP M43/ :
dhcp-network-scope {ip_address| none}

WERAEERR I E SO rh g e i E & T DHCP IR 95 2%, DHCP 11 FIS 2 bR iR ZE ] - Ub 2 st k-t 1)
T M. DHCP g5 & (it A 250Kk A B bR iR 1R — A7 B AR A e VR8I #¢ DHCP ik g%
A E SCH PRy Mk, T ks e 4

AR E LS, U DHCP [ 55 a4 ik i e B0 23 e TP Mtk o EDREAG 7 %N, L3
RIFHE I ik

Ve, ER AL P AL T R RN A R AT ik . DHCP iR 55 w34 L TP 3
HEPIT e )5 P I i ki 23 S TP Mk

AU AT BER 2 A TP Hhik F T e H A lan,  an ity 10.100.10.2-10.100.10.254, 2 H kil
10.100.10.1/24, W H 10.100.10.1 /£ %4 DHCP Ju . T84 H M 454085 . DHCP {X A H T 1Pv4
Tk WA H R AS B Lkl TR Tk 0 [ M HE A A A R .

i€ none Al Rk DHCP Huhk7yBc, 45 i R A BREK K ¥ 41 SR 1EA T 70 i

Tl

B EERE . AR A
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wasspasr ]

PAF A2 3EN FirstGroup ()& PEAC EALL, IFKr DHCP Y6 ¥'E 8 10.100.10.1 [1)7< 41 .

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# dhcp-network-scope 10.100.10.1

I 58 43 B R T SR A TPv4 i f 1A T Tk P 06 = R A«

split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no split-tunnel-policy

A 8 43 T BE TE SR A TPV Y i 1A I I P A 08 e 1R U«

ipv6-split-tunnel-policy {tunnelall | tunnelspecified | excludespecified}

no ipv6-split-tunnel-poalicy

SR LT 45 -
* tunnelspecified - i BEIE 7E R 25 51 3 g E 1 2% AR Nt T A it i . AT I HoAd sl
(RS W] SCA%AE I Oz R P P 1 ELIBR 3 8 1 0 e

X5 ASAV9.1.4 S A, FEFRE A HIZRIS, 38 n] LU A5 IR R R e FERR A1 K
CHERR A3 W P R R A AT BRITEARIE, 105 SR A H R IR 2 AT BRI AR . HRERDIR
IR R 4R AN R ik T LA TIE 2 4 e HERR IR, AT eifr 4 HR e s k.

* excludespecified - AIN7E M 2% 51 3 i g 72 1) W 4% 13 i B i A8 N Bl A% H iR & o kM B Hodt i il
Rl B % . o R i LAATIRPIRAR) VPN 2 5 i e & S 2008 A LAN
Vil o BHIEILIE T Secure Client.

N

AR R e B HER SR P IR AR S SRR I T AR R 2%

* tunnelall —45 & Jr A i Al PEE . PRSI AE T > FIREE . IR RERE VT Il Ak k2%, H
TCVEVT M AR 45 o XL BRI

\)

AR FIRRE R AR B RE AR LA ThRe . D SBUR R ek, AR FIRRIE .

il
PLR 78] S 7s e[ 24 TPv4 FIPv6 1B — N4 I BEE e, AUl g B 14 1% 44 4 FirstGroup
(14 2 S W TR o 199 285 «

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # split-tunnel-policy tunnelspecified
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hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified

BEDEIRREBER MR

FEGr BIRETE W28 AL L BRI AL IR I M2 il . Secure Client ARHE 285114 (HI ACL) il
ST IR IE R

hostname (config-group-policy) # split-tunnel-network-list {value access-list name | nonej}
hostname (config-group-policy) # no split-tunnel-network-list value [access-1ist name]

* value access-list name - F5 PURCES B o fg i A% 36 ol AN o F i AL 32% (4% 1) ACL. ACL 7] DLJ&
A5 [A] IS 45 2 IPv4 FT IPv6 Huhik ) ACE 11%:— ACL.

* none- KR RIBEIE BAT M8 31K, ASA I FEE M IA P A il i . 457 none Kt v i 23
KBCE 7T FIBEIE M I, NITTEE R rFIBEIE . EaE wT By 1E IER A 45 52 A 20 S 4K A BRI 7>
HIBEIE M 25513

TIER M5, AL no B ZEMIBR T /> RIBEIE M8 5158, WA S0 no
split-tunnel-network-list fiv4>. Lar A MERET A SR E KM%, GFEEs1R CndiE %A none
ST HAT TR .

WA > RIBEE M ZE AN RN, T R 2k 2R BN sl 4SRN TP AR AT R N8 513 . 27 k1T 4k
AW L5122, WA split-tunnel-network-list none 14> .

Gt

PLF 78] 7R ] Q1) 44 4 FirstList ()28 51138, FRR LA I3 44 8 FirstGroup (W21 5M . FistList
S MNHEBRFIER T — B TR L — 5 5 513K

hostname (config) # split-tunnel-policy tunnelspecified
hostname (config) # access-list FirstList deny ip 10.10.10.0 255.255.255.0 any
hostname (config) # access-list FirstList permit ip 10.0.0.0 255.0.0.0 any

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-tunnel-network-list value FirstList

PR 7R B an i G 44 2 ve N8 113, I ve 43 5 S w21 44 24 GroupPolicy _ipv6-ikev2
NS o v6 & — MFER IR — A8 TR HBR SR — 7 a5 21 3

hostname (config) # access-list v6 extended permit ip £d90:5000::/32 any6
hostname (config) # access-list v6 extended deny ip £d90:5000:3000:2880::/64 any6

hostname (config) # group-policy GroupPolicy ipv6-ikev2 internal

hostname (config) # group-policy GroupPolicy ipvé-ikev2 attributes
hostname (config-group-policy)# vpn-tunnel-protocol ikev2 ssl-client
hostname (config-group-policy) # ipvé-split-tunnel-policy tunnelspecified
hostname (config-group-policy)# split-tunnel-network-list value v6
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WiEn EIREERE
1247 show runn group-policy attributes fir 4 LK IEAC E o AR W7~ i # 61 O R I % & 1Pv4 AT IPv6
VA 2% SHEMES S 6 P ok SRS A FH I % 513 (48— ACL) FirstList.

hostname (config-group-policy) # show runn group-policy FirstGroup attributes
group-policy FirstGroup attributes

split-tunnel-policy tunnelspecified

ipv6-split-tunnel-policy tunnelspecified

split-tunnel-network-list value FirstList

B E 7RI EREE

AT LA € A 73 B BE TE AT IR ER Ak A sl z) 2, JRATTAR 2 731 DNS.

AnyConnect 3.1 %> Windows 1 Mac OS X *1- & 3Z#F 5073 % DNS Difig. 1R 2248 b2 5ng 5
Mo F-5pEIE, JF H A RIS @ 200 BEIE 21X 1) DNS 445K, W AnyConnect &1 2315 551X 4844
FRUCHC (AL DNS £ # il i B 14 15 2% ) DNS R%5%% . $43%) DNS iU 5 ASA HEiX 5]
% i UG FE (¥ DNS 5 SR BEAT BRI U7 1) o IXLEUESRIFARWISORIR . 5 —T51i, Wk DNS k5
ASA [ ML IEAILET, W AnyConnect 23 1% 7 S A R 46 L 19 DNS iy s AW SCHAZ 1ML
KiEAT DNS fi##T .

\)

ER 54 DNS CHFRVEFIE 85 (1435 A. AAAA. NS. TXT. MX. SOA. ANY. SRV. PTR I
CNAME) . RS AT BEiE W 45 LEC A PRT & i i b e .

XFF Mac OS X, AN 43 /2 L N 4 F 22—, AnyConnect A REXTH5 32 TP Pl Al F H. 7 %] DNS:
o NYLTRIE PP IP Bl (B IPv4) L 'E 505 DNS F5 0 55— IP Bl (Bl IPv6) FlE %
FUOREATEML O R —Fh 1P PRSOREC & ki) .
* PN TP PR AL & 7 % DNS.

E X BN 2
ASA K BRINIE 4 435 2] Secure Clients 75 7 diig 35 44 PR 0 38045 W& 45 B ¥ DNS 28 344 43UE H
Tl It b IE AL AR B . A BRI I, P R AR BRI AL SR R R ERA S A
B RS P ¥8 e B4, 1B HE group-policy AL AR N default-domain 74 . MR
W4, WSS no B,

hostname (config-group-policy)# default-domain {value domain-name | none}
hostname (config-group-policy) # no default-domain [domain-name]

value domain-name S bR INAL BRI A o ELHR @ B A BINIEA, EHIA none XY, ILay &1l
AR B BRI AL, OB 2% 11 FH BRI IR 44 51 17 11 BRI B R 52 A AL S s 4k 7R BRI 4
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EX 5 EIRERY TR

B AT BRI A, IR AT S50 nodefault-domain 74, i AR AT COCE 1 ER I,
%, BREFFER CnREDHANA none KT default-domain w2 HEAT TAIE) . noERX AT
VEGk KA 4

PUR 7- 0] B 7R G fa] 3 44 24 FirstGroup FZLTRIE % B BRN1E 4 FirstDomain:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # default-domain value FirstDomain

TE X 5 EIREE AT R

BRERVIKLASE, i A\ EE 5y BB E AR AT R8I . £ group-policy ML BN it A split-dnsir 4 .
LRI, R M1 no .

YA o BIREE BRI, R DR BRI SRS AR R R Bk A2 . Z2R)7 1 Gk ikt 8 431
BEIEIER S, NG none KBTI split-dns fi 4.

LEMERPTAT 2> BIBRIE RS, AT SHUR no split-dns A4 X2 IR AT BG4 1B
EIF, WARE LK Y none SSHE T split-dns v BS54 .

24 value domain-name $&it ASA 1l i 43 #|BE & fENT 0342 . none SRR R (L1 4#] DNS
Y. CIBERTER B E %] DNS 4113, MImZE L # H /#) DNS 513, FER I MBI ks e il
ZH g Ak 7K 5> ] DNS Fl3. Har & iEEun T

hostname (config-group-policy) # split-dns {value domain-namel [domain-name2... domain-nameN]
| none}
hostname (config-group-policy)# no split-dns [domain-name domain-name2 domain-nameN]

B NS DL Bl A R RN 5 H o 4% BB BT BRI, (REEAS AR RN el 492 /N7
o NREATHZRIE AT TR () AT () W R EE L BEE AR AT BRI AG , A 200 I )4
AR

PL R 78 @ 7 ] 2k 44 24 FirstGroup [ ZH 5K Tic 5 2208 3 43 %1 B& G g A7 1¥1 38 Domainl. Domain2.

Domain3 F1 Domain4:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# split-dns value Domainl Domain2 Domain3 Domain4

\)

ER CYPLE rE DNS B, B ORTRE (1% B DNS k4545 5 o8 % 5 b ~F 6 L B 1) DNS IR 3 A

RES, WA MFHTICEIER T, JF RAElTaes 2k,

i

73 Windows XP #14> ZIf% & fic & DHCP =&}

0 B gk AR 255 N, ) Microsoft XP 23 59 S EUSA (IR . hy St i) i, ASA
B HLR AL B BRI 27 %2 40 4581, JF HLB% d B0 o T % i 2

{#iT DHCP 4%, Microsoft Windows XP % )7 i n] ¥4 /3 E|p%iE 5 ASA L &H . ASA HiNE
Microsoft Windows XP % /" ¥iig DHCP Inform ¥4 5., Ni%% ) i fbRgiE 1P Mubik () 7 M FEAD . 144 A0
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HKFAB M. T Windows XP 2 Fi 1) Windows % /i, DHCP $24 42 4t 42 A1 F P AT . 31X %)
?Tlﬁ’:ﬂf)ﬂ DHCP %5 %5 (IR EEARA H

inter cept-dhcp i 4 i H 825 H DHCP 4.

hostname (config-group-policy) # intercept-dhcp netmask {enable | disable}
hostname (config-group-policy) #

netmask 4% SR LR IE TP bR 1 AR . 4 (1) no JE<s ARC & I Bk DHCP 448k :
[no] intercept-dhcp
PL R 746 S 7 W] 2 44 4 FirstGroup R4 5 36 & DHCP $£24% :

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# intercept-dhcp enable

ZFE ) & P A i Es (K IE IR B

LU D R B i R AR 55 45 5 2

it 7E group-policy it B AL T i A\ msie-proxy server {4 B % )7 5 B (10 S0 2 A CHAR 25 2%
FH 3 11+

hostname (config-group-policy) # msie—proxy server {value server|[:port] | none}
hostname (config-group-policy) #

BRAIAMESE none, X IEANFE &%) v B4 D M g L AT AR E IR &5 2 W B . NI E TP R B 1,
EE 21 no JEK.

hostname (config-group-policy) # No msie—proxy server
hostname (config-group-policy) #

AL AT IR S5 28 TP Huhik 8% 3144 Flsis 5 AT K 20/ T 100 N 24T

LU R 7~ S 7= Wil 4y 44 9 FirstGroup 2 SREBSKS TP Motk 192.168.10.1 Fc & 4 45 FH i 11 880 fr 31 U
IR 5545«

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy server value 192.168.21.1:880
hostname (config-group-policy) #

$I8 2 il AE group-policy Bl B I T i A\ msie-proxy method fir4 5K A 25 )™ Sifi 58 £ Bt B0 0 S A 444

CTRE” D o
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hostname (config-group-policy) # msie-proxy method [auto-detect | no-modify |

no-proxy | use-server]
hostname (config-group-policy) #

BOAE N no-modify. EEMECE PR ZETE, A %21 no B,

hostname (config-group-policy)# no msie-proxy method [auto-detect | no-modify |
no-proxy | use-server]
hostname (config-group-policy) #

Al 720 R
* auto-detect - 7% ) ity e £ R0 B2 TP s T B B AR B R S5 A I .
* no-modify - X T~ 7 g 4% DRI W2 1) HTTP 30 N0 25 A QB 45 2 e A
* No-proxy—24& % 7 ity 15 #4001 WA 1K) HTTP AR B 1 5

* use-server —ix B W4 K HTTP AR R 55 45 B LLAE H] msie-proxy server fir& o RCEL (1 {E .

A AR RS54 TP Mtk B8 = ML AS Ry 15 BIAT A BE A 20/ T 100 /N4
DL 754 5 7= WKy auto-detect I A 44 24 FirstGroup [ 2H 5 1R W i A Q152

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy method auto-detect
hostname (config-group-policy) #

LLR 7~ K5 44 4 FirstGroup [112H 55 & 11 30 W g A QBH v B 0B N Al IR 5 2% QAserver Al 11 1001 1E
h s P i A% R IR 45 i«

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie-proxy server QAserver:port 1001
(
(

hostname (config-group-policy) # msie-proxy method use-server
hostname (config-group-policy) #

i i 7 group-policy Ft B30 T 4 A\ msie-proxy except-list ir4 2K A % 7 i e w4 A H 584 T C 3
WA RER AP F R . XSt A Sl AR I S AR BT U i) o IEBER XS Y T~ Proxy Settings X 1if
HEH ) Exceptions HE .

hostname (config-group-policy) # msie-proxy except-list {value server[:port] | none}
hostname (config-group-policy) #

FENRCE P MIER iZ B Tk, 50 A4 1 no TE

hostname (config-group-policy)# NO msie-proxy except-list
hostname (config-group-policy) #
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# Wpsec (IKev)) ZrisEEz2 B ]

* value server:port - 5 & MSIE x45 2% 1 TP Huhik 5544 FR LRI 1 e 20 7 i 152 45 0 i 11 o 3 115
CIpv

* none- KRB AR TP it/ 1AL ol 1 B LRk AR B S0 5115

BAIANEO T, 225 H msie-proxy except-list.

AL S AR AR 45 28 TP Hhhk a4 AN 115 (14T IO BE 20N T 100 S F4F .

PL R 75451 S 7m 4] 2 4% 4 FirstGroup (12 S B8 B30 W 28 AC PR Ah )2, Horh o5 1P Mtk
192.168.20.1 [P FH i 1 880 [R5 %5

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # msie-proxy except-list value 192.168.20.1:880
hostname (config-group-policy) #

T ILAE group-policy Fit BT T 4 A\ msie-proxy local-bypass 23K ok 22 F ity ¥ £ Jit FH 8RR i W 2%
REA ST E

hostname (config-group-policy) # msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

FONBCE B IZEE, 5 Z a4/ no 3.

hostname (config-group-policy)# no msie-proxy local-bypass {enable | disable}
hostname (config-group-policy) #

BN OL R, 225 H msie-proxy local-bypass.

LA 74 W7 Wifel k44 24 FirstGroup [ ZH S0 5 FH 0 SE s AR BE A HL 284 T«

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # msie—proxy local—bypass enable
hostname (config-group-policy) #

71 IPsec (IKEV1) E Finfic E L £ E %

UK

WNEHRE AN 2B E, WHHITU NP,

FIR1 7 group-policy ML BB T T4 enable J¢8E 7 [¥) password-storage fir < $if & & 77 SLVFHI M ERS

JUui R GE EAFE G Y . BRI A A, VAT AT disable JGHE Y passwor d-storage fir

4,
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Nil
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hostname (config-group-policy) # password-storage {enable | disable}
hostname (config-group-policy) #

T2 R, BGOSR SN ATE DA T 2 2ul b RS E A 305476
FNIZ AT E B password-storage JE M, iE AL AT 41 no B

hostname (config-group-policy) # no password-storage
hostname (config-group-policy) #

7€ no JEA ARV N H AL HEmE 4k 2K password-storage [1){H .

Wb iy ANIE T A8 EL SR A 25 i £ 3 30k AR 225 ) S B D P S 0 B
PAR 745 S 7R Wife] 4 44 24 FirstGroup [¥941 550 Jet FH 460 A7 i -

hostname (config) # group-policy FirstGroup attributes

hostname (config-group-policy) # password-storage enable
hostname (config-group-policy) #

PSR IP K48 (BRINEHL N 2281
ERR
IPsec IKEvV2 E#ATEFIP [k

hostname (config-group-policy)# ip-comp {enable | disable}
hostname (config-group-policy) #

PJA A LZS IP [ 45, 1 7E group-policy ﬁﬂa%&iﬁ?iﬁﬁ\?ﬁﬁ enable S ip-comp TS, 4
IP JB4i, il AN disable S8 ¥ ip-comp 4.

LEMNISATICE P ER ip-comp @M, A LLAT 21 no TE. 3X A VE A HADZH SEms 2% 7 AE

5

SE|

hostname (config-group-policy)# no ip-comp
hostname (config-group-policy) #

JR S0 S 246 T e Ton R At P R e e R 5 S RO AR T P B Bl A B e

EmN

B AR 2 BN P 2R AR ESR AT CPU R, JEIM ARG ASA ik Fit &, ik,
FAEPSUANOXT A P U A T e B A R P R R B TR 4 o Wi s T s R 2 P P A 4 S R4
LS FH 46

HIEAE group-policy At &AL A H 1T enable JCHE 7 re-xauth #4485 & & 75223k ] /' 7F IKE
TR SR N R AT 5 I AIE .

AR

IKEV2 #E AN RF IKE FH A a4
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AR SR A FIAE TKE B8 A i P BRT b AT S 0 iE, T ASA 2 fEWIAG I B 1 IKE P s 0 1A 3 < ]
NP AR, oA R 2 IKE S8R PR s 24T P B Se k. 0B S O B kS i A
et

D RGO A R P I B AR R R, T TR R RO R AME . B e R

EROER, TR SR IR, SR A B A HR A R PRI, T AR AT S show erypto
ipsecsa iy A LAMD A A7 AT LA 508k A7 R 22 4 QIR i el 0] AR AIAE TKE FOB A Jl
PAN BEFT AT I SO IE, T disable CHE 7. BRINTEOU T, 245 A8 IKE J087 A4 e PN 2
BrifkAT AR KA

hostname (config-group-policy) # re-xauth {enable | disable}
hostname (config-group-policy) #

FEAVF N IAB L HEE QR A& ] T-7E IKB B0 28 B P N ST EAT S e e, TS A BE i 1) no
B NI AT R E I ER re-xauth J& E:

hostname (config-group-policy) # no re-xauth
hostname (config-group-policy) #

pE
UnRAEEL K o S ATAEAT L S JUHH S 3 56 Uk R

SEBA FR AW AHEE MRS . 7E IPsec Vh il REH,  5E4 ) HI O 25 Bf PR 8 1 0 2 8 BH S5 An] S iy
WHAFI . —ANLLIENE AT LU ) — AN 4 A e T AT DR 2 P E . BRI OL N 2248 H 58 4 M i
R, BHH e AR, 1ELE group-policy AL B N HF A enable 2EET-H pfs 4.

hostname (config-group-policy) # pfs {enable | disable}
hostname (config-group-policy) #

LA SE TR, ERI AT disable KT pfs .
FENISATICE PR 5E 4 1A T DR R PRI B 4R AR (L, RS AL A4 10 no JER.

hostname (config-group-policy)# no pfs
hostname (config-group-policy) #

A IKEv1 Z RixBEC & IPsec-UDP 14

& 1)) IPsec over UDP (45 W FR i ik NAT 1) IPSec) , Hfiff% P il ok UDP 4% 23247 NAT 1)
ASA. BRIMNE T2 HEZH . IPsecoverUDP s 5 A1, ©AGEH TRV n&ER:, I H B
Bo'E . ASA fEVMRE SA I 5% i Al #elid B 2 8. 1§ ] IPsec over UDP 1] fig 2x W& okl [ R Gk At

P J3 1] IPsec over UDP, & 7E group-policy Mt B A R & 47 A3 enable 4 7 ipsec-udp @4,
Wr PR

| gk Exy. BEwnfs ]



EEREXH. BERnAs |
B == venEuzrsuEs

hostname (config-group-policy) # ipsec-udp {enable | disable}
hostname (config-group-policy)# no ipsec-udp

P ] IPsec over UDP, i AZ0iHCE ipsec-udp-port @4, WA F frik.,

Tk [Psec over UDP, 5% disable Jci#S ., TAIEITHCE IS IPsec over UDP &, 154
AT 21 no T 1X A VF LA AL HEn% 487K [Psec over UDP [FI{H .

PL R 7~ 7R i k44 9 FirstGroup (4 50& ¥ & IPsec over UDP:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp enable

R 25 IPsec over UDP, WS AZ0AE group-policy Bt B NECE ipsec-udp-port fir4 . than4d
B 'H IPsec over UDP [ UDP it 15 . 7€ IPsec Wit B2, ASA W C & 1ot 1 55 &% H 1
UDP Jiit, HPfIAh e yE 0% 5 UDP ittt . i 15 RyE R LU 4001 42 49151, BRA
14 10000

ZIAEH] UDP i 1, i A 21 no JEX . X Se i AR ZH S 4k 7K TPsec over UDP ¥ E .
hostname (config-group-policy) # ipsec-udp-port port
PLR 7<) 8 7 i) 24y 44 24 FirstGroup FZH SEMEK IPsec UDP i 1 ¥ & A Siig - 4025

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # ipsec-udp-port 4025

BcE VPN 4= P imn Ry B 1E
iz

P (k) AFH LT dr B E M 24 e
[no] nem [enable | disable]
W24 e AT LA P i i VPN RS N I A2 4 S it st — . AT ER N 4% . PAT ANi
. B, Easy VPN JIRS#% 15 o 16 £ nl DU ok g 1y H A G ok f% 1 B $:05 i) Easy VPN Remote
B ERME IR, RZINR. R w28 shbs, (HUgfe@ sy 5, £
AR AT o
w5
PL R /s S 7 el ok 44 24 FirstGroup [FI21 5% % & NEM:

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # nem enable
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nEveNEgzrnnEt: ]

LA NEM, 151 disable 7. EEMIZATHCE R NEM g1, %A B4 1 no 3.
ST FeVF A A 2L S A 7 AL o
CRATE) A DR iy e B 22 A% S AR UG E -

[no] secure-unit-authentication [enable | disable ]

LA B DO IS R L SR VPN AR 20 7 B £ 2 S Rk R S BEE IR AT ™ 48 AN i AT 5 40
UERIRPEASNG At R shfe)R, BP0 2Rt IR CCED .
FRING DL Aﬁ%ﬁém%%%%ﬁo

B AR B YR SR O R i (8 Y P P G B S E B B R S AR 55 e Lo R AR
ASA TR AR SR IAE, 55 L AERTA &0 o5 LTI E .

iR

1 I ThRERITE B0, AnSE R 8l VPN BRIE, 24 HI - RAmAH ;4 M .
T

PAR 79 2 7 ey 2y 44 2 FirstGroup FRIAH SIS 5 22 4 046 S 4 Bk -

hostname (config) #group-policy FirstGroup attributes
hostname (config-group-policy) # secure-unit-authentication enable

TR e S SN IIE, 1E I disable CHE Y . EEMNISATIC E R AN R 2 A & S AR EYE,
DA A1) no e IR I 75128 A T Ath 21 SREmES 4k 7K 22 4= 158 4% B B0 UE R .

CRTRE) FH BA iy & B P ) B
[no] user-authentication [enable | disable]

JARJE s T B a6 EE SRR 5 7 i 5 10N N BEAT S 6, ASRIPOE I & T8 Vs 1) 199 45 114
BB e A A 2 3 S A B IR 55 s (R L B PP 26T S SR e BROATS 00 A8 S ik

WORTEAE T ASA _ERHAT I S IGIE, 5 55 AL A A0 IR g5 4 LB TICE .
i
PAF 79l @ 7R inde] >y 44 24 FirstGroup [RIZH SREMS 5 FH FH P 5440 560 00F <

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable

BE P S A, 155 disable X 7. EAIEATHCE B - S IAEE vk, T
2 no B e BT VE NILABZE SRS DR AR P B 03 Bk (4

AR DA A2 A T B 0 56 UE PR AN AT B 2 RER I -

[no] user-authentication-idle-timeout minutes| none |

minutes 2 845 € 2 R NI 19 73 B0 S/ MEDR 1 20 Bl BRI 30 B8, S KAEDA 35791394 73
B

m%&%%%%%@%@ﬁﬁFﬁ%Fm&F RATIAS TGS, W ASA S %% i viie . it
I 2N 201 P i VPN BEIESAT U7 A, maAEZ 1l VPN BEIE AR 5 .
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TP
LA 7n B S i ge] S 44 4 FirstGroup (F2H SIS BEE. 45 73 Bl 25 PR IR »

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# user-authentication enable
hostname (config-group-policy) #user-authentication-idle-timeout 45

TR S NAR A, iR A2 no . LI o 128 A At 4 SR 4k Ak 25 N B IRHE . T2 14k
AR NFBINME, M none S user-authentication-idle-timeout #iv4. iy 24 F null
TR B A NI, K2 125 PR R IS 1577 11 BRI B8 52 P 2L SRS 4 7 FH 7 B4 03 36U 2 PRER {1 o

TR
Wi ¥ show uauth & FT8 78 1075 R IN 46 28 /2 )RR 27 VPN SR B EEATREIE 5 36 ik 1 il
{12 PR R IR

LS AL T A E IP B IEST:
ip-phone-bypass enable
Wik 1P HUESEAT, AR u 1 S5 I TP B E o] CLEEASAT H 7 S S0 e RE I 0~ AT .
BN DL 225 1P WIEST . BLETY 24 5 H TUA B H .
pEsp =
SRIB DI 25 ) ity L E B MAC MR ER G o #8  dX L 2 7 it ) B ) 360 31E
PIAEH] TP HLIESEAT, IEHI disable JCHE T . BMISITHC E NI 1P iR T B ML, TER AL A
) no e IHIE I o 128 LA ZH SRS 4k 7K TP FE TG S84 T IAE
IE6 TH LU N2 il E LEAP %617

leap-bypass enable
LEAP %1714 24 )3 F user-authentication )W H . by 2 ml Likk B BB 2 N 5 & 11 LEAP %
PEELE ST LEAP G005, ARG G050 E N FR R T G058 AE . BRIATE I & 25 F LEAP
T,
i F 2 i ) (1 LEAP F P GG — MER RS AT AR LEAP 4050k, BTk
Tt BEIE R B IR A B Ol i & 1T S5 1) RADIUS Hi4s 4% o 1ARATI o i ik b i & 26 AT
F R RS T M AR AE IO LR W 48 Fh AT Sy il . WA vk al 8, LEAP %6471k LEAP ity (JfH
{FR LEAP Hdli ) ZFidbgiE, EN ANH 3T S 50AE 2 /T, W RADIUS R4S #8017 gkt &
At RJE, P REit T AN AP B I6IE
ELUL RSN, LEAP 2847 0] LLIEWIisgT:

* secure-unit-authentication 24t A . Wi E H T8 B & &S5k, Wi H—&9F LEAP

CHZ) W& P i3t T G 56AE, 485 LEAP & A4 Refd 1%l g T iE# .
* user-authentication 8 H . BN, TN LEAP 2447

© LI T LN AU AT IBARHR DL (CDP) AYIEEE Aironet TEZ#ZA i PC 170
2 W AR T LU oAt o

T

B EERE . AR A
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73 Secure ClientiEZEC B KM E 14 .

PAF 7= 48] i 7= i) 24 44 4 FirstGroup 41505 ¥ & LEAP 2817

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # user-authentication enable
hostname (config-group-policy) # leap-bypass enable

LA LEAP £¢4T, 15 disable X 7. #EMISATHCE HIER LEAP ZeAT ik, % AL 21
no JE. LB AR vF A ILAB A SEng 4k &k LEAP &84T (18 -

/1 Secure Clienty =i EHRIKE T

%1 AnyConnect VPN %% )7 Jiig 4 4 ik JA ] Secure ClientiE 82 f5, W] LUS ] 82K 24 5% 1) Secure
Client Dy, 7E415EN% webvpn AL BT H I LR P BREEAT R 4F: -

HENZH g webvpn e B AL 140

hostname (config) # group-policy sales attributes
hostname (config-group-policy) # webvpn

BRI AR Lot v S ML LK AP 4¢3 Secure Client, i/ 1 4745 none SC8E (1) anyconnect keep-installer
. .

hostname (config-group-webvpn) # anyconnect keep-installer none
hostname (config-group-webvpn) #

BRAINGCE A i % P i K AP %%% . {E Secure Client 2T 45 SN, & 7 il 2 2 4 ety L
R H S 1Y Secure Client SSL 342 F ) HTTP %dis 5 4, %A anyconnect ssl compression
e BRINGOLT, M4 & none (ZEHDD o EEME4d, E{E deflate B .

hostname (config-group-webvpn) # anyconnect compression deflate
hostname (config-group-webvpn) #

C S S5 A A7 R
T LIS PR ORRE R KT, DU AR B ARER . B KBS B NAT #4511 Secure Client M4 (R RFFT
TPIRAS, BB BRI T ER AL T25 AR (KN )t k.- anyconnect ssl keepalive command:

anyconnect ssl keepalive {none | seconds}

PR RIS O VT R S FEH PR B 8hIs T3 T ER AN (B W1 Microsoft Outlook 5% Microsoft
Internet Explorer) I}, Secure ClientAN2s Wi JT 4 IF FBrd 2.

LU 7~ 8 e 2 4> 152 4% LT Secure ClientRERS LL 300 b (5 4381 [UMIAR Ak RFFEHAE B
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. 71 Secure Clienti% 1 B4 5 B /8 1t

hostname (config-group-webvpn) # anyconnect ssl keepalive 300
hostname (config-group-webvpn) #

WY Secure ClientBEM %) SSL 23 TR HAT HFT AL % BHER1E, 51 anyconnect ssl rekey fir %
anyconnect ssl rekey {method {ssl | new-tunnel} | time minutes| none} }

BOATE LT, 2 E B E R Y.

¥ 751048 52 M new-tunnel B1$i 7€ Secure Client?t SSL T A= e B W I £ S Bibs 1t . ¥ 51048 e h
none 2 XM HUT BB Yo K5 EIRE N ssl BV @ £ JOBT A2 il s P 1) 264 T SSL HBr bR . 7T A
fiE AN 1210080 (1 JED FRIFTA] (RN THG B BT A e P18 80, AR E 7%

LUR 7K Secure Client/c B 24 78 5 B 1 PR &5 SSL SRR, I F08T /4 s HE 20 72
SRS 30 3Bl A

hostname (config-group-webvpn) # anyconnect ssl rekey method ssl
hostname (config-group-webvpn) # anyconnect ssl rekey time 30
hostname (config-group-webvpn) #

TR S ST UM D RE, W] BARCE Secure Client 76N 1% H AT IPv6 Wit & I W] 7 4 IPv4 Yk, ol
FEN % TPv4 &I ] P IPv6 i & .

4 Secure ClientX} ASA HE4T VPN #E4H:, ASA W LR F i 0 le— IPv4. 1Pv6 BY IPv4 Fil IPv6
PAHidE. a1 ASA %) Secure Client AN 7Bt —> 1Pv4 Hiuhk 5 —AN IPve Huhik, & AT DARC & %
JR ity 5% B WS LA 5 ASA WAL TP HUhE () 4, sl AR VFIZ I el ASA I A% P ity LA
=g WIS Kik.

Wi, i ASA HE—A IPv4 Hikib 4> FC 3 Secure Client 3432,  H. 2 Wk . 4222k
i) IPv6 HuhE i, WS ARH & P i o5 B U, WSS EFFIPve dii e (H e, WA H & b 57 5 il
W2 N2 Pt LB SCHE K28 TPV6 T o

o RS IPsec PEil (IMJAN/& SSLIEFE) , NIASIHEN ASA 2 BAER S ui LA T 1Pve, [Fik ASA
URAHEIL P iy 55 B P SO

i H] client-bypass-protocol iy 4 3 FHEREE & P i G4 T UM DR . AT A& iy &1k
client-bypass-protocol {enable | disable}
PATR 73 L %5 7 s AT Bl isd e

hostname (config-group-policy)# client-bypass-protocol enable
hostname (config-group-policy) #

Bijiﬁ%@ﬂ%@fﬁ%?}ﬂTﬁé%ﬁftﬂi%:

hostname (config-group-policy) # client-bypass-protocol disable
hostname (config-group-policy) #

PAR 7 IR 5 Y o LR R 2 P S e T oS e
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SR8

B E &R =5

naznrssRs [

hostname (config-group-policy)# no client-bypass-protocol enable
hostname (config-group-policy) #

WIS O ASA Z AL E MBI M, R € ASA ) FQDN, LU#HTH T 358 857 VPN 2315 1) ASA
IP Mtk PEBEE S T2 EASE IP i (0 IPv4 B IPv6) [RIRLE 2 [a] 172 /2 o ve i o SRt

M2 G, ICEATH Secure Client FU & U411 ASA FQDN SK3RHU ASA P Hidik. 7 47 235
Y, HhEPTRE S IEMIN & (52 @ pRIE %) AL

T ARRKE B £ FQDN 8 218 7 g, W% 72 i 2k B e B 38 Bl DA T S AT = P ke A T
SCHEANF TP B CANTPV4 I IPv6) IR 28 2 [A] ()31, Secure Client WA 201112 Vi 2 Ja 04T 15 % FQDN
()2 AR, DAASE Ay o3 2 7 B G o i FHVIRAS ASA bk ZERIUGEERE R, 2 ) i foff A HL G S 1
") ASA FQDN. WIS n ], 75 ea il dpnd g iim, &2 i i ASA #% OF i #L i 7E
M LD (K% FQDN. W AR & FQDN, ) ASA M Device Setup > Device Name/Password
and Domain Name ¥ & T a N A IRA W 45 FQDN GRFHURIZRIE PR

U ASA RHEIEBL % FQDN, NUE P st AEAN ] TP B 190 28 2 638 30 i 01k B0 i3 VPN 2 o
i gateway-fqdn #iv 2L ASA ] FQDN. LL R &4 iEik:

gateway-fqdn { value FQDN_Name | none} &% no gateway-fqdn

PR 7~ ASA 1) FQDN 5 X i ASAName.example.cisco.com

hostname (config-group-policy) # gateway-fqdn value ASAName.example.cisco.com
hostname (config-group-policy) #

PAR 78 AL SR T Ik ASA 1) FQDN. SR, 21 5 R IA 2 SR ms 4k 1%

hostname (config-group-policy) # no gateway-fgdn
hostname (config-group-policy) #

LU /s FQDN & SCH 2. 3T H, K il i hostname 1 domain-name fiy 4 i & 1) 4 &)
FQDN.

hostname (config-group-policy) # gateway-fqdn none
hostname (config-group-policy) #

BIE

AR R A T RS54, TR ILEA TG B . TR IPsec & frlIkg54%, VPN &) i n] 7E 3 ASA ANA]
HIF R Lat il BUEA O RS E I, ASA 23 7E £ 37 IPsec BEIE I K e 55 43 B R HEIL 2175 7 Ui o
UERAAE RS sl ASA _ERCE & RS as, WBAT %A IR 55 4% o

TR P i F ASA ERCE R RS . WA ASA ERCE SRS, &t w0 55 35 Sk E
BBV A i, TR i BRI IR S5 4 (R CRCED .
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\)

AR WS ENA, P& A DNS AT WINS 45 8% 8 T 5 2 DNS HIl WINS fi45 #5 AS [F] 1 45
A, SRR AR T % Sl il DHCP M EE2 7 53K E DNS 1 WINS 15 8, 5 FE M4
PNERE RS, I HAA T IRS 2% BT AR DNS F1 WINS {5 5, W% /7 i 75 DHCP HLH 23] 2§
T . A, i HAE ML H DNS RSS2 AT, AT fE B 2 SR

T E AU RS AE, VEAE group-policy Fit B R4 A backup-servers fir4:

hostname (config-group-policy) # backup-servers {serverl server2... serverlO |
clear-client-config | keep-client-config}

BRI 554, VEAETR R & 0 R 2 IS 0 T TN Ay 2 1) no B BEAIS AT L &
backup-servers J& VI f01F M LA 2H 5 4K 7K backup-servers IR, 15 AT 2501 L 6y 4 1K) no T
s

hostname (config-group-policy) # no backup-servers [serverl server2... serverlQ |
clear-client-config | keep-client-config]

clear-client-config JCHE 45 € % J i AMEH & 00 RS 4% o ASA BEHERL T 554 414
keep-client-config JCBET-$5 8 ASA AN & I 55 285 BORIE B P 27 i fl FH B S0 2% RS
WAL (WRCOEE) « X EERME.

serverl server 2.... server 102 54136 5 VPN & i fE 3 ASA ANa] I 2T FH R 5w 512, LS HE
BRI Y o BEFIER DL TP Mk B ML SRR IR 5 28« HIRKSE ™ K 500 A~F45%F, FEH T
D& &% 10 M4 H .

PLR 7R 5 s i) S 44 24 FirstGroup 2 SEMS L & TP Mkt 10.10.10.1 1 192.168.10.14 (145 H AR %%
8

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # backup-servers 10.10.10.1 192.168.10.14

B & W ENZH S

A group-policy NAC #ir 22 iB AT BRI « BRAEA 7820 3 foot HeEAT B e, B M2 X
LS HI BRI -

ASA 14 it UDP §Ir 3 5 4356 31F 11X (EAP) (EAPoUDP) 114 B A% 33 56 IE 1 A2 F ML 2240k 2
AR FEALE D HC P25 U7 In) SR 2 QRS B fE ENLE B & LBk, Freies il E

NAC ZHI,  WAZ0Ch P24 N\ 35 I IC 5 0] 425 11 IR 4528

Vi 3 IR 55 K 22 A IRASARE. (A7 ACS _EC & FfE BOCAR AR o) PR S8 ki 24
Mg ety WA H & IE . SR 2 RSP IER . R, S, BREURA . etk
BIAFEL LR P B R IF G, ACS B2:i% BT ) 508 N a8 2w %

G T BR VN2 SRS B P 2 SRS () I 5 ME N B, T AT BL R AP B

B EERE . AR A |
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UK

BT (iR EERESE WSS A 2 W& ERE RSN I 2 ARSI UE R A E R MY J5 5 3R
AAWTE A8 BETEI 28 B S iR 0 T VLR RS E ) A, FROVAIREE . B AE 30
% 1800 N IMFPEL. ERINTE N 300,
WER T LS UE AT IS 1 P BRI 1) 22 ARSI R 5 TR IR M2 AR S e by - a] 1) 1) K
i 1E group-policy &AL 1 F nac-sg-period fir 4 :

hostname (config-group-policy) # nac-sg-period seconds
hostname (config-group-policy) #

%5 AR UA LSS A AROR A5 BV BSOS B2 WA R R A VAL R e
i no f 3t

hostname (config-group-policy)# NO nac-sq-period [seconds]
hostname (config-group-policy

PAR 7 BRI A 2 i T I 4% (08 SE 5O 1800 0+

hostname (config-group-policy) # nac-sqg-period 1800
hostname (config-group-policy) #

AR 7518 DA BR U2 SR 8 7RCTR 25 7 1A U I 8 PR

hostname (config-group-policy) # no nac-sg-period
hostname (config-group-policy) #

P2 (R FE NAC FHE W], 2 S AERRR BN 2 AR IAIE J5 5 B B FT 30 UE TF I 25
PETHI 28 B Sl K RIS (R 22 ARG IR o 2 4 BE A AE BT 0 AIE 0 1) 4 b 22 4IRS A
IR i) $23 1 R 45 2 AE 2 ARSI UE S BT IR W R AN AT, DUPER AL SR s 2 A28 S N8I
()2 AR ASIAE Z AR [l B CLARD Ry A o Ju A 300 21 86400. ERIATE M 36000,

LR T P 28 AN S 06 TR BRI IR 2 ARSI UE 2 ) (R IR, 15 7E group-policy o & A2 N
| nac-reval-period iy 4 :

hostname (config-group-policy) # nac-reval-period seconds
hostname (config-group-policy) #

T ER DA ZH SR 48 7K BT IO UE VT I 2 E, 3 U7 Il ZEN TP AR AE IR o 2 S, SRS A b
é?ﬁ@ no ﬂéiﬁ:

hostname (config-group-policy) # NO nac-reval-period [seconds]
hostname (config-group-policy) #

PATR 7 4 T 36 LE v I 45 5 250k 86400 10+
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hostname (config-group-policy) # nac-reval-period 86400
hostname (config-group-policy)

AR 7 18 AR 2L S s 248 7 ST R ALE V1 I 88 PO«

hostname (config-group-policy)# no nac-reval-period
hostname (config-group-policy) #

(AJi%) M E NAC ERIN ACL. W 22 40RASIAE RN, 204 W 40K N T 5 BTtk ACL eIk (1) 24
ik . 155 none By e ACL. ZRIAEE A none. IR E 4 none I H 22 4RSI UF R, 24K
S CIVE NN

PUEEEEY Vﬁﬁf’ﬁﬁ%ﬁ(i&h E 2T I 190 2 N J5 1 25 I ERIA ACL, 35 7F group-policy Tt Bt T
i nac-default-acl iy 4

hostname (config-group-policy) # nac-default-acl {acl-name | none}
hostname (config-group-policy) #

WE RN SRS kK ACL, T 05 1) 2 A 2k 7k 1% ACL 146 JH 2L SEms, SR )58 H i dr & 1) no JE
i

hostname (config-group-policy) # NO nac-default-acl [acl-name | none]
hostname (config-group-policy) #

iasgiibIe S I

* acl-name - 5 fii [ aaa-server host iy 27 ASA _FHCE R 22 4IRS BAF IR S 2 40 W 44 7R« 1544
FRAZ 5%y A T8 E [ server-tag A& & JLAL .

* none - 251 MERIAZL SRS 4k 7k ACL, FF HAX & ARSI AR R NAC 235N ACL.

HTERINS LR 2325 H NAC, Ptk [ ASA [ VPN Wi A2 NAC BRik ACL BRI, 255 H NAC
Hike

PLURZRBIKS acl-1 Fribohy 22 4IRS 560 0E 2K MO 223 B 1) ACL:

hostname (config-group-policy) # nac-default-acl acl-1
hostname (config-group-policy) #

PR 7451 BRI ZH SR 4K 7 ACL:

hostname (config-group-policy) # no nac-default-acl
hostname (config-group-policy) #

LA 7 25 ERIA LSS 4k K ACL, I HANK 22 4RSI UE R NAC 21 W H] ACL:

hostname (config-group-policy) # nac-default-acl none
hostname (config-group-policy) #

B EERE . AR A
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CEL TN T |

$IF 4 LE VPN [ NAC #f. BRIMEOLT, #eslh . dyEdsE ki EIAEh none. A fRE/ N EEULAD
DL i B E AL 22 ARSI UE I ERE RS (F1 ACL) it A—1K vpn-nac-exempt % .
WL 1) R 00 22 ARSI UE I FE T LR R AR P N4 B, W5 7E group-policy P & = il H

vpn-nac-exempt iy 4 :

hostname (config-group-policy) # vpn-nac-exempt os "os name" [filter {acl-name | none}]
[disable]
hostname (config-group-policy) #

U B AR PR AR 58 DT BN EE AT 2240 IRASIRAE, 15 7E vpn-nac-exempt 2 ) B EI1# 1] none 5%
B

hostname (config-group-policy) # vpn-nac-exempt none
hostname (config-group-policy) #

WL AN P R4 H, AT a2 1) no JERUF a4 EEMER K% 4 H P IRERAE R 40 (N
ACL) :

hostname (config-group-policy)# NO vpn-nac-exempt [os "os name"] [filter {acl-name | none}]

[disable]
hostname (config-group-policy) #

DB I\ 2 SRS ST A3 S S A R IR T AT 2% H T BRI SRS 4R /R 513, iS4 ki 4 (1 no
T AR R HA I

hostname (config-group-policy) # NO vpn-nac-exempt
hostname (config-group-policy) #

XLy A TEE TR T
* acl-name - ASA it &1 A ) ACL 44 K.
* disable - 25 HIH G 513 1) 4% H T AR LA 3 b g«
* filter- (Wi%) TRV S HAE R L FRICEC IS R ACL I it i (1 i 9825 .

* none - KHE4E vpn-nac-exempt Z G AR, I SCHE AR FH Ak AR TR 2 BT ENLE T e AR
BYGUE . BHEAE filter 2GR, Bk 7R Ri1% 4 H R8¢ ACL.

* OS- i fF RGN 2 A RAELE .
* osname- #IERGEL IR CHAIA T ERINATET]S (Bl “Windows XP” )

LUR 7B AE T 4RO € T AT TN LA EEEAT 22 AR RIE

hostname (config-group-policy) # no vpn-nac-exempt none
hostname (config-group-policy)

LR 7 IGER S SR MR BT 45 H -

FEREE YA, AR
|
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hostname (config-group-policy) # no vpn-nac-exempt
hostname (config-group-policy)

FYRS S A LLUT iy Y A R 2 A2 )

hostname (config-group-policy) # nac {enable | disable}
hostname (config-group-policy) #

L BRI L SRS Ak 7K NAC BEE, 15 U ) B 4k 7k i% NAC BE 14 FHAL5ms, SR 540 i &
1 no TE=:

hostname (config-group-policy) # no nac [enable | disable]
hostname (config-group-policy) #

RN R, 2250 NAC. 3 NAC SR X FE T [ BEA T 22 4IRS AE . 0 S B v SEp L i 56
WA AT, NI ACS MREFH$4 N8 M) RIS fL ASA 5Zjifi. ERATE L F225H NAC.

W2 L DA ZBUAEAE U Ir] 4 i I 55 4 o
PR 7491 2 4 55 it Y NAC:

hostname (config-group-policy) # nac enable
hostname (config-group-policy) #

Bo & VPN & P i B A 35 SR

@ik%kk*"ﬁt/\)\;ﬁﬂ Y K0 DA 3 e VA By B i S 4 HL 2 R SR L TG

B 2 AT R A RAL P R AL B T RUREIE, WG K TR AN e At ARSI
N Bl KRR TS, DA Bl Al 9% 2% R ARIAEE e T I Y O Y A LAN BEAT N AR
IH] VPN 2 S 42 21 ASA PRI R FH T mT LB AR L (1 B)5 K A 151 o

7t group-policy it B4 T H client-firewall #y4-, ¥ IKE FEIE P ) ASA #EIE ] VPN % )7
Ui (1) N5 KB g o EEMMBR BT KB S, T S A I A2 1) no JE2.

BN A BT K B SR, S AN S50 no client-firewall #iv4-. It aT 2 INIG T A O ECE (1B K
SRR, AR ENE (SR N none B client-firewall #ir A HEAT TR

BB KGRI, PR 4k AR BRI B A A SR A (AT SR . BT 1 7 kAR B K TR
WS, iEHIATTE none REET-H client-firewall 74,

Wik Client Firewall ZEIR L[ “Us ek gm iR 41 Smg 7 NHEHE, wTLLA VPN 27 i (7R Il sk % 24
(1) 2 SR T B ) i 1A R

\}

iR JHIZ1T Microsoft Windows ] VPN %% i A Ae Ad FH X S8l KBS TN RE o X LT RE 24 1y 6 T- A4 % F
um el HoAth (F Windows) A% i AT H .
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fic & Secure Client [ A IS REL .

AN, WM AE PC E2de TN AP k. VPN &5 sy St/ A Hu 7 K 88 F e S BT
KAWFEWE,  TE PRI KBS A ORI IEAEB AT . W R K5 1RI2AT, W VPN % 7 i3 Wi 7T 5 ASA
IR, (bR KB SEHEHLEIFR A Are You There [AYT], K25 VPN &5 i i 5 i [l 817 k4 A i

“are you there?” W EX AT IR, W AE AW, W VPN 2 7 i K158 B K5OG I s 2k
ASA IIEHD) o WIZE BT ] UYE B I IC B IX 2 PC B kB, HUZ WSR3, BAN o]
PLHEX H KR E

FEEE —ANgseh, BOTRETIE N VPN %7 3 PC B KIS N By s St £ b U7 OB Sk« DL 51
oA B B 1k TR P AR IR BT I RE PC. AE S RERIE AN OL T, 5] BLAR Y
PC, T Bly sl s HIRAEHIOR B LR B NAR o BT 47 SRR DA 41K SR O (R4 S (CPP).e
fE ASA G EAE VPN 207 b b S 0 P UIAR, Rk S0 S i g A kIR, AR R i
DEARAE T BT K BERN . ASA KFILHENE (i) THEIX S VPN %)/ . SR, VPN 207 i CHS SR 1%
5 BA I K g, R LSt SR

Bt & Secure Client [ N 1 5 1

N
5

Secure Client [11B/; K%L W] LLFE E TPv4 A TPv6 Hutil:.

FHIEZ Al
O E 1Pve Ml Kge— Vs inl KL o

HEN webvpn ZH 3 mE A B AR 2
webvpn

Tl

hostname (config) # group-policy ac-client-group attributes
hostname (config-group-policy)# webvpn

i g L Tl 22 3 0 2 RN ) g T 42 R0 o L P 190 0% R 2 7 2% 7 L 49 VPN REARLIE P 45 % 11
PN

anyconnect firewall-rule client-interface {private | public} value [ RuleName]

hostname (config-group-webvpn) # anyconnect firewall-rule client-interface private value
ClientFWRule

7R A SR Je 1 DA S 2 SR [ webvpn SIS L.
show runn group-policy [value]

-

hostname (config-group-webvpn) # show run group-policy FirstGroup
group-policy FirstGroup internal
group-policy FirstGroup attributes

gk Exy. BEwnfs ]
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. {£ A Zone Labs Integrity R 55 38

webvpn

anyconnect firewall-rule client-interface private value ClientFWRule

WA LT R L I A I 2 ) s 7 R BRI
no anyconnect firewall-rule client-interface private value [RuleName]

IR

hostname (config-group-webvpn) # no anyconnect firewall-rule client-interface private value
hostname (config-group-webvpn) #

{& A Zone Labs Integrity AR 5% 28

AT54H Zone Labs Integrity k4585 (K4 Check Point Integrity AR 45%%) , JEHEALH TK ASA fid
B NS FF Zone Labs Integrity A 45 2% (7R BIFET . Integrity ARSS 2% /& T 4EE FE PC e B RN S i 2
ARG I R L H L, A R FE PC SR Integrity J s 28 HE I &4 50ms, RS 35V 1n) 52 5]

Integrity RS 25 F1 ASA LRI L H M 4%,

VPN % J i R4 A Integrity 27 iy BAFAEZCRE PC LA . LU RIS THEFE PCy ASA il Integrity
IR 55 45 AE PC 54l HI IR 2 2 8]l N7 25 1 ok it v 1 41 -

1.

VPN & i (5 Integrity 25 P v A 3E B AEAH R P FE PC B 35 H: 8] ASA 4550 ASA I
B7 KB i R 2R 2

5 ASA Il PP KIS, ASA Hf Integrity [ 55 aw HbhE A5 5 A 14 21 Integrity %5/ ¥ o

7 ASA FEMREERIE DL T, Integrity /7 Uit 55 Integrity R4S 23237 32 RIEFE . 2 RIEFRANAE
Integrity 7% /7 Ui 55 Integrity IR 55 %% 2 (8]

Integrity 4543  Integrity 25 )7 i & 15 A4 5 MU E (1) % A M o WAL Integrity &) Ui 4 %2 40K
W&, D) Integrity fR 5545 878 ASA $TFF&EH N Integrity 2/ b (B E AN (5 B .

TEIEFE PC |, VPN & it iE R A B A% 15 2 Integrity % 7 i, FF3 B SREME St B 7 BT 46
H. Integrity % /" 3 0] DLE AL HI 9 2%

N7 VPN EE G, Integrity 552880 H &7 oA AT 5 7 B4R 2L 2 Integrity & 7 i RS o

IR

ASA A FTRRAEEX SR —A Integrity iR55s, RIMEH] 7 #2 1 S0RF 208 A Integrity k55 #s AORC
AR WIS Integrity 55 a8 A B0, 15 E ASA _ERCE ) — 6 Integrity k554, AR5 H

BT VPN & b4 i

WENCE Integrity MR554, 1HHATLL NP ER:

B EERE . AR A
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et

L1

1 3 Zone Labs Integrity AR 5523 .

i TP btk 10.0.0.5 B & Integrity 5575

zonelabs-Integrity server-address {hostnamel | ip-addressl}

IR

hostname (config) # zonelabs-Integrity server-address 10.0.0.5

FrEH I 300 (BRiAd 1 5054) .
zonelabs-integrity port port-number

i
hostname (config) # zonelabs-integrity port 300

155 15 Integrity k55 #2304 T AR O A EBIZ .
zonelabs-integrity interface interface

Tl

hostname (config) # zonelabs-integrity interface inside

ffif& ASA 7575 W] Integrity Ml 5% #% & AE bR I 5G] VPN 25 U i e 2 1, 2355 12 FR ARG 2 aliss H
Integrity Jix 45 Wi [V o

PR

Wik ASA 5 Integrity 45 a5 Z (B HZER R, WIERAEBL N VPN % P i B bR B 4T 1, DAk
VPN AN [H Integrity AR 4525 Sbs i -h . {HZ, Wik Zone Labs Integrity A5 #% & AR MR, I T] GEEEC
i VPN %z,

zonelabs-integrity fail-timeout timeout

i

hostname (config) # zonelabs-integrity fail-timeout 12

BiE ASA, LUMELE ASA 5 Zone Labs Integrity 45 &% < [ I3 32 MU G A1 5 VPN &7 i R4 42

zonelabs-integrity fail-close

TP

hostname (config) # zonelabs-integrity fail-close

)

K UL E ) VPN 2 ) b 122 RWCIR AW A BROMELHF B DR 2 7 S dE SR AR B 4T T
zonelabs-integrity fail-open

T

hostname (config) # zonelabs-integrity fail-open
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$IB T 15E Integrity R4S 24 ERER] ASA L5 11 300 CERIE M1 800 LLIF KR4S 2% SSL k.

zonelabs-integrity ssl-certificate-port cert-port-number

T

hostname (config) # zonelabs-integrity ssl-certificate-port 300

PR 8 S IRA XSS 4% SSLAEB AT SR IGIE, (H2{Jhda e xS Integrity Rk 5545 (1% 7 i SSL AIE -5k
AT B AL -

zonelabs-integrity ssl-client-authentication {enable | disable}

Tl

hostname (config) # zonelabs-integrity ssl-client-authentication enable

/s

15 B5 A I & P 2L B8 B 9 Zone Labs

iz
wLBIRE L]
S| B kR % P %5 S Zone Labs | client-firewall {opt | reg} zonelabs-integrity

Integrity KA1, IEHMALL N4
Pl

hostname (config)# client-firewall req
zonelabs-integrity

T—5#tta

ARVEAMFER, WHSHIE VPN 2 5l KRS, 55 68 5. P K2R zonelabs-integrity
I, AME R E B KA SRS 1) i & S8 B Integrity Al 95 s 23 B 2 X 48 5K o

R E & Finbi IS5

BN CUP i 2 DL CEA N A2 Bl KBS S8 R BERC B a1 — Ll A RTRAME R, 7%
ZBCE VPN 20 i K Sk . 25 68 1.

o SRR BB K S

hostname (config-group-policy)# client-firewall {opt | req} cisco-integrated
acl-in acL acl-out acL

PAIYE Sl AL

hostname (config-group-policy) # client-firewall {opt | req} cisco-security-agent

B EERE . AR A
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* Ty K
hostname (config-group-policy) # client-firewall none
* HE Pk

hostname (config-group-policy) # client-firewall {opt | req} custom vendor-id num product-id
num policy {AYT | CPP acl-in ACL acl-out ACL} [description string]

* Zone Labs [j k1%

hostname (config-group-policy)# client-firewall {opt | req} zonelabs-integrity

A

ER 4P kEEA . zondabs-integrity i, 1AL S0, Zone Labs Integrity
B 25 B S S SRS

hostname (config-group-policy) # client-firewall {opt | req} zonelabs-zonealarm
policy {(AYT | CPP acl-in ACL acl-out ACL}

hostname (config-group-policy) # client-firewall {opt | req}
zonelabs-zonealarmorpro policy {AYT | CPP acl-in ACL acl-out ACL}

client-firewall {opt | req} zonelabs-zonealarmpro policy {AYT | CPP acl-in
ACL acl-out ACL}

* Sygate /™ A kB

hostname (config-group-policy) # client-firewall {opt | req} sygate-personal
hostname (config-group-policy)# client-firewall {opt | req} sygate-personal-pro
hostname (config-group-policy) # client-firewall {opt | req} sygate-security-agent

* Network Ice Black Ice BJj k5%

hostname (config-group-policy)# client-firewall {opt | reg} networkice-blackice

& 2 client-firewall 455 X EFIT S

B B

acl-in ACL AL i S N sk I A P 1) S o

acl-out ACL AL i o L sl 98 A P P SRS o

AYT € 2% ) v PC B KB N $3HB7 KO85 R« ASA 2 7 LAB ORI
KRS IEAEIZAT . B#l):  “Are You There?” HWIHREHEWIN, ASA
P PR % IE
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cisco-integrated

F8 7 Cisco Integrated B K HE2ET

Cisco-secur ity-agent

}&5E Cisco Intrusion Prevention Security Agent [j k5427,

CPP

f57E Policy Pushed 154 VPN % 3§17 1 S ms i «

custom

}85E Custom Py K REEA

description string

VLB K dit o

networ kice-blackice

}8 5 Network ICE Black ICE 5 ki m

none PORNTCR by KBS AN o AT P BB B KA SR, AT AE LA
FIB K B SR o s LE R I i 5 (10 2 RO S AR 917 K Bt S s

opt ORIy KR

product-id FRIRBIT K7 i o

req ORI I KR

sygate-per sonal 872 Sygate Personal B K57,

sygate-per sonal-pro

i E Sygate Personal Pro [fj k15257,

sygate-security-agent

i€ Sygate Security Agent i K15,

vendor-id

PRV KLY 7 o

zonelabs-integrity

i€ Zone Labs Integrity M 2525 B K1,

zonelabs-zonealarm

}2 %€ Zone Labs Zone Alarm [Jj k3557,

zonelabs-zonealar mor pro policy

}5 7€ Zone Labs Zone Alarm BX Pro [ k35257,

zonelabs-zonealar mpro policy

}2 %€ Zone Labs Zone Alarm Pro [J7 KR5S,

PLR 78] S 7 WHR[ 24 44 28 FirstGroup Ff4H 5 W 1 75 %2 Cisco Intrusion Prevention Security Agent %

P K

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-firewall req cisco-security-agent
hostname (config-group-policy) #

o & &= P um i o) A1 0]
£ group-policy fit & 15X i F client-access-rule fiy4-1# i ASA It & nl il i) IPsec 5 1L FE U ]
2 i S IR RRCAS R BRI U] o AR LA AR R il 5 R0«

o WA E SUTTEEN, ASA X RVFITH IE#IA,

B EERE . AR A



| EpmEH. BERMEH
mazrwaan i

o WSR-S AT AL, ASACRHBZEIER: . W R e SHELN, WG A Z55E SC
A SVEIIN; I, ASACRHELE T E R .

o XTI RIEAE R i, SRR A 2420 5 HAE show vpn-sessiondb remote ' 7~ 1 AL 5¢
AN

o * EREWBCTT, TLAERRSRIN R 2 i N . #ian, client-accessrule 3deny type* version 3.*
SOV — RGN 3 1R w s AU, ELE TR IS AT 3.x A IR S am R A

o RER] DU R R AL S S 2 Fg s 25 AR
o XTREAUIIN KT 255 A4
o T ANRIR R ) i SRR/ B K 7 i v LA /e

TR, AL 2 no B thir A5 BU N ir 254K

hostname (config-group-policy)# client-access-rule 1 deny type "Cisco VPN Client" version
4.0

SR A R, 5 A AN 22501 no client-access-rulecommand. X 2 T A U0 E K FU),
AFEA RN Cn S IE L% A1 none JBET-I1) client-accessrule 21T T 8I#)
BRONEOUS, JoUr B B 5 i U TR, R R 2k R BR 2 S AT AT
BT 1 S kR T U, TN none S FA[K) client-access-rule fir4. AR 4h
FIE T % P i R AR ACAS S T LA T 1

hostname (config-group-policy) # client-access rule priority {permit | deny} type

type version {version | none}

hostname (config-group-policy)# no client-access rule [priority {permit | deny; type
type version version]

RV T I T R SCHE T S H S 3

% 3: client-access rule f5 5 X EFMSH

SH ISt AR

deny 240 5 IR N B A B 6 PR %

none SV P Ui ) . K client-access-rule ¥E A FE, MLV EIR
il 7 1 NERIABIHE (1 2H s Ak 7K .

permit FOVFHR i FEI RN/ S RA e % ()% s

priority e U AL . B S/ NEBU RN A s s se . BRIk, 5%
J i A8 TR R/ B R AR DTG I 1) LA e /N P R U B FH (R R o T SR —AS
BRSNS 2 ph5E, ASA £ 25T .
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2% i3t AR

type type AT BB AP B AR IR A A . A H 0 5 5 FLAE show
vpn-sessiondb remote . 7s RSN SE LS, (H ] DU * AR R il
e A

version version AT B A AR B AR IR RAS, F1017.00 47 5 52005 TLA7E show
vpn-sessiondb remote {27~ SN SE A VLS, (H ] DA * P AFE byl
LR

PLR 759 S 7R W]k 44 24 FirstGroup FOZH SRS A1 82 25 7 sty U7 i) BEDU) o 3 80 0) Fe VRIS AT SRPERROAS 4.x
FERE VPN & /0, [RIRE 48874 Windows NT %)™ ¥ «

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # client-access-rule 1 deny type WinNT version *

hostname (config-group-policy)# client-access-rule 2 permit “Cisco VPN Client”
version 4.*

N

AR O FREAVHERMERAERIEX TR, (HRE WA % IR IE RN R IE B ASA [ &

fEVEHC .

EEERPREM

AR/ ) DAY R S SN - W

ERAEOL R, I M E R 2 SR R B A L s k. ASA SR SEVRAEHT P 400 73 C b s 8, AT
B N TAZ T LSRG R R Bltn, P LASRRE — AL A1 7 452 7 90 23 I 8] (5 i A
B, AHSZ TR I 24 N7 AR .

EEHFREER

BLEOoRETE P A RIECE, A WAL QAR BN, WE A all X8 LL S show running-config
username 4, W FR:

hostname# show running-config all username
hostname#

RO R T R it TR 4, WAREE R (K s i AR Ao . i R all G
o WAR AP AU R R E E . BRI RBIN 400 testuser (1] st dir& (K% 1 -

hostname# show running-config all username testuse
username testuser password 12RsxXQnphyr/I9Z encrypted privilege 15
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BRETARHRPREME
UEIREREE T, AT username 4 GIEA usemame BLR) 111 MIRET (sRER)
FURPE. W73 H0FE 0 e A ) 40000

P 3 43 6 U 2500 0, 25 {3 1) user name i 5T AT o login fir-& 4 T 3800 e HEA T 5 40 56
WE. ZRREH AN ASA HEFE, 1S TE AR B AGC N username fr 4. BEMIBRH T, 1A
b4 GREAZEMERIH 2D (1 no hieAs. EEMIBRPTA P 4, 1ETH clear configure username
A A 4 .

W E R PR R 5

i\ username iy 44 FH P 4 FR B TR AR 0 . vT LL%#T N nopasswor d S T DAFR 58 I AN T
W WURGASHRE T %A, Wa] UG 75 DU & B A7 i 8

T T IE T privilege JCBET- v B B ML P IR0 o« FeRLOIMTERIN 0 (AR 22 15. REE
PO BA Bt B . BRI 2.
hostname (config) # username name {nopassword | password password [encrypted]}

[privilege priv_levell}

hostname (config) # NO username [name]

RV T b & T AR A OB T AT K

username iy 2 IS AR

LRFITE &y

encrypted SRR N

name BLOLH P 4T

nopassword SR P .

password password | 4 S P B FHL O 8.

privilege priv_level [ LT IORFAL . D 0 % 15, MM T 4y & M
ASA IBEJIRN . SRR 2. FRECEFH 51 I SR KU 15.

BROATEOLE, AT b W8 I VPN F P AT & P B Sms oG . b 20t 2N & I {EL
PLR 7450 b 7R ] 45 FH i s 266 pw 12345678 FIRFALZR ) 12 SKHCE 4 4y anyuser [ 7

hostname (config) 4 username anyuser password pw_12345678 encrypted privilege
12

hostname (confiqg) #
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FCE M RS CIsRAD AR e, R E A . XS P n AL RNy . ZEM R AT
JEYEAER, AL AT 1) no JE .

YN attributes SCHEF ) username 4y 23\ username T :

hostname (config) # username name attributes
hostname (config-username) #

R SRR NP, BT ARC R 1

BCE VPN HFRE M

=¥

=Ryl RR S

VPN JH A @ s B 2 T VPN 304, Wbl R & ik,

A DAL P AL SR 4 A 1 A AE L P 44 RO L TR R AR o L4 o S P IR 44 7 Jeg 2 (1) 201 SR WS 1)
2Fk, 1IN vpn-group-policy 4. ERINTEGL T, VPN H %A group-policy JCHK:

hostname (config-username) # vpn-group-policy group-policy-name
hostname (config-username) # NO vpn-group-policy group-policy-name

X T7E username BN A AT L, T LB AE username R HE B 12 VA a4 58 H T IO 4158
M H ) e P AEL

LR/~ o e B 44 anyuser 1196 44 24 FirstGroup (¥4 S o J 4 -
hostname (config) # username anyuser attributes

hostname (config-username) # vpn-group-policy FirstGroup
hostname (config-username) #

M I R ) N 8] Y0 [ SR (10 44 B R ORI SRV e U ) R G PR I

TNISATRCE TP IER B, T AL 2 A no B I fe VR A SLAt 2 SR Ak K I (Ve (. %2
Bii 14k AH, %\ vpn-access-hours none fir 4o BRIME Ay AN 32 BRI U 1]

hostname (config-username) # vpn—-access-hours value {time-range | none}

hostname (config-username) # vpn—-access-hours value none
hostname (config) #

LA 7n B s iR 44 0 anyuser (V17 5544 0 824 (1 8] i Bl s Sk -

hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-access-hours 824
hostname (config-username) #
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BERARERE

&=

) FB B

nasxrAnzzy [

Yae AL P SRR ERK IR R B o 8. ol R 0 31 2147483647, BRUEN 3 ANFRIR Bk, BEMNIBIT
M B PR R, TER AT AT no B H N 0 AR A SRR T ) .

hostname (config-username) # vpn-simultaneous-logins integer
hostname (config-username) # no vpn-simultaneous-logins
hostname (config-username) # vpn-session-timeout alert-interval none

%.

AR JLE RN G ERART R, RVEZ AT RN R ] Re s R 2 e IR St Re .

PATR 78 St 2 an e S 44 2 anyuser ] )™ BEE B K [R]85 4 4:

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-simultaneous-logins 4
hostname (config-username) #

(M) efCHE VPN % I‘ﬂﬁfﬁj‘ﬁﬁ B2, 7t group-policy ML Bk username FU B AR Al
vpn-idle-timeout minutes iy 4> .
WIRESE IR AT S, W) ASA J5LILIEHERE . BMEA 1 406k, JKAD 35791394
oy, BRIMEA 30 708
LR 281 Je o R K 44 4 FirstGroup FOZLSENS ) VPN 22 RN BB R 15 734

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout 15
hostname (config-group-policy) #

At [no] vpn-idle-timeout {minutes | none} 4> I HoAt 1«
* i\ vpn-idle-timeout none LAZEH] VPN 7% R I I 11 4k A4 I

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy) # vpn-idle-timeout none
hostname (config-group-policy) #

X E#E Secure Client (SSL Al IPsec/IKEv2) FIJGZ bty VPN 18 H 42 /5 webvpn
default-idle-timeout seconds 1{fi. 7t webvpn-config #i= N ALr4, it

hostnamee (config-webvpn) # default-idle-timeout 300. BRIAE K 1800 FF (30 3% , JuHi
b 60 % 86400 .

YT webvon 4%, Y RGN/ 4 JmbEhi E Vpn idletimeout none s, 44
SzJit default-idle-timeout . X1 A4 Secure Client 34, ASA 55— AAEZE A WHBINE
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BB S AKEER

XFFuk el (OKEvl. IKEv2) F1IKEv1 21 ) VPN, AT ICEE T I R G R I =
SRR
o TR H] AL SRS B 7 SRS 1 S PRGBS, 15T\ no vpn-idletimeout. R ZUKE4RAKIZAE
o WA BE vpn-idletimeout, A RELWIMA SR IZAE, BN 30 434,
R
vpn-idle-timeout H Ge45HI S0 21 (1 f (I 7] . 431 (SSL/DTLS) < A i g i 1) 5 43 TCP HEi%3))
R B AR RE Il 3 YR EEARALE TR (DPD) A &M $E A& ik . A RVEANE R, TS0 Bl E 2 A A7

TR B . A5 C DPD AREFIESFE N B YR E 2 7R 405 K, 1524 AnyConnect W, 1n)
fif: - bEiE . DPD FHEIE B I 2% (AnyConnect FAQ - Tunnels, DPDs, and Inactivity Timer).

$I®2 (A[k) ] vpn-idle-timeout alert-interval {minutes} 4, W] LRGN HECE ) FH P s S PR
N T S PR IS TA]
AR S VR AR VPN 2 1 RN 20 11 W 32 42 2 A 10 20 gl . ROV R IAIRE A — 23
i
PLR 7<) 8 7 ] 24y 44 24 anyuser FF] P BB 3 70 B K) VPN 25 PR EE I 4541 [ g «
hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout alert-interval 3
hostname (config-username) #
HAt [no] vpn-idle-timeout alert-interval {minutes| none} fir4 Y H A1
* none Z 4R H A S BEAR ..
hostname (config) # username anyuser attributes
hostname (config-username) # vpn-idle-timeout none
hostname (config-username) #
o TR A Bl R P SR (R RIS, T TN no vpn-idletimeout alert-interval . R EGURE 4k K 1%
1A,
s AR E IS H, BN B4 — 7 B
o & &K E AT (8]
UKL

FE/1 (WiE) 7E group-policy MLl E A% 25, username L B A% X T ] vpn-session-timeout {minutes iy 4l
VPN I (KN TH] o

I FEIRTRI R 1438l Bl TR) R 35791394 204l . WA BRI . BEINFTRI BR S5 RN, ASA B kit
DL R 7R 2o a5 4% Ok FirstGroup [RIZH S (1) VPN 2158 % H o4 180 4344

hostname (config) # group-policy FirstGroup attributes
hostname (config-group-policy)# vpn-session-timeout 180

B EERE . AR A
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hostname (config-group-policy) #

PLR 7R 3 7 Widn] 24 44 54 anyuser [ 7 % & 180 438411 VPN 215 B I :

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-session-timeout 180
hostname (config-username) #

HAth [no] vpn-session-timeout {minutes | none} fir 4 1) HAb 31 -
o ZEM LSS MBR JE 1 JF SavrakaK,  TE N A4 1) no vpn-session-timeout JE 2.
o BAVFICIRENI, FEEUCB L4k &I, 1%\ vpn-session-timeout none.
122 {{iJ{] vpn-session-timeout alert-interval {minutes| } #ir4, A )17 BoR 2 h IR S A o

DR A5 VR A0 3 VPN &4 5 s W T IE 2 2 AR 42 0808 LR 2Bl B el 45 s FH - 78
H VPN &G Wi &2 B 20 48 2@ 40, o] LLFg e FIVEE A 1 % 30 4%,

hostname (config-webvpn) # vpn-session-timeout alert-interval 20

HAth [no] vpn-session-timeout alert-interval {minutes| none} fir4 it A4 4% «

« fEHZAT 21 no R K MBR A ZH SR mE 4k K VPN 25 I alert-interval Jg '«

hostname (config-webvpn) # no vpn-session-timeout alert-interval

* vpn-session-timeout alert-interval none 7 ] F AN S e 124

[z A3 ACL i3 jE 28

FR o B HAE VPN IS B2 10 LLRTIC B 0 H R ACL 2 FR. 45 114 H ACL FFBi7 1k M 2H SR s 4k
7 ACL, Wi A none BT 1) vpn-filter 7% . ZMIR ACL, I % H vpn-filter none iy
RO EE, AR A1 no e, nodk I i AL HEE Gk AR (H . by & BT BRI T N B .

K ACL it & A e VF ek da 4a b P 2 RS IR i YRR, VPN B2 GE H TG &R .
EANGE TR N RS A VR T T T B 40 Bhide 2, i dn SIP @ik diz. #R)5, AR vpn-filter iy 4 LA
x4 ACL.

hostname (config-username) # vpn—-filter {value ACL name | none}

hostname (config-username) # no vpn-filter
hostname (config-username) #

\)

ER % )i SSL VPN AMEH] vpn-filter fiv4-HiE ¥ ACL.

PR 7~ S5 7 Wife] 24 44 24 anyuser [ 7 6 & 440 acl vpn [ ACL it 4%

hostname (config)# username anyuser attributes

| gk Exy. BEwnfs ]



EEREXH. BERnAs |
| Tl

hostname (config-username) # vpn-filter value acl_vpn
hostname (config-username) #

$5 7E IPv4 Hbdik F0 W 4R #4555
FRE BT R e F P ) TP HuhE R 28 FERs . ZEIBR TP Mhhl, %A b 41 no B

hostname (config-username) # vpn-framed-ip-address {ip address}
hostname (config-username) # no vpn-framed-ip-address
hostname (config-username)

PL R 759 SR i) k44 ok anyuser 1)1 )7 % & TP Hidik 10.92.166.7:

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-address 10.92.166.7
hostname (config-username)

ey E—2d R iy 1P ke S M M g HiEad . WA T novpn-framed-ip-address i 4>,
WFE MRS . MR N HERY, 1R LEAT 2 no B, B BRI T I EE .

hostname (config-username) # vpn-framed-ip-netmask {netmask}

hostname (config-username) # no vpn-framed-ip-netmask
hostname (config-username)

PL R 78] S 7s WHR[ 24 44 28 anyuser [/ 7 308 M #E6Y 255.255.255.254:

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ip-netmask 255.255.255.254
hostname (config-username)

& 7E IPv6 1k F0 W 454485
T8 F IR 2 HL T B IPve HUhEAN R £ Rt . SN 1P sthdil, 35 A A 41 no JE 3.

hostname (config-username) # vpn-framed-ipv6-address {ip address}

hostname (config-username) # no vpn-framed-ipvé6-address
hostname (config-username)

PLR 78] S 7= W[ 24 44 28 anyuser B R 7 328 TP Uik R0 45 4889 2001::3000:1000:2000:1/64 . ki ik
FTORBTAE S 2001:0000:0000:0000, 2211 ID & 3000:1000:2000:1 .

hostname (config) # username anyuser attributes
hostname (config-username) # vpn-framed-ipvé-address 2001::3000:1000:2000:1/64
hostname (config-username)

[

5 ERE Y
FeE e ol DU G VPN B 287 (IPsec BRIC%/'4f SSL VPN o BRIAME FRER [ BRI ZH S,
HERIME A IPseco ZEMISATHCE PR EYE, i AL a2 1) no £,

B EERE . AR A
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hostname (config-username) # vpn—-tunnel-protocol {webvpn | IPsec}

hostname (config-username) # N0 vpn-tunnel-protocol [webvpn | IPsec]
hostname (config-username)

RIS (CIERINE

* IPsec—(EPI NN SEAA GRS )% ) i s A 22 A R 50) . 2Z () i IPsec B&IE . B PLE {1y
U oATTN ) AN 2 B R RN S PSP R

* webvpn—iii it LA FH HTTPS (1) Web 3 Y258 ) e B2 F P 32 (e & - i SSL VPN ijiil, FFH G
i Uiy

3 o DL NI BRI . %D S B BRI P VPN BT
.

LA 7B s i el S 44 2 anyuser (F1H] )7 BE B 7S % 7 i SSL VPN Al IPsec B&IE K :

hostname (config) # username anyuser attributes

hostname (config-username) # vpn—-tunnel-protocol webvpn
(
(

hostname (config-username) # vpn—tunnel-protocol IPsec
hostname (config-username)

] value B L & group-lock J& P AR file # P A i I A O 148 e i 42 e B SO kAT U
) o 2B TR A B A VPN P s G 1R 2H 55 P 43 E R R SO A A AT R R BRI e
RA—FE, ASA SBHIEA P 3T, WERAREABUE, W ASA ZEAZE B BCA O X
F P 347 B 56E

BEMBITECE B group-lock JEPE, iEMA LT 21 no B . LD R A SRS QA (. B2
#5H group-lock H-B7 1k MBRIA B F5 2 I 4L SR mE 4k 7k group-lock {H, TEHIAM A none B

group-lock 4.

hostname (config-username) # group—-lock {value tunnel-grp-name | none}

hostname (config-username) # no group-lock
hostname (config-username)

PAR 78 S 7 i) Sy 44 24 anyuser (0 H] )™ BEE 418105¢ -

hostname (config) # username anyuser attributes

hostname (config-username) # group—-lock value tunnel-group-name
hostname (config-username)

ABHEPiRA P BRAEEEE

BERAE RV PHER i R4 EAAE S 0. BRUE I P22 Sk e a2
iSRG A S A . EARH S A, 1l T disable IO ) passwor d-stor age
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e BMNISATHCE H MR password-storage J& T, IHHIA LA 21 no B2, 1X 1 AL SR IS 4k K
password-storage [fJ{H .

hostname (config-username) # password-storage {enable | disable}
hostname (config-username) # No password-storage
hostname (config-username)

Gt & 55 28 B aCREA 25 7 ity B 43 560 TE SRR 0 i 1)/ N FH P S 30 TIE TG 6
PUR 78] B 7R 4 4a] 344 24 anyuser BH P E F #6047t -
hostname (config) # username anyuser attributes

hostname (config-username) # password-storage enable
hostname (config-username)

BcEF0H%E VPN 1J /888 ACL Ry s £ 55 Bk

AT LA WR LIS DU N SERTELA VPN i JE4S ACL I WA ) s LR S Bk o

B A VPN iZiE2E ACL

MR UHE ASA ¥4 BN vpn-filter ACL I, i&4047 DL F 25 5%.
1. fERZ LAIESH K vpn-filter ACL (URf: new_acl.txt)

2. MR FECYRTHY vpn-filter ACL (7R%1: old_acl.txt) .

3. 4 ACL G f& it

* Add update in-progress to ACL remark
echo ?access-list <name> line 1 ACL update in-progress? > push.txt
* Delete old rules
sed ?s/"~/no /g? old.acl >> push.txt
* Add new rules
cat new.acl >> push.txt
* Remove update in-progress to ACL remark
echo ?no access-list <name> ACL update in-progress? >> push.txt

4. ¥ push.txt AL E5 45

£ FA#TRY VPN i iE 88 ACL 1T 4 &Y VPN 537888 ACL

T LU DB ASA Bt LV T vpn-filter ACL:

1. RRRER I vpn-filter ACL I # 2 il g AN ¥ vpn-filter ACL.
2. f#iH vpn-filter ACL 3K 5B 20 5

3. MR LN HEIIH vpn-filter ACL.
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