ERNIT

AFEANHUUTIF AR ASA.
s Uil ar AT A ERIG , 1)
* JHH FIPS B0, 25 7 7T
* fid'E ASDM jfn) , %59 L
* A% ASDM, 12 T
o ) BRARCE , BB 13 T
* 1 Firepower 2100 W& A 40 G, 25 29 1t
o WbPERCE , 231 00
o REWCE OV TR, A 36 T
o FHNEL ASA , 55 36 UL

FITHREBEH S

T HIAARCE, T AFEHIG  H E VI ) CLL. 25, SnT LARRE A #5 7l {4 ] Telnet 2 SSH G
BRI . MR RGO AT 2R, WV P 6 b 1 2R 851 5 2R G AT .
I RAE IR B4 6 i S IR TCVE O 08, VIR UES R . WA IR, A AR R R

g BB R HZ S, WERHBIIER, TR EE ) & o 1 A REPE . Sy il
A Al LABEATIE RS

)

B 5% ASA Virtual #HIE U], &S0 ( ASA Virtual PREN ) .

ISA 3000 i=#| &

I UL P IR R v 2 il 5

i :PNEI |


asa-920-general-config_chapter43.pdf#nameddest=unique_34

FERAAT |

B 55 Firepower 2100 Tt i3I A

SR PR & A T LS B H G 1, R OB 9600 Hiky . 8 MR, B

A 1AM AT TR T BE ) 28 g ) B A E R B &
THZ 0 ASA BEAHERT, TR AR & BRI TE (5 R .
% Enter SR A 2 LR 74T

ciscoasa>

UE PR AR W IE AR T H] P EXEC 83, Al EXEC B REARBUE A Ay &

i A4 AL EXEC #658,

enable
BN enable A, RGN T SFL.
w5

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x***x*

Repeat Password: *****xx*

ciscoasa#

FERFAL EXEC Birh, FrA AFRC & a3 m o i8] WRFAL EXEC AREHE N Hl B AR
PHE AR, 15 disable. exit B quit fir 4.

Uy ) 42 R AR

configureterminal

i

ciscoasa# configure terminal
ciscoasa (config) #

N RRC ERGUT AR S ASA. LR RRCERG, WM exit. quit 2 end 74

if71a] Firepower 2100 £ & &R IEH| &

Firepower 2100 #5iill & ity I 245 188 3% $2 31] Cisco Secure Firewall eXtensible #1E & 4 CLI (FXOS CLI).
AT LU FXOS CLI HE 48 ASA #5455, ARG Rl an R AEimnt SSH iE#:3) FXOS, f&tn]

B &R
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i1l Firepower 2100 Fa gt zsla ]

PLEFEF] ASA CLI; K H SSH WIEARIHI G ER, KILEn LI £4 K H FXOS SSH E# 1)
ASA ER:. [FFE, Wil SSH iE#H:3] ASA, #&n LLER:F] FXOS CLI,
Fi&Z B

FERA B — MG . M FXOS P 5 &2 2 ASA I G I, HERGE MR A
B, MAME Telnet 50 SSH HEEILFE

T BV SRR ) G 3 . Firepower 2100 U7 —4% DB-9 4% RI-45 HiATH1I48, FrLLETH R
=7 AT USB WUBSHEATIE R . BRI ERAE RGBT AT L B USB B ATURENFE o LA Hh
1T B

* 9600 PFH

* 8 ML

* AR

© LAMEIEAE
TEHFERFI FXOS CLL. A A FEIEs BRI 1, & nT LA™ admin FIERIA#HS Admin123
B3] ASA:
connect asa

i

firepower-21004# connect asa

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.
ciscoasa>

Y7 AR EXEC #E58.

enable
F—MiN enable iy &, RSP TEREED,
w5l

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x**

Repeat Password: *****x

ciscoasa#

FERFBCEXEC B, BT AF R B BT o 38 ] AL EXEC FEaHEN e B

i :PNEI |
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. ¥71a] Firepower 1000, 2100 % 1% 3\ #1Secure Firewall 3100/4200 1= &

FHEHRROEE, I disable, exit 3 quit iy 4
V1A 4 ey e AR
configure terminal

IR

ciscoasa# configure terminal
ciscoasa(config) #

AR BT A B ASA. ZHR A RRCERL, TERA exit. quit B end i 4.

HiR[A 3] FXOS ¥4, iEHA Ctri+a, d.

26 1R LK SSH IEF:F] ASA (fE ASA "HIRCHE SSH Vilil)5) , 1% FXOS CLI.

connect fxos

RPN X FXOS HHAT Sy il s MBI S 44 admin fl# 5. Adminl23. ZHR[F[F] ASA
CLI, EHIA exit BN Ctrl-Shift-6, X,

T

ciscoasa# connect fxos
Connecting to fxos.
Connected to fxos. Escape character sequence is 'CTRL-"X'.

FXO0S 2.2(2.32) kp2110

kp2110 login: admin

Password: Adminl23

Last login: Sat Jan 23 16:20:16 UTC 2017 on pts/1

Successful login attempts for user 'admin' : 4

Cisco Firepower Extensible Operating System (FX-0S) Software

[*]

kp2110#

kp2110# exit

Remote card closed command session. Press any key to continue.
Connection with fxos terminated.

Type help or '?' for a list of available commands.

ciscoasa#

if7i2] Firepower 1000, 2100 1% & #& 2\, #1Secure Firewall 3100/4200 1=#| &

Firepower 1000, 2100 ¥ £ 1 XFl1 Secure Firewall 3100/4200 21 £ it 11 5 44534 4% 1) ASA CLI (5
Firepower 2100 “1- & #3 0 G A, 5 # H TR &S] FXOS CLI). #RJ5, #nILIYE ASA CLI
HHAg ] Telnet 4% 5] FXOS CLI #E47 MR .

B &R
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i3 12] Firepower 1000, 2100 % %1% 3 #1Secure Firewall 3100/4200 1= & .

UK

LA KA PSS B G o B PR N ERAE RGBT L B AT IR SR o A CA R 84T
H:
* 9600 PR
« 8 N
« LA

o 1 AME AT
HERF] ASA CLI. BRIAMEIMLT, U7 il 4 AR T E I AR IE.

PHIB2 ViR EXEC #ix,

enable
F—AN enable i &, RSN E T NEL,
w5

ciscoasa> enable

Password:

The enable password is not set. Please set it now.
Enter Password: **x**x*x*

Repeat Password: *****x

ciscoasa#

W ASA Tk A8, I HEDEN FXOS Wb frar i, WHHE ASA ERCE 15 A& 4 7¢ FXOS
BB A,
TERFAC EXEC B, P i B ar 23T H o i8] AR EXEC AR Pl B A
FLR R EXEC X, 5% disable. exit 5% quit iy 4.
PR3 Vjinl A JRR .
configureterminal

i

ciscoasa# configure terminal
ciscoasa(config) #

N R ERGUT AR S ASA. LR RRCERLL, WA exit. quit i end fir4.

SIB4  (W[ik) #EHF| FXOS CLI.

connect fxos[admin]

* admin- SR AU B R IIVT AR o A SRANEFEREIETI, P A ey AR . TR, Bl
AR B OB, BB AT IC B a2 T

| i :PNEI |
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. i71a] Firepower 4100/9300 #.55_E &9 ASA 12§11 &

RBEANSHENEREH P AEUE . MATH ASA F 7 2L B 45 FX0S, oy Hifth g ok . iR A 5] ASA
CLI, & exit Bik N Ctrl-Shift-6. X

76 FXOS 1, #&n] LA Fi] scope security/show audit-logs fir 4 2 & ] 1 i 50

i

ciscoasa# connect fxos admin

Connecting to fxos.

Connected to fxos. Escape character sequence is 'CTRL-"X'.
firepower#

firepower# exit

Connection with FXOS terminated.

Type help or '?' for a list of available commands.
ciscoasa#

if5 5] Firepower 4100/9300 /175 LAY ASA iz&] &

Nil

8

ST HIEARCE , 358 4K V%82 3 Firepower 4100/9300 HUAR Y BES |48 GBI & Uit 1 5044 ] Telnet
By SSH MHATREFEHE) T ASA 222 ikt al fy 247 ALl

4% 5] Firepower 4100/9300 HUAR A HL5 %8 CLI (#5#I4 8 SSH) , ARG K& iTE %5 ASA:
connect module slot {console | telnet}

] Telnet B i AET, SEPTLARIB X REERTT B 2 AN 18, I HOE B B P
TRV AR, K510 FXOS #ib CLI. SR )5 A UERES] ASA M

connect asa

i

Firepower# connect module 1 console
Firepower-modulel> connect asa

asa>

Vi AL EXEC B, 2B A SR 2 o

enable
PPN enable i A, RAESIEREE E,
w15

asa> enable
Password:
The enable password is not set. Please set it now.

B &R
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Enter Password: ***#**x*
Repeat Password: ****x*xx*
asa#

L el |

FERFBCEXEC B, BT AFRC B dr S BT o 38 ] NHFAL EXEC BECHEN B B

BOR AU, THHI A disable. exit B¢ quit A7 4.

BEA 4R E B

configureterminal

Tl

asa# configure terminal
asa (config) #

SHR A RECERGL, A disable. exit B quit fiT 4.

O\ Ctrl-a, d fff 3 HFE P # i &R A1 2] FXOS #b CLI
s RERR H ), ST e AR FXOS #Ek CLI,

R[] EXOS CLI [ B | 32,
BEIEHE:
a) AN~

1K 1B H 2 Telnet W H

b) ZEH Telnet N, 1EHiA
telnet>quit

BH Telnet £15:

a) A Ctrl,.

J2 F3 FIPS 1&5

FIPS CHIIPAE RACFARAE) &G ENIN S RBUR FIAUERRE . 8 ST ISR i A 1 2K

FR PG SE [H [H R ArvES- 2> (NIST) HIRAE, Fo28 ASA AT 4 FIPS 140-3 frifk.
B TAE ASA L3 ] FIPS 24, %8 J0EL E 754 FIPS %514,

1EICiE N ERE A H FIPS,

FHia Z |l

* A EEIE FIPS AP & (1 FRASSCES FIPS Bt fETHLEIA

24 F FIPS B,

FIPS FRAEIMIIRA 2 Hl, 1%

i :PNEI |
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1 RMBLE A7 A5 FIPS DL A E LR MIME R, 1555 https://www.cisco.com/c/en/us/solutions/
industries/government/global-government-certifications/fips-140.html1?flt0_general-tableO=asa.

© X HERERS, G B AL AL T FIPS A,

$E1 7 ASA FJHH FIPS.

Nil

Nl

B

fipsenable

il
ciscoasa(config)# fips enable

WARNING: FIPS mode change will not take effect until you save configuration and reboot the
device

Ja F FIPS J&, 43847 FIPS POST -7 3 shINHTEILL Rl & 8

Copyright (c) 1996-2005 by Cisco Systems, Inc.

Restricted Rights Legend

Use, duplication, or disclosure by the Government is subject to restrictions as set forth
in subparagraph (c) of the Commercial Computer Software - Restricted Rights clause at FAR
sec. 52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cryptochecksum (unchanged): 6c6d2f77 ef13898e 682c9f94 9c2dbba?

INFO: FIPS Power-On Self-Test in process. Estimated completion in 90 seconds.

INFO: FIPS Power-On Self-Test complete.
Type help or '?' for a list of available commands.
ciscoasa>

RAFIC BT E BN
write memory
reload

(Al AT AL AR
fips self-test poweron

DA I S P e BRI R SR T e

B &R
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mE asom iz i

BoE ASDM (g

A AT L BRARC B VT 7] ASDM, DA AE BeAT BRINEE B A B0 g e B 05 ) o

AR S MEEEUT ASDM if5 |3]

R BOARCE, CRABRINM X BEE X ASDM JERLIEAT T TAC . .

UK
A5 DL 5 VRN 109 2 1 B F2 1) ASDME:
s B OB TR A
* Firepower 1010—Management 1/1 (192.168.45.1), LA 1/2 %8 1/8 (192.168.1.1), &
HEEHLBR I 192.168.45.0/24 M 4%, N FHLBR TN 192.168.1.0/24 2% .
* WA R Firepower 1100, 2100, Cisco Secure Firewall 3100/4200 — P LM 1/2
(192.168.1.1) 5%, Management 1/1 (K[ DHCP) . W EHIBRHIY 192.168.1.0/24 M 2%, %
NSV AARAT 25
o P58 ) Firepower 2100 - Management 1/1 (192.168.45.1). & EHLAZ M T192.168.45.0/24
R
* Firepower 4100/9300 - & i 5 SCH) Y BRI LORIEIEFE () TP Mok, P EREHL SRR A
FEAAT I 25
* ASA Virtual- Managemetn 0/0 (YEFZE WIS o B EHUL R T8 B 45
* ISA 3000 - Management 1/1 (192.168.1.1). &P EHLAZFR T-192.168.1.0/24 M 4% .
TR SO 28 SR, AT o I 2 4 B AN B S5 17 1) ASDM
X ERD
) ERARCE B 13 1T
Jii FHEAE FH 214 e de sk
Ji% ASDM , 512 1T
l—‘—l LR Y AY
B E X ASDM if [g]

W AL — A B AN LU A, TR
< B B E
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FERAAT |
B =xxasomisis

o AU R TP Mkt
o R U0 I WIS KBRS
o RO 245 S

TR A, O T SRR RA Y ASDM V1], FRATEE GO AT ) BN E, (R
A CHAEEIP sl . UGB RRTRK (e BB W] s 1 SR sl 5 2 Ok B 1) LA e
I, A AL AT T FEy .

\)

AR T ASAv, ATUI/ERRE S R R EE WIS, LR e R AR T A i S B

SO

UK

SR PR G i U5 CLL
B2 (AL i HIEWIB KA
BT G R R

firewall transparent

FIRI OB R

interface interface id
nameif name
security-level level
no shutdown
ip address ip address mask

i

ciscoasa(config)# interface management 0/0
ciscoasa(config-if)# nameif management
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# no shutdown

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0

security-level JE/T 1 2] 100 Z (WU, L 100 4 e 2400 .

T4 T HEEHETHD NEHMZBE DHCP -

dhcpd address ip address-ip address interface name
dhcpd enable interface name

TP

B &R |
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ciscoasa(config)# dhcpd address 192.168.1.2-192.168.1.254 management
ciscoasa(config)# dhcpd enable management

T DR I YO TR A AN T 4 1 Ml
FIRS O TR T RCEE BTV
route management_ifc management_host_ip mask gateway ip 1

i

ciscoasa (config)# route management 10.1.1.0 255.255.255.0 192.168.1.50 1

U6 Jy ASDM Ji | HTTP il 55 4%
http server enable
ST ARV NIV ASDM:
http ip_address mask interface_name

i

ciscoasa(config)# http 192.168.1.0 255.255.255.0 management

PIER8 RAFILHE:

write memory

FERY (AL R ue a2 B
mode multiple

LRI, TR A SR DAY BC B O A PG 5. AR RGN ER N2k ASA.

Gt

PN BC EORE By KBS R A e A IZ IR, CE Management 0/0 #2111, I 448 B LA
ASDM:

firewall transparent
interface management 0/0

ip address 192.168.1.1 255.255.255.0
nameif management

security-level 100

no shutdown

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

http server enable

http 192.168.1.0 255.255.255.0 management

| i :PNEI |
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B =3 asom

AR EHR
WAL BN E , 2 14 1T
BEE B KA

Jila) ISA 3000 #64 , 261 7L
Ji5 ASDM , %512 1L

2z ASDM
1 F| ASDM-IDM J5i ZhF2)7 5 2] ASDM. i Blas A58 48 vl DA H HOE R 24T & ASA TP ki1
Web I W45 M ASA R R —3W H o W BER: 2 A ASA, LEHEH FEZH %8
f£ ASDM I, W] LLZEFIH A ASA TP Hubik B T4 B,
AT E A WAL ASDM,  LLE andal i F J3 sh B 7 J3 5 ASDM.

ASDM # S AR AE A \Users\<user_id>\.asdm H & (GLFEFZEAE. HAEMEIEDD A Hxd ()
& Secure Client it & 1) o

LB 74 ) ASDM X/ w AL E, ALK URL:

https.//asa_ip_address/admin

R

ffRde e https://, TiEERG & http:/ S F5 5 TP Huhk (BRI HTTP) 5 ASA A2 Hah¥ HTTP ik
K ) #) HTTPS.

Z40K ok ASDM i3 2 GU I ATLL N %4 -

L% ASDM /25132 F (Install ASDM Launcher)

BN AP T 4R ASDM, AT LA R E:

a) riii%% ASDM B#h#EFF (Install ASDM Launcher).

N
5
N
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| EAAIT

sraines i

1: 235 ASDM a5z 5

€1, cisco ASDM 7.20(2) Al

Cisco

Cisco ASDM 7.20(2) provides an intuitive graphical user interface that makes it easy to set up,
configure and manage your Cisco security appliances.

Cisco ASDM can run as a local application.

Run Cisco ASDM as a local application

When you run Cisco ASDM as a local application, it connects to your security appliance from your
desktop using SSL. Running Cisco ASDM as an application has these advantages:

* You can invoke ASDM from a desktop shortcut. No browser is required.
+ One desktop shortcut allows you to connect to multiple security appliances.

Install ASDM Launcher

Copyright ©® 2006-2022 Cisco Systems, Inc. All rights reserved.

b) FH P BRI FB R GEH T %3 , A5 s#E (OK).

UIAORBCE HTTPS B9k, W] LAEBAT R 4Rl enable #6 (BRIADZS) (500 R faxs

ASDM V5 R AU . 5 IRAE CLI i enable i &1, RE /R B BUE I : ¥k ASDM I
ASIRFIPATRAT o R SUE I, AR R 20 BCE A

A SR TR A Telnet % . EE: WEREHT T HTTPS 456k, WA A 44 Je ok
BRI RMEAE] SR IAIE, RIS SR B A AR CGASER A 22D

ASDM 23 A s B 7 R 25 e 77 A7 DL

o) KRR ARAE RSN, ARG RS R . e UE, B A B)$T T ASDM-IDM J3 sh#2
o
d) EINEFEIP bk, RN GRISRE G g =) , RE AT#RE (OK).

B EGABCE

) BOARCE B RDBT I ASA N TR BC L

* Firepower 1010 - 1) BRINECE 3 FHIHAEME P 3 /ARG B o 48 ] DU P 2 11l 358 A8 e L 11
{fiH ASDM 43 ASA.

* Firepower 1100 - ) BRIATC B 5 FH D) BETE N0/ A S0 & o 4 m DU BR 42 1 sl N 4 A
ASDM & F ASA.

* Firepower 2100 - P EAE0 (BRIND) = W BRAECE 5 FH DU RETE /A0 AC & o S n] LU B
% Cisco Secure Firewall HLA & HLZS (ML HIFR N Firepower MU E FLAE) F1 ASDM & ¥
ASA.

ERAIT
|
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FERAAT |
B s=srzums

BEARHR A - U T SO AR, T T BRA I B 2 S T DD RE P P 3 AN e . Js ] DU HE
e N i ASDM 2 ASA.

* Cisco Secure Firewall 3100 - H ] BRIABCE S H ZhREVE N EB//MSEC & . AT UM L 1/1 #2101 8k
W i ASDM & FE ASA.

* Cisco Secure Firewall 4200 - H | BRIABCE Ji F ZhREVE N S8/ & . AT DO L 1/1 #2188
N8 148 ) ASDM 453 ASA.

* Firepower 4100/9300 HLAG - 7EFE M7 ASA 5 ASA 4EREIN, B BROARCE n fd B &1,
DAERT LA ] ASDM 5 &Sz, AR5 18 & 58 i & -

* ASA Virtual- {45 RN UR IR 7, EEE LR, MEAE (VIR E) i E
B, DMERT LM ASDM R, AR E eI E . ] DAL E MR R TP Motk
AT CH) BRI ICE CanRERED

* ISA3000- H1) BRIAPL B2 LT SE 4B 0 ARSI, A P RO 3 0 T
g1 T LU ASDM B2 S BB 11K B T R4E 0 TP Bk, COMPEAME IR

REF B, ) BRIRCECAT T % e Bl s A o5 S, BR 7 ISA 3000, J5 & () 3K

N EANAE B AR P . % ASA Virtual Al Firepower 4100/9300 HLAE, 7] LAE 358 N 1k £455
R X i AR

\}

ER O BRMUESCIER (BRI BRIAFCE SN, DLR SRR NAF RS HERLE . log/+ crypto_archive/
Fl coredumpinfo/coredump.cfg. XA 1) H AR B85 A7 HR B SR H A UCHC . X284
Wy T e s HE bR s EAIAR IR LR A i .

REH BRIARE
A GBI R . 0 T ASA Virtual, R TR B RO 60 % ASA 5525-X I
FHILL IR

interface management 0/0
ip address 192.168.1.1 255.255.255.0
nameif management
security-level 100
no shutdown
|
asdm logging informational
asdm history enable
|
http server enable
http 192.168.1.0 255.255.255.0 management
|

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd enable management

B &R |
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\)

E®B {E Firepower 4100/9300 b, PR BROIAFLE SEEPRACE; KR ERIARCE, 20 #5950
iBE ASA.

FreaZ Hi

I REAN A % B KSR R T, {H ISA 3000 [k, ISA 3000 fXAE BRI NS Frtb i 4. ik
Hh, ZINEEA T TR A VSR E 1 ASA A AT i SRR R4 % Tl g B Bk AT
B .

i
i

TR W) BOARCE
configure factory-default [ip_address [mask]]
-
ciscoasa(config)# configure factory-default 10.1.1.1 255.255.255.0
P
iy & AN STE R Firepower 2100 (47T i BN (R&AECFE)
WURFEE ip_address, IR A £ 0 BB P B sl s BB 11 TP Mk, i AN 2 I BRIA TP Mishik. 75K
HH ip_address I B (14 1, 152 LR 85k
* Firepower 1010 - ¥ & & 18 FL I 1P Mkl
* Firepower 1100-1¢ & N #f#2 LITPHuAL o
* Firepower 21007/ B #5201 -1 & N #4% H IPHBALE .
* Firepower 21007E1- 5 A2 -0 B8 B L IPHLAE
* Cisco Secure Firewall 3100 - 15 & ) EREL [ TPHLbLE.
* Cisco Secure Firewall 4200 - ¥ & R &R TPHuLE
* Firepower 4100/9300-JC 51
* ASA Virtual—#¢ & B3 1 1P Huhik.
* ISA 3000 - BEEE TR 1P Hudik.
http iy & & TR e 7M. [, dhepd address iy 4y [l AL 5 PL AR T (1) TP Motk 5 ey (1) i ]

Fdstk. #lan, w4 E10.5.6.78, FMHEID 4255.255.255.0, NDHCPHuhEVE ] F
10.5.6.79-10.5.6.254.

| i :PNEI |



FERAAT |

B s asavima nEms

%} T Firepower 1000 A1 #4538 R [¥) Firepower 2100 L % Cisco Secure Firewall 3100, 4200: Jﬂjnn %
231 B boot system #ir% (U ) LAACE I ARFR ;o HOHC B S SO 25 i e s (i 4k S
EETYIEEh]VRYS

XIS BACR I Firepower 2100:  JEA5 AN H]boot systemir % {4 HFXOSH £

WF BT AR A 5. Ay A nTE R boot system iy 4 (Ul RAFAE) FIILABACE . 1% 2 SO VFIE R &
WAL 5. boot system NIRTEMRA ) TC B J5 BEHTINE ASA B, 0K M PN S8 DA A7 ) 2 — N A
g WRNEALET RS, ASA KA.

TP

docs-bxb-asa3 (config)# configure factory-default 10.86.203.151 255.255.254.0
Based on the management IP address and mask, the DHCP address
pool size is reduced to 103 from the platform limit 256

WARNING: The boot system configuration will be cleared.

The first image found in diskO:/ will be used to boot the
system on the next reload.

Verify there is a valid image on disk0:/ or the system will
not boot.

Begin to apply factory-default configuration:

Clear all configuration

WARNING: The new maximum-session limit will take effect after the running-config is saved
and the system boots next time. Command accepted

WARNING: Local user database is empty and there are still 'aaa' commands for 'LOCAL'.
Executing command: interface management0/0

Executing command: nameif management

INFO: Security level for "management" set to 0 by default.

Executing command: ip address 10.86.203.151 255.255.254.0

Executing command: security-level 100

Executing command: no shutdown

Executing command: exit

Executing command: http server enable

Executing command: http 10.86.202.0 255.255.254.0 management

Executing command: dhcpd address 10.86.203.152-10.86.203.254 management

Executing command: dhcpd enable management

Executing command: logging asdm informational

Factory-default configuration is completed

ciscoasa (confiqg) #

He BRARC B ORAT BN A7
write memory

Z A A IS AT B ARAT 2 5 S B A BRIAL B LLRT C % boot config iy AT & A ¥ & o — M
BEZW; REERG, S EER.

Pk & ASA Virtual ZREALE

BATANEUATIRE ASA Virtual FE 3 0 K) HLE,

B &R
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Firepower 1010 ZXAFL & .

TR N T PAT IR RRS, W& B

Nil

B

FBi b AR R W, IO, G B LA T IR, W MR R R E S
W R AR W . 2 JER 0 3 & DR IO Hom ik Wb s A s e R s, IR
PN = & D, H BRI 75 L i A .

HH )G, WEEERCE .. N THITHEERE, EAE RS LA LL N

write erase

a4
ASA Virtual 23 A B0 9 REAT AR, Bk, ASWE BRI s, S R R sig, WS

% boot image iy % .

HIMRAAZILE -

FOHTINZ ASA Virtual, JEIngas Sl E
reload

N T PAT IR, T IT A & T
THBRAERINBSG, A& vk SEIERK R & .

Firepower 1010 ZIAEC &

Firepower 1010 (17 H}) BRI B0 2 LR B
« BEAERIRHL - LKW 1/2 2 1/8 Ji T VLAN 1
© NER—SMERIAL R - UK 1/1 (UMD, VLANT (P3)
< BT -EHEGO /1 D, TP Mk 192.168.45.1
« SMER IP Hbhib >k H DHCP, MEB IP Hbiib—192.168.1.1
© W B EE D LY DHCP BR%5 88
* K F 4N DHCP [ 2KIARE B

« ASDM Vjj i) - FUVFEEEFIN S ENL. B HEHLR A 192.168.45.0/24 MI%%, W EHLFREI N
192.168.1.0/24 M %%,

* NAT - MNP RIAM BT s 1I# 1 PAT .
* DNS I 4528 - OpenDNS R4 2% Ol Ac &'

P DL iy 4 ks

i :PNEI |
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interface Vlanl
nameif inside
security-level 100

ip address 192.168.1.1 255.255.255.0

no shutdown

|

interface Managementl/1
managment-only

nameif management

no shutdown
security-level 100

ip address 192.168.45.1 255.255.255.0
|

interface Ethernetl/1
nameif outside

ip address dhcp setroute

no shutdown

|

interface Ethernetl/2
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/3
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/4
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/5
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/6
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/7
no shutdown

switchport

switchport mode access
switchport access vlan
|

interface Ethernetl/8
no shutdown

switchport

switchport mode access
switchport access vlan
|

object network obj any

subnet 0.0.0.0 0.0.0.0

nat (any,outside) dynamic interface

B &R
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Firepower 1100 ZXAFL & .

|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd address 192.168.45.10-192.168.45.12 management
dhcpd enable inside
dhcpd enable management

|

http server enable

http 192.168.45.0 255.255.255.0 management
http 192.168.1.0 255.255.255.0 inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 1100 Z{IAFL &

Firepower 1100 [¥7HH | BRIABC & AL 75 DU BC
© NER—IMERIE - ORI 1/1 (AR, BLKIM 172 ()
* SMNER P thiib >k [ DHCP, MIER 1P #itik—192.168.1.1
< BIEEE 11 GEED , TP Hiibk [ DHCP
* DHCP R3S 2N ML 1 L
* ZRINBSER oK H 4N DHCP, 453 DHCP
* ASDM Vi) - FRVFEF BRI ERL. IR ENLBR I 192.168.1.0/24 k4.
* NAT - I\ BRI SR T A it i iK% 1 PAT
* DNS JI%5 %% - OpenDNS JIR 25 2% CLFific & .

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown

|

interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown

|

interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown

i :PNEI |
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. Firepower 2100 F &1 BINELE

object network obj any

subnet 0.0.0.0 0.0.0.0

nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 2100 & &30 BN BL &
AT LUK Firepower 2100 BB 75V G N A7 B & U BRI

)

AR 0T 9.13(1) ZATAIRRAS, P SRR BOA L IUNIME BT, WER M GBI W R B A
o

ASABLE
Firepower 2100 | (1) ASA (1)t BRAEC E 65 L R E :
« RER—SMERTEE - LUKK 1/1 (R , LUK 172 (P98
* J\ DHCP [1J5MEB IP tatit, P36 IP Hbdik - 192.168.1.1
* DHCP RRSSER(E N HHZ 1 L
* >k E Mk DHCP (120 IA B B
< B - EEN O 11 GEED , IP Mk 192.168.45.1
* ASDM Vi) - FRVFE EE AL,
* NAT - AN FBEI AP BT A7 i 4% 1] PAT
* FXOS Bt & 1 3)) - FXOS HUAR W] DLYER: AN ASA b 8l i & .
* DNS JIk%% %% - OpenDNS JIR 2% %% O Filfic & «

P LT iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100

B &R
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ip address 192.168.45.1 255.255.255.0
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 192.168.45.0 255.255.255.0 management
|

dhcpd auto_config outside

dhcpd address 192.168.1.20-192.168.1.254 inside

dhcpd enable inside

|

ip-client outside

|

dns domain-lookup outside

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

FXO0S Fc &

Firepower 2100 (1) FXOS (1] BRAFC &0 % L P A& :

« BIP 1/1- 1P Hihl 192.168.45.45

* BRIARI X - ASA Hidi$z 11

* BFAOENIFE B IRES FA SSH i8] - [N BE 4 .
* BIAA A2 - admin, ZRIAEGS Adminl23

* DHCP AR%525 - % F i IP Huhi-vE [ 192.168.45.10-192.168.45.12

Firepower 2100 ig & 1EX BN & .

* NTP BR5588 - BIBl NTP k5545 : 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org.

2.sourcefire.pool.ntp.org

* DNS BR%528 - OpenDNS: 208.67.222.222. 208.67.220.220

* IXM V1 FLAKRRW 12 - 2]

Firepower 2100 1% & 18 BABL B

BRI, Firepower 2100 7E ¥ &5 Fig17

i :PNEI |
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. Firepower 2100 i& &R BN B

A\

AR 0T 9.13(1) ZHTHIMRAS, S AU BRI IURIME BT, MR AT ST, WS R BT B8
o

WAL Firepower 2100 117 H ) BRABCE AL & DA FRCE :
* NEB—-SMERTRE - LRI 1/1 (AN, BLKI 172 (P
* SMNER I P thiit >k [ DHCP, MIER IP #itik—192.168.1.1
* DHCP H (&I IP Hbhik - 3 1/1 CGFHD
* DHCP BRS &R 7E A i 1 L
* BXIAE&H >k [ 4N DHCP, 42 DHCP
* ASDM i) - FetF i BRI N, PI ENLPR R 192.168.1.0/24 F %5
* NAT - A B SN A7 i 5 ) 45 11 PAT
* DNS /IR %5 #% - OpenDNS JIli 45 2% O Pl AC L

P i BLT iy 4k

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level 0
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 management
|
dhcpd auto _config outside
dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside
|
dns domain-lookup outside
dns server-group DefaultDNS
name-server 208.67.222.222 outside

BRI
2 I
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Cisco Secure Firewall 3100 (AL & .

name-server 208.67.220.220 outside

Cisco Secure Firewall 3100 I A\FC &

Cisco Secure Firewall 3100 [FERIA )P0 & H T 0 & LR A 25
* REB—SMERFE - LK 1/1 (AR, LUK 172 CA#)
« SMER IP Hbhib >k H DHCP, MEB IP tbiib—192.168.1.1
< EEEE 11 GEFHD , P Hililbk § DHCP
* DHCP RRSS &L N HH 1 L
* BRIABRER K [ M6 DHCP, 45! DHCP
* ASDM Vjjln] - SRVFE BRI L. AR EHLRR I 192.168.1.0/24 W44
* NAT - A PIFBEI SR T A i i 1042 ) PAT
* DNS JI%5 %% - OpenDNS JIR 25 2% CLFific & .

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside

!

dns domain-lookup outside

dns server-group DefaultDNS

BRI
|
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. Cisco Secure Firewall 4200%4 i\ B2 &

name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Cisco Secure Firewall 4200Ek I\ B &

Cisco Secure Firewall 4200 [FERIA )P0 & H T 0 & LR A 25
* REB—SMERFE - LK 1/1 (M), LUK 172 CA#)
« SMER IP Hbhit >k H DHCP, MEB IP Hbiib—192.168.1.1
< EEEE 11 GEHED , P Hilibk § DHCP
* DHCP RRSS &L N H 1 L
* BRIABRER K [ M6 DHCP, 45! DHCP
* ASDM Vjjln] - SRVFE BRI L. B EHLRR S 192.168.1.0/24 M4
* NAT - A PIFBEI S BT AT i i 1042 ) PAT .
* DNS JI#%5 %% - OpenDNS JIR 25 2% CLFific & .

P E 1 LR iy 4Lk

interface Managementl/1
management-only
nameif management
security-level 100
ip address dhcp setroute
no shutdown
|
interface Ethernetl/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown
|
interface Ethernetl/2
nameif inside
security-level 100
ip address 192.168.1.1 255.255.255.0
no shutdown
|
object network obj any
subnet 0.0.0.0 0.0.0.0
nat (any,outside) dynamic interface
|
http server enable
http 0.0.0.0 0.0.0.0 management
http 192.168.1.0 255.255.255.0 inside
|

dhcpd auto config outside

dhcpd address 192.168.1.20-192.168.1.254 inside
dhcpd enable inside

!

dns domain-lookup outside

B &R
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Firepower 4100/9300 #55 ZXiABL & .

dns server-group DefaultDNS
name-server 208.67.222.222 outside
name-server 208.67.220.220 outside

Firepower 4100/9300 #1785 EI\EL &

1t Firepower 4100/9300 HLA L5558 ASA I, w] P BV 2 v L4848 ASDM %2 31| Management 0/0
OIS 8. WRNCE R ROE.

et P
o SRR BB O CU4E Firepower 4100/9300 HLAR & HL 5 |4 15w X
* %4 “management”
TR FEI IP Huhk
© ZRGNHR 0
< EHEH

T BB T BRI
* ASDM Vil - RVFAT A ML,

ML B IIRCE AR P i AR NI E, TS a)E ASA 0.

interface <management ifc>
management-only
ip address <ip_ address> <mask>
ipv6 address <ipv6 address>
ipvé enable
nameif management
security-level O
no shutdown
|
http server enable
http 0.0.0.0 0.0.0.0 management
http ::/0 management
|
route management 0.0.0.0 0.0.0.0 <gateway ip> 1
ipv6 route management ::/0 <gateway ipvé6>

ISA 3000 EIAECE

ISA 3000 FUERINE) HLE W R

-meki&t BRI KBS AR 2 JRB KA, 782 RSB K B Bk ks, JF
AN AR BT R B4 (1 6 eh AR
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B spa0siiEs

s LANMFERIZED - A B O #AL TR — M4 QP it R AR E; LAHITREUS
IBHIMLBHEICED) : GigabitEthernet 1/1 (outsidel). GigabitEthernet 1/2 (insidel). GigabitEthernet
1/3 (outside2). GigabitEthernet 1/4 (inside2)

o AT POERFNSINERHE 1138 w] ELAHIEAS

- BB U1$EO - 192.168.1.1/24 1T ASDM i il .

* T BB P 3 ¥ DHCP.

* ASDM Vi) - FRVFE EE AL

o NULUFEOX A T 45588 GigabitEthernet 1/1 A1 1/2; GigabitEthernet 1/3 il 1/4

A\

ER MISA3000 Wi IFEE A S AT, U FIA B I RERS IS insidel
Fl inside2 LA A outsidel I outside2 AN AEIE[H o IXEL4% 10 2[R AT AT B
HIEPASK W . AW E, Kb ASA B8 k2B 8 i
HHRT .

P BLT iy 4k

firewall transparent

interface GigabitEthernetl/1
bridge-group 1
nameif outsidel
security-level 0
no shutdown
interface GigabitEthernetl/2
bridge-group 1
nameif insidel
security-level 100
no shutdown
interface GigabitEthernetl/3
bridge-group 1
nameif outside2
security-level 0
no shutdown
interface GigabitEthernetl/4
bridge-group 1
nameif inside2
security-level 100
no shutdown
interface Managementl/1
management-only
no shutdown
nameif management
security-level 100
ip address 192.168.1.1 255.255.255.0
interface BVI1
no ip address

access-list allowAll extended permit ip any any

access—-group allowAll in interface outsidel
access—-group allowAll in interface outside2

B &R
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asA virual 325 E [

same-security-traffic permit inter-interface

hardware-bypass GigabitEthernet 1/1-1/2
hardware-bypass GigabitEthernet 1/3-1/4

http server enable
http 192.168.1.0 255.255.255.0 management

dhcpd address 192.168.1.5-192.168.1.254 management
dhcpd enable management

ASA Virtual FREFCE

P2 ASA Virtual I, FITRBLEVF 2 AT AL ASDM %42 3] Management 0/0 # H 124, M2
BN A
o % H 7 W By KRS X
* Management 0/0 1
s 444 “management”

* IP Hi4il-5%, DHCP
RGN0

3

L TP Hubk o ER SR B RIS O T BT R D

Je R AR ] HTTP JiR 55 4%

BN TP Huhik () HTTP Vil

* (A[¥E) GigabitEthernet 0/8 (1) [ 56 % 55 b 1P Hhhil- F1 Management0/0 £ H TP kil
* DNS k%5 #%

BBEVF AT ID 4

B REVER] AR I E KPR R T Re

* (i) Smart Call Home HTTP /X2 URL Fl¥ 1]

3

(i) SSH M HE
* %% P TP Mk
* ASHOF A
o A ECHE FE AT SSH T 75 1 B AR BIE

(A[3E) J5 k25 REST API

| i :PNEI |
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ASA Virtual SR B B

\)

RE

AR B MR R R AU BT T ASA Virtual, ASA Virtual 75 2805 i) BRI . #E 25, W)
AP AP, LSRR U5 () ARSI 7 ATk

pusiiyg
&y
3

A RMOL A, WS LL R E R -

interface Management0/0
nameif management
security-level 0
ip address ip address

no shutdown
http server enable
http managemment host IP mask management
route management management host IP mask gateway ip 1
dns server-group DefaultDNS
name-server ip address
call-home
http-proxy ip address port port
license smart
feature tier standard
throughput level {100M | 1G | 2G}
license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path
rest-api agent

\}

AR SERBVRAUER 2R “hRUE” VERTIE.

A R RE R 1) 2%, WS P LU B 7Rl

nameif management
security-level 0
ip address ip address standby standby ip

no shutdown
route management management host IP mask gateway ip 1
http server enable
http managemment host IP mask management
dns server-group DefaultDNS

name-server ip address
call-home

http-proxy ip address port port
license smart

feature tier standard

throughput level {100M | 1G | 2G}

license smart register idtoken id token
aaa authentication ssh console LOCAL
username username password password
ssh source IP address mask management
rest-api image boot:/path

B &R
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1% Firepower 2100 iR & 412 £ FAER .

rest-api agent

failover

failover lan unit primary

failover lan interface fover gigabitethernet0/8

failover link fover gigabitethernet0/8

failover interface ip fover primary ip mask standby standby ip

1% Firepower 2100 iZ & 5 &3 F EER

Firepower 2100 2X1217 % A FXOS MIK)JZEAE RSt & LIAELL N0 N I24T Firepower 2100:
o AR (BRIA) - & Bl R S E ASA I & . FXOS CLI FP X F A s g i b HE

IS A
IJIJ/7\°

o SEER - AT AR, BAAZIE FXOS FRRLEREA B E S BRI E . X8
B E B O, #57 EtherChannel. NTP. WU E PSS, #0] DI B K BEHLFE S HLES Web
L BY FXOS CLI. 4R J5, #nLL#iH ASDM 8¢ ASA CLI 7F ASA #:4E R Gl H 22 4> 50K

SERT A ] S SO
A

AR SN, EREERINCRS, MR SER . SERINAEIN 2 NHBOARCE . 5L IR

7 S AR I B IR R A LU 2%

WEVERE, clear configureall il configure factory-default fiv 4 A&t bk M A .

FFi&Z |
B H fefE CLI WP 5 A=t o

UK

SE1 (L) SOUATICE. HS 0 &0 A s A S

BAR BB E AT S A E 2 AR 5, B ECE AT B2 — MBI IR .
t, XFTEEAER, NTP. DNS #l EtherChannel it B AN /& ASA it & 10—, I A5 54
Hh, (HRCZ R A ASA B S R A

B2 whA U
show fxos mode

T

ciscoasa(config)# show fxos mode
Mode is currently set to appliance

i :PNEI |
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. 4% Firepower 2100 1Z & A% &5 T &1&X

TR 3 K B SR

no fxos mode appliance
write memory
reload

BEEAE, T B ORAEECE IO B A . AEHOE AR, AT LAAEANIE: A W (R O T R
Fo BB M AR L

=
EE

RTINS, BC BRI R OB AN 2 I BRIA L
Tl

ciscoasa(config)# no fxos mode appliance

Mode set to platform mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config) # write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]

ciscoasa(config)# reload

Proceed with reload? [confirm]

R B E B
fxos mode appliance
write memory

reload

BEEAUS, i BOR I E I SR I B . AR INBCZ A, T ALEANIE AT AR T A T 0 T RE
S a A EIE G
EE

FUBINEN,  BCE RS FR . BRI 2 Y I BROABCE -
IR

ciscoasa(config)# fxos mode appliance

Mode set to appliance mode

WARNING: This command will take effect after the running-config is saved and the system has
been rebooted. Command accepted.

ciscoasa(config)# write memory

Building configuration...

Cryptochecksum: c0532471 648dc7c2 4£f2b4175 1£f162684

23736 bytes copied in 1.520 secs (23736 bytes/sec)
[OK]
ciscoasa(config)# reload

B &R
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seng [

Proceed with reload? [confirm]

IR AL E

AT BRI . BRSBTS A RS 2 A
AT REHEEMEITRE

BEhEE

M ASA BN, B NSRS (FRRSIECED INEECE . BRIATOL T, % SCPRE ) B e
FIAEA BRI A7 o HE,  RT LU n RE SO R SE R IR R S C B i 5 AR 1 S0 o A BL R d &2k
BT ) JA Bl

boot config {disk0:/ | disk1:/} [path/]filename
TRAFHTAL A
write memory

11 :

ciscoasa (config)# boot config disk0:/startup.cfg
ciscoasa (config)# write memory

ERAXREESE

Bk A 2h H Sk S T B . R A E AR K (B, #ik T 16 MB) , B A KK I ARAT A B
BHo EIXFMELLT, AZEH boot config v &K1 i AL E PRAF BT WSO RS, B, W
KA E N B2 4T WAE R IR 2R 08 AE, Wi A\ writememory JF HECE L K, BATRESFERILLF
BRI L

SAFRB N, nvram:/startup-config (& LEAA RN

FEXFIEOLT, TERORLETRT N3 ASA Z AR E T B R IRAF EBT SO B . 50, ASA ]
RETCVE N B S B AL

BITEREE

AT, AN AR IS AT G BT . U AUEATICE T R B A AL, LAE
Ba EAAIHAT R

REFEREEN

AN AT RAF

| i :PNEI |
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B =ersetTremEEy

ARFEREATHREFLEEEY
ST AP B AIE AT L PR,

HISATIC B R B R B B .

write memory

pEsk

copy running-config startup-config ir %% [F-J- write memory #ir % .

EZEREATHREFLEEEN

A BRI R CRURGD LT, sk, Al R RA7 B AT i SR T
SAREEMERMRS

FEFH LA R R A R G S

MG FERGE N, Bastr i B R 2R S -

write memory

W F 2 A H, T SH SECE AT LASE B AE AN RS B o AEIXFIEIU T, ASA SB I E TR R AT 2
WA 56 URL RRIRII RS ¢, {H HTTP & HTTPS URL [&4F, ‘EAIA RS B AE 2 RS
o

pEab
copy running-config startup-config i

2

AL AT write memory it 4.
EIRREFEMEEREE

VLR LU A D BR R IS OR A7 BT AT 1 S G B DL RS

MARGIAT A 0], RHs AT HC B R A BT SN A S B R S
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mnreraEeEs

write memory all [/noconfirm]

WRAHI N Inoconfirm ST, NIKE 2L K.

Are you sure [Y/N]:

ERINY JG, ASA SRAF RS o E AN 5t. 15 50H e B T B E RN RS 25 b o AEIX PG
DR, ASA £ ERAE Rl A = URL HFAriRIARSS %%, {5 HTTP 5 HTTPS URL [&4h, ‘EA]
AN ARG BRI S s

£ ASA IRAFREIME RS, REKERLLMHE

’

‘Saving context ‘b’ ... ( 1/3 contexts saved )

A, MRS T ASGEDRAT . TSP LU MR IAINE R -
o ST NAFA SRR 5t R G0R Wos LRI E

The context 'context a' could not be saved due to Unavailability of resources

Xt VA RIE I R H R IR DA (T 5, ARG LU MR

The context 'context a' could not be saved due to non-reachability of destination

XIS SBUE BRI 5 RG0R s BU TR B

Unable to save the configuration for the following contexts as these contexts are locked.

context ‘a’ , context ‘x’ , context ‘z’

IAEILAH] ) O AE DR AFIC B SO EAE MR S, A Bie 1 5t

X PR S RC B D RS E AN RECRAF I St (i, AE HTTP fRkg5s £, AERr A AR R
(KIAR FERE s LA i AR 75

Unable to save the configuration for the following contexts as these contexts have
read-only config-urls:

context ‘a’ , context ‘b’ , context ‘¢’

X3 DS DA et DA DR TR ORAF IR 5, R G0RE s LT

The context 'context a' could not be saved due to Unknown errors

i :PNEI |
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B seorsssnzres

BRHMEEEFIZZITEE
LU 22—, ROBT R s iCE = 21217 B
* copy startup-config running-config

BRI E ST E S I SIS REBCE P A Frar LA 2N T i E . W R B A
[, WA SRAARMTE S WER a2 ph R s dr & RS 2T, WA IR T4
RES AR R, WAl RE BRSNS R

* reload
HRNE ASA, BN shlic &I LSBT E .
* clear configureall, #XJi5 copy startup-config running-config

IR S EIF IR, EHRERINE.

EEFEE
DA i & A L A R 12 AT B AR S & -
* show running-config
AEIBITHE .
* show running-config command
BEFSE a2 MBI
* show startup-config

TEAYIE.

:E === \rL ===
ARRIIMIPREC B R &
THRIRE, WAL TmSZ—:
* clear configure configurationcommand [level 2configurationcommand)]

TR E A T AL E . A F AR BRRE E MCAS i A L, U AT
level 2configurationcommand 114 .

B, ZEEERPTT aaa fir @ IOBCE, THIA LR dr:

ciscoasa(config) # clear configure aaa
PYiE R aaa authentication My 2 AL E, IEHIALL N4

ciscoasa(config) # clear configure aaa authentication

B &R
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mpnmpnszs

* no configurationcommand [level 2configurationcommand] qualifier

S 1O S SRR, FEXMEDL T, AT no dir MR qualifier PRIIRIAS E e .

filtn, EEMERER T access- list #rd, VEHHA RN fir X HHEATME—AR I P REL U A IEN fir

ciscoasa(config)# no access-list abc extended permit icmp any any object-group obj_icmp 1

* writeerase

A

BEER A SR E .

IR

X T ASA Virtual, Wby 2K/ EHINE G MBI E . BEE A BRI
B, 1#H clear configureall 4.

* clear configure all

A

BERIZITRCE .

pE s

N

2T, WRNRFEE I clear configureall, KR AT
SIS I EIEAT . 1 Sl E SR AN R, PR B AR SRR

R

N

Xt Firepower 1000 F12 4545550 N ) Firepower 2100 LA & Cisco Secure
Firewall 3100, 6100: BLy&iFHER 4 (W) BLARCE R AR .
ST P B KON S 5 i Bl I PR AR - AR A P 2 i m & i A%

X7 G420 ) Firepower 2100: 1LY 5 A i boot systemir %5 #A:
1 HHFXOSE # .

BT HABAN S ey Al boot system 4 (CWRAEAE) Rl
BCHE . boot system iy 2 & 0] LFEEWHUE FJE 3, AESMHBINAE R B
Mg . FIREBINE ASA I, EORE NN S — NGRS Wi
WEBINAET T EHE, ) ASA KA 530

iR

I 2 A TEFR Firepower 2100 F4 TR ERA (R&ECER) .

i :PNEI |



FERAAT |
B =zoesmsExs

BEUEXAREEXH
SRR ARG CLIREE ASA: RAFfo %, TS AR, (A, WRAHER CLI,
IR BLELBE AR S E A SCAC I, I L S M A T R AL A S UL .
%, WATHCA I R ASA WIBINE. 4TI A R A ASA IR, B At
HIBCE .

TERZHAGOUT, AFRFE IR 2 2 i CLIFE R LU R/l 4270 “ciscoasa(config)#”

ciscoasa(config) # context a

FESCRPCE S, REATRERA G2, IR IR

context a

A RME SR (5 R, 355 8] i 247 St .

1S BC & S A TR
SSRGS i, BT RE R R A A B 2 A Sk o DA R R AR S T A R ST I L )
SR o JEUERZIY show iy &40t S MR C B, AERELE I D0 MRS AR T IOER I Bedla

fian, WA EE B MER QoS service-policy, R JEHFAIME A, W) show service-policy 74
AN 7 5 DG FE T IR 45 S8 R0 BT SRR A SR IR 1 QoS THE RS s IH SRS (O BILAT JE R AN T WA dv 2
s

BRI A IEBAT R R, TR BT A, DA A R SR R
BEWTFIER, TERALL R4

* clear conn [all] [protocol {tcp | udp}] [addresssrc_ip [-src_ip] [netmask mask]] [port src_port
[-src_port]] [address dest_ip [-dest_ip] [netmask mask]] [port dest_port [-dest_port]]

A AT EARAPIRAS TP 2RI . EAEITA YHNER:, 1525 show conn iy 4,

WERANT ZHL, % KGRI S ) HY ol 4 g"ﬂ%iﬁlﬁ’?)\lﬁi_ﬁf CELFE AT A P2y
W, TEME] all SCHE T EARYEUE 1P Mkt FbR 1P Mkt S U/ G B A, TTEL
F 58 P e 410

B Fin#E; ASA

LHPTINE ASA, THSEEL T RAEL R,
reload fir & Ao B B 1 AR T SRR, AN 2 S0 280 4 P/l B v 4 A T W R e 1%
FEZ WU, AT AR GEP AT 25 () JFT In 2
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sxmasa

HOHT N ASA.
reload
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