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Bl o FEIEHR MR MW E D, PG e LTS Sl L 1R B 25 PR . L
B IMBAZ AU TAT M 2SI fE . ER, VLAN 80 nli i i i Wi des, 128 e L 16
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P AL ORCER.
interface ether net 1/ I
cui M, HFREmWROS, M1FE S,
1B ICVEH Management 1/1 52 1% & A2 A Loty AR

P

ciscoasa(config)# interface ethernetl/4
ciscoasa (config-if) #

P2 A U Lo A
switchport
R O CAL T A B L DA, RSN BN B L D SR, A R
ciscoasa(config-if)# switchport
ciscoasa(config-if)# switchport ?

interface mode commands/options:
access Set access mode characteristics of the interface
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mode Set trunking mode of the interface

monitor Monitor another interface

protected Configure an interface to be a protected port

trunk Set trunking characteristics of the interface
<cr>

ciscoasa(config-if) #

SEFIAZ e L AR

no switchport

ciscoasa(config-if)# no switchport
ciscoasa(config-if)# switchport ?

interface mode commands/options:
<cr>

gt
PR 7B LUK R0 1/3 T 1/4 15 B BT KRR

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa(config-if)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa (config-if) #

Bc & VLAN #0

A AU E VLAN 82 1 (SVI) DU SCBAS He b Lo 1. #8852 v] LB EE 60 4S5 48 b L 1 AH
A VLAN 4510,

VSN VLAN 11,

interfacevlan id

cid- WE M VLANID (AT 1 14070 2 18]) , ANELHE 3968 31| 4047 JuE N 1D (f 4t
PR

Tl

ciscoasa(config)# interface vlan 100
ciscoasa (config-if)#
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PIR2 (k) KRS VLAN.
no forward interface vian id
 vian_id - A ARRERE R H S VLAN Wi VLAN 42 0 VLAN ID.
filtr, &H—~ VLAN R IMT LR U], 55— VLAN M Fe4s Pk 4, 25 =4

VLAN BB R BEM S . FEEM K LFFV RN 4, Kitk, %A LUEFH no forward interface
A KIERZKEE VLAN; AL PIZE 0] LATs ) SEE R 45, (HL 52 I 48 AN BE U7 ] Al X 2%

T

ciscoasa(config-if)# no forward interface 200
ciscoasa(config-if) #

¥ 32 $ 4 dm O BC & A 4E N i O

TR AT B L5 0 BCZS B VLAN, 58 A B B NG o BN AN Rhrid i g . BRI
BUR, LUK 172 22 RIOKM 1/8 A2 et I 2 )3 H 3434y VLAN 1,

\)

AR B ANSTRAEM S AT PG (K A A e PRI, A ZRT TR ASA [RAE (TSR I AN AE A
INH S

UK

BB AL ORCER .
interface ether net 1/ Il
e, ATFREmEOS, M13ES.
w15l

ciscoasa (config)# interface ethernetl/4
ciscoasa (config-if) #

WIR 2 KA bl 404 VLAN.
switchport access vlanZi 5

* number - ¥ E T 1 F14070 2 8] () VLAN ID. ERIAE A VLAN 1,

i
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ciscoasa(config-if)# switchport access vlan 100
ciscoasa(config-if) #

CAJIE) e s el L a2 0o 1, DR ny DABH B AZ e Lo 11 5 1) — VLAN _E A
ARSI AL L [ BEA TS
switchport protected

ELL NSO, AT BEARELR (A e Lty AR B2 AT AS . =2 LA VLAN U5 [ iX S8 27 41
Ui 1 I s AT E RVF VLAN (V5 )5 n B 3003 23 B g sl A 22 A il , T35 200K 1 25 AH T
M. B, S EHAILE 3 & Web 54311 DMZ, WLEEK switchport protected iy4 W T
BAZ WAL 5, WIAT LK Web AR 25 2540 BLFE 25 PRI RO 25 35T DL S X 3 6 48 i 55 %
HHATIEAS, JRZIMR, (HIX L ] 28 IR 45 28 A1 B2 T e ik it A Tl

i

ciscoasa(config-if)# switchport protected
ciscoasa (config-if) #

(nfig) WEMEE.
speed {auto| 10| 100 | 1000}
ERINME A auto.

IR

ciscoasa(config-if)# speed 100
ciscoasa(config-if) #

(ATae) BEEM L.
duplex {auto | full | half}
FRINME Y auto.

Tl

ciscoasa(config-if)# duplex half
ciscoasa (config-if)#

JA A Het L 1

no shutdown

SR A e L 11, 1% A shutdown 74«
il

ciscoasa(config-if) # no shutdown
ciscoasa (config-if) #

Firepower 1010 i Hlis O EAEORE [}



B sxsmsnmsEssasn

A5l

Firepower 1010 i Hlis A EAZEORE |

PUR 7R LA 173 LUK 1/4 FICLK R 1/5 (Y HGI 40 FiRZs VLAN 101, FFE LUK 1/3

LUK 1/4 1 LEB BB 3 R

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa(config-if)# no shutdown
ciscoasa(config-if)# interface ethernetl/4
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa(config-if)# no shutdown
ciscoasa(config-if)

ciscoasa(config-if)

ciscoasa(config-if)

interface ethernetl/5
switchport access vlan 101
no shutdown

1 3 $R4Lim O B & O P ki O

HERE A anfel G vl LAEH 802.1 Q #ridA&iii £ A~ VLAN (W 4k 1, A gk 852 AR brid Fbs

Wit . FUFA VLAN b F 3 s i b g 1R AR

gk CHZCRFRIC T B GG AR 12 A VLAN ID, LM ASA 1] LUK B & 3 IE A8 #ed L
H, snT DORR i e th 22 0 — AP kRS 0 . S ASA M4k R IEAH VLAN ID Ji i, W&
MBS VLAN brid e 155504 55— G A HML_L 1) rh ki O _E % S A R A S VLAN, DU R bR C R

EhRid 2 [Fl— VLAN.

HEN Bz O B AR
interface ether net 1/ I

e, AFwEmEOS, M13ES.
w15l

ciscoasa (config)# interface ethernetl/4
ciscoasa (config-if) #

AT b R b 4k 1

switchport mode trunk

SR b P AR, 1T switchport mode access fiy

T

ciscoasa (config-if)# switchport mode trunk
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ciscoasa(config-if) #

LB 3 ¥ VLAN e b gk
switchport trunk allowed vlan vian_range

« vian_range- & /T 1 f14070 2 [][f] VLAN ID. #0] Lk AR 5 2 — iR 518 % 20 M ID:

* FL—2%%'5 (n)
* JEH (n-x)

o JIE SR g 5 A FE RS T, 00
5,7-10,13,45-100

AU E S, Hba AR R E TS, Hh RS S RE S .
WRAE I A A AR VLAN, ¥ 208 Z A S VLAN;  Mih H R IZEAM VLAN FER, &
i TR A2 MIBR VLAN bricd. 4, ASER)EA VLAN brid .

T

ciscoasa(config-if)# switchport trunk allowed vlan 100,200,300
ciscoasa (config-if)#

T4 WEAM VLAN.
switchport trunk native vlan vlian_id

* vian_range- & N1 1 14070 2 [A]f) VLAN ID. ERIA{EH A VLAN 1.

AN T BB — /N ACHL VLAN, {H &35 1 ACHL VLAN 1] DU R ] A .
w5l

ciscoasa(config-if)# switchport trunk native vlan 2
ciscoasa (config-if)#

WIS (AR KA e L 1B E A 2 R 11, DRI AT DA R A #ed L 1 5 [H]— VLAN L[R5t
AR AT ML AT A
switchport protected
FELL NG OUR, n] e AR BBy 1A e b Lo VAR B2 (R TI0 M . F 2 NI VLAN Vi A IX 2848 el
Ui _EHW A AT SV VLAN (A7) 0 B B0 B B e ml oAt 22 4 i, 0 75 B0Ks e 46 AH B
e TF. B, WAL 3 & Web JIR%5 4511 DMZ, WI{E#CK switchport protected iy 4 W H T
BAS WML 1, DAT LK Web S5 ws AH ELRR B o A M0 28 AT I 28 350 ] DL IX 3 & 48 RS 4
BTG, [RZIMR, HIX L6 2% e 25 2 AH B2 [ Je vt AT 1045 .

Tl

ciscoasa(config-if)# switchport protected
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ciscoasa(config-if) #

L6 (n[ik) WEEE,
speed {auto| 10 | 100 | 1000}
EIME R auto.

Tl

ciscoasa(config-if)# speed 100
ciscoasa (config-if)#

T (AR BEL.
duplex {auto| full | half}
ERUME Y auto.

TP

ciscoasa(config-if)# duplex half
ciscoasa (config-if) #

SR8 o A L

no shutdown
FAR AT Wl L 1, 1%\ shutdown 74 .
w15l

ciscoasa(config-if)# no shutdown
ciscoasa(config-if) #

5l
LUR7RBiRs LK K 1/6 B VLAN 5 20 £ 30 (4R 1, JFREAH VLAN B 4:
ciscoasa(config)# interface ethernetl/6
ciscoasa(config-if)# switchport mode trunk
ciscoasa(config-if)# switchport trunk allowed vlan 20-30
(
(

)
ciscoasa(config-if)# switchport trunk native vlan 4
ciscoasa(config-if)# no shutdown

LB AKRM A

LK R (PoE) 3 1 4 TP FEIE Bk N A B i BROATE DL R, PoE AL TR APIRE . sttt
FEA LR AT A5 RS ] PoE LA A Qi) e 5 1] ik 40
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HIB HEAEORCE R

Nil

8

interface ethernetl/{7 | 8}

i

ciscoasa(config)# interface ethernetl/7
ciscoasa (config-if)#

Ja A5 H PoE.

power inline {auto | never | consumption wattage milliwatts}
* auto- PoE i [T id & 52 Hi ¥ 25 S0l 1) FLECKE FiLIE H s %14 2 ke . Bl I LLDP 320
PRI IERA ) FLE e BRI B N, &SR BN R B RT3, LB o A8 ]
HZ AL, B0, RS INE R ThE N 12.95W (114 884, RIS 401 8H 18 iZ 2%,
ARG NI IC 30W . KEES B A W] DU R P A A U SR o 2 SRR 3 5 R % DT R ) L D
TE R, %80 LL consumption wattage T2/ i & LURS I b T T Hodth 15 4

* never - 22 PoE.

 F-5hf € consumption wattage FLEL (£ L) , M 4000 F 30000, 41 FEF-5h % & FLEH2E
LLDP P, ML a 2. A TF0N, 20w b B A AE ] (nfa), i
A H e ThFE
i show power inline iy &7 & 247 PoE K7,

Tl

ciscoasa(config-if) # power inline auto
ciscoasa(config-if) # show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00
N

LAUR 7RG AR 177 Fa e B, LR 1/8 B R A 3h:

ciscoasa (config)# interface ethernetl/7
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ciscoasa(config-if
ciscoasa
ciscoasa
ciscoasa(config-if

B secmnsn
IR LIb
WSl

3

.

config-if
config-if)# power inline auto

(
(
(
( #

i ]

show interface
BoREEOg0HE B

show interfaceip brief
EoREO TP HUHERPR S
show switch vlan

78 VLAN 238 #e /Lt A 528k

ciscoasa# show switch vlan

Ethernetl/3,
Ethernetl/4,
Ethernetl/5,
Ethernetl/6
Ethernetl/7,
Ethernetl/8
Ethernetl/1

Firepower 1010 i Hlis A EAZEORE |

# power inline consumption wattage 10000
# interface ethernetl/8

VLAN Name Status
1 - down
10 inside up
20 outside up

show switch mac-address-table

BRTRSHBIA MAC Hilk4&H .

Ethernetl/2

ciscoasa# show switch mac-address-table

Legend: Age - entry expiration time in seconds

Mac Address | VLAN | Type | Age | Port
0c75.bd11.c504 | 0010 | dynamic | 330 | In0/0
885a.92f6.c6e3 | 0010 | dynamic | 330 | Etl/1
0c75.bd11.c504 | 0020 | dynamic | 330 | In0/0
885a.92f6.c45b | 0020 | dynamic | 330 | Etl/2

show arp

BRI, FARNCH ARP 4 H . 34 ARP 4 H S ARP & HI R (#2) . §3S ARP 4 H

LR Rk () BRI B, AQHE ARP 25 H W 7R

“H” o LIRS show arp fir & (14 ol 5

AN HENRD 2 s &H . B oA FHERSKH, B HKREE ARP.

ciscoasa# show arp

outside 10.86.194.61 0011.2094.1d2b 2
outside 10.86.194.1 001a.300c.8000 -

outside 10.86.195.2 00d0.02a8.440a alias
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* show power inline

1B~ PoE+ IR,

ciscoasa# show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00

A i O 7= 451

DA T A % Rz AR TG A L 11 AR 7 48

B AR R
U F BB N VLAN BT, S8 A B 1AM PR 1, — MR I

interface Vlanll

nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface V1an20

nameif outside
security-level 0O

ip address 10.20.20.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown
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1ZE PR R TR 5

PLURZRBIZE MAFAL 1 B AS VLAN 8210, FRR AN e Lo 1 e s 3z 1, — AN e 4 4
A,

firewall transparent

|

interface BVI1

ip address 10.20.20.1 255.255.255.0
|

interface Vlanll
bridge-group 1

nameif inside
security-level 100

no shutdown

|

interface V1an20
bridge-group 1

nameif outside
security-level 0

no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

i & B A SR O /32 #:4Lim O 7= 131
A0 BT B VLAN 501, g8k dim IZERS D KB 1.

interface Vlanll

nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/3
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switchport

switchport access vlan 11

no shutdown

|

interface Ethernetl/4

nameif outside

security-level O

ip address 10.12.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/5

nameif dmz

security-level 50

ip address 10.13.11.1 255.255.255.0
no shutdown

£5 B HY B FH N i 7 131

PLUR R G AN PIR 4L, HoAh BN VLAN 210 CGinside 1 flinside 2) ZERIMFAL1H, —A> (AMEE)
TEPIFAL 2 e BEDUAS VLAN 452 LU R TR AL, T 3 s th 2 1o []— VLAN _EAZ #eiloig 12
5] (R AN 32 ASA R 2 4 Mg BRI o (H B2 FR VLAN 2 8] (R B2 52 1) 22 A S K BR 1, DRI,
A] LGRS A A AN A e Lo AT 23 J8, DAAE R0 03 B TA) St 22 4 S

interface BVI1

nameif inside bvi

security-level 100

ip address 10.30.1.10 255.255.255.0
|

interface BVI2

nameif outside bvi

security-level O

ip address 10.40.1.10 255.255.255.0
|

interface VlanlO
bridge-group 1
nameif inside 1
security-level 100
no shutdown

|

interface V1an20
bridge-group 2
nameif outside
security-level O
no shutdown

|

interface V1an30
bridge-group 1
nameif inside 2
security-level 100
no shutdown

|

interface Vlan 100
nameif dmz
security-level 0O
ip address 10.1.1.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport
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switchport access vlan 10
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/4
switchport

switchport access vlan 20
security-level 100

no shutdown

|

interface Ethernetl/5
switchport

switchport access vlan 100
no shutdown

|

interface Ethernetl/6
switchport

switchport access vlan 10
no shutdown

|

interface Ethernetl/7
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/8
switchport

switchport access vlan 100
no shutdown

R EE %P

DA 7R 45 LUK Y 173 T 8 A i e B 1 11

interface Vlanll

nameif inside

security-level 100

ip address 10.11.11.1 255.255.255.0 standby 10.11.11.2
no shutdown

|

interface V1an20

nameif outside

security-level 0

ip address 10.20.20.1 255.255.255.0 standby 10.20.20.2
no shutdown

|

interface Ethernetl/1

switchport

switchport access vlan 11

no shutdown
|
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interface Ethernetl/2

switchport

switchport access vlan 20

no shutdown

|

interface Ethernetl/3

description LAN/STATE Failover Interface
no shutdown

|

failover

failover lan unit primary

failover lan interface folink Ethernetl/3
failover replication http

failover link folink Ethernetl/3

failover interface ip folink 10.90.90.1 255.255.255.0 standby 10.90.90.2
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Firepower 1010 filif£:22 | 9-13(1) | Firepower 1010 Sz HEHE 5 LA Bz 118 B R A8 3/ Loty 111 5l By Kk gz 11
B FF

HrimMs iy 2. forward interface. interface vlan. show switch mac-address-table. show

switch vlan. switchport. switchportaccess vlan. switchport mode. switchport trunk allowed
vlan

Firepower 1010 PoE + 3¢ | 9-13(1) | Firepower 1010 R LAKMEE 1 1/7 F1 1/8 LIy i 784 LUK W A i+ (PoE+)
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18 B A& T4 . power inline. show power inline
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