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Ml 0

R

o YEBE T AT A L R

BEAE T e e e 1 R Y 2%
T DURAT g B e 1 ] TSR B U BE %, (H LU NS DLER AP
* VLAN 745 AN e ARG BF 42 B B
« I X IR AE BT 2 118 2 F ) EtherChannel) , #5ASAE FVE SR B %

#sa] LUE ] EtherChannel .

RRAAE R 2 — AN E TR — 7 WK TP Hudik o 7R 5 g it e B, o H A s
ASA SERE IR .
WFH 2 AR R, TEPS R RIS N — & ASA HEERER Y — 6 ASA. W HEER
WAL, WM — & B KA, SR hI B R R, & PR R IR & IEH Btk AL i
T 40 S I AT M L R S R B, DUV T Sl B % AT 2 X6 E W 4% 4T T o

Tff 5 SR TR T e I R A
WERTTRE, MR AR I HERS 1 N e 0 SRR P U A R UTAL,  DAS R Sh s i ml L
AL B IR I o

SRR T B U e 2 2 RS TN A OB L L R SRS T R R A A — & 0 I TR] A K/
ANAIA o H AR I RN R S BB i R 3R o A7 A2 KR AR D RE M. Bl

* NAT SR MBI A, ZX TR PR BT 94, R R B IR B %

* T ML) AAA AT IIRE, I PT A T E AR e e I I % o

© RO SO SO, SRR SO KRR AT T, S R T O AR U B 0
Y A e T AR A B 6w LA B SR AR A B 2 B 0 S S SRS, 0 1 e LA e B

\}

AR WAUERE AR EAKRR (R i, RS AR A 0 e BB
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SRR LR

SR e v] SE T

SRR T B I g ot

geansnrs |

AT VR EtherChannel F TR 05, LUMILE EtherChannel )2 458 DA, R
NARESEILTCAR o

T ER T W BRI # A S (VSS). REflun I IE1E (vPC). StackWise Y StackWise Virtual JA5%

H11§i F EtherChannel 15 bR H45 1% . EtherChannel T [ TG 85 I8 A0 2 VG ShAERG . W SRAT b 2

LA RGN —EB 5y, AT LLE [ EtherChannel " 1B K 55422 1 22 2 U A& R 40P S U128
Hlo AZ#AHE L2 [F]— EtherChannel ¥t B IEFE LA DL, RN & AN A B LI AT A g —
EAWHL—FF. R, I EtherChannel & WA ASHUAK, 1R M 4% EtherChannel.

Virtual Switch Link

N T IREEREE I BE R (T BE, A Z I AR IR IR ] (RTT) 456 2N T 20 2270 . B KIEIR RE S 1Y
SR 5 AN I A B 2 B AR B A IR I . R AT AEIR, VS 7R A ) AR IR R B %L AT ping
23 (8

SRR R BER AT 5, AT E P B E S F B A s s I, b T S A e P

WS & B VAR R BRI L Bt D OGP, WISRBERE DS s Bi i 1 OCH] . A R AR
HEpk 2 )5, 2 FOE R AR T BRI LRA

)

e

%M 2% EtherChannel

M ASA AT ARG BRI, BT S D oG] AT B Al T USRI i i A B O
W ORFFFTIT, A e NEEHE TP By TP Mkl R, G UG TN 480 e 4 AE R rh AT R Ak
TARESRE, B LOR ICVE Vs ) PRk & PR AR T S 42 e A AR TR (0 32 TP i) o S Zi A
FZE ) & i R EAT AR AT 1 — P P

$EAT I RE PR 10— AN B2 AN 0 4L ks B2 e A BT HLAR 1) EtherChannel.  EtherChannel Y158 i 18
) TR SRR PRIk o W S b/

A8 1% H AR QRN I (57 kR ARE R 14 ] g s DX DO P I« AE M A S,  EtherChannel Bt & ok H
B[N TP Hhb B R O, AR, 1P bk Ed 3] BVI ARk % .
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B =xsian

1124 )8 T EtherChannel [@ 45 [ EEATRAE
Inside Switch Qutside Switch

A
= Node 1
[\ etnin < e N\

port-channel 5 ~ B port-channel 6

SIr‘{sidéd Outside

panne Spanned

port-channel 1 port-channel 2
10.1.1.1 Node 3 509 165.201.1

eth1/1 ! eth1/2 }

V Y V
FROR AR I A
S A, BT TR BUR LA $5i

< A ORISR BRI RRE, IRBIR B AT T R B BATAR R O, AR

¥ 2% EtherChannel " AL B [F]— 5 ASA. BATEBCRIEAT H br 1Pl CERIABEED sGEA H AR

g AR RO S

* K5 ASA JER RSN AL A SR BY A etk K, DR T A Sl 0 i o) S i 9]
pit=eiig

EtherChannel i1 FH L A7 HA S05F HARYE IR B8 H A5 1P kil LA & TCP AT UDP ¥ -5 AT IEFE .

)

AR fERELE, BRATEBUE I AR Horp - RR4:: source-dest-ip 5% sour ce-dest-ip-port (i 2 [y LR}
Nexus OS 5 /EF} 10S port-channel load-balance #74) . & Z17E Sk TSk b Ad ] 8 7 vian,
2 FHEUL BT RS WA,

EtherChannel H 144 i 505 23 52 M 7 3 1 .
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EtherChannel .43

EtherChannel 7T 4% .

XPR AR B AT I IF AN BERE S, WIS T NAT, TR S R [l 50 60 5B AT AN R 1P ik
AN/ o 3R [PDA R AR O ME B AR BN R BE 2%, RS RE AN AN RE K8 20 3R B 5 1)
FERII R .

EtherChannel H N BILAR .. BRI E R ML SCIRA . Wil — &8 R A, e R
B M F YR E . Wi EtherChannel 1 BT B §E B R RF 8 e as R AR, (HIAd e 25 AR AT
AR, WS DAEBE I BR 1% % % o

EERE R TUR AN LR S

0] LAE RS 2% EtherChannel &5 ASA Z M. 5 ASA B2 ANMEN, X Ti&EHE
VSS. vPC. StackWise BX StackWise Virtual T & A2 #e b L 10 15 4 45 F

RIEASHHLEOAE], BZ A {F M %% EtherChannel AL 32 459555 . I BEFE2E vPC PRI
B WHLES L %A 16 24505 5055 1) EtherChannel (49121315 F2 41 10 T-JK LK MAS SR 7 FE R} Nexus
7000) .

X} % ¥ EtherChannel A 8 4G sl EERS IMAC ML, 7EIERRI LR RE T MW EZHHNT, k2 n]
FEES X LR Wl IE TPRCE 16 405 sl BER .

PR 4 1 RAREER 8 AT AR AT 16 53 S BE S (15 DX LUK M iE
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Switch 1

B sressssmosmE bsnTmes

Router or
Access Switch

Virtual Switch Link

Switch 2

Switch 1

Router or
Access Switch

Virtual Switch Link

Switch 2

. -

gy

- E&

i
T

T
[:u:Jrl-channel1NOde i

port-channeld
(I

(e BGEEREMHIREF I E L T &
FERLTEREL AT, S P e e A IR B I s BRI 4 RS .

giz

=

SR A SRR R B RR 0 255 L A B o0 2% M 190 2%
a4
FEBC B EOMASERF AT R AT, B 2T M Sl SR e R 45

&

L2 A, ENECE B RS, Blan, iR EtherChannel, WA G LA R 44 3EAT
EtherChannel fit & .
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regrggreaenznes ]

FaESMEE ERESFHEORR

Nil

B

FEJA FIARRE 1, T SR B K e o A T X LUK S T8 o ol T A PR A 4 T DA P g 1
M, R R SR VEE R A AT OB R AR AR IR 1, SR PHLLEE BT ANSZ SR 14
Ho
FHIa Z Al
* BBIHEZLRINBISERE P IR S ASA B2 v B A
s TIRAT DL L B LRGBS B 0 ) RN, BT A W B K AT
BB ] LU AT

< AE, QORI B DU EON RSB 1, SR TETRON R TR Bl A . S R A
B

BRI AHEA IR A, DMER 5 a8 3% DR A B BN S AR BERLT dir &1 B
cluster interface-mode spanned check-details

IR

ciscoasa(config)# cluster interface-mode spanned check-details

R AR B R
cluster interface-mode spanned force

T

ciscoasa(config)# cluster interface-mode spanned force

AFAEBRN R s R PR I R AR BEE AL, WITEi e AR

for ce 2 1T ] L3¢ 0 SO s My o e A A G B2 PP R IR AFAE AN I BE . e, R Tahig
FEATHCE P iy AR D EE B BEAE i B e BB 52, PRI IRAT T U4 1] forcedlb I, XA
RO MNIARCES T BEEMRNAS, &0 LAEFHE1T check-detail sStE IR RG22 % (5 Ko
WRAMEH forceikIil, MAFEATATAIA B E R, RGO IR EIERRIC E I =R mak, i
TR B 5 S 1A HRTNC A B B o PRI RO BC Bl (BRI M2 S SO R B
BeE o WEREARGEERRCE, WA A n B H 4.

SRR O, 1% no cluster interface-mode 4.
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B =ssssrmeEsn

AEF T R LR EEO

JEFHARREZ AT, AU ST TG E T 1P shhk 4 11, AR LR A N AR . T Al
RET LAAE SR AR AT ek S e s SR PR B T 1, DR e B (A e [ 20 B0 ) SR 7
JE b

ARSI AU PR R IO 5 B R S8 mT LUK Bt 122 1 BC L5 DX LUK P T s 7 42 1 o 3 Fop
JHFEAT I S BB R e AR RCE A RERCE PP EE LR, A B LR, e R
AR DX LUK P A AT AT DUR ST R 1o AT DURE R G S X UK R T8 7 2 1
KR 5EAE B SR B LIAN ] o A RS BC B PP AN RERC B P AR 1 SR, A A8 B L BR b,
B RIMEAERS X DK P TE AR T B T DO a7 3% 1

BEEEOREAMIED

M7 P IEH B e 0, R A TP s lilyb 3R A 2 1P ik SRR AR T IP Mol 2
BERERI 2 ok, 9525 J8 T 201 R

FRATT R UK B VRGBSR 1o N7 1 n] DRSS 75 S RO R e, TS X LUK
M 2 ) SOV RIS A
FHIa Z Al

o XTI, IEEEME R N PATARE . R AR R EAR R, WA changeto
context name Ay 4.

o CRIME) KRR A 3% A H EtherChannel £ F1UR1/ER L & 14211,
o WS ¥ o EtherChannel, Witk EtherChannel & %45 AN, TIAREEX DLW IHIE .

FCE A 1P kit (IPv4 MI/EE IPv6) , JLr— AN Hihib A 4 o0 e 2 B3 A SRR 45 Ol 12 L
(IPv4)

ip local pool poolname first-address — last-address [mask mask]

(IPv6)

ipv6 local pool poolname ipv6-address/prefix-length number_of addresses

i

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipvé 2001:DB8:45:1002/64 8

Z20E SEMT RS ECEA R Rt WY AR, NS 2 bt T T ik
F B M 1P bk AN s s 335 55 A A8 ] —A> R 2 R O AR TP bk R B — A 1P Hiuhik.
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Nil

B

pemgnesynzEn [

VIS RER U N, \P—‘iﬂﬂ’i WA DI A I L 2 E R 6 58 FATR bk, 5%\ showip[ve]
local pool poolname fi 4. BEANEETE I 53 70 I AN SERE I #2523 B B — AN 02 ID. M6 ID W 1 B FH i)
K H MR P ) A TP

HENF L A
interface interface id

Tl

ciscoasa (config)# interface management 1/1

R — MR SR B HIBGE, S RA SRR A %% 1

management-only

BRATEOL S, B BRI IR DR BN B R . AR WIREU, Sy & n ey BSR4 1 46 26
A

VSR AREEL
nameif name

i

ciscoasa(config-if) # nameif management

name & (K 2 0 48 D EFRTHISCA P/, I HAK 72 KNG o Sl S8 i A bt dr 4wl
AR

W FAERE TP Hhhk I e SRR .

(IPv4)

ip addressip_address [mask] cluster-pool poolname

(IPv6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname

IR

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8:45:1002::99/64 cluster-pool insipvé6

U TP Mkl 250 5 AR L T [F) — AN e, (EANEMHE b . S8 RT DAL E. IPv4 F1/88 IPv6 ikl

AR3ZFF DHCP. PPPoE Al IPv6 HEIACE ; EOANTFBhACE IP Huhk. A2 FET- 3 B 5% M A H b
ik

WE RGN, o number 25 0 GRAKD #1100 (e Z ]384
security-level 4w

Tl
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ciscoasa(config-if)# security-level 100

Ja HE M
no shutdown

w15
PUR 280K LA 1/3 ALY 1/4 $2 D C & 8 W45 AN Hb EtherChannel, 4% /5 % EtherChannel
Bic & AT e

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8:45:1002/64 8

interface ethernet 1/3
channel-group 1 mode active
no shutdown

interface ethernet 1/4

channel-group 1 mode active

no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipv6 address 2001:DB8:45:1002::99/64 cluster-pool mgmtipvé

security-level 100
management-only

5/ 2% EtherChannel B EEREP T ASA, FE7E EtherChannel 4 B0 b 72 Ao 42 43t 61 2 35 187 .

FFa Z Bl
o A INAL T 5 M 4% EtherChannel 452 1450 T .
o WFZIESREX, EERGHITE P IFIGATEF. WRMEIAN RGRCERZL, 15 changeto

system i 4.
o T IEUIAE, IHICE 4. SR E MR D (BVD.

o {# FI%5 M %% EtherChannel i, ¥ IEIER O EERTE SR HZWASIEAN LRSS EE k]
By 12K v v e e B AR A TS SRS IR

g BN BB TE AL 1 .
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masxuimz i

interface physical_interface

T

ciscoasa(config)# interface ethernet 1/1

The physical_interface ID includes the type, slot, and port number as type slot/port. i ZH H1 1 55—~z 1
YE TR A HAh B 1 SRR

412 L 4 it 2] EtherChannel:

channel-group channel_id mode active

il

ciscoasa(config-if)# channel-group 1 mode active

channel_id 0 1 3 48 A SRACHE A HLalE 1D s B ERE 1, K A3 in— A% 1
interface port-channel channel_id

5 W 2% EtherChannel R 37 #F active #iz{.

JA

no shutdown
(Al W EEZIERE, ¥ 23 0% N3 EtherChannel.

i

ciscoasa(config)# interface ethernet 1/2
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown

#4545 1F EtherChannel A £/, XFFiZEH#H:3) VSS. vPC. StackWise 88 StackWise Virtual H?
LML SR A H

A S A 1
interface port-channel channel_id

i

ciscoasa(config)# interface port-channel 1

BB DR NBEE AN, B ashiladtiE b,
(A% an R EAAE L EtherChannel )8 VLAN T, 1§ LEIHAT I HAE

T

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10
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N

g

AR ARG T 7.
(ZHEEEED REODBECRIN 5. RIEHA:

changeto context name
interface port-channel channel id

i

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# context admin

config)# allocate-interface port-channell
config)# changeto context admin
config-if)# interface port-channel 1

T2 AE S, A KR DG B R A M S e i
bR ARG EAR
namef name

P

ciscoasa(config-if) # nameif inside

name je K% 0 48 PRI CAR T4, JF HAR KNG
AR
AR B K AR, AT BA R L — TR A

o P - B IPv4 FI/8) IPv6 Hihil:

(IPv4)

ip addressip_address [mask]

(IPv6)

ipv6 address ipve-prefix/prefix-length

iR

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipv6 address 2001:DB8::1001/32

A3 DHCP. PPPoE F IPv6 HZNELE . X T s ks,

7£ Secure Firewall 3100/420053 8 ASA &3¢ |

o AEH—ASBHE T i A sy &)

AR SE 3140 1 iR

(255.255.255.254). {EUEIEHLT, A AWML E bk (R 1P Huhk . A SCHREF B0 S A

Al o
IR - R DA R AT AL -

bridge-group number

IR

ciscoasa(config-if)# bridge-group 1
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agsserns |

number 4 1 F] 100 2 [B] 4850, 52 vl f 64 DML LRI ATRAL. ARRR [ i 2
ZANMMEAL. R, BVICE A TP Mk,

WEZEHN:

security-level number

Tl

ciscoasa(config-if)# security-level 50

number Jj 0 (IR #1100 (hemr) )RR
N5 M 4% EtherChannel it B ME—, 4% Ja) MAC Hiudik, - DUIBE Gy 75 (1 9 2 3% 32 ) 7«
mac-address mac_address

Tl

ciscoasa(config-if)# mac-address 000C.F142.4CDE

SRR W25 0 2R AT B A ME— MAC bk 2R 2 T30 & ) MAC Huhk, 1% MAC Huhibbis
AJE T YRS . R ARECE MAC Huhik, W R sl 825 A0, B A B & 2 F B
I MAC bk FFiZBe 100, I n) B S 2500 e ) 2% e

FEZ RN, MR sz Mt 0, WIN SO A B 348 MAC ik, IXHEst o T
BNBE MAC Hihk. TR, L AUE T st & 0 RIS 5 0 T3 E MAC Huik.

mac_address (1% 8 HH.H, b H & 16 A2/ @27 . #ilan, MAC Hulik 00-0C-F1-42-4C-DE
Pl 000C.F142.4CDE [fTE=\g A .

W R EEAE I E 3 A ) MAC sk, T3 MAC Mk BRI AS T AGER A2,

CR FRASEED S0 ol A ARTE, DA BNl f e B — ANl SRR SE 1) MAC MUl AT TP i hik
mac-address mac_address site-id number site-ip ip_address

il

ciscoasa(config-if) # mac-address aaaa.1111.1234

ciscoasa(config-if)# mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa (config-if)# mac-address aaaa.l111l.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa (config-if)# mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if)# mac-address aaaa.l111.dddd site-id 4 site-ip 10.9.9.4

b S B TP Mk A5 4 R TP Mk A TR o {4 A Rk R 2 1 MAC HuhikFD TP M
HEHOR TSR G WA 15 SR ECE PR 2 IR 3h £ 1D,

IS SiEFRE

SRR (RN AY TG 2T 5 SRR IO A REI SR
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B ==nssssseres

BT A5 REFRE

BB AT R A 5 SR PR A RIS . R, EECE AR EE — A1 Rk
PRI e ARG, SRR ARSI (M 45 R IR AR e eI AT — 1Y e SR
AR AZY RURE RO P i S I BB IR 5 1Y iR R i 1 A
FHI6 Z Al

© THAOECE, ARG SR AT K R O .

* ST 2GR, IHEREPAT ) 5EBOX R . EMXE S B R EHAT N, 1
A changeto system 174 .

o BB ZBAL 1 65 i KR T AR ISR A . SEANRENLH] Telnet 2 SSH.
BT RSN R IEAEIZAT AR, T RES A PRI T I 25 e B B/ W T e IR AT .
o TG E SRR R (Mt DN . S B e SRR R B L 58 14 TL.

IMNZEREZ AT, S In SRR R B 1 1
T A IR AR IR s e 1V 2 A SRR T B i

WSS LU E 1, BRATTEE UK 22 A SRR 3 I B 1 422 11 &5 91 21 EtherChannel # . It EtherChannel
J& ASA AHIE, T AEES X LUK W I i

SR TR R G B AN S MY ) R BB T s (HE, A ORAERE AN s A AR R R
HITURRCE AN R, B RRN Y 0 e B A R T B 11

* VLAN 3 HANRE IV E SRR T B 2
s B X RN A4 FIE 2 AF 4 EtherChannel) ,  #AN 8 FAE AR I il B 2%
a) BEAFEORCE R
interface interface id

i

ciscoasa(config) # interface ethernet 1/6

b) (Wi, i&EH T EtherChannel) ¥ UtAEEH: 1143l %] EtherChannel:

channel-group channel_id mode on

i

ciscoasa(config-if)# channel-group 1 mode on
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Ni
38

marsEssseres [

channel_id {0 1 2148 Wi AL & v A7 Ml 18 1D fly i 1 IEE 2 1, FF B3 in— N2 0
interface port-channel channel_id

P TR SORT ETE A I BE % l b 2 T ] ON B Ok il D AR T Il i B AN B ()i i . Pl TR R
PR 2 o, FRE M Ls, LT LACP e 8. 8. WATE VUK £ EtherChannel
WHE A Active BT,

o) MM

no shutdown
T LT E 3 s AN 1 E A4 AR A ] oAb S 54
d) (&M T EtherChannel) %1223 1112 EtherChannel L4 852 4 4F -

5l

ciscoasa(config)# interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa (config-if) # no shutdown

o SRR B B 45 1 1) e KA a1 s 42 /0 LU s 42 10 i e 5 MTU 7 100 7715
mtu cluster 75

i

ciscoasa(config)# mtu cluster 9198

¥ MTU BB AT 1400 F1 9198 E5 2 [R][F) , {HANLE 2561 F1 8362 2 ], HHTHythAb2E, 1t MTU
KANAIE RGEAT AR . BRI MTU 24 1500 215 . BT SO S fF 9 B MTU B8 ik
o HH AR i R A B e, TR SR 7 o B ok o 2 R 08 A b 5 B/ N I s L DL S
SRR R TTAY
B, T K MTU 2 9198 7147, DRIt i s 0 422 11 MTU BT LLJE 9098, 1 A A4 )% i ) ]
LA E N 9198,

WA SRR E RS, HEWE AW S RE SRS FEPIE .
SR i 44 T E N B B AR
cluster group % #x

P

ciscoasa (config)# cluster group podl

ARRLAVERE N 1 2 38 AN FAF I ASCIL P AF Hi o BRI RO BERCE MR SRR P B
WAL [F) — 447K

N SRR B iy 44«

local-unit unit_name
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B ==nssssseres

A ME— 1) ASCIU AT Hh, KPBEAZIUY 1 2 38 N7 4F . BRI Rl AURATHE 4K, SERFP A

VAP ARSI 1A
=i

ciscoasa(cfg-cluster)# local-unit nodel

LS IR, B2 EtherChannel:
cluster-interface interface id ip ip_address mask

Tl

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel?2

ARV RO RS EREO .
fi55E 1P HuhE ¥ IPv4 ik R VA SRR IPve. BELE AN ERC & nameif.
SR AL, AR AR e AN 1 TP Mk
PI6 ARG AE Il s ARTE, WU A Y ARl A 1D, DUE I RE A 3l AR S 1) MAC ik

site-id 4n 5

TP

ciscoasa(cfg-cluster)# site-id 1

ST 13 8 2.

PBT  VCEEHY ROEFER T SRS
priority priority_number

i

ciscoasa(cfg-cluster)# priority 1

RSEZIE ] 1 5] 100, o 1 45t d.

WIRG (AL BCHE SO G0k B AT A I S I R B L
key shared _secret

TP

ciscoasa(cfg-cluster)# key chuntheunavoidable

PR EANT 1 63 NPT [ ASCIL A A7 H o JL B B T H. i & A2
Hms i it, QAR DLW SCRIE IERRRZS BEH AL R i .

PRI (k) F3IEE cLACP R4 ID MRS K-
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marsEssseres [

clacp system-mac {mac_address | auto} [system-priority number]

T

ciscoasa(cfg-cluster)# clacp system-mac 000a.0000.aaaa

S X LUK M E I, ASAf§H cLACP 520 & A2 /L1 Fi EtherChannel. £E#fH [f) ASA 71 cLACP
e, AR HRHE R — & ORED 5 &. cLACP Wi —240E MAC bk
KRR ID. ZERETHIITE ASA #FH [ —ANFRSID: hEdIHIc (BRIND B4 E
BBV AT LM @ 4, B HHH KR TFahe, b HZE 16 BEhET.
(fFlt, MAC Hilil: 00-0A-00-00-AA-AA %1 A\ 4 000A.0000. AAAA. D Filhn, #a]GEH T-HERR b 1)
H 12T 2000 & MAC Hutik, DUEAE A 5 TR0 MAC Hubik. @500 R, B B shAz ki
MAC Hidil:.

RGN RINME ] 1 3] 65535, N THEMAT SRR E e . BOAMELT, ASA I
201, Blgmisedh. e 2m T AL B2k

ST IFARS I SR P RCE N B0, A AR SR B B m e (B, AR AR E
2 BUE

ERAEE S
enable [noconfirm]

T

ciscoasa(cfg-cluster)# enable

INFO: Clustering is not compatible with following commands:
policy-map global policy

class inspection default

inspect skinny
policy-map global policy

class inspection default

inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...

Cryptochecksum (changed): fléb7fc2 a742727e e40bcOb0 cdl169999
INFO: Done

i\ enablefr & i, ASAKGHIIEEBITHIRCE, AREFACERIIRERARE ML, BHEGA
BoE P AT REAAE T2 e RASTREMIBRA M 4. WHREIERE No, WAL E AR, A
noconfirm S8 7 AT el i A 0 BT A s R A IR a2 o

b = DA E I S i D W i X 8 R = P 5 e 21 € T DSBS S A ED S VA e/ S L DA A
DRI R R e BN P Ao 305 20 IR Y TR A T AT ] P 5

AR, i no enable iy 4.

PR
URAEISRAE, AT B £ AR OC s RAT A B R 1 b Tim sl R
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B ==unsssiseres

Gt

DA 70 S M B 11, 3 D SR T B e 1 B L 45 A5 L EtherChannel, SR )5 44474

“nodel” M) ASA JA FHAERE, W T iZ& &2l SN w &, DRI o #2 y
5

/o

ip local pool mgmt 10.1.1.2-10.1.1.9

ipv6 local pool mgmtipvé 2001:DB8::1002/32 8

interface management 1/1
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
management-only
no shutdown

interface ethernet 1/6
channel-group 1 mode on
no shutdown
interface ethernet 1/7
channel-group 1 mode on
no shutdown
cluster group podl
local-unit nodel
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable
enable noconfirm

REEHRET RS FEFRE
T LA TR RO

FiaZ |l
o BB ZRAL P 65 i KR T BRI ARAE . SEANRENLH] Telnet 2K SSH.
< A OIECE, LB A R AR T G R RO
« TR, EERGPITEM P ERARE . BN R VR B R GHAT S, TR

changeto system 4 .

o WURWECE AR ORI BT TR (P, BOARCERS B 11 80D, aTRUE N Ha
RUMAGERE (FEATTE R N AN BRI 1D o

KT RS IR EARIZAT MR, T RE A PRI T N 25 A B B/ W T e IR AT .
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T4

mayrsssseres [

P B AT e R 11, FLA 2 f D P Y e P 2 AR )
T

ciscoasa(config)# interface ethernet 1/6
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown
ciscoasa(config)# interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

frg P R E Y R MTU:

TP

ciscoasa(config)# mtu cluster 9198

ESERE AR, LA 20y S DAy 2 s T B PR SR AR A4 PR AH [«
il

ciscoasa (config)# cluster group podl

FHME— B4 O AR A A 5% i 44 2

local-unit unit_name

-

ciscoasa(cfg-cluster)# local-unit node2

FRERKRE N 1 3 38 M FERFI) ASCIL 74 i

FEANTT ORI ATHE A FR . BERFD A RVHEE AR S A

P e S A T A I R — SRR R BB 2 11, AELAEAEAN Y 55 RO ] 190 % i a2 AN [ 1) TP Mk«

cluster-interface interface id ip ip_address mask

Tl

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel?2

8 IP Mok ¥y IPv4 Mtk JbE: AN HE IPve. IEE: OARERLE nameif,
an S A g Pk TR AERE, MU O SR S ID, DA AR AR kSR B MAC Hudik,

site-id 4n 5

7£ Secure Firewall 3100/4200(Z ASA &% .
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B ==unsssiseres

$IE9

TP

ciscoasa(cfg-cluster)# site-id 1

number /-1 1 2| 8 2 [H].
BB Y R T SOR RN 2, I B e TS A
priority priority_number

i

ciscoasa (cfg-cluster)# priority 2

BEEALA 1 2] 100 MALEg, Horh 1 hEmiisedt.
BEE BRI, AT B3 T B A R PIAR A -
T

ciscoasa(cfg-cluster)# key chuntheunavoidable

IR S

enable as-data-node

i enable as-data-node iy 2> 7] ik G AT Ao FiC B ANHE RS (5 BEATA] i A EAT AR FEIC & 182 1 (A7
7E) o M A T ORI NSRRI I B T SN ] BEAEAT AR 2 AT IE A5 O FE T e B B I
R 2D T A T

FARHAERE, I no enable i 4.

pE
WERAEHIERAE, Pr a8l R ok, R B D 2 A T im sl RS .

Gt
LA 7 ) 45 20405 15 5 node2 [RIMC L :

interface ethernet 1/6

channel-group 1 mode on
no shutdown

interface ethernet 1/7

channel-group 1 mode on
no shutdown

cluster group podl

local-unit node2
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arvEszt

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

. s myvio
B E X ERFRIE

T LA A SRS ARG % . TCP MR G HIAEIR . MR E) MEAILAbILAL .

FEFS T m AT IR
fL B & ASA 8IS 4

AT AFEF Y i E B SCERAE B

FHia Z |l

o XFT 2R, Y RS RAT LR P e RARE P . B S R R G AT 2 ],

i\ changeto system 74 .

i
i

P IR E A
cluster group name

P2 (k) A BT R BT A 6 A
console-replicate

BOAEOL N 2T fie. 0 THE R FE, ASA RS8BT EM il Bl & . R
A TG A, Bl R R B T B ACE BT A PR T S R A — A

B o
PR3 WEER SR RICERER U -

trace-level 27

AR T B AR -
* critical - M GPHEME=1)
s warning - %% (GPEM =2)
* informational - {5 B ff GPEME=3)
* debug - WA FHM OPEME=4)

LB 4 WCE NG A BT 2S00 BT A A e A RIEE S (clu_keepalive # clu_update 5 HIfR%F
TERL ARG -

7£ Secure Firewall 3100/4200(Z ASA &% .
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. EEEITRESSEFANEFMANRE

Nil

B

clu-keepalive-interval #
o Fb-15 F| 55, BRIAE N 15,

T n] R ATUKS 8] B 50 B0 LU BRIME SE R I 1), DL DSR2 ke B IR e

HIEFENEHMANLE
R T LA 45 R R LB PR

A e AR R R 0 (BN B 1) (IS4 R & . a] U ATl i B 1D T4 ID
WY O ID. BRI EALE VLAN FH D8 0 (B, VNIE{BVD EdHdT. &
RN R BE R I B IR BIAZA TR IR

HEAN SR NC AR
cluster group name

T

ciscoasa (config) # cluster group test
ciscoasa (cfg-cluster) #

H g SRR RUSATIRIUAS & D) e
health-check [holdtime timeout] [vss-enabled]

N T HRE N RISATIRDL,  ASA SRR RIS EA RS HIBER EAS heartbeat 1 B ACIE B LAY £ 2R
T ASAECRFE I N A B RIR AR5 BT ] heartbeat 11508k, UK S50 ;OB R A JEmi B 5 IGYE T4

* holdtime- 48 & P i 2% R B2 R IR Ta) [a] B, HAEAT-0.8 2] 45 Bb; BRUMES 3 7.

* vss-enabled - 145 EtherChannel 2 [ L {] heartbeat i B2 it B REE HIBEM, LU{R 22 /0 3
NN R EAT . an ARG ST P2 I BE B 0 B4 EtherChannel (#E#) H B3] VSS,
vPC. StackWise B StackWise Virtual %, W% A]AEF 25 ] vss-enabled I, T4y i
Bl IR RGP AN SO ER B, 38 2 AC#ALIY EtherChannel B 03 4% 0] fig
KA T ASA, (HEANITEAZ AL s AR . WK ASA PRIFI 1R I B — AN
i Can 0.8 #) , MIFPKE ASA MWAERE R MR, ASA 2%+ keepalive Ji Bl AL 31X 4t
EtherChannel #1122 —

PN R AEAT AR S O s s R B B 1 e AR ASAL BRASHHL LR O BUE R
INEAMOAZ EHLTE L VSS. vPC. StackWise 5 StackWise Virtual) , %N AEFHZ4 RS AT fE(no
health-check monitor-interface), & %EAE I CLAA I I R4 1 A% 0 2 40 45 ) B0 505 B HLIRC 75 o
MR R G, 0T LLEE R s IR A D RE

i
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mEzansksranErnagE |

ciscoasa(cfg-cluster)# health-check holdtime 5

PR3 (e B s AT Rk
no health-check monitor-interface interface id

Bz CHSAT IR 2o W b i Wb o SRR s 3 2 11 10 T A By L1 e s 1 o R 2R R, (H
FESCABT A B R8RS 1, U2 AR MR %1 AL ASA FE 2 K ]S A
TRF U I3 b D 4 11 [ 208 78 DA R i A B 2 A D I A IEAE NN BT e o BRIATE L, 4
B2 DU IS PIRGUR A . 48m] DUEF Ay & 10 no L R IE AN TG L2 H] . 8T BEARAE AN R 28
FIRE T (IS B 1) (s IR R A
* interface_id - 2% FHATA i 11838 DI04 ID BSR4 34E2 10 ID FRE . BT RIBEALE
VLAN 73 O EE L (i, VNI BVD F#AT. ASRE R hl s i i & s, &
IREA T IR IR

YA R AAT A S OO (s o R B B . e HEREE A ASAL BIACHML EREE . BETR
INAAN A BALIE i VSS vPC. StackWise 5%, StackWise Virtual) , &N AEHIZ 1R &K & IHE (no
health-check), iRELAEFHF CUAR FH 4 03 OIS M b 45 0 B o5 e s HLIC o B o L 1R D20 B i
W RUE, AT DVEH R s TR B D) g .

IR

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

WA H 8 RIS ATIRBUR A R A Wb J 1) B 2l BB I N e e
health-check {data-interface| cluster-interface| system} auto-rgjoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation
* system- 5 € W IR DRI E S EDRT NN BCE . IR A4S . TR . A — S R HPIRS
faray

* unlimited — (cluster-interface (AR ASFRIIEHT A 221010 EL

* auto-rejoin-max — ¥ & FF I 2R, AT 0 R 65535 2 1A, O Z5H F Bl B I .
data-interface fil system fIERINE 4 3.

* auto_rejoin_interval - 5 X IR E BT NN SR8 2 (0] P RN B RS i) CCAAM 8ok 50y, /v T2 i
602 10]. BRIME ] 5438 17 A SR EH ISR RE ISR IS TR BRI B E 2 I 14400
SR (10 KD

* Auto_rejoin_interval_variation - & X &N B RF S ] . BEEAT 1R 3 ZmMfE: 1 Ok
EHO 5 2 QAT E—REFENTED 843 (3 5 b IRFFEEIRD) o B, a0 Gk b RF
SRR E A S Bl R A BEE 2, WIAE 5 B EREHTE 1 ke E 10 08P 2x5) 5
HEATEE 2 2R AF 20 70k (2 x 10) JGHEAT 50 3 keak. PR, BAMEN 1, X T8
WO ARS, BiMEN 2.

TP
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. EEEITRESSEFANEFMANRE

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

HCE ASA REFE TR A R A W K 1l B AR TR B 2 w23t (1) 977 s B9k s 1)
health-check monitor-inter face debounce-time ms

IR

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

F4 B B kI ] 2 A 300 21 9000 220 2 [H] o BRINE A 500 =2 Fb . A /N AR i) LASnpRAsr il 422 11 e 1)
R VR, WORECE MBS TR, SIERIRILE . R ARSI, ASA &%
FERE AL, ARG AW bR Ie A R AR, IR RONERBE TR IR o 0 T AR 44
IEH 1T IRAS 1) EtherChannel (1101, AZ# LI H g8 Ac #HLi5 H EtherChannel) 11175, ALK
SRS TR RT DT (b AR A b R4 AL IR R 53— N BT RUAE 40 v 1 s (%) S PRATE Ak s oAy il
PR A

QUEY DI V- Wik AR A
load-monitor [ frequency seconds] [ intervalsintervals]

* frequency seconds— ¥ & M ¥ 7H E 2 (M IS ) CLARB A 5D, JEE AT 10 2 360 #22 (7). BR
INMEA 20 7

* intervalsintervals — B 'E ASA 4ES 4 (MR 08, AT 1 2] 60 Z 1A, BRIAE N 30.

Ry DU R R 7, S B AL CPU M T O A R R X 5. iR A
B, HRIREY R T LA 3, S RT LR FAE Y sl BT Sh AR, BRSNS L L1
T BRATOL T R HIEEhRe. B, 3PP RAT 3 4> 2 ALK Firepower 9300
(RIHUARRISEAE, WERBURE K 2 A2 B TTAERE, WU i URA TR AR ) B 1 O R A Ak 13
ARG, JFR RIS E . BT LU W R A, W, T LUE R T Eh AR
(RIZETE o

1 show cluster info load-monitor T4 2 & i & 14k .

i

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28

1 0 0 13 27

. 7t Secure Firewall 3100/4200%3E ASA & 5f



| 7 Secure Firewall 3100/420053 & ASA &8

rEEmayanes e gnEs [

A5l

LU R 7”91 K health-check holdtime Bt & 24 0.3 #; 5 VSS; ZEALIAM 12 %0 (AT
HD R R R L ) auto-rejoin B 2 4HEPTLR R 4 IX54K, ¥ duration H§2 |
—IRIAIBE IR 3 5 DA SCK SE EA I BE I (1) auto-rejoin WA 6 IRZ4IR, RERE 2 700K,

ciscoasa(config)# cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled

ciscoasa (cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

BB I 1EH ISR TCP EHIEIR

AR EDER 0T ARTEAER, WS s Rt e IURr TCP M, 56 89 It

9 TCP EHz Ja AR S I AL IR A7 Bl T G IR A 4 3 [y /4540 B vt AT i ok 55 e B 50 s i A DG 1)
CHEMELTAE” o WER, WREEANSTEO A T A8/ A B AT IR, TR S X e
Pime [FIRE, dn SFym A O @ B v iy P8l B LAY s, VRS R I . AR EUx LA
I TCP BENLALI R G H TCP S 4EIR .

A TCP 4% Jr ISR R AL IR -

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq | It | gt} port] { host ip_address| ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

IR

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config)# cluster replication delay 15 http

¥ seconds BEE AT 1 B 15 ZMPME. BRI http 2838, B[R 5 F5.
2 ST, IR N SR R R
HE NS B A
cluster group name
(A% 4 TCP s HIE R4
conn-rebalance [ frequency seconds]
w5l

ciscoasa(cfg-cluster)# conn-rebalance frequency 60
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fic & uk =2 (B8] T BE

BRSEHFEAML

$IR2

7£ Secure Firewall 3100/420053 8 ASA &3¢ |

PEAr S BROAEE T . WA, ASA 258 IACHAT KRR E AN B, JFROBE R W RRRD KL
LI TP BRI Bt . BUTERTIEA SRS, BLAh,  t T s & OO TR IR KL
BEATEPPAT, DA A A EE L HER B, IF LR S HOTREIF A . iR
MIMEA 12360 7, HIT-HiE0E 2RI TRIASH— IR B BRIMED 5 7

ROER DB 55, BRSO AR FRERE .
TH1 ok s R P AR G EDE R I SRR BRI YA B A7 AN R ol B ERAE A

X A AR, T LU E ECE, DS m LR TERRE M.

N T b e PR RE ST A R TP Bl )RR AR I (] SE IR, BRI BLS ] i s A Al o T iR i
I T B, I HhRe e s s SRR A . (EE, ASA S T AT S A B 0 L
B g AT, SRS P a8 A 0. SPrA Rl s A 3 8 A0 ] A7 AR Rl
1A g o BT A B AT R S IR B AE ol s T LASR Rtk RE . BEAL, I RsUR I 2 A
A G 1) £ R AE ) — il RO PR IR T o SRR S B S T Aty s PR R ) Al L
AP 4 ) S 1) 65

FIaZ Al
o LEG R FRCE PO R A VR S 1 ID.
o URRERRA SR AMAL: NAT 2 PAT Vit it; SCTP R (it it 70 BOI 74 &if.

HEANSERENC A
cluster group name

Tl

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

JA L [ s A AL .

director-localization
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fcE vt %22 ARP

g3z

E

sRisns ||

N PR B G B v s R AR, AT LUR et mOUAR . WRSERRI S A S T E AL T A
il WURRE AN S sl s G AN AR DT AT 2 SR DR A0 B 52 3 e A PR 52 1
FHia Z |l

o FE SRR RO R O SR A B EL G R D

BE NG A
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

JE Tk RET0AR

site-redundancy

WIAE, ASA W LUE 2t ARP (GARP) #4E 0, DIBIIRAZ BeIEml v il AL T Bk A e e
BEAN S TR G R B, AR IR 1) 4 R MAC/IP BBtk ) GARP i i o

18 F R BB &3t i MAC TP bk s G0 4 FH ol fURe 8 1) MAC HuhiE A TP itk iy, SEAF R
(A AL AT 4% sy MAC HihbAN TP kb dn B AN 2 e B AN A Js) MAC bk A= R, 4R
MAC Hilib <2 el ErTfess L MAC HihibE Ry . AN G, CLA )R MAC Btk >y H br i s e
ST IR B P AT U, IR A T R P R 2 A )

A KRG AT E Sl A ID AT RN X DL R T8 BB uh A MAC ik, BRIAE I N4 8
GARP. ETLLEE X GARP [flfg, WA LIZEH] GARP.
FiaZ |l

o FE5 SR HCE O BB D1 B E s A D,

o FEFEVR A IC B A A S X DAOK W I T8 1 B B 2 MAC Hbdik

SIS A A
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B ERRRBT

KT LISP I

T LISP

ASA LISP 4%

LISP #E: )

7£ Secure Firewall 3100/420053 8 ASA &3¢ |

cluster group name

T

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

%2 X GARP [l
site-periodic-garp interval &

* seconds — BE GARP A2 W] CRARP B4 , /T 1 3 1000000 #22 [i] . ERIAE A
290 .,

BARH] GARP, %A no site-periodic-garp interval .

MR G5 A AL R Z AR B, SR LU & LISP it LS HIR A sh 1k

A LUK A LISP it ,  DAEAESS a8 R i s .

FFE oo RN St (B, VMware VMotion) ,  AlkZ54 0] DAZESE h0 2 IR, [
YERF SR P I . T SR M O iR S5 A R BN I i e T B RN A I 55 AT BN S
WA RSSO D B o JEREAL/ID 73 B 0 (LISP) B4R ¥ o 5y B i bR IR AT (EID) 5 e #fir
B E AT (RLOC) 22T, IR BIPASANF f g a3 10], SEBUIRSS SHIT R 0] % ) i )28 W
o B, eSS AR BB IR ol kO F HA 7 b 17 B 55 s AR ELIN S B b o SR A EE 17 21 B
(DA

LISP i % 78 25 5 A (U iK% th s A0 95 2, 94 LISP HY 11 BB % h s (ETR). A 1 BEIE % 2%
(ITR)~ 25— BhEs i ae . WM EHT & (MR) RN S5 &% (MS)o 2S5 4% (158 — ki ey e A 00 21k 5%
SERL T AR AR, S BT oAb th S A A, DU R i ) TTR W) DA
BRI AL BB IR S5 2

ASA A B RIZAT LISP; {H/2, 'Bnl LB K2 LISP S e A0 B H ek, AR5 10T b f5 BakAT g%
SETEERAE . USR] LISP 4508, RSS2 8 B0 sl s I, 0K B2 T3l 557 (1) ASA 45T
B, AR AR RIT A # . B ASAKEIR I R B IHEE 2 ASA, 85 IH ASADAZI0K it 2 &k [F]
Bk, A RERIAIRS A . R BRI THRARE, B “KS57 o “Rr¥k” .

oA LISP 2%, ASA B A Al LI & 58 —Bki% th 2% 5 ETR 8¢ ITR 2 [8]f) LISP yii &, ARJ5
T A7 B T A T A
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asausp it [

* ASA SRR G AL T3 — ki 45 M1Z 0 RO ITR 20 ETR Z 1A, ASA BEREA G AR A Y
JEE W B 1) 25— I i o

« DECFF AR S B UR . Fo A B s T AN R ER A S B sh 2R R
7% B BRI AR N (Bl SIPY , HeA AR SCEAR T AT E 1K [ ASA 1T AT 1
Kt -

« SRBFUZ B H 3 MIZE 4 JR U0 —LE N U T RE 2 k.

o X RSN TA)ARRE R B S AR O Y 55 Bt i, BT B TR AR e # . AR E A A
SRR I, S mT DL DD RE SR I 2R, IR 00 i i IR AR A s

ASA LISP 52
TN S Z R B ORI C & (RS IR — Ui -
1 (i) BT B RSS2 1P Huhik PR IR 1Y EID - 26— Bk i 2S n fE & v 5 ASA BRI
EHLE L% A% BID T ANE L, DRI, S8nT DURR I B v 5 488 iR S ARE AT D PR IR 25 2 B X 48 3%

EID. 1, WiRAERA A 2 Ak, H2 LISP 75 3 ANl i FisdT, N K ARG REnE S (1) 2
ANt 5 EID.

2. LISP il E AL £ - ASA 5 #r UDP ity |1 4342 ) LISP Ji & AL 28— Bk th 2% 5 ITR 8 ETR
Z I RIE EID AN R . ASA i35 — /MK EID Ayl 5 ID AHSCHA EID K. flln, N
P 25 5Bk th 25U TP Motk DL K TTR o ETR H brHuhikff) LISP il & E =, %A 4 LISP i
AT S ML, JFH LISP EAGAS SEFREILE,

3. T JE IR e i (RS Sl P A0 IR 55 SR - S ot S Bl 55 e Ja TR A sl it m] A
Xt HTTPS i R/l R 3% By 52 il 55w BB 8 TR s ik

4. b pi ID - ASA i FHAR R TR AR AN 1 SRl £ ID B BT I T

5. HT R SIER RSN E - LR BRI IR MR s, BT/ SeUiHeds sevrs
R LR P A Ry S U B D s T SR A B 1k

Jic & LISP A&l
IS5 IR AE K RS SIS, T LUK LISP & LLUR IR a1k
FIRZ Bl
o WRAEECE R A PR RCE , 5 26 JURIEC BB ST SR E . 2R 30 0L, AR
RV e — Nl U 1D
* LISP it i Rt 75 71 default-inspection-traffic 2K, PRk, AL AR P 2008 LISP Ji e & 5
IR
UK

ST (A3k) JRE LISP Kl mesh LR 4 1P Huhk FRFIAS I ) EID, AL LISP Wit s se4 .
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Nil

B
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a) fIEP R ACL; X H#x IP Huhk5 EID ik A UHbhEDLHE
accesslist eid_acl_name extended permit ip source_address mask destination_address mask
$%2 TPv4 Al IPv6 ACL. H X1fit) (1) access-list extended ik, iEZ M4 5% .
b) @& LISP frdimestl, JFak NS Hisk.
policy-map type inspect lisp inspect_map_name
parameters
o) L RBIEAIE ACL & X fiFI¥) EID:
allowed-eid access-list eid_acl_name

55— kR A8 2 ITR/ETR W RESY 1) 5 ASA SRIFTC R L e 46 K 0% EID A B, Bk,
A DABR A 1) 5 5 P BRI AT R IR R 55 4 B 2 K EID e 00, A RARTEOGY K 2 Do, {H
LISP 7£ 3 utipi igAT, WSR2 /Sulh 1) EID.

d) WERTEEL, R
validate-key %4

IR

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa(config-pmap) # parameters

ciscoasa(config-pmap-p)# allowed-eid access-list TRACKED EID LISP

ciscoasa (config-pmap-p)# validate-key MadMaxShinyandChrome

TE3i 11 4342 20 55 —Bkitk fh 4% 55 ITR BRETR Z [F)(¥) UDP ¥ it i & LISPAI:
a) MCEY E ACL LAY LISP Ji &
accesslist eid_acl_name extended permit udp source_address mask destination_address mask eq 4342
&7 485 UDP 3 [ 4342, #2532 TPv4 Fll IPv6 ACL. 15 KHiV)(1 access-list extended 151, i
S % .
b) A ACL BZmest:
class-map inspect_class_name
match access-list inspect_acl_name
) AUHIAIE LISP AWl RS 5 5 SN SR . SR DL R TR I, R J5 g IR 45 S R ) T4 11
R .
policy-map policy_map_name
classinspect_class name
inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interfaceifc_name}

AR B S5 SN, R E DA SIS K. BRIAIE DL R, ASA W HEFK 4 global_policy
(4R siems,  DURST T4 R sms, 1EHR %A R WA A R N s, I nT L RN
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iz useian

B — AN IS5 SR o LISP A 2 X 1) N T, DA 0 AR U 1 R H Fn i 1 b8 T i
S5 MR S AN T AR AL, UIE N IR H 5 0 P SREMS RS PR 11 ) BT A A

HREZ 5
=~

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa (config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap) # class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP_EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA 2K LISP i 7540 & 55— Bk i 8% 15 TTR 3 ETR 2 8] &34 (1) EID @AY B . ASA 4Ed"

F /NI EID A3 25 1D (¥ BID %,

N EIRR s s -

a) BCEY M ACL DAL IS5 i 5 oot sl A s 22 08 20 G 4 dme f ol R AR L 55 SR B
accesslist flow_acl_name extended per mit udp source_address mask destination_address mask eq port
$:%Z 1Pv4 Rl IPv6 ACL. 7 XMV accesslist extended i1k, S M4 5% . RS E
s B A M. B, AT LASUS HTTPS Y FH/EUA % 2R 2 I 45 2 it it 8 iR 2
.

b) b ACL G2 ms
class-map flow_map_name
match access-list flow_acl_name

o) FREAEIL LR H] T LISP ALl i Al — SRMR S, PR E SR, ARJ5 A A sk -
policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp
EUE

ciscoasa (config)# access-1list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp

BEANSERFA BRI, TR ERRE S I sh
cluster group name

flow-mobility lisp
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SETF /R A4 T LU F s J3 P AR TR RS B ko

w151
LR 74 :
* ¥ EID BE4I4 10.10.10.0/24 M 2% /) EID

o K& AT 192.168.50.89 1) LISP B Hi#s (NHE) 547 192.168.10.8 [ ITR B%, ETR #
o (EES—A ASA #:110 1) Z Al LISP i f& (UDP 4342)

« i FI HTTPS 7 10.10.10.0/24 _FHEANIRSS25 (K BT W a8 TR g sh itk .
o AR Hm B sl

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP ACL
policy-map INSIDE POLICY
class LISP CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eq https
class-map IMPORTANT-FLOWS-MAP
match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
|
cluster group clusterl
flow-mobility lisp

sk = [ —H-
EREMT S
BN G, Ea DUEE A A AR R

MAIEEST S

BRI ARSI, TELE T S EAAHIAERE, RN R AR AR B A .

W
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\)

AR YASARTARESPIRGS (AT3h07 s RIS ARG A RIS I, I Edl 3 R Gl A
B IR LT DUAGR A i . SR R AR, T R AR B, T LU 58
MIBRIZAYT Rl BB LU OREFT T, A ROERAE TP i TP stk EA0 SR OB In 2K,
M SRR A TAE B PRZS (B, G 0rfr T ARG ED » W B R 25
2B P 65 g R EEAT AR AT 2D C L

FHIa Z |l
o ROBIAE PRI G o s AN REE IR CLI 0 ] AR IR
o T EAEERGE EERGRIT P HPITATLT . BERMAREA RGRCER, A changeto

system 4

P BEAAERC E A

cluster group name

il

ciscoasa (config)# cluster group podl
P2 ST

no enable

ARG ORI i WS BT F R e, O HLAd B DR R 12 14
PERERCE R R AR, R T TR i PR AR T o

SR G SR I S ASMI R, T AT B DR

AR CYASA R TARNGSPIRAS, P B D OGH] s FAAE L AR LT DURE RO . R
S, IR AR R CUR ORFFAT T, AR RONEREE TP i TP Mk, (B
WO, W SRR T AR APIRA (B, st fiar T CASARII D, P EE N
TR o R U T2 R 65 s R EBEAT AL T 3 — 2D
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FriEZ Bl
MT 2 FERA, HEREPATE NP PITART . DR MAEAN RGRCER, 55 changeto
system i 4.
UK
MARRE IR 2715 2

cluster remove unit node_name

G SR ECE DR, ISR AP B B e BB IR P AN, DR AT TR B0 A% 19
AN ERECE . WA ER Y A A S RN 0 e, WS PE0RT A4 1Y sl

PRGN AFR, S cluster remove unit ?, 50 %1 show cluster info i 4.
w5

ciscoasa (config)# cluster remove unit ?

Current active units in the cluster:
asaz

ciscoasa(config)# cluster remove unit asa2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

EFIMNERE

W%Mﬁﬁ*W%T%A s CHTEE LS 3R D, s R T ahis 1 T 5 b, i
VN NRZIERIE VIV S

FHia Z |l
o TGN ZPUAE P £ i R FEOB R SRR . oAb T 2ok
ﬁ?%faﬁﬁ,%E%%%ﬁ%@$%ﬁ$ﬁ$om%ﬁiﬁA%%MEﬁﬁ,%ﬁkmmwo

system 4.

© WPRIE O AR, PSR ER ISR
UK

SR ARG T, AR R

cluster group name
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TP

ciscoasa (config)# cluster group podl

FHIE2 A HERE.
enable

AR
T AR AR, TEMBREAER G SR FECE . AN R B S TR EAR ) OB %
[F25) , DAMGR HARRERRRAT 2E A N A IR R AT I L, 28 A0 BR AT 0 JB T 4R e B
PAfe 1P Huikh 5.
FiaZ |l

b Al P G i s MBREERERCENS, Praf DA S R M, R0 B MR e o 1
H, AR R CLI E#E 5 sl gk At

TR R THI R, AR
cluster group cluster_name no enable

T

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

FERHE Y A AR, TGy T T K
WIB2 HFREER N :

clear configure cluster

ASA KPP AN, AR BEE: VR 4 B 2
IR 3 AR B

no cluster interface-mode

BEAOFAREE TRCE S, IR TFEhEE .
SRR A WERATRANHCE, WA O G B R ) B IE S AT I E

copy backup_cfg running-config

Tl

7£ Secure Firewall 3100/4200(Z ASA &% .



7£ Secure Firewall 3100/420053 8 ASA &3¢ |
B =umnss

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup_ cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

SRS RO E DR AY 2R Bh L E

write memory

PER6 WORBAH A RCE, THEBHCEE Y. B, fORE e 1P skt MR RS ENLA

B RSEHI T
A

AR B SR A, SRR TIE AR S LA ATARRE, SRR R I A S MR A AR R W
RIS BRSO R BART R A A P R ORI R, R IIRE S, W
A AR st bl B A Y s WA WOT, 1 R b 20 AR P 1Y il FRT e N 2

SRS L AT LT P R

FIAZHI
X285, I REPAT M P PATARR T . WM ARSI ER S, WA changeto
system 14 .

BT R BCE AR R
cluster control-node unitnode_name

IR

ciscoasa(config)# cluster control-node unit asa?2

TR A R MR B T AT TP Mk
7

HIAZFR, iGN cluster control-nodeunit 2 CRJ 2x [ [ S /117 S 2 AN BT 485, Bl

D2
A show cluster info fiy 4.

. 7t Secure Firewall 3100/4200%3E ASA & 5f



| 7 Secure Firewall 3100/420053 & ASA &8

exrsreEnnGss [l

AR EEARITRS

B AR R IR T RN E T RO A A, TEPAT L N AR [ A1 R show i A DAL
S PTA TR L R AE AT A G b AT RN P B AT H A Ay 4 (U capture
Fl copy) .

FALA BT R BEEWURTEE T R AARK, WAL Ry E 5 A
cluster exec [unit node_name] command

Tl

ciscoasa# cluster exec show xlate

TEEET AL, A custer execunit 2 Crl & B B4 7 58 2 AMAFTHE /) , 5%\ show
cluster info 4.

gl
LRI () A RSO IR BT AT 9 U2 TRTP IR 5 4, IS a4 5 BN LUR
i

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

2/~ PCAP AF (— ANk H—AN 8D A HI3) TFTP kg5 4. Bk X/t %2 A5)
BRI sS4 FK, 19040 capture]l asal.pcap. capturel asa2.pcap Z5. 7EAWIH, asalFflasa2/&%E

LA 42 cluster exec show port-channel I fiy & HH s, o T BN BN R
EtherChannel 15 .-

ciscoasa# cluster exec show port-channel summary

COl’ltrOl node(LocAL):***********************************************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— e
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)

Slave-******************************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— e s
1 Pol LACP Yes Gi0/0(P)
2 Po2 LACP Yes Gi0/1(P)
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H5¥% ASA &£ 5F

ToT DU P A REIR A R FHE R e

HIZEREATS

HZ UL & RIS ERRRA
* show cluster info [health [details]]
WA A T, show cluster info iy 2K W 7= BT A S B 1l o (RS

show cluster info health iy 245 Bt . 0 s AN ERE A M Aria TRk . details S8 7 R
'D‘@E?ﬁ;u\%mm{/\iﬁ

%21 show cluster info #ir4 iy LA R4 i
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

D : 1
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL NODE

D : 2
Site ID : 2

Version : 9.4 (1)
Serial No.: JAB0815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE

D : 3
Site ID : 2

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.co6le

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011
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* show cluster info auto-join

SRR RURTORAE —BOE IR Ja AR INAERE, DU CiE kRl 5t (Bl S5 15 vF
FE. HURIZATIROUR BRI, 2545) o WERAT R CUKASER, s Rl CAES e, Wtk a4
B A B E TR .

i %% show cluster info auto-join fir 4 LL R«

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport{asp |cp [detail]}
BoRLUN I H AR AR ge R A

* asp — -V LS5 R .

* op — FEHPF IR g vHE B .

W RN detail DCBEF, S8R LA R S v SEAL R LR R 0, DA Afh S 4 1 1o
R 0 X L A A ). 152 9 show cluster info transport cp detail 4 (1 LL N
i

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
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RA - reliable ack packets received

RFR - reliable fast retransmits

RTR - reliable timer-based retransmits

RDP - reliable message dropped

RDPR - reliable message drops reported

RI - reliable message with old sequence number

RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered

RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb26fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
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IR
gate close ref count: 0
num of supported clients:45
MRT Tx of broadcast messages
Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]
Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%
Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0
MRT Tx of unitcast messages (to member id:0)
Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]
Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%
Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
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[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
BIRERE Al s, LARAT RBERETY sUIM N SR St DRI i3 i B AR TR 1) i PR PR R R

HIRBENRECEE A RIEEE
ARAEF PG O RE R, WS
cluster exec capture
PSRRI B S HE R, S8 mT LU cluster exec capture iy 2 7E45 19 i b a3 R SRAE B R 2
FEERITIRE, BES AR BT B 1 mi oK B 3h)a e hfg .
HIZRREIR
THZ I LLT iy DU S B DR A -
show cluster {cpu | memory | resource} [options]

ERIEANERE SR A8 . 7T options B p T #ds 257,

SRR R

il

T2 LU A DL AR R
* show conn [detail], cluster exec show conn

show conn fir & 7~ —/MERE T H L 8 R R E AR . AR R R AT cluster exec
show conn i & Al &5 P A 4% . B4 m] LUR 7S BN I i SA SR T AN ] ASA 1905 3.
SERE AR A ik B R T B M R R NIIC o iy & ] DAL AR {5 b 7 7 AN 3 R vt 4 2
it SR, A RT AR B A 1 g A7 BB T o X A i (K P BEAT T S

show conn detail #ir4 38 TR WREL R Y. 185 RS s .

LA & show conn detail fiy4 %5 i 7 il -

ciscoasa/ASA2/data node# show conn detail

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

- initial SYN from outside, b - TCP state-bypass or nailed,

- CTIQBE media, ¢ - cluster centralized,

- DNS, d - dump, E - outside back connection, e - semi-distributed,
- outside FIN, f - inside FIN,

Mo QW
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G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

i - incomplete, J - GTP, j - GTP data, K - GTP t3-response

k - Skinny media, L - LISP triggered flow owner mobility,

M - SMTP data, m - SIP media, n - GUP

O - outbound data, o - offloaded,

P - inside back connection,

Q - Diameter, g - SQL*Net data,

R - outside acknowledged FIN,

R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,

s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,

V - VPN orphan, W - WAAS,

w - secondary domain backup,

X - inspected by service module,

X - per session, Y - director stub flow, y - backup stub flow,

7 - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime
1m21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received
at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface
NP
Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity

Ifc Locally received: 716 (8 byte/s)

PO IR A T MO R, T B AEAT R AT LS cluster exec show conn fiv & & T 15 b
iR, FHREGUUFRERR: S (). &0 () RS (2o FHIERT =4 ASA
f—2% M 172.18.124.187:22 1| 192.168.103.131:44727 ] SSH #%#%; ASA 1 #7f z bris, #Fonil
RAREN A ASA3 T Y hriks, RO IRERLN FIE; 1 ASA2 AT R bR
A, RORILEFTEE . ElsiTrm, HIERNEIEEIEN ASA2 b8 R AN TE: i
Ho FEATETTIA, IERBIEEEN ASA 1 Fl ASA3 _LIANEE 1, 38 ik SERE4A e el
KE| ASA2, RIGHH ASA2 LRI,

ciscoasa/ASAl/control node# cluster exec show conn

ASAl (LOCAL) :‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2:‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k************************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k************************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes 0,
flags Y

* show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counters]
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show cluster info conn-distribution F1 show cluster info packet-distribution iy 4 /Rt B AETH
BT B0 o IX LG i 4 m LU B S OP AL R o S SR A T 4

show cluster info loadbalance iy 4 /R #2341 Ge 115 L
The show cluster info flow-mobility counters @iy % 27~ EID B f A &G . 20
show cluster info flow-mobility counters ({4t -

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested H

show cluster info load-monitor [details]
show cluster info load-monitor 4 75 J > 1B K I BRI R 0 Rt e 4R 28, LA U IRE 8 11
[IBEEL CBRIAEGL N8 300 o Al details JCBE~7 75 5 AN 1] 18] B PR AN 5 S A

ciscoasa (cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 a1l
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa (cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
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0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
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20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]
BIREEANERE IR G HAE . 7T options Bk T HdE R
1527 show cluster access-list ir4 I LA T i«

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0Oxe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfed4f4947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)
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Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

SRR R AERDER VIRV B, WA

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

* show asp cluster counter

Wi A0 A s AR R R R AR A

I Bk
B ENGE R, WS Tm4:
* show route cluster

* debug route cluster

BRI A5 R

show lisp eid
78 ASA EID %, K278 T EID Al 5 1D,

124 cluster exec show lisp eid i 21 LL Tt .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :************************************************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T,D sk kk ok ok k ok ok kkk kK k kK ok kK ok kK ok kK ok kK Kk kK ok kK ok kK ok ok Kok kK ok kK Kk kK ok kK k kK ok ok Kk ok Kk kK K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
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11.22.11.2 4

* show asp table classify domain inspect-lisp
W T bE HERR AR H AT

EgEl]§§:€i§¥$¥'Eﬂ ILJ\lfiéi%

ﬁ?@ﬁﬁﬁﬁﬂﬁﬂ;ulﬂ%mfn/u, IAH: Iﬂ [QLT |j
logging device-id

G PO BEAN Y ORISR R G HE T B . 4507 LU logging device-id fiiy un AR AR AA AR EA
[AlBE# ID MRS H AR, DUEH S 208k B i b (R A ) AN ]

R ERHED

HZ UL T AR L S

* show cluster interface-mode

BRI LI
show port-channel
BB AT % o 130 T AL 15 8 9 45 PR 5 T
show lacp cluster {system-mac | system-id}
7R cLACP 24t ID AL 564 .

3

debug lacp cluster [all | ccp | misc | protocol]
7R cLACP f A3 & o

.

show interface

SR AT HT P Rl s MAC Mk R4S I O -

ciscoasa# show interface port-channell.3151

Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec
VLAN identifier 3151

MAC address aaaa.l1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0

Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes

98530 packets dropped
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A

mnen

iR

IR R

{EHEL ASA 55 FXOS 1 AR REFA B E R L B i, FXOS #dls it
How T ASA B R THEL. AE ASA Iy DUEREZ I EE 1P sy
H AR B A4 s TE NNE A . BT N B8 H: i) O R B
T ANBH I R SN e SORIEE AP RIS 1 Jar ) ZE vk 15 S

HZ LT T AR R fr 4

debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
B AR K R

debug cluster flow-mobility

B GERERB SR RS

debug lisp eid-notify-intercept

Y eid-notify #E I W FA

show cluster info trace

show cluster info trace fir2 W n ARG &, (EHE— D HERR 2 A .
2[5 show cluster info trace 14 [ LA T i :

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG_KEEPALIVE from 80-1 at
CONTROL_NODE

fldn, i REE BILLT R R A B A A local-unit 44 BRI 5078 a5y 2L, X ] e
FHPAT R local-unit #4FK GEREEAIECE) » B R REARE ) #
HE GEREERME) .

ciscoasa# show cluster info trace

May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter
1.

May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data node
May 23 07:27:23.113 [DBUG]Send event (DISABLE, RESTART | INTERNAL-EVENT, 5000 msecs,
Detected another Control node, leave and re-join as Data node) to FSM. Current state
CONTROL_NODE

May 23 07:27:23.113 [INFO]State machine changed from state CONTROL NODE to DISABLED
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ASA 2R

RLETR LI ST R R AT ARG ASA FLE

ASA F13Z 14/l Bo & 7= 5

PAUR BC B B4 ASA HAHpLZ 1A R 3% 1

ASA %O RO
LK 172 GigabitEthernet 1/0/15

LA 173

GigabitEthernet 1/0/16

LK 1/4 GigabitEthernet 1/0/17
PLKM1/5 GigabitEthernet 1/0/18
ASA fic &
gaksLtEasER

cluster interface-mode spanned force

ASA1 = B3| SR FECE

interface Ethernetl/6
channel-group 1 mode
no shutdown

|

interface Ethernetl/7
channel-group 1 mode
no shutdown

|

interface Port-channe

on

on

11

description Clustering Interface

!
cluster group Moya
local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0

priority 10
key emphyri0
enable noconfirm

ASA2 i L5 | SR FECE

interface Ethernetl/6
channel-group 1 mode

on
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mrios sianEes

no shutdown

|

interface Ethernetl/7
channel-group 1 mode on

no shutdown

|

interface Port-channell
description Clustering Interface
|
cluster group Moya

local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0
priority 11

key emphyriO

enable as-data-node

EHBTEARE

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2
channel-group 10 mode active
no shutdown
|
interface Ethernetl/3
channel-group 10 mode active
no shutdown
|
interface Ethernetl/4
channel-group 11 mode active
no shutdown
|
interface Ethernetl/5
channel-group 11 mode active
no shutdown
|
interface Managementl/1
management-only
nameif management
ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100
no shutdown
|
interface Port-channell0
mac-address aaaa.bbbb.cccc
nameif inside
security-level 100
ip address 209.165.200.225 255.255.255.224
|
interface Port-channelll
mac-address aaaa.dddd.cccc
nameif outside
security-level O
ip address 209.165.201.1 255.255.255.224

BEL10S B E

interface GigabitEthernetl/0/15
switchport access vlan 201
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switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201
switchport mode access

interface Port-channelll

switchport access vlan 401
switchport mode access
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BB

sumpiis 1

management
10.1.1.1/24 (Pool; .2-.9),
: 2001:DB8::1002/64
© = @ - .| (Pool: 8 IPs)
i o = = £ o
© E| © © £
Cluster Control Link
192.168.1.1, .2, and .3
<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

— ]

c""--—-—.__ ,_,.>
: | port-ch5 |
Switch =) VLAN 10, VLAN 20 Trunk o
= =
S S
> S
r 7

J

|

J

—
Client Server

\|I

KA A 2 A A B T S AN VLAN SCBG, i, VLAN 10 TN 4%, 17 VLAN 20 H
TANEML% . B4 ASA AT — R B AN AT e L ol b 2 0 s O o 5 F b kA BRAE R L1
FTAT el L AR T 802.1q £1%. ASA J& VLAN 10 5 VLAN 20 2 [8] [ 55 <k % .

5 /9 4% EtherChannel B, BT 504 55 2 7EAZ He LI 73414 — A EtherChannel. WIH—& ASA 48
PATTH, AN UG AE 4 % 2 [R) TR 38 T &

BARELREORK

cluster interface-mode spanned force

RE1EHBETSISEFERE

interface ethernetl/8
no shutdown
description CCL
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B esvos

cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

BRUIRERARSISREFEE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

sHETEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernetl/1
channel-group 1 mode active
no shutdown

interface port-channel 1
interface port-channel 1.10
vlan 10

nameif inside
ip address 10.10.10.5 255.255.255.0
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ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

e —WAN (=]
e b
Cluster Control Link
port-chi
192.168.1.1, .2, and .3 —
witcl
Node 1
BN /\ ethi/e
217 [ ethirz
A =N N RE Weth2t a
— w
o (\ mgmt | [ it
=5 | %?"n
3(} 5o gl o8 3
g gy = o
(w] O = +1 o &
3 o Sx=8 eth2/1| SVES g
oy Ondg — | Mo2ow O
z 1883 =888 2
. 2282 mom 5g0
- 58 2 og 2
g N 9= _> g/ et R
sl ] o | [zl | e &
oV 2 | [ 2\ ethis >
V V V V
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S REURAE N BRI AR R 2% 2 1AL R A B 5 300 B A

wn EEFTR, 2T — M P 4% EtherChannel 3435 21 N S A el L, A7 M1 5 — M5 M 2% EtherChannel
EFRRANTAZ WAL IR TR, I8 0] LLESEY EtherChannel 1% VLAN F# M.

BARE LHEORK

cluster interface-mode spanned force
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REVEH ARSI SEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

BRIBmARSISREFEER

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
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enable as-data-node

EHBTEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

B AT uh B SR EFRY OTV B E

AP 125 DX A W JE T8 1) % R R PRl e TRV AR R RE A5 7802, BOORT- OTV I E A 2 15 2. OTV
HIEAE DCT e BB AR A B ZAE ] o SRS R R 3R A MAC SBhER, OTV A&t
DCT ¥ R At . WERAE OTV He AR ARRIN MAC Hiulik, e 237 il At .

OTV B & 7151

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL MACs
10 permit any any
mac access-list HSRP VMAC
10 permit aaaa.l1111.1234 0000.0000.0000 any

7£ Secure Firewall 3100/4200(Z ASA &% .



7£ Secure Firewall 3100/420053 8 ASA &3¢ |
B seetusnesnoves

20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP _VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151
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E b R FEFEEIE 0TV SUERR
Rl ST, w RN OTV MIidygas, Doy Eds PFRLIE AR MAC ik, J& 5 25— LU LA B .

T T AR R B TAR S SR ) OTV &L 7R In ASA 43 )5 MAC bk # A4 H . & H¥ i
i) OTV fEE S L LI INX LA H . 2 P AT EHOD IR, & Rk i SR 45 35 F0 4% - g AT
ASA [F] ARP % H G FHATEREMZQI , BITEAT A% Z ARP. HIL, OTV ¥ASAHLE
EHAEL R R TP3RAN ASA 4 i MAC Hihik. 1T OTV 8 kR %A %4 )5 MAC Hulik, 3 HARE
OTV Wil, EASEN ESE 2 RGP, e E T WIRS 28 8145 MAC Huhk ) 5
B, A SRR T

//0TV filter configs when one of the sites is down

mac-list GMAC A seqg 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

MU R, RN I IE RS, RMER OTV LRk ER &S H . EBRAS OTV L
A& MAC Hihk 3%, })\T«H[iﬁé)% MAC Ml ESLH, X—madEs i,

MAC it =555

2k ST HA )R MAC M hEE A4 H C e OTV I, B ZikS —A OTV SRanESH 1
LA MACH AL, 55— Nk AR E R, VISR H %z\mrffMAclmiﬁ% PIFIIR OTV

I R R AT IR S H

cluster-N7k6-0OTV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— -t —————
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3
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OTV ARP £75 1545
OTV NAUHE ARP 4E§ il it OTV 2 L3R 40K IP Huhk i) ARP 2247,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0d 00:00:31
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