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B <k 1% [¥) DDNS 1% 37 #F DynDNS fIR45. R, a6 A4 A LA R B3R 9 58 URL it & DDNS:

https://username: password@provider-domain/path?hostname=<h>& myip=<a>.

BcE DHCP AR 55 =%

RIS BAanflic & ASA $24E1) DHCP R4 2%,
UK

$IE1 51 DHCPv4 JIRZ4S, 455 1L,
S 2 WE =Y DHCPvA LT, 457 1.
I3 [il'E DHCPv6 TLARAMRS 2, B9 T,

J& FA DHCPv4 fR& 22

TE7E ASA B0 F B DHCP RS- 2%, iEHUAT UL T A 8.

FE RO DHCP #ihikith. ASA e[ %5 ) b 7> ettt op (1 — itk DAGESS & I 1) Be AL o
XL T R R P 2% (A AR B b

dhcpd addressip_address start-ip_address end if_name

-

ciscoasa(config)# dhcpd address 10.0.1.101-10.0.1.110 inside

L A0 5 ASA B CUAL TRl —F M. AR, fRe gl s it . s BT,
TR E N LB BV ANESRE Al iz 1.

(Af3k) (B A 8hEdE Mz 1T DHCP 28 PPPoE %)™ Ui [)332 1 5 A VPN JIR 4% 253K HX [¥) DN'S
WINS F38, 4218

dhcpd auto_config client_if_name [[ vpnclient-wins-override] interface if _name]

i

N
5
N

ciscoasa(config)# dhcpd auto config outside interface inside

WERAEHI AR fi 245 7€ DNS. WINS 844 240, WIe AR 4 o B sl BRI 240
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(k) AR iR B DHCP Huhik. AR5 7 5 i) MAC Hbsik, ASA MBCE B Huhb ok — A~ Ak
i 1P Huhik 4> i 4s DHCP %) i o

dhcpd reserve-addressip_addressmac_addressif _name

il

ciscoasa(config)# dhcpd reserve-address 10.0.1.109 030c.fl42.4cde inside

PRE bk 20k B BCE ki, FF Hahbt 2 5 ASA$: LA TR —F M b e IR,

FREMBA M D . e B, R N i D 8 BVE AR EMr B B B 11 .
(n3E) $552 DNS 45251 TP Hutik.

dhcpd dnsdnsl [dns2]

Tl

ciscoasa(config)# dhcpd dns 209.165.201.2 209.165.202.129

(AJIE) $55E WINS RS aeft) 1P Hidik . 2 a5 E W & WINS RS 55 .

dhcpd winswinsl [wins2]
il

ciscoasa(config)# dhcpd wins 209.165.201.5

CRJIE ) B CSCREPZ2 T 20 7 iy (A FEL FH B0 o RELFH A () &5 L 5% 2030 2 i 2 ity vl LA 1) FE 43 L P TP
HohbEAOITR] CRLRD B0 o BN — AT 0 F1 1,048,575 Z [A){E . ERIAME N 3600 5.

dhcpd lease lease length

T

ciscoasa(config) # dhcpd lease 3000

(i) MoE B4 .

dhcpd domain domain_name

TP

ciscoasa (config)# dhcpd domain example.com

(A% FeE ICMP 04 6L 1 DHCP ping B . A 7B fithhbphse, ASA 70K 5N Hhhk o fid &
DHCP % /i 2 Hii 2% [ iz Huhik & 36 # 4~ ICMP ping $dite . BRIME N 50 Z b,

dhcpd ping timeout milliseconds

Tl
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ciscoasa(config)# dhcpd ping timeout 20

SE SR I%F] DHCP 2 7 g BRI G . 6% A=, and AR Ad H dhepd option 3ip fir4, ASA
SE R BRI R 56 3% J H DHCP RS 2% (10452 11 IP btk ) THB WA, R S v B BRI M 6, 20
& dhepd option 3ip: ASA A& ARNREFHVEERIAM .

dhcpd option 3ip gateway _ip

il
ciscoasa(config)# dhcpd option 3 ip 10.10.1.1

fE ASA Wi Fl DHCP J5 & 5F " 8, BAER R0 _EiWr DHCP & 7 biiis K .

dhcpd enable interface_name

TP

ciscoasa(config)# dhcpd enable inside

¥8€ 5 dhepd address Yo EAH A 32 1 .

AL & = 2% DHCPv4 1£ 1R

ASA FHF RFC 2132, RFC 2562 F1 RFC 5510 H ji 4[] DHCP 3£ LA &k 2445 K. Fify DHCP %1
(1-255) ¥J52 52 FF, {H 1. 12, 50 - 54, 58 - 59. 61. 67 Fl 82 [§:4h.

i B 3R R — N B A TP btk i) DHCP 307 -
dhcpd option codeip addr_1 [addr_2]

i

ciscoasa (config)# dhcpd option 150 ip 10.10.1.1
ciscoasa (config)# dhcpd option 3 ip 10.10.1.10

VIR 150 7] h— & BN & TFTP IS asdfit 1P Huhb sk & Bk, LU TR IP i, kT 3 vf A A
IP HL UGB BRI i .

Pe B R [A] SCA - R 1) DHCP 3 0 :

dhcpd option {Ri%ascii LA

i

DHCP #0 DDNS AR %5 .



B ===%oHcPuizm

ciscoasa(config)# dhcpd option 66 ascii exampleserver

VeI 66 AI Rt TFTP RS 2311 1P Mk sk 44 8K, DU TR} 1P HiiF.

FIR3 HCE IR AN BEHME ) DHCP 3.
dhcpd option code hex H

T

DHCP #1 DDNS f§% |

ciscoasa(config)# dhcpd option 2 hex 22.0011.01.FF1111.00FF.0000.AAAA.1111.1111.1111.11

a4

ASA ANIAF B HAE IR TR B RME 2 5 5 RFC 2132 @ SRR SRS f I8 BURIE VT . 51l
w%i A dhepd option 46 ascii hello #r4>, J&4 RFC 2132 g KL 46 A7 80+ /Nt filfi,
{H ASA PRHESZBCE . A7 JRLETIUCAS S RIS BRI B R PR AR 6L, 121 RFC 2132,

2% 278 dhepd option iy 4 A H#) DHCP £

&R 1. RNZ3CFFHY DHCPi£R

IETEG

AR

0

DHCPOPT PAD

1

HCPOPT SUBNET MASK

12

DHCPOPT HOST NAME

50

DHCPOPT REQUESTED ADDRESS

51

DHCPOPT LEASE TIME

52

DHCPOPT OPTION OVERLOAD

53

DHCPOPT MESSAGE TYPE

54

DHCPOPT_SERVER IDENTIFIER

58

DHCPOPT RENEWAL TIME

59

DHCPOPT REBINDING TIME

61

DHCPOPT_CLIENT IDENTIFIER

67

DHCPOPT BOOT FILE NAME

82

DHCPOPT RELAY INFORMATION

255

DHCPOPT _END
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B & DHCPv6 IR 7S AR 55 25

Nil

8

XA A RS ik A B B (SLAAC) KT DI RE (Ja 1T IPve RTS8 B0 ) diig) 1) %5 ) it
FILLKE ASA BCEAAERE ) o 1] ASA AOEAE IR (IR) Hodla t I 1241 DNS i 5545 sl 4 355

ASA U3 IR Hidlts, A% i ol . BeReE A% i R IPve A Bl BRI E %
S, DMEARCH SR IPve tahil. £E%0) i b8 HJCRES BB N, R 6T e ol 3 5 P i
UM ATAORACE TPvo Hhik; e Agih i, ARE AL AT SO ] ASA TS -

FiaZ |l
VEDREDUCRE i i RIS SRR

P 5 4545 B DHCPv6 fik 55 s S (K45 L) IPv6 DHCP il
ipv6 dhcp pool pool_name

Tl

ciscoasa (config)# ipvé dhcp pool Inside-Pool
ciscoasa (config) #

WUORTTEE, W RO REANE D AC B M, n] DLE 22 AN 1 A AR R] g
P LT SR 45 7 )7 i ) — A B AN S HL LA B TR V9 &L -
dns-server dns_ipv6_address

domain-name domain_name

nisaddressnis ipv6_address

nis domain-name nis_domain_name

nisp address nisp_ipv6_address

nisp domain-name nisp_domain_name

sip addresssip_ipv6_address

sip domain-name sip_domain_name

sntp address sntp_ipv6_address

00000101011 importdns-serverdomain-namenis addr essnis domain-namenisp addressnisp
domain-namesip addresssip domain-namesntp address

i

ciscoasa (config-dhcpv6) # domain-name example.com
ciscoasa (config-dhcpv6) # import dns-server
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import @ H] ASA TERTZARIE % ) i 1A DHCPv6 IR 55 SRR — AN B NS 8. rTL
REBI TR ENSEE SANSE; (B TIRCE NS ES [ import & B K2 KA e
7l o

T A5 ASA fESL By IR Y B4 10, 3R NS T B A
interfaceid
w15l

ciscoasa(config)# interface gigabithethernet 0/0
ciscoasa (config-if)#

i H DHCPv6 55 %5

ipv6 dhcp server pool_name

Tl

ciscoasa (config-if)# ipv6 dhcp server Inside-Pool
ciscoasa (config-if)#

PC B e A 7 DA S SLAAC %57 i f7 9% DHCPv6 55 & (15 L«
ipv6 nd other-config-flag

RN IPv6 E I E & i NAE ) DHCPv6 )\ DHCPv6 3REH A B, 1 DNS A5 2sHuhilk,

Gt

PLUR /R BB BN IPv6 DHCP ., FHAEM AN 11 A I DHCPv6 k45 %% :

ipvé dhcp pool Eng-Pool
domain-name eng.example.com
import dns-server
ipvé dhcp pool IT-Pool
domain-name it.example.com
import dns-server
interface gigabitethernet 0/0
ipvé address dhcp setroute default
ipvé dhcp client pd Outside-Prefix
interface gigabitethernet 0/1
ipv6 address Outside-Prefix ::1:0:0:0:1/64
ipvé dhcp server Eng-Pool
ipvé nd other-config-flag
interface gigabitethernet 0/2
ipv6 address Outside-Prefix ::2:0:0:0:1/64
ipvé dhcp server IT-Pool
ipvé nd other-config-flag
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BcE DHCP A 4k {X I

7E DHCP i >RHEABZ )5, ASA Fh ki Sk & ) i DHCP Al 45 s Bk TS TG S 480 LG & DL
RA IR S A

* B0 % H DHCP JIl45 %% - DHCP i KRt N e )5, ASA AN 0% H RS ws H 4kig K

* 42Js) DHCP %5 &% - DHCP 15K BE AR L3 L RS 4545 ARG E L 1 i, ASA Kl iy 42
iS5 a Ak R o IR A R RS s, WPRE AT AR g5 45

il & DHCPv4 h 4 {CIE

24 DHCP iR DI, ASA K1) 145 DHCP JIR45 8% 4k %1% 3K .
SUE

SR PATLL T IR 2 —
* R N4 )5 DHCP 454 TP Motk &2 Bk iZ bk pr & e 11 .
dhcprelay server ip_addressif_name

ZNE

ciscoasa(config)# dhcprelay server 209.165.201.5 outside
ciscoasa (config)# dhcprelay server 209.165.201.8 outside
ciscoasa(config)# dhcprelay server 209.165.202.150 it

F8 0w 1EF: 3] DHCP 2 7 i I 45 1114 1 1D DUACELH 18 N iZ 32 1 1) DHCP i K [¥) DHCP il 4%
IP Mtk

interface interface id
dhcprelay server ip address

ZNVE

ciscoasa (config
ciscoasa (config

dhcprelay server 209.165.202.155
dhcprelay server 209.165.202.156

ciscoasa(config)# interface gigabitethernet 0/0
ciscoasa(config) # dhcprelay server 209.165.201.6
ciscoasa(config) # dhcprelay server 209.165.201.7
ciscoasa(config)# interface gigabitethernet 0/1
( ) #
( ) #

R, BEREMHHAE dhcpreay server 4 X g ke H O 05 11 ASA gk
fifE TR,
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$1B 2 7F 5 DHCP %& P A% 42 11 F S DHCP F 484 . n] LAZE 2 AN 10 F RS DHCP Hr4k.

dhcprelay enable 2 1

T

ciscoasa (config)# dhcprelay
ciscoasa (config)# dhcprelay
ciscoasa (config) # dhcprelay
ciscoasa (config) # dhcprelay
ciscoasa(config)# dhcprelay

HI®3 (k) Wy DHCP kbl A BEF R (904K

dhcprelay timeout £

i

enable
enable
enable
enable
enable

inside
dmz
engl
eng2
mktg

ciscoasa (config) # dhcprelay timeout 25

PB4 (Wik) T DHCP M55 #s K1k 4 ASA $e H R HicHs G b i) 28— AN BR A% i s il

dhcprelay setroute interface_name

i

ciscoasa(config)# dhcprelay setroute inside

PEERAT SR VF 20 ) i LR B 4853 B BN TR 1) ASA,  RIMIE DHCP JIR g5 asfisE T A thas IR

.

T R, B AT BRI R AR I, ) ASA 5NN — AN B R bk (1 2 E 2SR

PRSI KR DRCEN AR L $UTLL R ERIEL

* $RE BELE AR DHCP % 7 i M -

interface interface id

dhcprelay information trusted

ZNGE

ciscoasa (config)# interface gigabitethernet 0/0
ciscoasa (config-if)# dhcprelay information trusted

A5 0T DI 32 1VC B A 5245 32 1 LU B DHCP Option 82 R AC #e LA % rh #348 F DHCP 1E 17
82 J/H47 DHCP KW HI IP Y5 {47 . @3, i ASA DHCP P 4kQHI S U 1% % 14 1 82 (1) DHCP
Hfhit, (A giaddr F-Br (GRE LR 10 IR 55 e R Bt A0 2 115 bl vh kAR EE 12 8 (1) DHCP Hh kAR 2R 1
BB WEAN 0, W ASA BRUK E ST %S . BUAE T DUAR BRI 82 JFIm ik K2 LAR U 245

AR i e R B

o KPR i 1S BN A AR
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dhcprelay information trust-all

ZNE

ciscoasa(config)# dhcprelay information trust-all

i & DHCPv6 H 44X 12

UE

$IE1

2 DHCPvV6 15K EBEABZ TR, ASA ¥ W JJTf5 DHCPv6 4 Ja e 25 7 4k %05 3K o

i85 %% ) vl e A B 1) IPve DHCP [l 454 H Frdtuhik .

ipv6 dhcprelay server ipv6_address [interface]

i

ciscoasa(config)# ipv6 dhcprelay server 3FFB:C00:C18:6:A8BB:CCFF:FE03:2701

ipv6-address 2 £ Al LI BEH FI K AR . 41HE. ol RV PR a4 R TPve il . AN SRVFIERSRE
IRIBIFIA S S Btk AR 48 HFR . W interface 22400 H bndia e i th e 1o &) s Bl i it
i L R I BB A A B H btk W SRR E Mo bk i TR VO bk, A 2R E B

e 0 b H DHCPv6 Hh 4k % .
ipv6 dhcprelay enable 22 1

IR

ciscoasa(config)# ipvé dhcprelay enable inside

CATIED 5 2 Wi 3 38 o v 2k i ik b B b 4k 96 72 ). DHCPv6 IR 55 284% 3 22 DHCPv6 457 it AT fu VR 1) B
& CLURP NIRA)

ipv6 dhcprelay timeout 72

Tl

ciscoasa(config)# ipv6 dhcprelay timeout 25

seconds ZH A BT FE N 1 5 3600, ZRIMEA 60 7.
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54 (FQDN) Vi [l $2 1i, 58 S0 TP Mkl v] g 3 B0 DNS IR 45 4% PR 10 % (RR) R4 34 DNS (DDNS)
PR L], 237F TP ok EE 3= W44 55 04N 5658 DNS RR. #8328 AT LUK DDNS H T2 8% PPPoE IP
Sk

DDNS 7t DNS IR 4545 F 3B LR RR: A RR U454 PR IP Huhk i), 1) PTR RR OKf bk s 2

ASA Z#5 LU DDNS S 71k
* bt DDNS, HEiA##E DDNS 5538777 RFC 2136 & Y.

MWL 7%, ASA F1 DHCP AR 45#3# ] DNS 1% K %8 DNS RR. ASA 5 DHCP AR 4523 In) HoA
M DNS Az 25 %% /3% DNS 13K DRI O B4 BI4E S, FEM P I N A 2 914 RR £ DNS Ak
4%, KI5, ASA B DHCP %% B4 ) 3 DNS IR ds RIX B sk . S UL R Al 5t

* ASA ¥ ARR, 1l DHCP R4 #8531 PTR RR.
HHENOR, ASA “4f5” ARR, 1ff DHCP fR%5%s “#45” PTRRR, KIS/ 2
FAMUE SR Hr . Y P Hhhk e LA BN, ASA ¥4 1n) DHCP R4 %% &% DHCP &k (fu
F& FQDN &I , PUE SN 75 25 K PTR RR ¥ .
* DHCP 4528 BE 558 A, % B PTR RR.
W ASA LB B ARR, Ef b 5. 24 IP Huhkek EHL4 5o, ASA ¥%17 DHCP
R 55 4% k3% DHCP i3k (1445 FQDN #£3) , LUBANE 7 2% Kk A Fl PTR RR ¥,
145 0] LA 22 4 7 SR AT DNS RS 28 I EoRBCEANFE TR Blhn, T, ASA
I AT AN T35 B 5 T o
* Web - Web T 51 /7 v4A# ¥ F DynDNS 2 API MU (https://help.dyn.com/remote-access-api/)
{F-fi] DDNS %4525

{7, 24 TP Huhik sl = H144 56 0N, ASA 23 B4 M AT K 7 (1) DNS 2L 7g & 1% HTTP
WK

)

ER BVI a4l e 0 B FE ] DDNS.

FIEZ |
s KIKERELE > IR FEIE > DNS> DNS & P i il DNS 4545 . 15204 B & DNS 54 .

 WYGEFBLE > IR&RE > R FRWER, BERAIHILAEY . ES0 EE 4. 34
KA 5 F Telnet %00 . W RIG @M ORI EL, WA ENAL. WERERIEE
FQDN, X%} THtAEL PPPoE IP FHhl:, R4 5 DNS R 25 #8044 55 B n 2 3= H144 2 71

. DHCP #1 DDNS AR %
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mE#750Ns [

HI2 1 HrUE DDNS 7. Bt 'E DDNS 573 LUE ok 5 ASA [ DNS i3k .
4R DHCP &5 #8 B HAT T A 1ESR, WETRHLE DDNS 855 k.

a)

b)

d)

B T
ddns update method 44

5

ciscoasa(config) # ddns update method ddnsl
ciscoasa (DDNS-update-method) #

&2 b HE DDNS ik,
ddns[both]

RIATEGL R, ASA U HTA RR. W% 7% DHCP IR 58 38 PTR RR, il HILE . ik
778 ASA T A FIl PTR RR, #5358 5E both., {# ] both J¢48 7k 4755 A8k PPPoE IP ik

5l
ciscoasa (DDNS-update-method) # ddns

(AIE) MCE DNS iR A B .

interval maximum days hours minutes seconds

BRAEOUN, ST A AR VCE R 0 I, B2 1P Mk sl LA SO, R X HTiE K. 2
WIAORTER, BB REL (0-364) /ML 3 BRAIRD .

i

ciscoasa (DDNS-update-method) # interval maximum 0 0 15 0

B IE SR NERE. S0 D3, 5 16 Ui

L2 Web Jyvk: ficH DDNS BB 77k, JAHKE ASA i) HTTP T HiEK.

a)

b)

BT T
ddns update method 4

51

ciscoasa(config) # ddns update method webl
ciscoasa (DDNS-update-method) #

258 51 G A FR UG AIE ddns IRSSEE P S0 . ASA S K FHIAULECI. Af AT LRI ER
ARCFILRCIRS, L,

-

DHCP #0 DDNS AR %5 .
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¢)

d)

e)

f)
2)

DHCP #1 DDNS f§% |

ciscoasa (DDNS-update-method) # web reference-identity dyndns

i3 5E Web J7VEMTE BT URL.
web update-url https://user name: password@provider-domain/path?hosthname=<h>& myip=<a>

FERIANR S (7)) PR ZHT, S Cul+ V. XA, Rt Bl “27 , A A L
“O7 MR W A

5

ciscoasa (DDNS-update-method) #
web update-url
https://jcrichton:pa$swlrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>

(Mfi%) R B HT R (TPv4 5% TPV6)
ERINTEOL R, ASA SHTTAT IPv4 Al IPv6 Hhdik. PRt WEHALLF a4,
web update-type {ipv4 | ipv6 [all] | both [all]}
* both all- (GERIND HUB T TPv4 F1 IPV6 Hiulik.
* both - T IPv4 Mkl R H K 1Pve Mkl
ipv4 - X EEEr IPv4 Hiuhik
ipv6 - A 5B T 1K) IPve Hidik.
ipv6 all - BT T4 IPve Mk

i

ciscoasa (DDNS-update-method) # web update-type ipvi4

(Ali%) WCE DNS i K 1A ST 1 .
interval maximum days hours minutes seconds

BRUMEOLT, T A EERRCE R 0 B, &Y 1P Hihkek LA S, # A kL Ern sk . e
WIRIETE SR, THBEE KRB (0-364) /DL 80 FIRD.,

A5
ciscoasa (DDNS-update-method) # interval maximum 0 0 15 0
Rk S LR, ES B3, 16 .

DDNS ) Web 287 777508 SR #4705 DDNS 45 28 H3IET5, LLEGAIE HTTPS JE#4) DDNS fli4s
MEP. ESIE PE 4, F18 0 .

FIR3 BCE DDNS ML I RCE, AR e N BRCE S0RT 5% DHCP % ) i e B A EHLA

a)

HEN$E O E AL

. DHCP #1 DDNS AR %
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b)

d)

mE#750Ns [

interfaceid

i

ciscoasa (config)# interface gigabitethernetl/1
ciscoasa (config-if) #

SN
ddns update %

bRifE DDNS J5ik: R Ay B DHCP o5 2 AT AT S8, WJEes 20 meTrik. Web SUBTTT ik
AT AL

i

ciscoasa(config-if)# ddns update ddnsl

NAZFE A N LA
ddns update hosthame hostname

WRARWE EA, WSS TN . WA 2 FQDN, W& n RSk 4 5k DNS k4%
AP ERIAE, (T ERAS S PPPOE IP SHhib) , miffh ek B DHCP ik i 4% (T DHCP
IP F4b) .

51

ciscoasa(config-if)# ddns update hostname asal.example.com

by DDNS 57k B 845 %2 DHCP s %8 S i e id %,
dhep client update dns[server {both | none}]
ASA ¥ DHCP % 7 uiiiiii sk /1% 3] DHCP ARS5 %% W=, E 00K DHCP AR 45 25 ic & o0 S2FF
DDNS.  HJ LCRFZ M 55 7 BO B oA A2 2 i =K, ] DU R Fom (AEX PO T, ek ml s
&P, BRI P A S SR T IR B IEAE AT IRE ) o B - i AN i =k DDNS 5287,
WA LK DHCP AR 45 250 & A 4R 2 R IE T HT o
¥ A B PPPOE IP ik, i ZNgIX SEik ' E
R
ik LU dhep-client update dns iy 2 4 T 2 14 Jey s B el . RN D ik &t T
AR .
o BN (ECHES) - 1K DHCP IlRds#5#4T PTR RR B8, BhikE 5 A ddns A id3x 1
DDNS 58 5L A# H
* server both - i3k DHCP iR 2% [F 4T A A1 PTR RR 5. MK & AT E0% DDNS 5
YRRt AND S

* server none - i3k DHCP R4 28 AT B . bk & 5 3 H ddnsboth A #1 PTR i 3% )
DDNS 5351 7k A

DHCP #0 DDNS AR %5 .
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i

ciscoasa(config-if)# ddns client update dns

1% 4 DDNS 1] Web J7 LR BRI DDNS AR 28R E 15, PASGUE HTTPS %3211 DDNS JR 5543k 15 .
ESH A AT .

TP

crypto ca trustpoint DDNS Trustpoint
enrollment terminal
crypto ca authenticate DDNS Trustpoint nointeractive
MIIFWjCCAOKgAWIBAgIQbkepxUtHDA3sMICIJuRz04TANBgkghkiGO9wOBAQwWFADBH
MQOswCQYDVQQGEwJVUzZEiMCAGALUEChMZR29vZ2x1IFRydXNOIFNlcnZpY2VzIEXM
[...]
quit

§4#75 IP bk BORRE DDNS 7574

TR0 o B A 045 1P HBHL O SME DDNS 7k WHERE, Mo Sol L FE DHCP
B

! Define the DDNS method to update both RRs:
ddns update method ddns-2

ddns both

interface gigabitethernetl/1

ip address 209.165.200.225

! Associate the method with the interface:
ddns update ddns-2

ddns update hostname asal.example.com

~f5l: #R4E DDNS A3%; ASA E# ARR, DHCP BREZEE# PTRRR
PUR 7R ASA BEE N 538 A RR, ¥ DHCP IR4-#Hd & ok 5 PTR RR.

! Define the DDNS method to update the A RR:
ddns update method ddns-1
ddns
interface gigabitethernetl/1
ip address dhcp
! Associate the method with the interface:
ddns update ddns-1
ddns update hostname asa
Set the client to update the A RR, and the server to update the PTR RR:
dhcp client update dns

5. #r4E DDNS/5%; RR%F DHCP BRE£E#H
DL 7<% ASA FC & J A 5538 A 1 PTR RR, [ sk DHCP R4S 24 5381 )G RR.

! Define the DDNS method to update both RRs:
ddns update method ddns-2

ddns both
! Associate the method with the interface:

. DHCP #1 DDNS AR %
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interface gigabitethernetl/1

ip address dhcp

ddns update ddns-2

ddns update hostname asal.example.com

Set the client to update both RRs, and the server to update none:
dhcp client update dns server none

~f5l: #x4E DDNS A3%; DHCP IREZBREHE RR

LLR 7~ K DHCP % 7 i it & 4y 15 5K DHCP AR 45 25 [A] I 5881 A A PTR RR. T RSS 2340,
ATHTA SEHT, PRI AN T 20k 5 By v 5 4 1 Ok

interface gigabitethernetl/1

ip address dhcp

ddns update hostname asa

Configure the DHCP server to update both RRs:
dhcp client update dns server both

wf5l: Web KE
LUR 7B e Web 14512

! Define the web type method:
ddns update method web-1
web update-url https://captainkirk:enterprls3@domains.cisco.com/ddns?hostname=<h>s&myip=<a>
! Associate the method with the interface:
interface gigabitethernetl/1
ip address dhcp
ddns update web-1
ddns update hostname asaZ.example.com

<47 DHCP #0 DDNS AR %%

A4 i DHCP #1 DDNS RSG5 IR .

154%= DHCP AR %%
* show dhcpd {binding [IP_address] | state | statistics}
Uiy A K 7R 21T DHCP RS54 2 s« ARASMGE vt 5 B
* show dhcprelay {state| statistics}
I 244 278 DHCP T 4RSI ZE 5 B
* show ipv6 dhcprelay binding
I %Al SR T AR ARELAI A I h 4R R e 4 H .
* show ipv6 dhcprelay statistics
v 4 n] R TP6 ff) DHCP 46 ZE i1 B .

DHCP #0 DDNS AR %5 .
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* show ipv6 dhcp server statistics

AT 4 i DHCPv6 TR S Ze 5 B o BUR /B o 1t S 5 (15 B -

ciscoasa (config) #

Protocol Exchange

Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total

number
number
number
number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of
of
of
of

Error and Failure
Total number of
Total number of

show ipv6é dhcp server statistics

Statistics:

Solicit messages received:
Advertise messages sent:

Request messages received:

Renew messages received:

Rebind messages received:

Reply messages sent:

Release messages received:
Reconfigure messages sent:
Information-request messages received:
Relay-Forward messages received:
Relay-Reply messages sent:

OO FH OOFr OoOOoOOoOOoOoOOo
o

Statistics:
Re-transmission messages sent:

Message Validation errors in received messages:

* show ipv6 dhcp pool [pool_name]

* show ipv6 dhcp interface [ifc_name [statistics]]

show ipv6 dhcp interface -4

0
0

DHCP #1 DDNS f§% |

T BoRprfasam DHCPV6 % B s Ol E T DHCPv6

TREMWRS AR E GEZHBLE DHCPv6 JRAMRS A » 559 70 , Wthar 2451 H ik 55
PR ) DHCPV6 B . G0 B4 4 2 DHCPv6ﬂﬁht;@;)jurm@zﬁué”é/}ﬁﬁ)j L e, Wy
W R AR IRAS, PLAMZIRS I B . 6 T8, nTLLE R DHCP HRjR%s
L P T R GE R R BUR BB R Ay 3R AR

ciscoasa(config-if)# show ipv6é dhcp interface
GigabitEthernetl/1l is in server mode

Using pool:

Sample-Pool

GigabitEthernetl/2 is in client mode
Prefix State is OPEN
Renew will be sent in 00:03:46
Address State is OPEN
Renew for address will be sent in 00:03:47
List of known servers:
Reachable via address: £fe80::20c:29ff:fe96:1bf4

DUID:
Preference:

0

000100011D9D1712005056A07E06

Configuration parameters:

IA PD:
Prefix:

IA NA:

Address:

Domain name:
Domain name:

IA

IA ID 0x00030001, T1 250, T2 400
2005:abcd:ab03::/48

preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)

ID 0x00030001, T1 250, T2 400
2004 :abcd:abcd:abcd:abcd:abed:abed: £2cb/128

preferred lifetime 500, wvalid lifetime 600

expires at Nov 26 2014 03:11 PM (577 seconds)
DNS server:
DNS server:

2004 :abcd:abcd:abecd::2
2004 :abcd:abcd:abcd: : 4
relay.com
server.com

Information refresh time: O

. DHCP #1 DDNS AR %
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Prefix name: Sample-PD

Managementl/1 is in client mode
Prefix State is IDLE
Address State is OPEN
Renew for address will be sent in 11:26:44
List of known servers:
Reachable via address: fe80::4e00:82ff:fe6f:f6£9
DUID: 000300014CO0826FF6F8
Preference: 0
Configuration parameters:
IA NA: IA ID 0x000a0001, T1 43200, T2 69120
Address: 2308:2308:210:1812:2504:1234:abcd:8e5a/128
preferred lifetime INFINITY, valid lifetime INFINITY
Information refresh time: O

ciscoasa(config-if)# show ipvé dhcp interface outside statistics
DHCPV6 Client PD statistics:

Protocol Exchange Statistics:

Number of Solicit messages sent: 1
Number of Advertise messages received: 1
Number of Request messages sent: 1
Number of Renew messages sent: 45
Number of Rebind messages sent: 0
Number of Reply messages received: 46
Number of Release messages sent: 0
Number of Reconfigure messages received: 0
0

Number of Information-request messages sent:

Error and Failure Statistics:

Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0

DHCPV6 Client address statistics:

Protocol Exchange Statistics:

Number of Solicit messages sent: 1
Number of Advertise messages received: 1
Number of Request messages sent: 1
Number of Renew messages sent: 45
Number of Rebind messages sent: 0
Number of Reply messages received: 46
Number of Release messages sent: 0
Number of Reconfigure messages received: 0
0

Number of Information-request messages sent:

Error and Failure Statistics:

Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0

* show ipv6 dhcp ha statistics

DHCP #0 DDNS AR %5 .
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DHCP #1 DDNS f§% |

showipv6dhcp hastatistics iy 2 H T~ 2/ il b 7 7 1 25 2 (Rl S 45 b PR 48015 B, B 4E7E DUID

FEAN BRI FDRE BUR 76 2R T ik 23R40 .

fE L e L

ciscoasa(config) # show ipvé dhcp ha statistics

DHCPv6 HA global statistics:
DUID sync messages sent: 1
DUID sync messages received: 0
DHCPv6 HA error statistics:
Send errors: 0
UL
e s b

ciscoasa(config) # show ipv6é dhcp ha statistics

DHCPv6
DUID
DUID

DHCPvV6
Send

HA global statistics:
sync messages sent: 0
sync messages received: 1

HA error statistics:
errors: 0

HrFEHERS VTI LAY DHCP o 4%
WS DHCP % ' it JCiE 3R TP Houdik:
o ISUEPAS ASA U SR R REIE L 1/ VTIRLE

* fiiH] show crypto ipsec sa iy & 5 il il i 2 )AL 16 B s A -

il

ciscoasa(config) # show crypto ipsec sa
interface: outside

Crypto map tag: cmap, seq num: 10, local addr: 192.168.2.111
access-list CSM_IPSEC ACL 0 extended permit ip any4 any4
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote

current peer: 192.168.2.110
#pkts encaps: 1, #pkts encrypt: 1, #pkts digest: 1
#pkts decaps: 2, #pkts decrypt: 2, #pkts verify: 2

BRIARGS
J& Fl DHCP 4838 ] #5 B #4 7 #i% DISCOVER/REQUEST $4i 41 /2 75 £ 2 1) DHCP Hh 4k I 25 2% :
* debug dhcprelay event 255

* debug dhcprelay packet 255

* debug dhcprelay error 255

. DHCP #1 DDNS AR %
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e |

il

ciscoasa(config)# DHCPD/RA: Relay msg received, fip=ANY, fport=0 on inside interface

DHCP: Received a BOOTREQUEST from interface 2 (size = 548)

DHCPRA: relay binding found for client xXXxXx.XXXX.XXXX.

DHCPRA: setting giaddr to 192.168.1.111. dhcpd forward request: request from XXxx.XXXX.XXXX
forwarded to 192.168.3.112.

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on vti interface

DHCP: Received a BOOTREPLY from relay interface 5 (size = 300, xid = xxxxxxxxx) at 04:40:52
UTC Tue Sep 10 2019

DHCPRA: relay binding found for client xXXXx.XXXX.XXXX.

DHCPD/RA: creating ARP entry (192.168.1.88, XXXX.XXXX.XXXX) .

DHCPRA: Adding rule to allow client to respond using offered address 192.168.1.95

DHCPRA: forwarding reply to client xXXxXX.XXXX.XXXX.

DHCPD/RA: Relay msg received, fip=ANY, fport=0 on inside interface

547 DDNS K 7S

T2 LA T #4% DDNS RS K i .
* show ddnsupdate {interfaceif_name | method [name]}
ki 4 5k DDNS JHPIR A
LA R 749 S 7545 < DDNS S8 5 i RN (5 S -

ciscoasa# show ddns update method ddnsl

Dynamic DNS Update Method: ddnsl
IETF standardized Dynamic DNS 'A' record update

PR 7~ SR AT 6 Web 55T 5 7 1 VRN &

ciscoasa# show ddns update method webl
Dynamic DNS Update Method: webl
Dynamic DNS updated via HTTP(s) protocols

URL used to update record:
https://cdarwin:*****@ddns.cisco.com/update?hostname=<h>&myip=<a>

LLUR 7”40 {5 745 5< DDNS 2 L i s B

ciscoasa# show ddns update interface outside
Dynamic DNS Update on outside:

Update Method Name Update Destination
test not available

LA 749 {2 7k Web 2870 ST B 1) -

ciscoasa# show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination

test not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020

DHCP #0 DDNS AR %5 .
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Status : Success
FODN : asal.example.com
IP addresses(s): 10.10.32.45,2001:DB8::1

LA 79 27 Web 2878 i -

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
test not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020
Status : Failed
Reason : Could not establish a connection to the server

LAR 79 78 DNS ik 5545 % [1] Web S8 BB £ 3% -

ciscoasa# show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
test not available

Last Update attempted on 09:01:52.729 UTC Mon Mar 23 2020
Status : Failed
Reason : Server error (Error response from server)

DUF RS 7~, BT IP Hulilk R E 8 DHCP ik 2, 1Ak 221k Web 5357,

ciscoasa# show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination

test not available

Last Update Not attempted

DHCP %1 DDNS AR BYA £icF

DHCP #1 DDNS f§% |

i

THREBFR FEahR | iR

¥
DDNS 3 Web 55175 | 9-15(1) | £ IU7E nT LI LURC B0 A SCHF Web BE3BTJ7 1% ¥) DDNS.
%

update-url. web update-type

B Ms MU 4. show ddns updateinterface. show ddns update method. web

VTI 3 ¥ DHCP 74k ik
%0

9.14(1) | IiAE, W LLE VTI L) H DHCP H14k.
B sS4 dhcprelay server .
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pHep 1 0oNs BR o m e |

TIREAFR

Fa
ZS

152 AR

DHCP i ¥4

9.13(1)

ASA Z¥F DHCP Filfd . AR 151 MAC Hohk M U bkt il — AN g0 TP Mk
Aty DHCP % F i

iz 4. dhepd reserve-address .

IPv6 DHCP

9.6(2)

ASA ILTESZHE IPv6 FHLIMLL R BhfE:
* DHCPv6 il /7 5ifi - ASA )\ DHCPv6 it 55 %% SR IPv6 4 Jey bk AT ] 8 BRI\ % 1

* DHCPv6 R FE%E ) i - ASA M\ DHCPv6 AR 45 23R R @ I T4, 2R )5, ASA W
i IX ST ZOR AL B HAl ASA bk, DU TSRSl B 30 S (SLAAC) %5 )7
Uity A] E[A]— W 4% I H AN AL & 1Pv6 Huhk.

* BGP i 1 #9375 15 2 I T4

* DHCPv6 RS54 - 1 SLAAC %)™ i) ASA kA KK (IR) i i,
ASA S ENTHAHR A ARG B . ASA (52 TR Fdlnh, A1) 5 7 vty 43 il ki
HE.

AINEE T LA R dr4: clear ipv6dhcp statistics. domain-name. dns-server. import.
ipv6 address. ipv6 address dhcp. ipv6 dhep client pd. ipv6 dhep client pd hint. ipv6
dhcp pool. ipv6dhcp server. network. nisaddress, nisdomain-name. nisp address.
nisp domain-name. show bgp ipv6unicast. show ipv6 dhcp. show ipv6 general-prefix.
Sip address, sip domain-name. sntp address

DHCPv6 545

9.4(1)

WiAE, BrLlsEIE T IPv6 [ DHCP Ziit{5 B RS 1 T IPv6 (1 DHCP 4552 .

DHCP 14k % 5 23 56 11
DHCP R4 28 briRfF &
T AFAE N

RAO0)

i ASA DHCP H 4k A 5 28U oK F A 2 1) DHCP R4S 28N 25, BUAE & 2K IE 1% M
BTk B IR RS A, RGN N B [V e R BINBIE STy & o RAE AT
ASDM %%,

REGINEMESAE T iy % o

DHCP FHgbE e |9-1(4) | /£ DHCP FUBREM B, %) diiiox 22 i EHr 0 B BEIE 4151 2 P ) At DHCP [l 5545«
FESCRRAS Z B, > DHCP AHLARAERRIN, %) i AN TR0 E 214 T g5 45
REINBBEAT T 2 o

DHCP {5 {14 1 9.12) | BLrPRFz NS 2 AFAEH I, LAORE DHCP AL 82, R AC W URN s b 2348 A DHCP

B0 82 HEAT DHCP #RWr A IP Y5 ER4 . JEH, Wi ASA DHCP P 4kACRI 2 & i B ik
T 82 ¥ DHCP #i#itd, fH giaddr 7Bt (F7 % 1 0] R 55 d 5 e B A 2 i ey b kAR P
E 1) DHCP 4k fQE b ¥ & 0, M ASA BRI iz Bt . IAE v DALR Bk i
82 Jal i Kz VbR U 2 A5 AR i e R e .

SINEES T L R4 dheprelay information trusted. dhcprelay information trust-all .
show running-config dhcprelay.

DHCP #0 DDNS AR %5 .
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DHCP #1 DDNS f§% |

ThEE AR =1 AR L
¥

FEANEZ 1Y DHCP 14k | 9.1(2) | BAE v] LARCE A2 11 (1 DHCP 4k IR 45 2%, R ASCKSHE N8 e 182 101 103 SRk Hh 4k 25 g 1%

Rg5#% (AU 1Pv4) B R MRS 2% . A5482 10 DHCP H 4k RS2 EF TPve6.
SIANSBBM T LU R4 dheprday server (32 HRCE L) . clear configuredhcprelay.
show running-config dhcprelay.

EHIT 1Pv6 ) DHCP | 9:0(1) | #5117 DHCP kXS IPv6 52 H5

Qxl

"4k (DHCPv6) SIANT LA N4 ipv6dhcprelay server . ipv6dhcprelay enable. ipv6 dhcprelay timeout.
clear configipv6 dhcprelay. ipv6 nd managed-config-flag. ipv6 nd other-config-flag-
debug ipv6 dhcp. debug ipv6 dheprelay. show ipv6 dheprelay binding. clear ipv6
dhcprelay binding. show ipv6 dhcprelay statistics #1 clear ipv6 dhcprelay statistics.

DDNS 7.0(1) | 5INT HRI)RE.
AT R4 ddns. ddnsupdate. dhcp client updatedns. dhcpd updatedns. show
running-config ddns #1 show r unning-config dns server-group.

DHCP 7.0(1) | ASA W] i) 445 ASA #%1111f) DHCP % )7 siiid@ fit DHCP Jik45-#% 5 DHCP 14k il %5

SINT LU R4 dhep client updatedns. dhcpd address.  dhcpd domain. dhepd
enable. dhcpd lease, dhcpd option.  dhcpd ping timeout. dhcpd updatedns. dhcpd
wins. dhcp-network-scope. dhcprelay enable. dhcprelay server. dhcprelay setroute.
dhcp-server. show running-config dhcpd# show running-config dhcprelay .

. DHCP #1 DDNS AR %
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