B RO B

AREANEUTE T ASA BAFIEE .

o FERIRAE, 1T

* f# [l ROMMON Jin#kmefg (ISA 30000 , 551 71

* 74 ROMMON % ISA 3000, 253 0L

o BRI, 2B 4L

o HHLCAE, B 10 0T

« W& ASA %, ASDM FIEBIEE , %5 19 I

o BRI B B B A S, BB 22 T

* Cisco Secure Firewall 3100/4200 I ##ddi4k SSD , %5 39 11
o BRPFRIECE R s ad sk, B 41 0L

TreR

RGBT RE, WS DR ASA THEHER ) -

{s£ F§ ROMMON #nZak{% C(I1SA 3000)

ZAE A TFTP M\ ROMMON #E5 FE A WUE N2 8] ASA, WEHATEL R PR,

UK

S UG ) ISA 3000 #2555 5 30 B IE H2 21 ASA #5531 5 3 1
$IE2 S ASA, RIGEBEE.
YB3 ARSI RET, MR EHEN ROMMON U, 1% Escape .

HIE 4 /£ ROMMOM #ix R, & X ASA 8 WS, HEIP Huhilk. TFTP ARSs #sthhlt. WocHht . &4t
WeAG SO R O, R TR

wuikE ]
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B =7 Rommon mzimiz (1SA3000)

rommon #1> interface gigabitethernet0/0

rommon #2> address 10.86.118.4
rommon #3> server 10.86.118.21
rommon #4> gateway 10.86.118.21
rommon #5> file asa96l-smp-k8.bin

R
TR CAT AL A5 E L

interface fiT 2 7E ASA 5506-X. ASA 5508-X. ASA 5516-X F1ISA 3000 V& ¥k 2%,
EH /1 O IR S S AT TFTP R

FIS WULBH I HE

rommon #6> set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

W6 X TFTP [R5 28 4AT ping #i1E:

rommon #7> ping server

Sending 20, 100-byte ICMP Echoes to server 10.86.118.21,

Success rate is 100 percent (20/20)

N
g
~

RAF IR, AR RERAE I -

rommon #8> sync
Updating NVRAM Parameters...

R 8 IR .

Nil

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa%96l-smp-k8.bin@10.86.118.21 via 10.86.118.21

B &#nRE

timeout is 4 seconds:

HHHRE |

TR 2B\



| memmE
#4% ROMMON sz 15A3000 [

Received 14450688 bytes

Launching TFTP Image...
Cisco ASA Security Appliance admin loader (3.0) #0: Mon Mar 5 16:00:07 MST 2016

Loading...

BN B % )5, ASA 2 BEhiE H ROMMON #i,

FIR9 M ROMMON B3 5l ASA NS AEFHT NN TR B R GG Bl R TEEINAE . A Rse
TGO R, WS R ASA THRFEH ) .

H4: ROMMON BER{%: ISA 3000

R DLT T2 1SA 3000 () ROMMON W%, 7T ASA 15, ZR4: F1 ROMMON A< 450 K
1.1.8 B A o Pl T iU I8 K 5 | B T 20 31 BT A .

THBETHREHRAS s Joik R4

w >

~s0

& T 1.1.15 B ASA 5506-X, 5508-X Fll 5516-X ROMMON T+, LAKGE T 1.0 () ISA 3000
ROMMON J+%. JfH, 1.0.5 [fJ ISA 3000 ROMMON J+§ It} 8] it 2 ROMMON RRAS I # f5, K2
T 15 08 FARMBETIEDE D W o WERFZURAE 30 7380 N 58 M RN, 15 TR AR R
RZHE; BMEFNEE W&

Fia Z |l

M Cisco.com ZRHUHT ) ROMMON W%, I8 L cAe B s 25 L LA 31 ASA. ASA SCRFFTP. TFTP.
SCP. HTTP(S) #1 SMB JIg 55 %% . 15 M EL N WHE T 2

* ISA 3000: https://software.cisco.com/download/home/286288493/type

UK

FHIE1 % ROMMON WU & i3] ASA NAF. LFRET R FTP &IA; i\ copy 2, 4 I HAd R 25 %5 25 R 1)
k.
copy ftp://[username: password@]server _ip/asa5500-firmwar e-xxxx.SPA disk0: asa5500-fir mwar e-xox.SPA
P2 EEEMCER, 1ifHi A show module fiy & I/ MAC HulityE & H & F Mod 1K)t HH B0 [ i
A

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version

| wuikE ]
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1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

£ 3 J}4 ROMMON % .

upgrade rommon disk0:asa5500-fir mwar e-xxx.SPA

IR

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHA2:

Embedded Hash SHA2:

Digital signature succ
File Name

d824bdeeceel308£fc64427367£fa559%¢e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

d824bdeeceel308£fc64427367£fa559%¢e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

essfully validated

diskO:/asa5500-firmware-1108.SPA

Image type Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successfu
Proceed with reload? [

1.
confirm]

TR A LRI, BRI ASA.
ASA F5714 ROMMON BR, SR 5 FOHT Bk R 4L

PR 2R

FEVEZAGOL R, R nT LARRZLAS ABRAE I I LUHIT (K AR A RRAS TS 4 L

Y VAN
= o

Bee 2R B /4 T F0 PR 1l

BT 2 B LA HE D«

B &#nRE
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RBAMERHMEATENRESF- 2, RSN, TEIRRZREET . R TERY, i
ST SR TR, RS A IR NS R A R, X S EUF L.

PR B BB ERETNEERT 9.9(1) LARBTARAR- 9.9(1) S B i hUA £ 75 £ 43 43 K 7 TRy St o G2
BINER A 3 A2 AR, BLAHRIT U PR

1 AR INERPTA M B e (REFHARAF B i)
2. R IR RS, RJE BB AR

3. B LB EMEREIIRE: RIHBRGL RFEPIMALRAE.
4 A, BRI RS, RJE ISR

« ERRER S TR FERE] 0.9(1) LABTAIMA- WUREANEI RS (B REARERE 9.9(1)
CATTRRCA IO i 6 A I RIS RE ), N AE st mii AR B, BB RIENEN, flinetr
I RSCAS (1 ¥ 6 b L R R AU A B A

© FEERRFFNINEBRGTRYIRIL T 9.8(1) BELR- WRECE 1IN W, WAEM 9.8(1) FEZIN,
B FASHUN I PR SCRE o AR BRI BRI WU O, R R 2R 2 i P S N T
o

« EBERRETITRSHTEIRE D 0.3 2 0.7 #EYER TM 9.8(1) B&ER- i FAEK {35 5 i)
(health-check holdtime) ¥ & 4 0.3 - 0.7 70 5 FE % ASA 1A, WG ¥ E KL 0 3 P RIERIA
B, PUMASCRRRRE .

s TEEHAIERTM 9.5(2) 3 E = M AERE 9.5(1) 3 FHIERAS (CSCuv82933)-7E M 9.5(2) %
IS, AT AR U 0] P20 S o S SRR EAE [ — B o) E T I i e, IXFE S %
W AL v T BT AR . W R I S A T WA S e BB g oe, TR B AR

s FEERMRIER T 9.2(0) SESIRAFERE] 9.1 SR HARRZAR- A SCHF ZAFHUN A FEYL

* ) 9.18 S E S ARAPELR (B RR- 9.18 H(WAT Ky A AR, T iy ia)4R Ay A H eIt e A2
A . anRRESL,  mialdE my AR, DA S AN a4 B w2 e
forward-reference enable fiv %, o HILMLEE R, By SIAE CMIBR . EREY 2 ar, U
IR TS ZHITA aldh a4, RIGTERY G R AN IX i 4

ETFEER T Firepower 2100 RYFELR [BIFRM 9.13/9.14 FER B 9.12 i B AR A—X T 48 %
BE(R) 9.13 B 9.14 #E e AT AR Firepower 2100: W A28 5] 9.12 B FLRAS, B0k ICEERD
B O B gn e FXOS HRIRELAT 20 GEERD, 9.12 M FRAM A ) o Bk
AT A 2109, 1388 5 i A, Bl 7 Bl FXOSHE PR L & i T BRIC B o 0 SR A B ) WA i
AT E9.13889.14, WAL RA SIS AUHT LR 2232 252, 8] g a4 5 TR g
(M3 . (CSCvr19755)

M9.10 (1) BERABATEREIFRI-th TR REA P S, A R AHEATRREL, A 2000 e 4% 8
TENE SRV REFCPHAE Bl o BT R REACERAE A I as SO, DRl s o SEEDBTE A REA ] 1H 4
REACHL T 7 A A I A

£ PBKDF2 (BT EMERZAIREIIGE 2) HIIAE, #RAEMEMERE 9.5 FRHREA- 9.6

PLRT B FRA A S FF PBKDF2 BAALFE . £E 9.6(1) ', KEEERE 32 4N 7451 enable fil username
S Af | PBKDF2 #0414, 75 9.7(1) H, A K FUBr a5 450K 4 H PBKDF2 #5142 (L

.

| wuikE ]
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| 2RSS L

AT MD5 BUy AL o S F%Z, W) enable Z MKk oM BRINME (D) o H
MASEHANT, FEI MR username fir 4. A ELET A A ACHLFH 7 o

* % F ASA Virtual MARZS 9.5(2.200) FE4R- ASA Virtual AR A VFAEMPR A . BT license
smart register idtokenid_token force iy & FFiE M G T- ASDM: 12 [ Configuration > Device
Management > Licensing > Smart Licensing L[, Jffif Forceregistration i) ; MEREHAT
EIAS TR ID 2

- AMEFAIRESITRIRBRARN S FREREN BN EREY, ¥ VPNRESHIZEMK
B IS SRR DL, LR OUR, TEWOT VPN ER, IR ERNER .

PEREMER T ARERIEE

IEFEGERF A, SRR 5N R ABCE IR . ERRZ 2R, Joik H BRI H ARk
AR AENE . B0 DRI B E I EASAF DIREF AN 184 . https:/www.cisco.com/c/en/us/td/
docs/security/asa/roadmap/asa_new_features.html

T T ALEAE I iy & B2 A B AE 4ar fr 4. show startup-configerror s i ) AR SEEG 3 6 BT
B, AT DMIE T e FUOROR SR AE AR e BT R4

FEFALREDUR, ASASAETHRI Ak LB EF R, FUARE S IR A, B T3l
B, BFHBTRESZBIACE TR, BT BUEST IHACE AT & 00, Al AL AE B i
Mo TEFHHE) 8.3 MENL T, H B0 &1 (<old_version>_startup_cfg.sav). HAWITH LG
o A RATRERMIBE I H B AT PG R, ES I (ASA THFRRE) I8 “Fre THORT
HENRGTRS” .

Y S [ P AN PR ) . BRIV RT R R, 5 4 T
Bltn, 2479.8 (2) MARIASARTELL N4

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0
username testl password $shab512$1234S$abcdefghijklmnopgrstuvwxyz privilege 15

snmp-server user snmpuserl snmpgroupl v3 enginelID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

ML RN9.0 (4) I, BORAE A BN G 2 LUH H5R

access-list acll extended permit sctp 192.0.2.0 255.255.255.0 198.51.100.0 255.255.255.0

~

ERROR: % Invalid input detected at '”"' marker.

username testl password $sha512$1234Sabcdefghijklmnopgrstuvwxyz pbkdf2 privilege 15

~

ERROR: % Invalid input detected at '"' marker.

snmp-server user snmpuserl snmpgroupl v3 enginelID abcdefghijklmnopgrstuvwxyz encrypted auth
md5 12:ab:34 priv aes 128 12:ab:34

~

ERROR: % Invalid input detected at '"' marker.

EARG T, EMA9.S (2) FEHINT %faccess-list extended iy & HsctpHI 32 FE, FERRA9.6 (1) Fism
T XFusernamefiy 2 HHpbkdf2 ¥ 3 FF, FEAEsnmp-server userfir 2 H ¥ FrenginelDJEE9.S (3) WA
i op

B &#nRE
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g asaizz [

B2 ASA &

K ASA WRASBEE N THIRCA, K& Oy ie BRSO R s E, AR5 BRI, WTLARRZ ASA Bift
A, BEREFPE T LR 35t

* Firepower 1000
* Cisco Secure Firewall 1200
* Firepower 2100
* Cisco Secure Firewall 3100

* Cisco Secure Firewall 4200

FiaZ |l

PERE P A5 EAETH R H ASAREAT R B, LMERT MK IHRCE . WERAKRIHECE, W fefr
FER R FT I RE B SN REA MBI Ao IMBIHARAFRRAI s K AR AT AT iy 2

AP R, W i B R B R ASATH 5 v (R FH R e 48 IH AS A BT RiCAS
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.htmI7E X Fii

DUR, TETEE IHASARRCAS AN B RAS . TR A Z IR IEASA.
FEASA CLIT, K&y ASARCE MR R SRCE . A Tibhets, I s LTt . it
pZ: SR LRGSR ERC S

copy old_config_url startup-config
T 55 AN AT T K s AT I E RAF B A SR E . Ieaim K8 i S &3 L& . write memory

TP

ciscoasa# copy disk0:/9.13.1 cfg.sav startup-config

HPTINE ASA.
ASA CLI
reload

ASDM

Y% £ Tool > System Reload.

RS .n


https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html

RURRE |
. T AR T Firepower 2100

£ 818 T FEZ Firepower 2100
YT LD 2 YRV 0 B0 45 ASA NIARBETE N KA, SR6 oM ARk M2 ASA 4
PR
B2 B

VERE PP it EEAETH R ASAREAT (b BC L, LAE T AR R IHBC . A AR B S, W] e A
FER R FT I REBCE SN RE AR I A o IMBIHARAFRRCAI S R AR AR ATR iy 2

HIR1 (EASA CLIT, K& MASARLE LIRS E . 0 T ®s, /e BB ERAT I B 1t
B SR LRGN ERC S

copy old_config_url startup-config
W 5 A EAT LIS AT E RAF B E A E . M R S I AL E . write memory

TP

ciscoasa# copy disk0:/9.12.4 cfg.sav startup-config

SIE2 AEFXOSH, AT B K BEH U & FE A 8L FXOS CLI, 44 AT, Mba 4 B sl ST & 1 ASA T 4R
HIOTHERE AT IHASABRAFRRAS o FEIXFPIELLT TR E IHASARRATIT AN BT ARCAS o

f&2K Firepower 4100/9300

fEn] DL ¥ & IC B A R BNIECE,, ¥ ASA MR E N IHIRAS, SR 5 R INBOREL ASA K
PERRCAS o

FiaZ |l

SRR AR TR S ASA AT S E,  DME W IR IHECE . R AR IHBCE, WA]
REAFAER 7B D e B O BE AR A R i o IR RROA I, KB AT AT B i 2.

s TARIHASAIRA 5 4 HTFXOSIRAF A . BN, iELEKE INASAR & 2 i e B FXOSP L .. K
ORI IFXOS 5 AT ASARUA IS (FEBFZAT) o QIR TCVESEIARANE, BATTEBUEA
EHATES

B &#nRE
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| memmE
I |

FIR1 (EASA CLIT, K5 ASARCE LI B R SINCE o 0 T slb e 5 s e, Ve AR e LT
VDR, MOb R K i & S I A8 e

copy old_config_url startup-config
W5 I ANEAE RS AT IC B ARAF R E S E . i K st B A4 id & . write memory

IR

ciscoasa# copy disk0:/9.8.4 cfg.sav startup-config

S 2 FFXOSH, {HH B kEEHLA S PR S EE FXOS CLI, My, st ke Bl 2 ASATI 4 5 e
TP THRE P THASATRAERRAS . AEIXFE LR, 1518 1HAS AR T AN J& BT AN o

SR 3 WA RERFXOS, 1 HH By K BEH LA T HE 28 BiFXOS CLUEF 1H FIFXOS A A 13 B A 24 R iRAS,
AT 8, i A B SR BT B I ASA T v I T R RE T

F&2K ISA 3000
g Th AL T ASA 5500-X and ISA 3000 %558 LA R Shfig bt g =X
* KRG WS E (clear configure boot).
K5 FHUR R E A IHBE (boot system).
o CAIE) B NBTIRIOE % 4H (activation-key).

o KIEATHC ERAEB)A 3 (write memory). BEHERE 2K BOOT Mk Ab i e B o0 IHm%, Mk, 4
EFINE, B mEI .

o K IFBCE A0 23 3hECE (copyold_config_urlstartup-config).
* IEFEFEHTINE (reload).

FHIEZ Al
© WP T EAETH RN ASA AT &ML E, DME R LUK IHICE

ASA CLI: [FFZURME K E IHICE

downgrade [/noconfirm] old_image url old_config_url [activation-key old_key]

| wuikE ]
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ENGE

ciscoasa(config)# downgrade /noconfirm diskO:/asa821-k8.bin disk0:/8 2 1 0_startup cfg.sav

Inoconfirm JETH] T AEABAT SRS DL N AT 2. image_url 52 [HBZRAE disk0. diskl. tftp. ftp
5 smb _F)#%4%. old_config_url 23 CARAF IO TUT A IO B B4R . WERTTE A 5 8.3 WA Z i 1Y
Wam g, el TH 0S4 .

S
T E N7 P HY S

BT LLE S NAE R SO, IF 2 AT RS

TR AH WA S

dir [diskn:]
disk0: J& N Bt gy . LA IRS) 284 5 £ oRIMNBA7 %, #1140 USB BRs)#%. SSD % SD .
w5l

hostname# dir

Directory of diskO0:/

500 -rw- 4958208 22:56:20 Nov 29 2004 cdisk.bin
2513 -rw- 4634 19:32:48 Sep 17 2004 first-backup
2788 -rw- 21601 20:51:46 Nov 23 2004 Dbackup.cfg
2927 -rw- 8670632 20:42:48 Dec 08 2004 asdmfile.bin

&
Xy
N

A R E AT AR R -

show fileinformation [path:/]filename

EUE

hostname# show file information cdisk.bin
disk0:/cdisk.bin:

type is image (XXX) []
file size is 4976640 bytes version 7.0(1)

PRSI SCAT R AU 7s 851 o

B &#nRE



| memmE
minzsmgsct ]

BRIABR AR AL RN A7 AR H 5% (disk0:/).

M TR 72 o i B 3244

ST LU IR PR AN 75 20 SO

A PAAT A B SCA: -
delete diskn: filename
diskO: J& Nl AAfitigs . JLALRBN AR5 KR IMNBATf, 140 USB Rah4%. SSD % SD .

ERAEOLN, WRORTRE AR, R AR AR FH o rpMIBRSCAE . BRSO, AT DM FIERCAT . &
G BRI SCAF IR SR 40, AR IR S U AN 5 o

BRINFEXHRS

EHEBRINA ARG, TEHRAT LR D8R
iz

PR M Vi) ISA 3000 #EiH1 6 Ul W IERE ] ASA & b 1 .
FIB2 KM ASA, R EF R F).
B3 EhshidfEd, YRGIEREHN ROMMON B, %% Escape 4.
PR M erase iy Sy, XSG A SCHFIRERR S RGE, AAE BRI R G
rommon #1> erase [diskO: | diskn: | ush:]
diskO: & WAt s . HABIKS) 25 9w o Ko AN o BUBT IR A 5 A1 HT usb: 14 4 USB 4K 5)) 25 «

fo & 377 i)
ASA TTBLHE FTP % P13 % 2S00 S TRTP 7 5. B 0T LUK ASA BB %4 Bl
Gt LU BLEEIFSEHL 1A 2 45T 00 13

| wuikE ]
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B == sromest

HHHRE |

B E FTP % FimiEs

ASA T FTP 76 FTP 458 h L A6 F W% S0 F BRI B fF . ZEBES) FTP 1, 2/ 3l i
AP R . TR CBEBTBER RO e B By ) S50 P T A 3
AT

¥ FTP BB E A 13D
ftp mode passive

i

ciscoasa(config)# ftp mode passive

BLE ASA R 2 EHI AR5 =8

2 ASA B HIAE SCP & /i, n LI copy fin 2K EL & SCP % & .

SCP HIPEREHR/r Bl T Al F s 2500 . BRIAIE O, ASA S 4% Wp g CL R b —Fh 8092
3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctro UL LRI A5 —Fh &
% (3des-cbe), MIPERESS LIS T~ 128-cbe 55 BT SR I Sk . BT g il 1) 289, nI {8 ssh cipher
encryption #y4; {541, ssh cipher encryption custom aes128-cbc

FrIEZ Bl
« ASA VFTTIEAZI B A N (3DES/AES) Y ililE, A BES7HF SSH V2 i,

c BRARS A ME, EWXT 25, EAE RERAT ] B e AT . M S R R
GEPAT A, 1IN changeto system fir 4. WHRIE MR AN RGN B, 1WETE GA% oot
T TP Hulik R (%) System.

o XFT- SCP IR45%%, IHHIRNIE SSH 17 M 7E ASA )3 SSH.

(A[3E) ASA N 5Z #EHIEA SCP k42547 SSH T L. R T=, LT &Y.

ssh pubkey-chain [no]server ip_address {key-string key string exit| key-hash {md5 | sha256}
fingerprint}

TP

ciscoasa(config) # ssh pubkey-chain
ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9
ciscoasa (config-ssh-pubkey-server)# key-string

B &#nRE
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mEAsAz2gsimss

Enter the base 64 encoded RSA public key.
End with the word "exit" on a line by itself
ciscoasa (config-ssh-pubkey-server-string)# cl:b1:30:29:d7:b8:de:6c:97:77:10:d7:46:41:63:87
ciscoasa (config-ssh-pubkey-server-string)# exit
ciscoasa (config-ssh-pubkey-server)# show running-config ssh pubkey-chain
ssh pubkey-chain

server 10.7.8.9

key-hash sha256 £1:22:49:47:b6:76:74:02:db:26:£fb:13:65:d8:99:19:

€7:9e:24:46:59:be:13:7£:25:27:70:9b:0e:d2:86:12

TR RS %, AT LLFEE SSH ML key-string (41D B key-hash (EIAIME)

key_string 23zt B XJ 55 %Eﬁ H Base64 4ifid i) RSA A8, T LLMATIFI¥ SSH % ) i (I
ssh/id_rsa.pub U SRAGAPME . EEIRAKH Base64 9ilib (I A G, R4 SHA-256 %
HAHAT R AL

key-hash {md5 | sha256}fingerprint 7] Ji] Tim)\ CLE L HOH AL BRI 8] (il MDS 8 SHA-256 %
1 5 ilhn, %M show i 4 A I 2
(Ai%)  J3 FEZEH SSH ML R A o X T 245508, 7R B strhi Atk 4.
[no] ssh stricthostkeycheck
il

ciscoasa# ssh stricthostkeycheck

ciscoasa# copy x scp://cisco@10.86.95.9/x

The authenticity of host '10.86.95.9 (10.86.95.9)' can't be established.
RSA key fingerprint is dc:2e:b3:ed:el:b7:21:eb:24:e9:37:81l:cf:bb:c3:2a.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.86.95.9' (RSA) to the list of known hosts.
Source filename [x]?

Address or name of remote host [10.86.95.9]7?

Destination username [cisco]?

Destination password []? ciscol23

Destination filename [x]?

EOAEOL T, RGies A LT, 47 LIRS, 2R ASA i RAEAH EHLE T, Raiinl
R EAE AN A IR, WR ARTARAAE LAV, ASA & Baifz LY.

w15
PUR 75484 10.86.94.170 L FI IR &5 #8823 #087 AR L) SE L84

ciscoasa(config) # ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.86.94.170

ciscoasa (config-ssh-pubkey-server)# key-hash sha256 65:d9:9d:fe:la:bc:6l:aa:
64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

LUK 7n B0 10.7.8.9 IR S5 s I ENL 745 Fh 9]
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ciscoasa(config) # ssh pubkey-chain

ciscoasa (config-ssh-pubkey-chain)# server 10.7.8.9

ciscoasa (config-ssh-pubkey-server)# key-string

Enter the base 64 encoded RSA public key.

End with the word "exit" on a line by itself

ciscoasa (config-ssh-pubkey-server-string)# cl1:b1:30:29:d7:b8:de:6c:97:77:10:d7:
46:41:63:87

ciscoasa (config-ssh-pubkey-server-string) # exit

BcE ASA TFTP = Fimigiz

TETP J&—Flfii] 1) 5 7 S/ ik 55 4 SCATHAR S ML, RFC 783 M1 RFC 1350 275 2 BT RO kAT T 1t
Wl SATLLRE ASA BCE ) TFTP 20/ b,  LMEE AT LY TETP 55 & L A1 2EA T 0 SCPFE . 2
R T L B SO R AL R R 2 & ASA.

FE AT Frid vT LU L TFTP MR 45 #5042, I JC 754618 4 copy 1 configure net 254y 4 Hh#ir A
AT

TisE XH T configure net il copy it 4 TFTP k454 b RSC#E4 .

tftp-server interface_name server_ip filename

TP

ciscoasa(config)# tftp-server inside 10.1.4.7 files/configl.cfg
ciscoasa (config)# copy tftp: test.cfg

Address or name of remote host [10.1.4.7]17?
Source filename [files/configl.cfg]?config2.cfg
Destination filename [test.cfg]?

Accessing tftp://10.1.4.7/files/config2.cfg;int=outside...

N A, TV RSO B, M copy v A i, T RARI e UK TRTP s d itk
(R LB S S K G U AR Y B R

XFT copy 4, HA tftp: LAEH thtp-server {HM AR tftp:/iurl,

R 32 E HZ] ASA

AN AU HIN A% . ASDM #tt. B ScfE, g AT Al 752\ TFTP. FTP. SMB.
HTTP. HTTPS. SCP k%525 i MAR AL 25 0K B 2% T 28 48 N 5 sl /s IR A7 1 S A o

AEN
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o disk0: & NI it s . HADIKSh B 5 Ko SMERAAE, B0 USB UKzh#%. SSD = SD K.
* iR USB IKzh#% 4% UL 4 EXT2/3/4 5% VFAT/FAT32.

o ARAENAETT I — H 3% B BAMWAS BFAH MR AR NS AR P SO i,  an 322l
A Config.efg AL config.cfg LRI E, TSRl R 4IRS

$Error opening disk0:/Config.cfg (File exists)

o XTSRRI, BRAREECE RN AR, AL T RSHAT T (storage-url private)
fENG S, BOeTT ARSI TEURSIRCE GEEF K30 2 H 2R shlic B s T icE » 28 17
TSR AR a0 Sth & O SRR . 5 31 00 Bddizk.  AE A CiscoSSH HEAK
(Kt 5t AN SCRF SCPs

FiaZ /i
« B ASA copy fii455 SCP 45 a4 Z i SO SCP R4S 3 2 I SCF, 2T DU #4E:
o (fYPE CiscoSSH Hifk) {fiHH ssh fir A 17E ASA |24 SCP R4 2% 1 W/FEHLE H SSH 7 i) .
* fi /| crypto key generate 1y & A AT (UEH THHE ASA)

fHEHILAN g5 #2870 2 — S sc k.
* M\ TFTP JlR 55 a5 47 R 4l -
copy [/noconfirm] [interface_name] tftp://server[/path]/src_filename diskn:/[path/]dest filename

ZNVE

ciscoasa# copy tftp://10.1.1.67/files/contextl.cfg disk0O:/contextl.cfg
Address or name of remote host [10.1.1.67]7?
Source filename [files/contextl.cfg]?

Destination filename [contextl.cfg]?

Cryptochecksum: db8bal9%6 9adl89%a8 7f£5f501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M FTP Al 55 412t 7 52 1l

copy [/noconfirm] [interface_name] ftp://[user[: password]@]server[/path]/src_filename
diskn:/[path/]dest_filename

ZNE

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/contextl.cfg
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diskO:/contexts/contextl.cfg

Address or name of remote host [10.1.1.67]?
Source username [jcrichton]?

Source password [aeryn]?

Source filename [files/contextl.cfg]?

Destination filename [contexts/contextl.cfg]?

Cryptochecksum: db8bal96 9adl89%a8 7f£5£f501f lbec469b
EEERERRRRE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M HTTP(S) i 55-#3 3t 47 & il

copy [/noconfirm] [interface_name] http[s]://[user[: password]@]server[:port][/path]/src_filename
diskn:/[path/]dest_filename

ZNVE

ciscoasa# copy https://asun:john@l10.1.1.67/files/moya.cfg disk0:/contexts/moya.cfg
Address or name of remote host [10.1.1.67]2

Source username [asun]?

Source password [john]?

Source filename [files/moya.cfg]?

Destination filename [contexts/moya.cfg]?

Cryptochecksum: db8bal%6 9adl89%a8 7£5£501f lbec469b
R EEEEEE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M SMB Jii 55 #53E4T 2 1l -

copy [/noconfirm] [interface_name] smb://[user[: password]@]server[/path]/src_filename
diskn:/[path/]dest filename

] .

ciscoasa# copy /noconfirm smb://chiana:dargo@10.1.1.67/test.xml diskO:/test.xml

Cryptochecksum: db8balf%96 9adl89a8 7f5f501f lbec469b
rrrrrrrrr

11143 bytes copied in 5.710 secs (2228 bytes/sec)

M SCP iR 45 #33t47 & il
sint=interface & Seit B th A 4k, AR £l H5 2 #1102k Ui i) SCP R4S 4% .

copy [/noconfirm] [interface_name]
scp://[user[: password]@]server[/path]/src_filename[;int=interface_name] diskn:/[path/]dest_filename

ZNVE
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ciscoasa# copy scp://pilot@10.86.94.170/test.cfg disk0:/test.cfg
Address or name of remote host [10.86.94.170]17?

Source username [pilot]?

Destination filename [test.cfg]?

The authenticity of host '10.86.94.170 (10.86.94.170)"' can't be established.

RSA key fingerprint is
<65:d9:9d:fe:la:bc:6l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19> (SHA256) .
Are you sure you want to continue connecting (yes/no)? yes

Please use the following commands to add the hash key to the configuration:
ssh pubkey-chain
server 10.86.94.170
key-hash sha256
65:d9:9d:fe:la:bc:61l:aa:64:9d:fc:ee:99:87:38:df:a8:8e:d9:e9:ff:42:de:e8:8d:2d:bf:a9:2b:85:2e:19

Password: <type in password>
IEEREE

6006 bytes copied in 8.160 secs (750 bytes/sec)

M USB 5N 8 M 5l 2 52 16 -
copy [/noconfirm] diskn:/[path]/src_filename diskn:/[path/]dest_filename

IR

ciscoasa# copy /noconfirm diskl:/test.xml diskO:/test.xml

Cryptochecksum: db8balf96 9adl89a8 7f5f501f 1lbec469b
EEREEEEEEE

11143 bytes copied in 5.710 secs (2228 bytes/sec)

BXHEH R EHNEESEITEE

a5 ] LK A S M TFTP. FTP. SMB. HTTP(S) 8% SCP it 45 #s i # MINAE N 128471 B 5 3
LN
BICE S HIRNSTRCER, SAIFXPAEE .. SIS E T T B S I RS TR E T .
L A [ NJT%&%EHEE&O WA 2 PP S A5 I ASA RIS AT, WG B i B gk T
. MRS RAANR, s IlEsrEE R,

(ATIE) 4572 ASA HIRSS S HEATIB A5 Al A2 . WRAFR E R, ASA B I B HLS 2%
WUERAATULED, 2 A Bl ik th 3k .
2 SR s, WR R RAE 174 (storage-url private), W a] M FHIAER: . XA %

MG OL T, A TFTP ik4s#y PRI BB TS ACE, WM configurenet fiv4. i
CiscoSSH HEFR 1 St h AR SCP
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TR SO IR R S E B TR, T RN N Bk S A, AL Nz

M TFTP k45 #5047 &

copy [/noconfirm] [interface_name] tftp://server[/path]/src_filename {startup-config | running-config}

ZNiE

ciscoasa# copy tftp://10.1.1.67/files/old-running.cfg running-config

M FTP fIR45 28 AT &)«

copy [/noconfirm] [interface_name] ftp://[user[: password]@]server[/path]/src_filename {startup-config
| running-config}

R

ciscoasa# copy ftp://jcrichton:aeryn@l0.1.1.67/files/old-startup.cfg startup-config

M HTTP(S) 55 b A7 5 il

copy [/noconfirm] [interface_name] http[s]://[user[: password]@]server|[:port][/path]/src_filename
{startup-config | running-config}

ZNVE

ciscoasa# copy https://asun:john@10.1.1.67/files/new-running.cfg running-config

M SMB Jli 55 a5 3E4T 2 1l -

copy [/noconfirm] [interface_name] smb://[user[:password]@]server[/path]/src_filename
{startup-config | running-config}

R

ciscoasa# copy /noconfirm smb://chiana:dargo@l0.1.1.67/new-running.cfg running-config

M SCP ik 55 #3475 1l -

copy [/noconfirm] [interface_name]
scp://[user[: password]@]server[/path]/src_filename[;int=interface_name] {startup-config |
running-config}

ZNE

ciscoasa# copy scp://pilot:moya@l0.86.94.170/new-startup.cfg startup-config

B &#nRE
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;Int=interfaceinterface £ I 2> el i b A i) 4G £l FH TR 2 142 1 215K SCP %545

A5l
B, ZE TFTP RS54 HHINCE, WA LN 4

ciscoasa# copy tftp://209.165.200.226/configs/startup.cfg startup-config

LN FTP IR 55 a3 L HIBCE, THMA LT dr4

ciscoasa# copy ftp://admin:letmein@209.165.200.227/configs/startup.cfg startup-config

FIN HTTP e &sas AL E, EMALL N4

ciscoasa# copy http://209.165.200.228/configs/startup.cfg startup-config

iz E ASA BR{%. ASDM i3 zhEc &

IR 24> ASA B ASDM W5, WINHEE SR BIIOMAR . WERANBCE WS, W2 (TR A 3
W, JF HAAR T e A2 TR A WeiR . TR SR, B mT DL REAE AT WSO R e P R E S
i, MAE R H 3K .

THZ I LA P AR T U

* Firepower 4100/9300 HL4H - ASA F+4 1 FXOS & Bl ; #ETCIEAE ASA F1E RS TH4 ASA,
IEANEDNT ASA BAGAT FH It R . S nT DA+ ASA R FXOS, I H'EA 12 317 FXOS
HagdlE . ASA BIHZAAFE ASDM.

o FE A Firepower 2100 - ASA. ASDM Fll FXOS WAZ AR IR — A AL . A BT
FXOS &H,; BIIEM ASA BERG T T4 ASA, R ARZEX) ASA WG4 i fe . BEARRE
HUOIM T4 ASA F1 FXOS; BATMRZINGRE iz,

o WA N Firepower 1000, 2100, Cisco Secure Firewall 3100/4200 - ASA. ASDM Al FXOS
WA R E R — A A . ASA T S FE R T B B A O . BARIXEESE S8 ASA
KARBE S SIS, HIERALUE S HIRASARNFE. BRFEAEE, ESH P2l .

* H0U[Y) ASDM - ASDM 1 LA ASA #:/E RGN BT, s Jo 77 R AR SR 1Y) ASDM B4
T AR _E A Firepower 2100 £ Firepower 4100/9300, -5 EA% ) ASDM Mg A 2x i BILAE
FXOS Mgz rh; #abi\ ASA %51 ASDM Ief% .
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A\

ER S ASA RIS, YRR ASDM MLGK 5 e ASA L LLRTH) ASDM
RGO eI R MIEM 4R (asdm.bin). {HiE, WRET5hik
P T BARR A ASDM W% (flt1, asdm-782.bin) , FB-A RIAEARZR
Tz 5, AT GRS R ZIAE . T RIS IS AT IR A AR AR
ASDM, &N ZAETHIARIP A 2 AT e T2 ASDM, B NZAETH ASA
NGB |, Bk ASA FHTHCE N AE FHIRZE ) ASDM W% (asdm.bin).

* ASA Virtual - ASA Virtual f{I#I UGB 208K ASA WG BE B2 boot:/ 43X . FH4 ASA
Virtual B, A PLZE AR e ARV . HE R, WALERE S IEBRELE (clear configureall),
I ASA Virtual H4 34 7 4 A5G0 E W% . HILATEE ASA Virtual 31406045 & 78 N A7 BCE 1)
ASDM WG, & a] DL T+ ASDM 4.

* diskO: J& N A fifids o JLARBK BN &5 G 5 RSN AEA 140 USB UKEh4% . SSD ¢ SD -

THZ I LT BOA A

* ASA %,
o WA N ) Firepower 1000, 2100,Cisco Secure Firewall 3100/4200 - J3 215G & 4T HI )5 8
[

* ISA 3000 - Ji 3l ASA 7EWNFRINAF R 2 55— AN W
* ASA Virtual - J& B 875 5 U I G 1) L boot:/ 43 DX H R IR

* Firepower 4100/9300 HLAH— FXOS RZiMiE 251311 ASA WG . AREAEH i Rk v
ASA W%

« PSR T Firepower 2100 — FXOS R Ziffi i E 5| 1 ASA/FXOS . ANGEAEH b 2
KBEE ASA W%,
* JJii ASA F1f) ASDM WG - JH 3l ASA 76 FBINAFH R BRI — /> ASDM BG83, it
PEAEEWAS, WAEAMRINAE 4R
* JHENILE - BOAE LT, ASA MBSO E M G sl lc &7 51 %

P WE ASA JHEIWURAT & :
boot system url

TP

ciscoasa(config) # boot system disk0:/images/asa921.bin

URL #] PAsz:
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* disk n:/[path/]filename

* tftp://[user[: password]@]server[: port]/[path/]filename
IFAEPTA 85 #R Sy TFTP 1ET .

B & T AY Firepower 1000, 2100, Cisco SecureFirewall 3100/4200: # - g4 A —4> boot system
4o WIS T BF W%, WA N no boot system UM 5 B 1 L — g . R,
fRIMC & P ANGE AT boot system fir-4-; 1, W% ROMMON 2256 T W%, A Hiis, =& T-shi
B T %% . Itboot system it & SAERH AN AT ERAR . RERAETFME LA, IR AL H 2|5
FALE (FXOS & HL disk0 ERA AL ED « FHINE ASA I, RGUK IR G . W R AT B
M AT ER, W LU no boot system iy A5 347 B MMERBT W%, IXFE AT Bk 4k ia
1To FABLATS ), E R LN ASA INAFHINER IS UGS, ASA KNG 347 B IEW T3
(HIE, FA TR DU 2 AR AT R OR B AE N A7 A0, R4 boot system fiir & 3 T+ A7 IR AR o
5 HABEIAN, A ShRCE T A A R S g, JF HSe i LR AR s Ak e
G IR AAE T MBI IZAT . WERAER A DL & 5 RORAFRCE,  WITE S, 1044547
FETRHRCE S, MATHBE SR8l WS LIRMFRCE, DMERERIFFED . SR MERET S
R YRGS A2 I & S e RSSO 44, AN N R vy LIGE e Jon 43 17 358 J i 91 0
GORE PTG B B KERE B . AERXMIEIL R, RGP AL I EH ndk .

H&ER: &0 U N2 I/ boot system iy &4 H,  LAFR & B4 M H 5 | SIS ASA
Ko PIHBIHFLBN A% . 4% boot system T I, 1% AT A S EFI R IR R I — 4%
H. ZXHEsh4H B iR, %448 1 clear configure boot system wir S IR 4 H, RIS
IR EE B NI e 4% H . HURERC E — > boot system tftp @4, JF HiZdr & IS B E 58— A iy

%,

M5 ASA AWK E ZhIEER T, WAL ASA #5154 ROMMON #iF. 4% ROMMON
B TENE B, SRR .

TP

asa(config)# boot system diskO:/cisco-asa-fp2k.9.13.2.SPA

The system is currently installed with security software package 9.13.1, which has:
- The platform version: 2.7.1
- The CSP (asa) version: 9.13.1

Preparing new image for install...
EEEEEEEEEEEE

Image download complete (Successful unpack the image).
Installation of version 9.13.2 will do the following:

- upgrade to the new platform version 2.7.2

- upgrade to the CSP ASA version 9.13.2
After the installation is complete, reload to apply the new image.
Finalizing image install process...

Install status: ready...........
Install status: validating-images.....

Install status: update-software-pack-completed
asa (config) #

P®2 WEEFIN ASDM MG
asdm image diskn:/[path/]filename
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TP

ciscoasa(config) # asdm image diskO:/images/asdm721.bin

WA ZR MR, BIAEDCRE TR, ASA I R/EIafTICE i A asdmimage it % -
AT AN (WCBCED AR, UL AR UR SN AR R, S NAE R B C
it A I ASDM A%

FE®I () HRIRCERE R RS, A BRI BT
boot config diskn:/[path/]filename

AT FIANE 5 el H % KU B, R REAR 2L, R ARAF G B 2 LU
T 95 0 (0 A iy 405 P DR AT I8 SCAE

SEHRE N. nvram:/startup-config (& LEA R4

i

ciscoasa (config)# boot config disk0:/configs/startupl.cfg

w0 Fk S B s H it 3

FRAT TS X e B AN A 2R G SO AT 5 146 3 LA BT 1 AR e s

MITEERFZFMNEBILIR

LA NP A G U] T B RTG53 2 tar.gz SUAF IRR LSO AL S 3 A TS0

Fia &Mk Zal
» TERS BN BRI LT, AR Y BB VL% D7 300 MB 1R TR 214

o IR AR IR B S BEATARATIC B S o, WIS S e AN S AE R b . WRAEREAT 7%
e O E, ARIA AT A R, 2B o RO B 5. PRI, ASA AT A T RES A AN
Il

© CIRABER B AR IR

o FURRHG I B S O ST LR 25 0 I AR TR 1F) ASA RRAS . JEi2AE M KL B A — > ASA

HEekhd
IRASER B 5 — AR . WHRFEITBEE, ASA S7EINE0H ASA OS I H 3 T+ 5 #1111 ) 2
=

o ARG HIAERE, WLRER A Bk A S & . IS TR EM S 1. AUN R G Bk Pl
AW A -

o WRAE ISR RS, A 20 A 2 6 A 46 T B B B e MR B 45477
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o WGSBS ASA VCE RS, NI S S R R R A T R Y B A R . R
TEAFNTE ASA W L5, THSNCE T8, LT ARLEARE: &0 Z A n fo] BB 25 0 .

o IR PKCS12 ¥ (1 crypto catrustpoint #iy4) 3 HAG AT £S48 RSA #5980, W&k &
NI EHS TS EAT SRR I FUeBRS, W EWK S ASDM BB 5 5 AT A L%
BHXHR oA A4 R, S ShHCER S R UG E A ], (IS TR B S A 2R . X
M, WA BRI AT A AR AR, WIEK S R GRS . BRI ) 3, 1A
WG AT 25 P FE B A — 44 8K

* JVEAEA] CLI ZEAT #5403 AT ASDM BEATIR S, R Z ISR
o BEAN A SCAFRL S DUR 45

< BATRCE

* AN E

* T 2 amUg
SR A SRR LR R
SR A BRI AL
Secure Client (SVC) WG FIC & S+
Secure Client (SVC) [ 7€ SR #

© BOHIET CRARGEE BB GIE 1510 RSA BP0 B 2 91RR4M)

* VPN Tt =54

* SSL VPN [it &

o N HIECE SO A 2 XHESE (APCF)

i LE

s HiE X

* 85 V) F Hs (DAP)

* Jif

o EEHRICE SCAR I TR 7R A

« B A BN E

. Heak

* Web %

AR
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KRR AU AT S BE R LA

wh ARG

backup [/noconfirm] [context ctx-name] [inter face name] [passphrase value] [location path]

Tl

ciscoasa# backup location disk0:/sample-backup]
Backup location [disk0:/sample-backup]?

WRATRE interface name, ASA B A EICEFM I, W REHILE, WaSEERIRKHE.

FERGIAT P I 25 BT, FiA context JGHE 7 A& fi 2 TS 5t M SR 200 &
s WHLE, RSO A backup @74

FE VPN AE P AL S 3 P %% 6 W1 10), - 75 22 i passphrase S8 7 Fr VAR 2 P14 AT RHIE 15 HEAT 2 % o
WAL T A A A PKCS12 K UM S AR A o 25 fr A5 00 BIUEAS (1) RSA SRS, A
BAEAEAT LA AS

#%A location W] DL ASHE 53 BRC Y URL . GUERANGRAEA B, WAl H] LU N ERIA &2 75
» JLi5( - disk0:hostname.backup.timestamp.tar.gz

» 2\ - disk0:hostname.context-ctx-name.backup.timestamp.tar.gz

SRR AT
Tl

ciscoasa# backup location disk0:/sample-backup
Backup location [disk0:/sample-backup]?

Begin backup--*

Backing up [ASA version] ** Done!
Backing up [Running Config] -+ Done!
Backing up [Startup Config] ** Done!

Enter a passphrase to encrypt identity certificates. The default is cisco.
You will be required to enter the same passphrase while doing a restore: cisco

Backing up [Identity Certificates] +* Done!

IMPORTANT: This device uses master passphrase encryption. If this backup file
is used to restore to a device with a different master passphrase,
you will need to provide the current master passphrase during restore.

Backing up [VPN Pre-shared keys] ** Done!

Backing up [SSL VPN Configurations: Application Profile Custom Framework] -** Done!
Backing up [SSL VPN Configurations: Bookmarks]- Done!

Backing up [SSL VPN Configurations: Customization] -‘:* Done!

B &#nRE
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Backing up [SSL VPN Configurations: Dynamic Access Policy] - Done!
Backing up [SSL VPN Configurations: Plug-in] -** Done!
Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] - Done!
Backing up [SSL VPN Configurations: Proxy auto-config] -* Done!
Backing up [SSL VPN Configurations: Translation table] - Done!
Backing up [SSL VPN Configurations: Web Content] +* Done!
Backing up [Anyconnect (SVC) client images and profiles] +* Done!
Backing up [Anyconnect (SVC) customizations and transforms] ‘- Done!
Backing up [Cisco Secure Desktop and Host Scan images] ** Done!
Backing up [UC-IME tickets] -** Done!
Compressing the backup directory ... Done!
Copying Backup ... Done!
Cleaning up ... Done!
Backup finished!

lind ) b it b . RN )
T8 nT LA SR BEAE IS I A VAL AN zip #00 tar.gz SCEFPRSE AL B RIS
M AR RS

restore [/noconfirm] [context ctx-name] [passphrase value] [location path]

ELE

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$

restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.gz]?

N N == V=1 ) =N N S y ) =R N Y N \
24811 context JCHE TR Z AN SR, AU BRS80S0 M B, AN S
FH I restore fr 4.
e RN

il

ciscoasa# restore location disk0:/5525-2051.backup.2014-07-09-223$

restore location [disk0:/5525-2051.backup.2014-07-09-223251.tar.gz]?
Copying Backup file to local disk... Done!
Extracting the backup file ... Done!
Warning: The ASA version of the device is not the same as the backup version,
some configurations might not work after restore!

Do you want to continue? [confirm] y
Begin restore

IMPORTANT: This backup configuration uses master passphrase encryption.
Master passphrase is required to restore running configuration,

startup configuration and VPN pre-shared keys.
Backing up [VPN Pre-shared keys] ** Done!
Backing up [SSL VPN Configurations: Application Profile Custom Framework] -+ Done!
Backing up [SSL VPN Configurations: Bookmarks]: Done!
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Backing up [SSL VPN Configurations: Customization] -+ Done!

Backing up [SSL VPN Configurations: Dynamic Access Policy] ** Done!
Backing up [SSL VPN Configurations: Plug-in] -** Done!

Backing up [SSL VPN Configurations: Pre-fill scripts for Connection Profile] -+ Done!
Backing up [SSL VPN Configurations: Proxy auto-config] -+ Done!
Backing up [SSL VPN Configurations: Translation table] ** Done!
Backing up [SSL VPN Configurations: Web Content] ** Done!

Backing up [Anyconnect (SVC) client images and profiles] -+ Done!
Backing up [Anyconnect (SVC) customizations and transforms] -* Done!
Backing up [Cisco Secure Desktop and Host Scan images] ** Done!
Backing up [UC-IME tickets] ** Done!

Restoring [Running Configuration]
Following messages are as a result of applying the backup running-configuration to
this device, please note them for future reference.

ERROR: Interface description was set by failover and cannot be changed

ERROR: Unable to set this url, it has already been set

Remove the first instance before adding this one

INFO: No change to the stateful interface

Failed to update LU link information

.Range already exists.

WARNING: Advanced settings and commands should only be altered or used

under Cisco supervision.

ERROR: Failed to apply media termination address 198.0.1.228 to interface outside,
the IP is already used as media-termination address on interface outside.

ERROR: Failed to apply media termination address 198.0.0.223 to interface inside,
the IP is already used as media-termination address on interface inside.

WARNING: PAC settings will override http- and https-proxy configurations.

Do not overwrite configuration file if you want to preserve the old http-

and https-proxy configurations.

Cryptochecksum (changed): 98d23c2c ccb31ldc3 eb5lacf88 19f04e28
Done!
Restoring UC-IME ticket ... Done!
Enter the passphrase used while backup to encrypt identity certificates.
The default is cisco. If the passphrase is not correct, certificates will not be restored.

No passphrase was provided for identity certificates.
Using the default value: cisco. If the passphrase is not correct,
certificates will not be restored.
Restoring Certificates
Enter the PKCS12 data in base64 representation....
ERROR: A keypair named Main already exists.
INFO: Import PKCS12 operation completed successfully
Done!
Cleaning up ... Done!
Restore finished!

B & B a3 & 0% E (ISA 3000)

7E I1SA 3000 -, RERALHARAFBCE 1T, #B o] LS write memor y K [ 50 £ 4y T B 214 8 7 5

i E I, T LU AT ZE SD D7 E AR A 5 KT T R . BRI TR
e E B
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B E B 3119 (ISA 3000)
(E1SA 3000 L, AFUCHFI IR AL BN, 4507 U write memorys 150 6 4 i B S 5 0 .«

FiaZ /i
T EELE 1SA 3000 _EARTTH .

FTE1 WESHESH:
backup-package backup [interface name] location {diskn: | url} [passphrase string]

* interface name - 5 3& % U7 1) %4 URL CIIAYRE T RKAIMEGRED o WARARERZ DA,
ASA B AU BRER 113 WRUBATILHD, W& E S bk .

* location {diskn: | url} - ¥55E T &40 £ 147G A . 10T LLFE 8 URL BUAS A7 ff . diskO &
IWESINAE IR Zh 8% disk] & USB 1 A% USB ic{ZkE; disk2 & USB 2 T 1% USB it 12 .
disk3 /& SD fffifi . WhER, A E B R B disk3.

* passphrase string - BCE A TR & s (3 1S . 15HER, AR ERERNBCEAE M “cisco”
VR R o

AW, Xk EiLS 5 F3) backup 4 H. ESH S0 RS, 24 7. HEE,
WIRAE A A 30240 B0k 2 Al F-3)) backup iy 2, W RS S RA7EHR € LRG0 30, LUK HS)
FAIVR S AE ) “auto-backup-asa.tgz” HFK.

il
ciscoasa (config) # backup-package backup location disk3: passphrase cisco
T2 3 AT A AR

backup-package backup auto

fF writememory I ORAFECE N, RGEes A BRI E R AF B4 7 B LA A BB . #0331 44
FRA “auto-backup-asa.tgz” o FEEH] A&, EAEH AT A1) no B,

T

ciscoasa (config) # backup-package backup auto

B E B 3% & (ISA 3000)

F B K A ATAEBAT AT AL TR S0 IR R B B RGIRCE . fln, F s CORfr S0
LI SDAFRERABAPT B, RIGITIT B . W& Rsha & SD I, LUfiE & & f Zk = &

| wuikE ]



HHHRE |
BELE B 31 E (ISA 3000)

GHE. (BCEROCFRAARBRR R4 N, ARk, & sk S EEE, &
AR SU EH A 5 T e A L ie. PRI, iR ik Coe ik 2, s Celd B am&m, W
ARG AZKE .. ) WARGL AT ZE, MRHLSHFIMAANE (startup-config,
running-config. SSL VPN MCHE A ARG MNAMIFAER, WS &0 AR5, H24 00D o i
FOCMUA BN, RGBT IR AT L

HAIVKEAEBRIN ) BCE R, DI T AR 3 RN 321 SD A7 fifh - b FA) 58 J e B R S B8
BEg, MR T RAT B AT A TG A

M TR T AR R s FE P R R U R B B E RS E, ILE 2K A ROMMON 225K
BT AL T Bah R, IR RO AL E . LI ROMMON 22 & :

* RESTORE_MODE = {auto |manual}
ENI=E B

+ RESTORE_LOCATION = {disk0: | disk1: | disk2: | disk3:}
BRNEA disk3:s

* RESTORE_PASSPHRASE = #4]

ERUE N cisco.

TEHENHNKERE, e FREF.
Fi&Z miI
o HINHETE ISA 3000 FASTTHH .
o WURAT BN KR R, T E 22 SD f74ifK (iE S SD-IE-1GB =) &

o DR B BRI RCE LA O/ 5 ) BB, i H] configure factory default fiv 4. B4
FEE IR KBS AT AL, DR, R A AL 1 b B K RS, T SE4H] firewall transparent

AN
e

TE1 WEKE S
backup-package restorelocation {diskn: | url} [passphrase string]

* location diskn: - 5 & H T B E A IAEAE N . disk0 J& N EINAEIKEN 2% diskl & USB 1 R
Tk USB iC 28 disk2 & USB2 AT iE USBidiZ ke . disk3 /& SD ffif . BRIAE N disk3.

* passphrase string - ¥ & A T A B 2 i . BRIMES “cisco” »

BOATHOLT, XRS5 T3 resore ir &M . WS &0 R85, 2 24 Ui

Tl

B &#nRE
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Nil

B

sneprressatrars I

ciscoasa(config) # backup-package restore location diskl: passphrase S$Supe3rnatural

JA B s ZE T A BB TR
[no] backup-package restore auto
PRE I SCF AR A “auto-backup-asa.tgz” .

Tl

ciscoasa(config)# no backup-package restore auto

FMEENEER SRR FEE

FERA AU, BORAEZ W SN IARSRCE S, W LUK R 3l B s A 7 il B = 2 bk 55
A BA N AT o
FiaZ |l

CRAIE) 57 ASA 5 RS ERHATIAE AT IO . AR EH T, ASAKS AR (U B th
WERBAVERS, W A e th R

fEHIL T IR S5 4 R 2 — R P
5% TFTP 55 2% :
copy [/noconfirm] [interface_name] {startup-config | running-config} tftp://server[/path]/dst_filename

ZNE

ciscoasa# copy running-config tftp://10.1.1.67/files/new-running.cfqg

S E] FTP JR4S-5e.

copy [/noconfirm] [interface_name] {startup-config | running-config}
ftp://user[: password]@]server[/path]/dst_filename

ZNIE

ciscoasa# copy startup-config ftp://jcrichton:aeryn@l0.1.1.67/files/new-startup.cfqg

o i3] SMB R4-5%:

RS .“
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copy [/noconfirm] [interface_name] {startup-config | running-config}
smb://[user[: password]@]server[/path]/dst_filename

ZNE

ciscoasa# copy /noconfirm running-config smb://chiana:dargo@l0.1.1.67/new-running.cfg

S H13] SCP RS 2%

copy [/noconfirm] [interface_name] {startup-config | running-config}
scp://[user[: password]@]server[/path]/dst_filename[;int=interface_name]

R

ciscoasa# copy startup-config
scp://pilot:moya@10.86.94.170/new-startup.cfg

;Int=interfaceinterface £ I 2> el i i A i) I UG £l FH TR 2 42 1 2138 SCP %5 45

S ) 1) A s PR A7«
copy [/noconfirm] {startup-config | running-config} {diskO|disk1}:/[path/]dst_filename

i«

ciscoasa# copy /noconfirm running-config diskO:/new-running.cfg

TR H bR H A AE . WERAMAE, G mkdir &G4 H 5%

FHRNFFREREESHM X H
M RS I BL i 2K ST BB 5 SR T S

FFi6 Z A

CAIEE) 55 ASA 5 IR EHEATIAS A I BB O o W RANR e B, ASA MG AR (U JL K 32
WERBA LR, 2> B K e h ok

o
i

LA RS2 2R 2 — % 3 1 G -
* MINAE 2] TETP k55 25 -
copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filenametftp://server[/path]/dst_filename

ZNVE
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ciscoasa# copy diskO:/asa-os.bin tftp://10.1.1.67/files/asa-os.bin

MINAE IR FTP R 55 45%

copy [/noconfirm] [interface_name] {diskO|disk1}:/[path/]src_filename
ftp://user[: password]@]server[/path]/dst_filename

ZNE

ciscoasa# copy diskO:/asa-os.bin ftp://jcrichton:aeryn@l0.1.1.67/files/asa-os.bin

MINAEE 13 SMB ARk Ss 2%

copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
smb://[user[: password]@]server[/path]/dst_filename

ZNIE

ciscoasa# copy /noconfirm copy disk0O:/asdm.bin
smb://chiana:dargo@10.1.1.67/asdm.bin

MRS 2] SCP ik 55 4+

copy [/noconfirm] [interface_name] {disk0|disk1}:/[path/]src_filename
scp://[user[: password]@]server[/path]/dst_filename[;int=interface_name]

ZNE

ciscoasa# copy diskO:/contextl.cfg
scp://pilot:moya@10.86.94.170/contextl.cfg

;Int=interfaceinterface M1 & %8 % i & A JF 5 £F H ¥8 e 4L 10 21X SCP IR452% .

PNAEES R H SRS AR
copy [/noconfirm] {disk0|disk1}:/[path/]src_filename {diskO|disk1}:/[path/]dst_filename

R

ciscoasa# copy /noconfirm diskl:/filel.cfg disk0O:/filel.cfgnew-running.cfg

TR FFR H SRAFAE . RAEAE, TSEAH] mkdir fir Q0 1% H %

EERTEMNEREER

FEZ MR, T DU 55t P AT LR #6044 -
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T ST E R CIEER NS WS s E RS2 (WRE AN RS &%, T 2ok E 3
FERtE DL ) o startip fit & A7 & B config-url iy 245 7E

copy running-config startup-config

IR

ciscoasa/contexta# copy running-config startup-config

SIE 2 KSATHC E R B O A SO 4K FTP S(TFTP HR45 %% -
copy running-config {ftp | } tftp}://url/dest_filename

HREIVIF URL &30, 5S4 copy ar2HE Bl .

WA JE & HIA# A% (storage-url private), WA S5 ask il . {HJE, & €M CiscoSSH HEF I
T 5 A SRR SCP

T

ciscoasa/contexta# copy running-config tftp:/10.89.6.8/configs/1010-1.cfg

Me&in R EHIEE
e

TR N E S T2 A .

mor e system:running-config

SER2 R B s, AR REC BRI B SRS

{$£ F3 Export #0 Import %5 < &4 MiAn 3244

XS PR A 4 G B () LA ST T e A4 LA R 3T

* 148 H import webvpn 2 S AR, HAT, XS H e X URL FIE. 4N %
ARG o5 A

* DAP %M (dap.xml).

B &#nRE
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* CSD AL (data.xml).
o BT EHFNE T
o AHb CA ] B AR 5 IR A S

i CLI AJ LU export A1 import 128543 F1 VK 52 C B (1% It % .
B IR, 48 T import webvpn A EGE SR SO, iERAT UL N TR,

FHE1 247IEH K show 74, 41 Fs:

ciscoasa # show import webvpn plug-in
ica

rdp

ssh, telnet

vnc

LR 2 TR, IHIEAT export 4 (FEAZRBIT A rdp ) -

ciscoasa # export webvpn plug-in protocol rdp tftp://tftpserver/backupfilename

1 B AN &1 Fniik & 324
10T LA AR 2 F i &2 ASA I E SCF, B 451t import webvpn CLI iy 4 S AT A9
JESCAE. CSD it XML SCPEFT DAP B 'E XML . T4 i B, AT IAS SO B S H RAIE
P A CA BHIAT &M -
AR PEERAE SR, IR AT DA SRS FH Bl AR 3 PR 58 SR AG UG i AR A A . BERE
AEAEE T Linux 248, ES I T Microsoft Windows 258, &8z FH ILFEA R 80 i 4T1&
Mo

)

AR o, W LMEA] backup il restore fir %, ARVEA(E R, HS AT RIINAZ KBRS, 5 22
e

~

EFRER &R IR ER AR Z /1
FEAG A SR 2 AR S ASA TR, i 56 HUT LA FAE S
* {# ] Expect #2235 Perl.
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o ZRAT AT i) ASA ) SSH % F i .
o B TFTP MR%54s, LUK STHE M ASA K32 24540 3k 1o
AN B T 0T LUK A ) @ ARE TR T A

LHAT R AW IIA, AT EL D8R

W A SO N EECB DI IR B R S BT

AT, i\ Perlscriptname, Lt scriptname & A SCHF I 44 5K

1% Enter .

RGP MNGN R 808, v LIYEHI Perlscriptname it &1, $% Enter # 2 Bt Ak
TE . Joe R R RhIT 2K, A B Sk Sy N A 1B I 1 41

AT RIETT, BonIlRk S, XL EIRME CLI idak. AT LAE H 5 PR I X ot
CLI, XTEREA UK E —PIA SO

#!/usr/bin/perl
#Description: The objective of this script is to show how to back up
configurations/extensions.
# It currently backs up the running configuration, all extensions imported via "import
webvpn" command, the CSD configuration XML file, and the DAP configuration XML file.
#Requirements: Perl with Expect, SSH to the ASA, and a TFTP server.
#Usage: backupasa -option option value
# -h: ASA hostname or IP address
-u: User name to log in via SSH
-w: Password to log in via SSH
: The Enable password on the security appliance
-p: Global configuration mode prompt
-s: Host name or IP address of the TFTP server to store the configurations
# -r: Restore with an argument that specifies the file name. This file is produced
during backup.
#If you don't enter an option, the script will prompt for it prior to backup.
#
#Make sure that you can SSH to the ASA.

HH H FH
|
)

use Expect;
use Getopt::Std;

#global variables

%options=();

Srestore = 0; #does backup by default
Srestore file = '';

Sasa = '';

Sstorage = '';

Suser = '';

B &#nRE
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Spassword = '';
Senable = '';
Sprompt = '';

$date = ‘date +3F °;
chop ($date) ;

my $exp = new Expect();

getopts ("h:u:p:w:e:s:r:",\%options) ;
do process options();

do login ($exp) ;
do enable ($Sexp) ;
if (Srestore) {
do restore (Sexp, $restore file);
}
else {
Srestore file = "S$prompt-restore-$date.cli";
open (OUT, ">Srestore file") or die "Can't open Srestore file\n";
do running config (Sexp);
do lang trans(Sexp);
do customization ($Sexp);
do plugin($exp);
do url list(Sexp);
do webcontent ($exp) ;
do dap ($exp) ;
do csd($exp) ;
close (OUT) ;
}
do finish ($exp);

sub enable {

Sobj = shift;

Sobj->send ("enable\n") ;

unless (Sobj->expect (15, 'Password:')) {
print "timed out waiting for Password:\n";

}

Sobj->send ("$enable\n") ;

unless ($obj->expect (15, "Sprompt#")) {
print "timed out waiting for S$prompt#\n";

sub lang trans {
Sobj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn translation-table\n");
Sobj->expect (15, "Sprompt#" );
Soutput = $obj->before();
@items = split(/\n+/, S$output);

for (Qitems) {

s/"\s+//;

s/\s+$//;

next if /show import/ or /Translation Tables/;

next unless (/”.+\s+.+$§/);

($lang, S$transtable) = split(/\s+/,$ );

$cli = "export webvpn translation-table $transtable language $lang
$storage/$prompt-$date-S$transtable-$lang.po";

Socli = $cli;

Socli =~ s/"“export/import/;

print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "$prompt#" );
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sub running config {
$obj = shift;
$obj->clear_accum() ;
$cli ="copy /noconfirm running-config $storage/$prompt-$date.cfg";
print "$cli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub customization {
Sobj = shift;
$obj->clear accum() ;
Sobj->send ("show import webvpn customization\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before();
@items = split (/\n+/, Soutput);

for (Qitems) {

chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn customization $ $storage/$prompt-$date-cust-$ .xml";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub plugin {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn plug-in\n");
Sobj->expect (15, "Sprompt#" );
Soutput = Sobj->before();
@items = split (/\n+/, Soutput);

for (Qitems) {

chop;
next if /"Template/ or /show import/ or /"\s*$/;
$cli = "export webvpn plug-in protocol $ $storage/$prompt-$date-plugin-$ .jar";

Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "S$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "$prompt#" );

sub url list {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn url-list\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split (/\n+/, Soutput);

for (Qitems) {

B &#nRE
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chop;

next if /“Template/ or /show import/ or /"\s*$/ or /No bookmarks/;
$cli="export webvpn url-list $ $storage/$prompt-$date-urllist-$ .xml";
Socli = $cli;

Socli =~ s/"export/import/;

print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub dap {
$obj = shift;
$obj->clear_accum() ;
Sobj->send ("dir dap.xml\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

$cli="copy /noconfirm dap.xml $storage/S$prompt-S$date-dap.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-dap.xml disk0:/dap.xml";
print "$cli\n";

print OUT "$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub csd {
$obj = shift;
$obj->clear_accum();
Sobj->send ("dir sdesktop\n");
Sobj->expect (15, "Sprompt#" );

Soutput = S$obj->before() ;
return 0 if (Soutput =~ /Error/);

$Scli="copy /noconfirm sdesktop/data.xml S$storage/S$prompt-S$date-data.xml";
Socli="copy /noconfirm $storage/$Sprompt-$date-data.xml diskO:/sdesktop/data.xml";
print "$cli\n";

print OUT "S$ocli\n";

Sobj->send ("$cli\n");

Sobj->expect (15, "Sprompt#" );

sub webcontent {
$obj = shift;
$obj->clear accum();
Sobj->send ("show import webvpn webcontent\n");
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
@items = split(/\n+/, Soutput);

for (Qitems) {
s/"\s+//;
s/\s+$//;
next if /show import/ or /No custom/;
next unless (/”".+\s+.+$/);
(Surl, Stype) = split(/\s+/,$ );
Sturl = Surl;
S$turl =~ s/\/\+//;
Sturl =~ s/\+\//-/;
$cli = "export webvpn webcontent Surl S$storage/$prompt-$date-Sturl";
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Socli = $cli;

Socli =~ s/"export/import/;
print "$cli\n";

print OUT "$ocli\n";
Sobj->send ("$cli\n");
Sobj->expect (15, "Sprompt#" );

sub login {
$obj = shift;
$obj->raw pty(l);
$obj->log_stdout (0); #turn off console logging.
$obj->spawn ("/usr/bin/ssh $user\@$asa") or die "can't spawn ssh\n";
unless ($obj->expect (15, "password:" )) {
die "timeout waiting for password:\n";

Sobj->send ("$password\n") ;

unless ($obj->expect (15, "S$prompt>" )) {
die "timeout waiting for S$prompt>\n";

sub finish {
$obj = shift;
$obj->hard close();
print "\n\n";

sub restore {

$obj = shift;

my $file = shift;

my $output;

open (IN,"$file") or die "can't open $file\n";

while (<IN>) {
$obj->send("$ ") ;
Sobj->expect (15, "Sprompt#" );
Soutput = S$obj->before() ;
print "$output\n";

}

close (IN) ;

sub process_options {

if (defined($Soptions{s})) {
Ststr= $Soptions{s};
S$storage = "tftp://S$tstr";

}

else {
print "Enter TFTP host name or IP address:";
chop ($tstr=<>);
S$storage = "tftp://S$tstr";

}

if (defined($Soptions{h})) {
Sasa = Soptions{h};

}

else {
print "Enter ASA host name or IP address:";
chop ($asa=<>) ;

B &#nRE
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if (defined (Soptions{u})) {
Suser= Soptions{u};

}

else {
print "Enter user name:";
chop (Suser=<>) ;

}

if (defined (Soptions{w})) {
Spassword= S$Soptions{w};

}

else {
print "Enter password:";
chop ($password=<>) ;

}

if (defined (Soptions{p})) {
Sprompt= Soptions{p};

}

else {
print "Enter ASA prompt:";
chop ($prompt=<>) ;

}

if (defined (Soptions{e})) {
Senable = Soptionsf{e};

}

else {
print "Enter enable password:";
chop ($enable=<>);

}

if (defined (Soptions{r})) {
Srestore = 1;
Srestore file = Soptions{r};

Cisco Secure Firewall 3100/4200_t B4 ¥ itk SSD

WREAMASSD, e SER BN ERRAID. B k300, 0] PIYE CLL BT L AR5

o PUBP LR —A SSD - Witk SSD Bk, AT LUE Y. R, WRE A —4SSD, I
TCIEAER KBS TF i I LR

* JHER—A SSD - WA PN SSD, Al LI ER—A4 .

s WRINEE AN SSD - W A5 —4> SSD, A LA INZE =4 SSD I JE R RAID.

AR WEAEARMH IR A RAID R SSD I MR A K. W e 880 22k

LB MR A —A SSD.
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a) M RAID [k SSD.

raid remove-securelocal-disk {12}

remove-secure <8 745 M RAID H i SSD, 25 BN et thae, JEx SSD $AT 2 4 #E%
gL AR RAID H iR SSD H R FrH AR, v LU ] remove S8 .

b)

T

HHHRE |

ciscoasa(config)# raid remove-secure local-disk 2

W4 RAID IRZS, HF SSD AF B /nfEiE b

show raid

M RAID HIHER SSD Jai,  AIHRAETE A1 BRSAZTARZS K ool P& 26 AN IKEhas K A 5104 Bk

i

ciscoasa# show
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:

Sync Speed:

raid

RAID member Disk:

Device Name:
Disk State:
Disk Slot:

Read Errors:
Recovery Start:
Bad Blocks:
Unacknowledged

Device Name:
Disk State:
Disk Slot:

Read Errors:
Recovery Start:
Bad Blocks:
Unacknowledged

ciscoasa# show
Virtual Drive
ID:

Size (MB):
Operability:
Presence:

B &#nRE

Bad Blocks:

Bad Blocks:

raid

1

858306
operable
equipped
available
optimal
raid
raidl

2

1.0
active
idle
unknown
0

none

nvmeOnl
in-sync
1
0

none

nvmelnl
in-sync
2
0

none

1

858306
degraded
equipped
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Lifecycle: available
Drive State: degraded
Type: raid
Level: raidl
Max Disks: 2

Meta Version: 1.0
Array State: active
Sync Action: idle
Sync Completed: unknown
Degraded: 1

Sync Speed: none

RAID member Disk:

Device Name: nvmeOnl
Disk State: in-sync
Disk Slot: 1

Read Errors: 0
Recovery Start: none
Bad Blocks:

Unacknowledged Bad Blocks:

c) MHLFEHEH SSD.
HI2 U5 SSD.

a) Kf SSD WS INE) S ik .
b) 4 SSD ¥ %l RAID.

raid add local-disk {12}

¥81 SSD A28 3| RAID 1] fEFR 2L JLANNE, (EUE AR b5 KBS 52 4 IE w1817, EE 0 LLER
g, FPEBERNEHS. A show raid 4 EavRE,

USRI 22221 SSD LLRTAE o — N & ge LA, JF B T8RS, M LT drd
raid add local-disk {1| 2} psid
Psid EI/E SSD S IHIUbREE Lo s, ST LATIDRT A 3RS0,  SSD R Hiis SN AL I 45N £ RAID .

HAFNECE R BIER

INREBFR &R EEfE R
A ST v AR S 9.1(5)/9.2(1) ASA BILE S R 22 425 (SCP) & 7 i F IR 25 2%, il 5

SCP g5 as AT X i) SCAFA% 4 o

FINTLL Nir4: ssh pubkey-chain. server (ssh
pubkey-chain). key-string. key-hash fl ssh
stricthostkeycheck .

B T LU R 4 copy scpe

RS .“
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HHHRE |

TIREAFR

DIRERR

FITCE SSH N2 R 56 P

91(71943)953)04(1)

FHP AT ERAT SSH N &5 #E I I B A A, JFnI il E
HMAC FINE R SR B A bk . RN,

A REAT GRS S R B CE AN . TR, R
SN PERER 7 I T P AE I s s s . BRSO,
ASA ZHZMFE R LA 2orh—Hp 47k 3des-cbe aes128-cbe
aes192-cbe aes256-cbe aes128-ctr aes192-ctr aes256-ctro 1l
IR B ZE—Fh 53 (3des-cbe), NI RSz te T
128-cbe S5 W m AU Sk BN, BSOS, i
{§iFf] ssh cipher encryption custom aes128-cbc.

5INT LU Fir4: sshcipher encryption. ssh cipher
integrity

BRI DL N 22 7 ] B 8l 50T I 55 2k T 50 E

9.2(1)

R NN R N SN ERID R et T L AT R
BrimeE, WIS E-BEAE. WA %N\iﬁ(ﬁr‘ﬁ&ﬂi
THEHAR A FEFSAE, WA R ARE I, Jfaion
LAh &

WARNING: The certificate provided by the
auto-update servers will not be verified.
In order to verify this certificate please
use the verify-certificate option.

Mo ECRBOERS, DAWIE AL E Kk,

auto-update server no-verification

Bk T LA R4 auto-update server {verify-certificate|
no-verification} .

) CLI H) R G848 4 AR AL

9.32)

BILAE W LME I CLI R MK e B A S, Wi
WG AIIETS o

FINT LU R4 : backup Fll restore.

PR AL FUINZCH 1 ASA 5506W-X L4

9.4(1)

AT TIAE SRR AN BT (¥ ASA 5506W-X L% .
SINT LA R4 hw-modulemodulewlan recover image.

ISA 3000 [ H &3 Al 5 2k &

9.7(1)

1] L FH pre-set parameters in the backup F/1 restore iy 4 H
E’ﬁﬁlﬁ >Hk A B 3 & /e H 3) Tkﬁlﬁ XLeT)

RE AL I T ALHE AR A BRI AR TIC %iﬁ%: [
l&ﬁ% AIEREIRAS

SINT LA R4 : backup-package location.

backup-packageauto. show backup-packagestatus. show
backup-package summary

B &#nRE
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IhEE AR FahrA MEEE R

JURL SSH HEAR AR H SCP % 7 uify s 75 22 SSH | 9-17(1) WERATH CiscoSSH HEtk, 24T H ASA copy i 244 S 1

P ) A PR ZHIE] SCP Ik 55 #e i A SCP IR 25 o & il S, i
ssh g & 1E SCP JIx %5 %% 1 M/ FHL 3 H ASA Vi il

Cisco Secure Firewall 3100 |- 1] SSD 57 #f RAID |9-17(1) SSD & F I 39X 3l %% (SED), WIREA 24~ SSD, ©fil&
BB RAID.

wrmms i ar4: raid, show raid, show ssd

| wuikE ]
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