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* AAA [¥] LDAP JIRZ#84EN] , 26 4 71

s Bl E T AAA [ LDAP IR554% , 5550

o W T AAA I LDAP 4545 , &5 11 7T

* T AAA ¥ LDAP k554D s2id sk, 25 12 0L

<F LDAP #0 ASA

ASA 5 KRZH LDAPV3 HgRg5ases, -

* Sun Microsystems JAVA System Directory Server, H fj & Oracle Directory Server Enterprise Edition
f)—%B4>, LARIAK A Sun ONE Directory Server

* Microsoft Active Directory
* Novell
* OpenLDAP
BIMNEDL T, ASA 2 A BN & 773442 21 Microsoft Active Directory~ SunLDAP. Novell, OpenLDAP

ol LDAPV3 HogfRgsas. Hit, WUER A IICVEE LDAP k55452821, wy DLT-ghx) Lk
TR E

S35 IEan{iT 5 LDAP EC &5 1% H

EGO U FE S, ASAK: 78 24 7 1) LDAP JIR S5 8% 1% 7 AR EE, 5 BABH SO s mleil i {3 ] SASL
KT LDAP RSS2 HUAT SR I E . BRUAE UL R, ASA LA SCE R S IS8 GlH & 4
F#0s) ALi# %) LDAP R554% .

ASA SCRFLAT SASL ML, - 25 s 9 (Rt 41 i
* Digest-MD5 - ASA i 1] T 7 44 R i o 571 MD5 A KW Y. LDAP JIRk 55 %5 -
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* Kerberos - ASA il i 1§ il GSSAPI Kerberos ALl 532 H 7 44 FIATIEK IR S LDAP AR5 2% .

ASA Fll LDAP 458 S Frix st SASL MUK A G . WREE 20, W ASA Kits R RSS2
FCE ) SASL LI FZE,  FE8: S B0 e WL ASA FIRSS % L& f e sm Ll . B, G
R LDAP RZ523H1 ASA SZRFEXPAFIHLE, W) ASA K7k W E F 1558 ) Kerberos AL

X P AT LDAP G4 5AE S5, LDAP R4S 29K 1R M 2ok & 4 36 E i P g k. X+ VPN
By IGAUE, XS P R N T VPN 2B B A . B30, 4 LDAP BIA]—255¢
A5 0 B E R AY

)

EB 5% LDAP VMM FEANE B, &S0 RFC 1777, 2251 F1 2849,

LDAP Z )k 4544

1) LDAP BUE MY S it vx R I8 B R ik gkl . i, B 53 A ] Example Corporation [ 44 51 T.
%} Employeel. Employeel 7E Engineering 41 T./F. #&f] LDAP 2R EE M AT REH — AN EZ A0
T REY e B E — ARG 2 kS5 R, 7R Employeel #4414 Example Corporation [1)— 44 i 7 »
BT LR E— N2 O 2 IR S5 K, 7EHd Employeel # 4% 4 Engineering & THI— 4 B 0d, %3500

FE—NFRCh People IIZHZA BN R b, T AL ZURAL A & /2 Example Corporation [F] i1 . K2 2%
wfﬁ ERITRG, ES6 TR .

BRZFZREMUTREZ G R, B RGZ IR G5 TR 45 R[] (T R
1: 54 LDAP R 4544

Enterprise LDAP Hierarchy

‘ de=ExampleCorp, de=com ReootTop

People ‘ Equipment OU=Organization Uniis

‘ Engineering Marketing HR Groups/Departments

cn=Userl cn=Userz cn=User3 cn=Uzer4 Users

a3

12 % LDAP 2R L4544

JWil ASA, WILIYE LDAP 2RS¥ R. £ ASA FICE LT =47 B, Ple XAE LDAP )2
WEERP IR R AL E . FRICERE R BRAY, X e B AP 2 IR S5 M R R AR T
& H P BUR A58 43 o

. FAF AAA £ LDAP AR %5 25
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* L BRERETH

gz arEsE [

* LDAP Base DN & XI55+ I\ ASA WL BIFZAGHE KIS NI URTE LDAP JZ IR &5t = P 5 S
AR

* Search Scope & XAE LDAP JZ2 IR 456 I R VG . SR IRLLAE 2 IREi 4 LDAP Base DN T
T ZANGONEAT o 0] DUEFAT IR S A A R ILIE T 7 mgon, B, &l e BT
FLLONAE R, (AR RNz .

* Naming Attribute & X ME—iR% LDAP Jlg%5#% 145 H [¥) RDN. & Hdn 4 J@ P v A4S en GEH
ZFR) . sAMAccountName Fll userPrincipalName.
%Kl {27~ Example Corporation [JFEA LDAP 2R &5k . % T2 ka0, 18Re LU M 5 e X
R NRERWAFEAERICHE.

S —AMRERGIF, 24 Employeel 4#H T LDAP $2AULE Y. IPsec BXIHRS, ASA #5[i LDAP It
A RILE AN RIER, FEUILNFE Engineering 2 H1#% Employeel. JLIMRIHEEIR R,

EHEANCERBIT, ASA KiE—MERIUGK, e R% 4N 1t Example Corporation P2
Employeel. b2 755 5 KIS [A] o

4 |LDAP Base DN BEEE wREE &R

=

1 group= Engineering,ou=People,dc=ExampleCorporation, dc=com — AN cn=Employeel | 32255 f&F 155 R
2 | de=ExampleCorporation,dc=com TR cn=Employeel | 482z i) 45 K

43 %! LDAP PR 55 =%

ASA ffi % 5% DN UG 5% 5 LDAP IR 45 a8 2 A54F (UF5E) o 4T Microsoft Active Directory
SR (BN SOy 563E . FAERgIIE ) I, ASA AT LUE FAUR S D 18 5 DN BH 7485 . fildn,
&5 DN Al REEH AD “Member Of” $55€ J& T Domain Users [—3# 2 H F1 o XFT VPN 608 #
ek, B DN T2 THAIRRR, 1 HAA 22 Account Operators AD ZH /147

DL 2% 5% DN 11—l
cn=Binduserl, ou=Admins, ou=Users, dc=company A, dc=com
ASA SCFFULUR S BE T ik
* P51 389 1 AR A I 2 A AT ] 5. LDAP S350 1iF
* {ri 11 636 AT %4> LDAP (LDAP-S)
o ] PG 3 I6IE F 22 4 )2 (SASL) MD5

* SASL Kerberos

ASA ASCEF AR By Kk o

FAF AAA 1 LDAP AR %5 25 .
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ER {EN LDAP &), ASA SRR iR 9EE BOh K .

LDAP = RR 5

ASA T KLU R EEIN#E H LDAP H Xt 7 8E4T S 43 364E «

* VPN ZF& 5 7] FH J

o [ KBS 2% 5 In)/ ELEAREE 21

o VOESEIALE (R HIEEAUBEE) it ACL. 1525%13¢. DNS 8 WINS %, LA 2 it

o

o FEAHZH SR P OB
ASA fli il LDAP J& 1 WL A LDAP /7 @ PEs ik ASA JE . 751 LUK I 48 Ja8 1 LR 4 s 34)
LDAP Il 45 23 80R SLM R o S0 vl DL 7 B 4 e 1 e o

LDAP J&VEM A SR 2@ E. Bt R 224 AD 4419 b1, I H LDAP &N 5%
ANZHVEHC, WARPE VLRSS H 7 BRI IE FEAE

SLEME ] R RS ThRE, 18752 T % LDAP JBPEAFRAMEL, LU ™ 5 SO A4 FRAME .
BRI 1Y) LDAP Jai 5 (1 44 B LA S 20 K T s 2 7 2 S P (1 37 A 4 -

* IETF-Radius-Class (ASA 8.2 B¢ & il A1 ) Group Policy) - HR¥ H &I 1 H - 40 (ot
Microsoft Active Directory memberOf) Je& P8 1 & 41 g . 2H 5 J& VK5 IETF-Radius-Class J&
P54l ASDM V6.2/ASA V8.2 Bl 5 Sifii A% o

* IETF-Radius-Filter-Id - 415 [ #2515 £ 5% ACL M.+ VPN % ). IPsec F1 SSL.

* IETF-Radius-Framed-IP-Address - 4 U070 B I AS TP kb 73 B 21 VPN G R2 U5 7] %5 )1 i« IPsec Al
SSL.

* Bannerl - /£ VPN IR U ] Fi] 77 85 N Sl s SCAS A o
* Tunneling-Protocols - ##E U7 0] 288, ARVFEFEAL VPN I ) ) 231 .

A

AR N LDAP JEMEMU W IS — AN E M. AR MR 2 LDAP R4 %
Wi —~ LDAP J@ 1 o

AAA £ LDAP AR 55 =3 N
HA

AT AERE AAA ) LDAP JIR g5 s Z iy I A 257 - AE MR A1 o

. FAF AAA £ LDAP AR %5 25
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IPv6
AAA R5#3 7] LU A TPv4 B IPv6 Huhil.

HoAth A
* ASA ERCE M TViH Sun H k1K) DN A Z00n] AVS ) 20k 55 #s BB B RS s . i U H
S DU AT B S B R IH] E D DN 8, ] BLKE ACL TR BR A B IS ems L.

o HARTE R SSL B E LDAP, LUF X} Microsoft Active Directory F1 Sun A 45 4% o F 25 i &7 3

* ASA ANZFHIFT Novell. OpenLDAP 1Al LDAPv3 [ &Il 55 s HEAT 3 A0 5 L,

o FIRA 7.1(x) T4, ASA KAl A LDAP HLHIFRAT & 4 B0 UE A AL, 1A 7575 2 BRI o
s CEBEUT I LU % 200 MRS 2L, 78 A N REAME R T LU 4 MRS 2R 4L

« FERBUU TR T A R E 16 MRS, 2 BEUR AL LA 8 MRS #5.

o M PGSR, WIBSTERCE IR — MRS A FLR, — IRV —/> LDAP k%4, B2
Zam MmN A 1o WAL T RS S AN T, AR A B R G R [FE vk (I PR B
BRI FIFERD I, ASA M SLRAHBIE E . R BA R T, ASA K4k E:24R LDAP i

55t o

B & AT AAA B LDAP AR 55 2%

AHAHUTECE T AAA ] LDAP IR452%.
PUE

W1 BLE LDAP JEMEMS . WSS IIACE LDAP JEPEIL , 25 5 7.

FIE2 NN LDAP lR45 %541, 1S IANCE LDAP JIR5s#e4l , 257 .

PR3 (A1) M LDAP JIj 5 s e B AL AN R T S B b HL I 4 . 75244 ] LDAP 24 VPN fic
BERAL, 10 0.

i & LDAP |Z 4R 5+
PILE LDAP JEMEMLYS, EHATCL R DR

UK

T QUERIATEN LDAP JEEm .
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Idap-attribute-map map-name

il
ciscoasa(config)# ldap-attribute-map att map 1
HH P SUIJE PR A4 PR T sy 21 R E 1 o

map-name user-attribute-name Cisco-attribute-name

i

T AAA i3 LDAP BR55 2 |

ciscoasa(config-ldap-attribute-map)# map-name department IETF-Radius-Class

K P 52 SRR ISR 1 TR S5 21 Y SR Jes 1 (R OB e P B
map-value user-attribute-name Cisco-attribute-name

i

ciscoasa (config-ldap-attribute-map) # map-value department Engineering groupl

e R 55 o L P IR 1) AAA IR 55 a4l

aaa-server server_group [interface name] host server_ip

i

ciscoasa (config)# aaa-server ldap dir 1 host 10.1.1.4

W Je Pk R A 28 5E 3] LDAP iRk 55 45%
Idap-attribute-map map-name

T

ciscoasa (config-aaa-server-host)# ldap-attribute-map att map 1

Gt

FA B R WA 3T 44 accessType ¥ LDAP JE PR BES 1GR3 ASA. accessType J&

ARERA FHEZ —:
* VPN
* admin

* helpdesk

. FAF AAA £ LDAP AR %5 25
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mEwapszd [

FHEREAMES ASA ZHF I A — /N2 IETF-Radius-Service-Type J& AT ¢ &R«
remote-access ({5525 5) Outbound. admin (J5:257%! 6) Administrative Al nas-prompt
(MR%-25% 7) NAS Prompt.

ciscoasa(config)# ldap attribute-map MGMT

ciscoasa (config-ldap-attribute-map) # map-name accessType IETF-Radius-Service-Type
ciscoasa (config-ldap-attribute-map) # map-value accessType VPN 5

ciscoasa (config-ldap-attribute-map) # map-value accessType admin 6
ciscoasa(config-ldap-attribute-map) # map-value accessType helpdesk 7

ciscoasa (config-ldap-attribute-map) # aaa-server LDAP protocol ldap

ciscoasa (config-aaa-server—-group) # aaa-server LDAP (inside) host 10.1.254.91
ciscoasa(config-aaa-server-host)# ldap-base-dn CN=Users,DC=cisco,DC=local

ciscoasa (config-aaa-server-host) # ldap-scope subtree

ciscoasa (config-aaa-server-host) # ldap-login-password test

ciscoasa (config-aaa-server-host) # ldap-login-dn CN=Administrator,CN=Users,DC=cisco,DC=local
ciscoasa (config-aaa-server-host) # server-type auto-detect

ciscoasa (config-aaa-server-host)# ldap-attribute-map MGMT

DL R 7] 358 B ] 2R JE R LDAP J& 1 2 BRI 58 3851 4K«
ciscoasa (config)# ldap attribute-map att_map_ 1
ciscoasa (config-ldap-attribute-map) # map-name att_map 17
ldap mode commands/options:
cisco-attribute-names:

Access-Hours

Allow-Network-Extension-Mode

Auth-Service-Type

Authenticated-User-Idle-Timeout

Authorization-Required
Authorization-Type

X509-Cert-Data
ciscoasa(config-ldap-attribute-map) #

BcE LDAP AR 55 284H

ORI E LDAP RSS2 41, KRG AZA TN LDAP R4 2%, i&HAT UL R0,

Fi&Z miI
BRI B PERL S, ARG A RE ] LDAP RS 2540 75 i LDAP R4 2% .

- A WS S R A

aaa-server server_tag protocol |dap

i

FAF AAA 1 LDAP AR %5 25 .
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T AAA i3 LDAP BR55 2 |

ciscoasa(config)# aaa-server servergroupl protocol ldap
ciscoasa(config-aaa-server—-group) #

%\ aaa-server protocol fir I, RV UEN aaa-server 1AL E B
FEAEZR T —IRES20T, S 4P LDAP RS 251 I AAA =45 B KB KA R 11
BRE .

max-failed-attempts %i &

-

ciscoasa (config-aaa-server-group) # max-failed-attempts 2

number ZHFTEH Y 1 42 5. BRIMEN 3.

A A S A (APRE PR R)) BCE T R 5 2k Be B IRBR L], JF B2 i Py ik 5543
TCAEWING, SN TER  WPREAZ A TE N, Il mR T RS sl e 10208 CGER
WED WORFFFRIC A TR, DA ORI BN Hofh AAA T SRAN 2 2B R 2 IS5 dn L, T 7 B
MIERRT k. L SO TC I NI E], 752 00— 0 [ reactivation-mode i 4.

WERAATIRGR IV, ) ASA R4k e F iz 4 rh iR I g5 4
g F T EFT IS AL P OB IR 55 2 A i CHEPTOG SRS D &
reactivation-mode {depletion [ deadtime minutes] | timed}

Tl

ciscoasa (config-aaa-server-group) # reactivation-mode deadtime 20

depletion S8 5 I TAUAELLH IO T AT Ak 55 s A T AR Bl IR A8 i 4 JFT IO i Al 55 s o

deadtimeminutes SC 8 72 Kort T TR MR T AL Hh 1) dee e — A 5% s BBt s S087 /5 B A iR 554 i
Zol i), YT 0 2 1440 (RAAMEPO BAAL) 2 0] o AN 240 [l iR 38 A s Rt e I, 280 )
TR ATEH]; SRS IERAEAS I S, ELRRIN TR 45 ERIMECA 10 208

timed SCBE I T-7E 30 AP (R4St AILIN T i T o e e 25 4«
PU LDAP 4545 LL AT @K AAA RS 44 .
aaa-server server_group [(interface_name)] host server_ip

il
ciscoasa(config)# aaa-server servergroupl outside host 10.10.1.1

WRATRE (interface_name), ] ASA BRI AIERHZ .

LR\ aaa-server host iy 21, REUK 2k aaa-server THUAC B . MRIETFFEE, &8 H FHLAC
ERA MM E AAA IS4

. FAF AAA £ LDAP AR %5 25
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mEwapszd [

ERAI T AT LDAP RS54 2, BLAOHTH) LDAP JIR g5 s & SO BAT i & I BOAE. 10
PRGN (BL “-” o), WM a2 1% (H .

&R 2 EHEXHSTEIAME

we ZINE 15 AR

Idap-attribute-map — _

Idap-base-dn — —

Idap-login-dn — —

Idap-login-password — —

Idap-naming-attribute — —

|dap-over-ssl 636 WMRREE, W ASA ¥ sAMAccountName ] T- LDAP i3k . TGt
SASL it 2 W3, #in] Lt SSL R {R4 ASA 5 LDAP JIk 45 8] )38
fFo WHKECE SASL, WsmEIHiGE T SSL KR LDAP A7 .
f& T LAgH reference-identity #xUar AL & ASA HI 15 1 LDAPS (SSL)
MRS SmGIH SHr 2R FLE G, ASA RS A T L E I ICFL 4 fF 50 E
aaa-ldap 245 7% crypto careference-identity <name>. WIS IEAE & 4
FREL SAN A BIPCRCI, 553 Wi ] reference-identity 48 % [ FEHLA
fERT, 2%

Idap-scope — —

sasl-mechanism — —

server-port 389 -

server-type autodiscovery | {15t [ S I TCIEA & LDAP 25 28287, I H G501 IR 25 %42 Microsoft,
Sun B0l A LDAP fk454%, W) DLTF-3)0 & IR 55 4 2K 8L

ssl-client-certificate - ASA NAE R % P e B4 R4S LDAP IRZSFIUET . ¥ LDAP JIR45 4%
e B A ISR P ey, W FFEIE TS . a4 25UE H Idap-over-ssl. 1R
AECEUET, 4 LDAP IRFFRZERET, ASA ASEALIEF . Wi LDAP /it
25 PN E A T BT TS, W22 4 LDAP S5 ik se i, H S ir/
PR SRR R

timeout 10 #» -

FAF AAA 1 LDAP AR %5 25 .
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B =5 war 5 venEEER

A5l

LT 748 356 B 2 4] TiE 44 4 watchdogs () LDAP R 45 2841 3f 1% 20 Hh 43 i LDAP R 45 25
T AR € XA BE E LDAP RS54 0TW7 (150 H, Pk ASA A XA IR 45 2 5 24
IIENIN(E

ciscoasa(config)# aaa-server watchdogs protocol ldap

ciscoasa (config-aaa-server-group) # aaa-server watchdogs host 192.168.3.4
ciscoasa(config-aaa-server-host)# exit

ciscoasa (config) #

£ LDAP /5 VPN B &%

o

B LhHE4T LDAP H J B3 BIE LAHEAT VPN Ui in) f5, ASA #4751 LDAP R4 2%, R4S 2543% Bl LDAP
JEME . X JE PRI AR T VPN SR IR s . LLX R 5 U8 H LDAP W] — 25 58 1l 5 4 i i
FFZRL

B, FEEUL R Al RET B S S RAE L] 2 R i FLAR TR LDAP H SR 45 3% 1428, i,
WA SDI 8lE B IRSS S8 BAT S 56, MIARRFIFAUE S o X T X GO0 R A 3, &)
LE S B0AIE N 5 2530 LDAP H 3k, 43920 58 i B 0 B0 AE FFZ AL

IEA ] LDAP ¥ & VPN H ' #AL, iE AT UL R B IR,

B A% 4 remotegrp (1) IPsec V7 [AIBEE 4]
tunnel-group groupname

Tl

ciscoasa(config)# tunnel-group remotegrp

W 1R 55 s AL RN % T AL HEA T OB
tunnel-group groupname gener al-attributes

il
ciscoasa(config)# tunnel-group remotegrp general-attributes
PR L) O 256 T B AAA JIRSS SR LAREAT AL

authorization-server-group group-tag

T

. FAF AAA £ LDAP AR %5 25
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ciscoasa(config-general)# authorization-server-group ldap dir 1

A5l

HARAT AT TR 0 SR R A AU O ir & R0, A0 DA R 79 35 W H] T4 LDAP 147
MRS R, RBEEIE A4 remote-1 1 IPsec IEFE) [l FEIEAL, JF¥5HTBE
AL FE 2N S AT AU (1Y 1dap_dir_ 1 AAA IRG-4 4 LAEAT R AL

ciscoasa (config) # tunnel-group remote-1 type ipsec-ra
ciscoasa(config) # tunnel-group remote-1 general-attributes
(
(

ciscoasa (config-general) # authorization-server-group ldap dir_ 1

ciscoasa (config-general) #

FESE L RC & ARG, A T LB A A LR S, BoE I LDAP A S4, W H
SKE . IR F SR A AU H A R ATEH -

ciscoasa (config) # aaa-server ldap _dir 1 protocol ldap

ciscoasa (config-aaa-server-group)# aaa-server ldap_dir 1 host 10.1.1.4
ciscoasa(config-aaa-server-host) # ldap-login-dn obscurepassword
ciscoasa (config-aaa-server-host) # ldap-base-dn starthere
ciscoasa (config-aaa-server-host)# ldap-scope subtree
ciscoasa (config-aaa-server-host) #

i1 FH T AAA 1 LDAP AR 55 &%

TS H T AAA [ LDAP IR 251015 B, 1SR L s
* show aaa-server

M4 WoR CRCE ) AAA IRES 2405 B 11T clear aaa-server statistics iy 4 Al FRx AAA AR
22880 HE H .

* show running-config aaa-server

4] s AAA RS 281217H0E . i clear configure aaa-server iy 4 mliEFR AAA RS2
[

FAF AAA 1 LDAP AR %5 25 .
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T AAA i3 LDAP BR55 2 |

FiF AAA B9 LDAP AR5 287 SRic &

% 3 AAMBE BT LIRS
INEE A TR FEERRA 15 BA
T AAA ff) LDAP JiR45 7% 7.0(1) LDAP RN EXT AAA FSCFF U anfal il & LDAP IR

Cig

FINT L4

username. aaaauthorization exec authentication-server .
aaa authentication console LOCAL . aaa authorization
exec LOCAL . servicetype. Idap attribute-map-
aaa-server protocol. aaaauthentication telnet | ssh|serial}
console LOCAL . aaa authentication http console
LOCAL . aaaauthentication enable console LOCAL .
max-failed-attempts. reactivation-mode. accounting-mode
simultaneous. aaa-server host.
authorization-server-group. tunnel-group. tunnel-group
general-attributes. map-name. map-value.
Idap-attribute-map.

T AAA [F4E ] 1Pv6 Hidik [ LDAP %45 [9.7(1)

FLAETT LU TPv4 B IPve HikikFH T AAA RS 2%

FENA T AAA RS 58 20 R0 IR 55 28 (ks F PR | 9.13(1)
ERYEINT o

T LABLE T 2 AAA S48, 7 SR, &
PLCH 200 AAA RS 2520 CRT—ANPREIN 1000 o AE21E
SRR, BATLURE 8 (BT —NBREI A4S

HAh, fE2 R, BT DA A NCE 8 MRS Ay (B
AT —ABREDN 4 MRS ES) o HuE S A4
il 16, REFAAR,

BT LR i A DL 21X B FR i . aaa-server
aaa-server host.

AHH. LDAPS &} 565iF 9.18(1)

AT Lk ASA BLE % b1y, DMEAETE SRIE T &5
Gy E R P LDAP g5k . IhRefEid SSL i
LDAPRER . 415 LDAP 45 #3AC &k 75 ZEX AR 15,
224> LDAP 2l Jovkse i, It H B S A AUE =k
PN

W T LU R4 sd-client-certificate.

. FAF AAA £ LDAP AR %5 25
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