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TR 45 5 E2E 33 W il A 6 (1) MIB cPtpClockTransDefaultDSTable. cPtpClockPortTransDSTable
o
CISCO-PROCESS-MIB; cpmCPUTotallminRev
1.3.6.1.4.1.9.9.109.1.1.1.1.7.1 cpmCPUTotal IminRev HSREESEAE
1.3.6.1.4.1.9.9.109.1.1.1.1.72 & A

1.3.6.1.4.1.9.9.109.1.1.1.1.7.(n+1) A
* 3.6.1.4.1.9.9.109.1.1.1.1.7.(n+2) - KA R G CPUM A H /0 Lk (I

{5 S SRR 3.6.1.4.1.9.9.109.1.1.1.1.7.1 1[I &% CPU 1
FHRAFD o

* 3.6.1.4.1.9.9.109.1.1.1.1.7.(n+3) - Snort *F-#4 CPU 1 [ Z 74> Lk
(T snort S A SME D

* 3.6.1.4.1.9.9.109.1.1.1.1.7.(n+4) - RGHEFET-H H 40
( “Sysproc” %o [P FHAIMEHD

FEFRIPaRF GRFD
FRI AW GEAT 3L MIB.

= b FEpaER GEED

FERBHFN MIB ZFR Varbind %13 it AR
authenticationFailure - XTTF SNMP %8 1 iRk zE 2 iit, SNMP igskpig
(SNMPv2-MIB) 1Eff. X SNMP 28 3 i, %R auth 5% priv

ff, WAk s PDU AR B

snmp-server enable traps snmp authentication -

FHIXBERE B (1) 0 o
bgpBackwardTransition bgpPeerLastError. bgpPeerState snmp-server enabletraps peer-flap w4 1T )5
cemCLIRunningConfigChanged ccmHistoryRunningLastChanged. snmp-server enable traps config iy 4 H )i HL

(CISCO-CONFIG-MAN-MIB) CCmHiStOryEVentTerrninalType

oo |



| snmp

s cam

FEFHAD MIB & 7R Varbind %13 L ER
cefcFRUInserted entPhysicalContainedIn snmp-server enabletrapsentity fru-insert #
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(CISCO-ENTITY-FRU-CONTROL
-MIB)

entPhysicalContainedIn
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entPhysicalName. entPhysicalDescr+
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snmp-server enabletraps entity power-supp
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cikeTunnelStop
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snmp-server enabletrapsipsec start 4 -
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crasNumSessions. crasNumUsers.
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snmp server enabletrapsremote-access session-
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ciscoUFwFailoverStateChanged
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snmp-server enabletraps cpu threshold rising
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linkUp ifindex. ifAdminStatus. ifOperStatus P B BERR T IS BB
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mteTriggerFired mteHotTrigger. mteHotTargetName. snmp-server enable traps memory-thresholc

(DISMAN-EVENT-MIB)

mteHotContextName. mteHotOID.

mteHotValue. cempMemPoolName.
cempMemPoolHCUsed

H3# %0 . mteHotOID & 'E A cempMemPoolk
cempMemPoolName 1 cempMemPoolHCUse

mteTriggerFired
(DISMAN-EVENT-MIB)

mteHotTrigger. mteHotTargetName.
mteHotContextName. mteHotOID,
mteHotValue. ifHCInOctets. ifHCOutOctets.
ifHighSpeed. entPhysicalName

snmp-server enabletrapsinterface-threshol
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natPacketDiscard iflndex snmp-server enabletraps nat packet-discarc
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ospfNbrStateChange ospfRouterld, ospfNbrIpAddr, snmp-server enable traps peer-flap fir4 -
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warmStart - snmp-server enabletraps snmp war mstart f
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NRA TR S SNMP R E S THHE SRR ZER . R~ 1 75T showinterface iy 4 1 show traffic
A MEWHEZEMBE TG BPHER. »~F 2 B/-4T show interface #iy4H1 show traffic fir
A5 VLAN LB O g5 B an R g B2 T4 showtraffic iy & s (R H

& 6RO VIAN 2 OB SNMP RESITHER

w51

i 2

ciscoasa# show interface GigabitEthernet3/2
interface GigabitEthernet3/2

description fullt-mgmt

nameif mgmt

security-level 10

ip address 10.7.14.201 255.255.255.0
management-only

ciscoasa# show traffic
(Condensed output)

Physical Statistics
GigabitEthernet3/2:

(in 121.760 secs)
36 packets 3428 bytes
0 pkts/sec 28 bytes/sec

received

Logical Statistics

mgmt :

received (in 117.780 secs)
36 packets 2780 bytes
0 pkts/sec 23 bytes/sec

AR 7 81 i 7~ A 0 1 R B2 1117 SNMIP 4 481115 &L o ifInOctets {H#1T T show
traffic fir &4 i o Bos B ST B, (HAEIE TI2E g Bt .

FIE ) ifIndex:

IF MIB::ifDescr.6 = Adaptive Security Appliance ‘mgmt’ interface

T FERE O 485 K ifInOctets:

IF-MIB: :ifInOctets.6 = Counter32:3246

ciscoasa# show interface GigabitEthernet0/0
interface GigabitEthernet0/0.100

vlan 100

nameif inside

security-level 100

ip address 10.7.1.101 255.255.255.0 standby

ciscoasa# show traffic

inside

received (in 9921.450 secs)
1977 packets 126528 bytes
0 pkts/sec 12 bytes/sec

transmitted (in 9921.450 secs)
1978 packets 126556 bytes
0 pkts/sec 12 bytes/sec

VLAN W &B# ifindex:

IF-MIB::ifDescr.9 = Adaptive Security Appli
IF-MIB: :ifInOctets.9 = Counter32: 126318

oo
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snmp 2 3 kgigtiz ]

SNMP 25 3 [ #itiA

ZEIRE

SNMP 2H

SNMP

SNMP £

SNMP 2 3 iR AEEE 1 AEER 2¢ FRT A I 2 A3 D) Re. SNMP 58 1 WA 3R 2 hi A SO A A
SNMP J 45 2% Al SNMP 2 2 [ A4 4s . SNMP 55 3 Ji ) 2 A WS/ AR s 0 T 5 473 56 TE AN e A
IR, AL, AR ARIE I 3 K e AR (USM) RIIEF- R B (K i P2 A 28 (VACMY) F il 3t
SNMP ALEHT MIB X % (V5 ). ASA 3SR SNMP 2R, BLK k2242 SNMP 345 i HIA%
iS4 56 UE R0 5 I 1 L

JATICE, G G RAEARARARE I 2 Rl s B e SN T TP A, ey B
Y

* NoAuthPriv - J& & 4yl HICKEFA,  BMAG AN BN 224 508
* AuthNoPriv - 7 G BAE(HIC AL, B H R AT S ik
* AuthPriv - 5 Sy RAEFF AR, SR T B BT 5 3 e I 0 .

SNMP 412 7] L 7 ds in 21 r 7 1) 325 0 S « - 80~ SNMP 41 1E & 2241, JF5 SNMP #1156
. SNMP 414 ] s 255 SNMP 41 (#) 2 QU Hd . IX S8 25045 2 SNMP 20 Y 19 P A3 T 1) 5
PYISAE FIFAFAZK IR . A5/ SNMP 21 42 B/ 22 R 6 A 2 e —

SNMP H M BRI 4. HP BB SO Riubsis . s, LU B S0 56 ir
MOS8 . S E Sk T4 4% SHA-1. SHA-224. SHA-256 HMAC F1 SHA-384. fin& 5ykik
T4 3DES Fl AES (7F 128, 192 F1256 kgl A o QI P B, 20k L5 SNMP 21 AH G I
WIE, H PB4k Rz 2 i

)

AR JCE SNMP v3 KN, R DR D ARSI A B A T K T N A SR

SNMP T HLJ& SNMP 3 S0 A1 BT A& 26 1) 1 TP Huhik. 2200 & SNMP 26 3 it EALA H g 1P duhl, 26
MEEH 4, BOBEPHMUR R ERCE A 7 . SNMP H bx 1P bk Fl H bS5 FR(E ASA [
ZME— o B~ SNMP EHLH BE A — NSO 7 44 . ZEHl SNMP FABIF, 757578 Iin snmp-server
host 74 5, TR NMS B H - RUERL & 5 ASA IR UEAHUTAL

\)

AR O RZATLURIN 8192 & T, HZ, HrpiY 128 &R TR,

e



SNMP |
B asamzsios sz sinEs

ASA FnE7} 10S B BRI SE M E R
ASA 11y SNMP 55 3 Wit St /E AR 75 T AN ] T X8R} 10S i) SNMP 2 3 i Sk i
o AHLG BRI RE S 9 ID Y AR E . AHLS 9 1D ZAE ASA Ji B sl G g 1% S A
o SRR TR U7 ) 4, 3350 MIB 3 S A2 B .
* SZEFPR LA R MIB: USM. VACM. FRAMEWORK A1 TARGET .
o TR ZIUE FH IEA 1 22 AR gt P R AL
o TRDBZREZ E A OB IR P 2R E AL
* fliF] snmp - server host iy 2@ ASA FLNLL o4 N SNMP Ji &

SNMP %%t H & iH B 15k

SNMP £ g5 4 212nnn [ITEA R4t H W . R4 HEWN S e e 0 e 2 EHLE B SNMP
i3, SNMP FlE. SNMP {518 F12K H ASA i, ASASM [1] SNMP i 3[R A .

ARARGHEHEMEAEE, HSH RS HEN R,

)

ER W SNMP R4 H G B S (£ 4000 4/F8) , WU SNMP #8145 I8

MARFME=ZATEH

1798 SNMP SCFFINfE B, WS LT URL:
http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd _technology support_sub-protocol home.html

AR =7 T HALBE SNMP % 3 Jit MIB H{5 ., 52 LLF URL:

http://www.cisco.com/en/US/docs/security/asa/asa83/snmp/snmpv3_tools.html

SNMP &£
KA AR SNMP 22 B A .

PR TS FNEEREE T

* ¥4 SNMPv3 H T AR BB A R I, AT U SR AE T 100 VA N (1) B A 8 % B B e g B 4
W%, WSNMPv3 FH PR ZHIRIH B . 02506 SNMPv3 I 505 In /32 FH e 4%
DLBR I - B B0, mT DA HAE s & BRI - (SNMPv3 H P RI4 2 o
FESE RS B 4 o NI B A A BB A o EORCE RN, rid el R R
1 N\ snmp-server user usernamegroup-namev3 fiy4, B B R a1 priv-password
JEIGURI auth-password 126 52 2 21 H i/ 46 FH 4

oo


http://www.cisco.com/en/US/tech/tk648/tk362/tk605/tsd_technology_support_sub-protocol_home.html
http://www.cisco.com/en/US/docs/security/asa/asa83/snmp/snmpv3_tools.html
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IPv6 N (ETE ASAELS)

o] LUl IPve &5k AL E SNMP, LUME IPv6 EHLREM AT SNMP &), 1 MIizT IPve #1145
$2K SNMP J@ 4. SNMP ARHEURIA DS MIB Cib 471858, DL HF IPv6 G-k

IPv6 Firepower 2100 £

Firepower 2100 121744 4 FXOSIHEJZB-E RS0, JFRIN SCRr & il (BRIAD AP 68 1520
¥ Firepower 2100 ¥ & A & #5 5F S A

PSRRI, AZLE FXOS HHRLE IPve 9 HE 1P Hihk. LU R /RPIlCE IPve 559 B EE LRI G .

Firepower-chassis# scope fabric-interconnect a

Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé6-config # show ipv6-if
Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1

Firepower-chassis /fabric-interconnect/ipvé6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé6-config #

H g
s R FIBIT IR A A K H IR
o XV S8R 1) Firepower 2100,  GiA%8 1) EtherChannel (¥ % 0332 1, FF HANS A ok 02 4 11
I, G0 B EHEEAE FXOS H g SNMP,  ISZ R Thfie . BB RS2 5 mi

o XS8R I Firepower 2100, A SZREELAN i 03 1 ASA FaBE; 152 W EFL Firepower
2100 FXOS MIB %355 »

» AT Cisco Works for Windows B A 775 SNMP MIB-IT A5 #fE ¥ 301 Yo 25 4 fig #2 i SNMP
B3 i el 5 MIB.

* SNMP A FrilRE VPN BEE ST BT  (management-access v %)« X 131 VPN 1)
SNMP, AT AEIR R O A H SNMP. #8767 i F A BEV i) T RE Rl £E 2R Rl O _E A
SNMP. FR[E[$% 043&E H T SSH.

o ANHREE TR M 5], (HE VACM MIB ] 5] ' DUA 5 BRI 15

* ENTITY-MIB 73RBS S ARl H . 7E 3R BRAS 5P Ul IF-MIB $AT75 ) .

* ENTITY-MIB X} Firepower 93004 W M. #H, ¥ 1{iH CISCO-FIREPOWER-EQUIPMENT-MIB
A1 CISCO-FIREPOWER-SM-MIB.

o fEHHEY b, WEEF] snmpwalk Hi i K35 T (ifDescr) T E HOHT R 85 K 4B . ASA
FH—Fh &30k & SNMP £ i 1) ifindex . 24 ASA JHA B, 2006 4% ASA 192 T & I i)
JB 2 N2 ifIindex F . ARINE] ASA [HH: 02BN E] ifindex £ A%1% . BEEZOR
N, MBRECE M4, AT RES M E BT B IS -

e


asa-919-general-config_chapter2.pdf#nameddest=unique_55
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/mib/b_FXOS_2100_MIBRef/about_cisco_fxos_mib_files.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/mib/b_FXOS_2100_MIBRef/about_cisco_fxos_mib_files.html

SNVP |
B suwe e

7 snmpwalk v A4t OID I, snmpwalk T 222 F# 45 OID R IKFTH AL &I iR
HAH. Kk, EEAFERES NG miL, EHRE ssompwalk iy 2 H$¢4E OID,

% F ATP SSM B¢ AIP SSC AN SZFF SNMP 5 3 filt
ANSZHE SNMP 73K

ARIFE ARP (5 BRI R .

AN FF SNMP SET 4

 {fi ] NET-SNMP % 5.4.2.1 Wi, {25 AES128 In#s Bk iiA . A% AES256 5% AES192 I
S SRR

 WAREE R T E SNMP A T A—EUIRZS, WS BLA T B 3T X
XFT SNMP 5 3 hit, A% UL R IBPREATRCE : 41, F . L

%} T- Firepower 2100, 41Hid % % B L O FLE SNMPV3 I, BT SNMPv3 i F#n] LS 15
RSN I ARLE EHUACE T I .

o PPy k% 3100, snmpwalk iy &AM FEE 54 1) FXOS mib.
TEMIBRAZ |, 2 RN S A G T a P
TEMBRH P 207, B iR B E 5% H 7 4 R E L.

U SR e R g 2 O T B BN e TR 4L, JF HACRZ AL 2 e O34T 1 5, U
WITHL PR AT AR $84 «

o WAL P
o A
o R TG

.

NSRBI B 52 LB KRB0 MIB % 574210 D il o
FITAT (R SRAN B B L BEAEERIATK) Read/Notify View 13RI .

LEE R, 5o 4 il connection-limit-reached [ABF. BA BB, R0 Uk ) B B i i A
PSR E £ SNMP 4545 £

T8I 2 LA I 4000 & ML, (R, X 128 G rlH T Fapt.
SCRERITE AW H AR SEOR 128,

BT LA ST P 280 G AR R B8 Ik EHLAL AN ) ML
TATLO 2 AN P — & BRI

& LLZEANF] 1) host-group i 2 a8 & M4 S o — AN EHLALTRE I E SR A [
IS G A PRS2

o WSRM R R LA B Al ALV B N, RGeS A i & 1 LA P O e I E R
BUE T

.

3

oo
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o FEHUEREUAE R ST H T12817 6 2 146 2 741 .

* SNMP K IE I B R/NME BB 1472 7745,

* ASA SZEFREAME S SNMP AR 55 3% FEBIF AT ECAS 32 B . show snmp-server host iy 2 H AW i
TNIELERS ) ASA BTGB ENL, DL ASHCE I EHL.

MBS HERR IR
 BHAIREIOR A NMS [ NS K SNMP 2EF2, 35 A LU fir %

ciscoasa(config)# show process | grep snmp

TR A SNMP RS H S EIFRHLE RTE ASA 16 B, WA LI T4

ciscoasa(config)# logging list snmp message 212001-212015
ciscoasa(config)# logging console snmp

LR SNMP JEFE IEAE SR MR A, R LL T i 2

ciscoasa(config) # clear snmp-server statistics
ciscoasa(config) # show snmp-server statistics

LT SNMPv2-MIB (1] SNMP 4.

BRI SNMP £l fLili ik ASA JF45 M SNMP i#EfE, TEHIALL Fir 4

.

ciscoasa(config) # clear asp drop
ciscoasa(config) # show asp drop

U 2R NMS Joi B KT 5 sl RIEFRAEBER 3 ASA A NBAFF, V540 20d0s G0 3eff o 1)
A, TR i

ciscoasa (config)
ciscoasa (config)
ciscoasa (config)
ciscoasa (config)

# access-list snmp permit udp any eq snmptrap any

# access-list snmp permit udp any any eq snmp

# capture snmp type raw-data access-list snmp interface mgmt

# copy /pcap capture:snmp tftp://192.0.2.5/exampledir/snmp.pcap

* NS ASA AIEPUAIAT, T IE IS AT DA N A ERREUE OC M 2% 40 $h A 015
« XFT NMS FCE, EIRECCL N E R
RIS U HL
FTHEL
5% 1D 2 Af
A4 IR P 44 FH 2505
« KL R4

| e
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show block
show interface
show process
show cpu

show vm

o WIHURAEEE AR, WIS B EILES R, TR I SC2E R show tech-support iy 4 % k% 3]
TIFE} TAC.

o WA R VF SNMP it itk ASA #2111, 5 n] BEik 75 2248 H icmp per mit #iy & o172k [ I 2 SNMP
45 28 1) ICMP i 2.

* $WAT SNMP @7 #E I, ASA ¥4 #H MEMPOOL DMA 1 MEMPOOL Global SHARED ittt
IR . X AES P EUS SNMPHISCICPUNFE S EA . BEMRIL B, 8 %1 no
snmp-server enableoid iy 2581554 R L =M AH DG OID. AR FII, A7t OID Kz [n] 0 <7

B

o

o MIRAE— /NG SK TP Af ] SNMPGET X}k 2 OID #E47 48 1) ASP EFE i1 sy, 75 EH 24 1H ASP
EFETERE, XS SEE S CPU . Bk, BT s e 2 s mE - ey, Jf
FEREA IR LA SNMPGET SKIRHUX LR, LA/ %f CPU (150 .

* AREZHEEAFRRAE R, S LT URL:
htp:/Avwwcisco.com/c/enfus/support/docs/security/asa-5500-x-seties-next-generation-firewalls/ 116423-troubleshoot-asa-snmp html

ME UL E SNMP.

i

FIE1 )5 H SNMP AR SNMP IR 55 5%
HIE2 it SNMP [FEB.
I3 Pl E SNMP 55 1 A 2¢ RS HEk SNMP 4 3 [R5,

/2 A SNMP X IEF0 SNMP AR 5528

L FH SNMP AR AT SNMP JIR45 28, 54T UL NP IE.

oo


http://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/116423-troubleshoot-asa-snmp.html
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UK

7E ASA L) H SNMP REERT SNMP %545 . BRINTEHL R, SNMP fles#s 2 H o

snmp-server enable

Tl

ciscoasa(config)# snmp-server enable

BcE SNMP [&fH

FEFR E SNMP AR AE Rl Wl AL g B DL R o) JLIRC AR IF 06 2 NMS, 53T BL PR

\}

AR P SNMP SR SE G BN, SNMP ZERE AT RE Tl FEAREI M M 2 rh i) 22 D205, SRR G0
e WERBCEIARGIEIR . RIEEITERECHE, ATLLEREHS ] SNMP AR 28 H BB 1k,
T LLBd 5 B ARS8 H AR B A 200 -
i

A FARE . FEPEAE & BT A BB A 2 NMS.

snmp-server enabletraps[all | syslog | snmp [authentication | linkup | linkdown | coldstart | war mstart]
| config| entity [config-change| fru-insert | fru-remove| fan-failure| cpu-temperature| chassis-fan-failure
| power-supply] | chassis-temperature | power-supply-presence | power-supply-temper ature
[1-bypass-status] | ikev2 [start | stop] | cluster-state | failover-state | peer-flap | ipsec [start | stop] |
remote-access [session-threshold-exceeded] | connection-limit-reached | cpu threshold rising |
interface-threshold | memory-threshold | nat [packet-discard]

IR

ciscoasa(config)# snmp-server enable traps snmp authentication
linkup linkdown coldstart warmstart

T8 A LUK R S8 H G EE B R IEFINMS . BRIARL S C 8 TG SNMP FRUEREBE, 7R
BT . BEAEF] IR SEREEE, 17548 F no snmp-server enabletraps snmp 4.

AN LA 2 MR EBEBER AL, WERIAY syslog FaRE. ERIATEOL T, <33 H syslog BaBit. BRIA
SNMP [ [F Bt 48 H S Bk L 5 H -

14 S5 [A] I L logging history fir 4 #il the snmp-server enabletrapssyslog fir 44 HE M % 4t H & MIB
A B o

e
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B SNMP FaBFIERA S T, 15481 clear configure snmp-server fir4. ZRIATEIL F 22 By
FoAbBEBE

A AR B e b m] I B
* connection-limit-reached
* entity

* memory-threshold

A Ik A HRA S R G s ) B (R 1 AR B B B«
* interface-threshold

FER—RETR, P AR A B B SR P PR R # T H

config [faBF 5 H ciscoConfigManEvent i 41F1 ccmCLIRunningConfigChanged %411, 7EiE H e & 5=
Ji o AR IR L SE AT

WS CPU i R KT Friid & IS S I pT e & A, MR G4 2B % cpu threshold rising FaBiF.

AU RGN A AL B R G NAF R 80% N, R Geaes W FILG 5t b /1 Ji memory-threshold BB«
BT AR P, AR T SR S NAAE B RS AL 80% I o A2 b e Bt

FLCRE AN R R R S A 2 A B D OB 7 oK i MR LS R B vl TR O BE 6 Bl

* Firepower 1000 R4 (LA TSR BE: chassistemperature. config-change Fll
cpu-temper ature.

iR SNMP A i 428 i s A% Je 2

FHE

HRCE CPU M AR BIME, AT L DB

UK

ey CPU B RN 1 M 42 0T B 1
snmp cpu threshold rising threshold_value monitoring_period
il

ciscoasa(config)# snmp cpu threshold rising 75% 30 minutes

T BR R CPU A F i Mg i n), 54 H b a4 10 no 1. 4R R i & snmp cpu threshold
rising fiy4, U0 B A R A (K BROAEL R B 70% I S 1 (B4 0 RV BRAMEL A B Ik 95% . BRI MR 3
BE N 1 4.

oo
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5 7 CPU BIE NG LARFEAE 95%, TCIERCE . & CPU BMEAIHE R RMETER A 10% 2] 94%. i
WA SUETE A 1 3] 60 2345k,

Bc B3R O R1E

LA EVELR COBE, AT RN PR

UK

Jict & SNMP 4142 11 (1) R o
snmp interface threshold threshold value

T

ciscoasa(config)# snmp interface threshold 75%

T ER SNMP Wbz R BI(E, W8T b2 00 no T BIE 2 o2 s 56 R R 1 7 4 B
15 SAETE A 30% 3] 99%. BRIE N 70%.

snmp interface threshold iy &\ ZE & HL I St T

Py R AR S DUAE ORI 2 B8 R 2 B %, AR GE S ) B L R B DR e B S k% . (X
B T S B A A A R O

B E SNMP kR 7K 1 SRS 2¢ BS54

LI

ZEACE SNMP 2 1 JREES 2¢ IS EL, iEHAT LU NP ER:

UK

¥R SNMP AN #lcE, Faan ML RSB RHE 1, IR RIAT LUEE 2 ASA 1) NMS 5 SNMP 4
FHBL ) R 1P ikl

{interface hostname | ip_address} [| ] [community-string] [ {|F /" 44 }] [%f 1] snmp-server host
trappollcommunity versionl 2cudp-port

i

ciscoasa(config)# snmp-server host mgmt 10.7.14.90 version 2c
ciscoasa (config)# snmp-server host corp 172.18.154.159 community public

ciscoasa(config)# snmp-server host mgmt 12:ab:56:ce::11 version 2c

e
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B s snmp i 1 stk 2c 054

Nil

8

trap S8 T 06 NMS IR FERE. poll S8 m] 6 NMS BRI A AR iETESR (38R - ERIA
MR, SNMP BB aH . BRI R, UDP 5k 162, #HIX S48 JE ASA 5 NMS 2 i) [f 3t
=, BHE AR KNERME, KERZADRANTRETFH. AR EHTH. BRIt
TPy publice ASA {1 FH S5 B 52 A5 N SNMP 53K 2 A% Blhn, #n] DUE A4k X 7455
okIgER A, RIGMTHE—F/ P ELE ASA ML, ASA TS E E&AH, It HARS
IR X B R SRAE RN, . {E, W SNMP IS 2l 2 s oS 2 s ke, g
T ASA B UFAE DX AT R DT RO . R I A X EAF R S, R RS (Bl CLI,
ASDM. CSM %) fU BN AT W, ISR 7 AF a2 ASA 2Bl 14
B — R SO

KPR E A TG SR ($81H) ISNMPRAS . version A FEi# F BTt i AS S5 AR 45 28 1015
BLLEVS I snmp-server host i 2 JE B RE M, TER PR ASA _EBCE [R5 UEAR [R] (1) A5 UE R IBE 2 NMS
E)EPRM

BEEANMLE SNMP 5 1 MRELES 2¢ ilid &8 AL X F55 5 .

snmp-server community community-string

IR

ciscoasa(config)# snmp-server community onceuponatime

pE i RN R R AT (L, @, 1, 8, %, ", &, *,\) EALC AR . Gl A O ERAE R
GAE I D RECR B BOAEAT RS IR P AT T RE s R BURANGE R B, PRt () MR b e
PR, ANNAEAE D AT R ]

BLE SNMP i 55 ds (0 B Bk R A5 B

snmp-server [contact | location] text

i

ciscoasa(config)# snmp-server location building 42
ciscoasa(config) # snmp-server contact EmployeeA

text ZHERTE IR NS ASA RGBS TR SR KNS, RETOE 127 M 74F. TEE
B, HENEROR A — AR

BE SNMP i 3K (AT W g [
snmp-server listen-port Iport

i

ciscoasa (config)# snmp-server lport 192

Iport Z 40 2 AR AN K 1 o BRIATNT S 10 161, snmp-server listen-port fir & {75 B 5%
R, AERGNE SR AN L. W SRAE 2 i AR g L JEE # snmp-server listen-port iy, R 4E
EERTEIN D WIS EPSE

oo
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The UDP port port is in use by another feature. SNMP requests to the device
will fail until the snmp-server listen-port command is configured to use a different port.

W SNMP RS Fraeiem (5 60 #b—k) , BERmw D el A, wRum e T, NeskH &R
4 H & %ASA-1-212001.

BLE SNMP 2 3 i a95 40

LACE SNMP 25 3 RN, HHATEL VIR

UK

FE XA SNMP 28 3 FREC &5 FH K5 SNMP 4.

snmp-server group group-name v3 [auth | noauth | priv]

Tl

ciscoasa (config)# snmp-server group testgroupl v3 auth

FCEAX PTG, RO B EAA SH X AT R AR LR I A AR 53 AN L — N RoR S 1
FBRIR 22 AR, —ANFRORE 2 IR e e auth SCHET ) HIEOE 60 5 40 301k noauth JCBE 73k
IRAAEAE IS EL 5 i S UE SN 35 o priv SCHE 7 vl e Bt B i M B 4 61 . auth 5 priv KT
AAFAEERINME

XML SNMP 55 3 EC A3 (T K] SNMP 4 S B8 HI ) o

snmp-server user usernamegroup_nameva3 [enginel D enginel D] [encrypted] [auth {sha| sha224 | sha256
| sha384} auth_password [priv {3des| aes {128 | 192 | 256} } priv_password]]

T

ciscoasa(config)# snmp-server user testuserl testgroupl v3 auth md5 testpassword
aes 128 mypassword

ciscoasa (config) # snmp-server user testuserl public v3 encrypted auth md5
00:11:22:33:44:55:66:77:88:99:AA:BB:CC:DD:EE:FF

username 2L & T SNMP AR L L 448K T BB 32 DR BARLIELY
BEFSk . ARAM OSSR B, _ CPRIZD 0 (JRD « @ (FERTS) Al - GEFRD) .

group-name Z4E 7 T B A A FR . v3 S5 e NAEH SNMP 28 3 i e i vt A
encrypted. privAl auth SCBET . enginel D SCHET A ATILIY, I 48RE H T AL F P 1) 51 4 56 ik A
I AE 5L ASA 1) enginelD. enginelD Z4U0AZI4R & A1 4411 ASA enginelD.

encrypted JCHE 7R E AR U RS o 0 s 6 206 AL LT K
« AN HERIR

e
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o WL B 8 NEAE, IRE 80 N4

o WAL & FBE PRI R 75 ~1@A% &>+ [\"<>/
FUURFS: § (EILfFS) 2 () si= (555)

o WIELE /D 5 AT AT

* NGO I 2 IE S N L T B R B, AR 123457 W ISR TAT, AT
“ZYXW” A =R TAT . WP AT I B IE REABRAE CEH AR T 4 2 6 47
FE) 5 D B AG 2R 2 R

R LEAS R 1) Al 3 8 Bt 9l AR BN TP Z I, RGNS T I it 10l aofs ol - 157
T B, abed&!21 KB H BI04 AT W, 1H abed&!125 N4,

auth JCEE 4R & NAT I 1 S 30 E S0 ( (sha. sha224. sha256 Bl sha384) . priv i T4 i
. AMEAE auth B priv 57 BRI SCHE T (R BRI -

T S, AT E 3desEY aes KA. ML TT LAFR & FAL I AES I FARRCR: 128, 192
iy 256, auth-password Z:4{($5 & & Uy 46k FH 7 %8 . priv-password 223045 € I H - &0

USRS END, WV SO AT, DAL o AT AR g Al SO B A A A i 2 . AN Hb
AR B hy T P 3R B S B £ (SHA. SHA-224. SHA-256 B{ SHA-384) AHUGHL. 4/1]
FURCE WoRE G FEUE AR (i, RAECE ) B, G2 B IR A H Ak Bt 3 SR E AN B AL
WM EARS AR (BHHE AR o BB | NI (HE, HTese
JRIA, FRATTE U 2> 8 N R T AT

¥4 SNMPv3 HI ARl S 4 RS I, a0 AR AR B TV B0 VA TN 1) B A 14 o5 sl O 4k g s 3 14
%, U SNMPv3 Hl A HIRH . 0K SNMPv3 H 7 SRR N B 4a i/ 3 ke &, DA
W SRR s B, W DLEBAE R & BN (SNMPv3 7 FIL & TCVE e 4R AL
Pt e FAANECE G 2 TR BI AN o FRTRCE RN, iR fEs sl A A e £ i Ausername
group-namefii%, B BILAEBEE /4% F % & L4 A priv-passwordiZ I Alauth-passwordiE i (R INZE
) . snmp-server user v3

I RAE R B EAEH] encrypted SCHE AT T, RGUR R SCEHRI R, @ AN SNMPV3
P i A o AT N IE B A I I AN 25 BRI SNMPv3 T A4l i 4

i, A A A ) A2 I 4 ) Bl B

ciscoasa(config)# snmp-server user defe abc v3 encrypted auth sha
c0:e7:08:50:47:eb:2e:e4:3f:a3:bc:45:£6:dd:c3:46:25:a0:22:9a

priv aes 256 cf:ad:85:5b:e9:14:26:ae:8£:92:51:12:91:16:a3:ed:de:91:6b:£f7:
£6:86:c£:18:c0:£0:47:d6:94:e5:da:01

ERROR: This command cannot be replicated because it contains localized keys.

i, AEEEAE S I (s vt b (ICAERC B P A7AE snmp-server user fir 2 IO T A 2 B78) -

ciscoasa(cfg-cluster) #

Detected Cluster Master.

Beginning configuration replication from Master.

WARNING: existing snmp-server user CLI will not be cleared.

oo
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mE snp 23 tnss [

FIR3 §50 SNMP B AT - 5 WL R ERAPFE: o #f2 n] LLERE R ASA ) NMS 5 SNMP 45 #

LRI FRFN 1P Hhhk .

snmp-server host interface {hostname | ip_address} [trap| poll] [community community-string] [version
{1] 2c | 3 username} ] [udp-port port]

i

ciscoasa(config)# snmp-server host mgmt 10.7.14.90 version 3 testuserl
ciscoasa(config) # snmp-server host mgmt 10.7.26.5 version 3 testuser?2
ciscoasa (config)# snmp-server host mgmt 12:ab:56:ce::11 version 3 testuser3

trap JCEEF K NMS BRI AR ERE . poll JCB#E - rl ks NMS BRI AR EIER e o BRIA
MR, SNMP FABEC A H . BRAER R, UDP 31k 162, #HIX 748 J&: ASA 5 NMS 2 i [t
FEH . B KNG HE, 2 RN T TR . AR . BRUGEX FRF
14 public. ASA i F i H G 52 A% N 1) SNMP 53K BB 3. B, Sa] D R A X 45 H ok
FRIE A, RIS A 0 & ASA FIINMS. ASA 48 75558, 3 BAS 8 4%
X AR PG SRAE Y o AR I AR X 2R/ R G, XM R4 (B CLI. ASDM. CSM
) AN BN INE . B SCE R ANTT W, I AL XA R AR 2 B ASA ZE G S8 SN 1 — B
I

KR T RaMERE K (B8 IISNMPRRA . version X SRVl ATk AR 5 iR 45 #1815 .

7E ASA LCHE SNMP 25 3 i EHLE, - 251 B HLOCEE

BEAEVN I snmp-server host fiv & JE ECFERBE, TR OR AT ASA - E 19 75 UEAH [F] 19 AR IE R B B NMS
i) PR

BE SNMP Hl 45w B B R A B o

snmp-server [contact | location] text

P

ciscoasa(config)# snmp-server location building 42
ciscoasa (config) # snmp-server contact EmployeeA

tet ZHIREIK R AL ASA RGEEH LN FR. LRIX 3 KANE, REATAE 127 MR W8
Tk, HENTFRRGH A2

BB SNMP 15 R E0 W ity [

snmp-server listen-port Iport

il

ciscoasa(config)# snmp-server lport 192

|port ZHUR 21 NI SR I3 o BRI 1124 161, snmp-server listen-port fiy 4076 5 B 5t

R, ERGG SR AT W SRAE 4 i H AP s 1 BC . snmp-server listen-port fir %, R4t
LEETYIND PSS

e
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SNMP |

The UDP port port is in use by another feature. SNMP requests to the device
will fail until the snmp-server listen-port command is configured to use a different port.

W SNMP RS Fraeiem (5 60 #b—k) , ERmw D el A, wRum e fF, NeskH &R
4 H & %ASA-1-212001.

LRCE LS e I SNMP HI 4036, AT LR 23R

UK

fic ' SNMP [ 314 .

snmp-server user-list list_name username user_name

IR

ciscoasa(config)# snmp-server user-list engineering username userl

listname 4 f5 & H - SR I A FR, KR LR 2 33 745, usernameuser_name S5 7/ Z 500
fee e A2 a] ARG & 0 1 ) o 48] snmp-server user username iy & Fc & 1 S AR B 7,
AAEAE AR A2 SNMP 28 3 JRIMIE L M iz 2 A v .. PSR GARA Z A7, FFHAES FHL4
ol TP kb yE k.

B PS5 MR &K

TR B AR AN T R L R R AR SR, 1 AT AT D R

UK

B F P B R AN TP BT 7 2 00 BAR R

snmp-server host-group net_obj_name [trap| poll] [community community-string] [version {1|2c| 3
{username | user-list list_name}] [udp-port port]

i

ciscoasa(config) # snmp-server host-group inside netl trap community public version 1
ciscoasa(config)# snmp-server host-group inside netl trap community public version 2c
ciscoasa(config)# snmp-server host-group inside netl trap version 3 userl

( ) #

ciscoasa (config snmp-server host-group inside netl trap version 3 user-list engineering

oo
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wizsume I

net_obj_name 24t 5¢ Ml )™ B ] 41 2 SRR 1 I ZO0 A4 TR

trap KRBT KB AORMEEE, JF HA VRS 1AL (Rl BRATEOLT, SNMP BaBkAE T8
ERINTP

poll SCHE PR E AAVFI S AL (B, (HARERILIEE.

community 9‘%%?5‘ FEK H NMS FE R 7 ZAEBIAZ/R &, B0 M4 UR LS NMS 1) R4 B 75 22
AEBRIN TR . BRI e 7 T SNMP 26 1 FRERES 2¢ fit. community-string 2 %46 & R0
T E T, AR B A R IE e 7 NMS K g sk h &%, X AR R 2l IS

32 MEAF

version Jeg 7l SNMP 8 1R AS % B A IRAS 1. 2¢ 8L 3 LU T RIEFGBEREZiER () o Bk
WA 1o

username 24§57 & IS AEAT FH SNMP JRA 3 I8 FH 7 44 FK o

user-list list_name /2 HON Ha e H P AR I A FR.

udp-port port BT/ ZEOM 48 e D6 20K SNMP [l i 2B DA B 1) NMS LI 5 1% NMS
FEHLK UDP 5 15 . ERIA UDP i 1124 162,

lstz SNMP

Z B LR T B SNMP (54

* show running-config snmp-server [default]
iy 2 1T 7R T SNMP il 45 4 i 45 R

* show running-config snmp-server group
I 41T 7R SNMP 41 C B 1 &

* show running-config snmp-server host
I AL At SNMP T 42 1 A8 B0 2 L AR ¥ JE R 60 PO PR B T

* show running-config snmp-server host-group
Uiy 4 1] 7R SNMP LA RCE .

* show running-config snmp-server user
Py 41T 7R SNMP 61 F P Il & i

* show running-config snmp-server user-list
i 4 1] ok SNMP TP SR L

* show snmp-server engineid

B4 n] g R BTG & 1 SNMP 544 (1) ID.

e
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* show snmp-server group

B2l 2R CACE ) SNMP A4 FR. Gk AR E AL X P4 e, TIERIAE O N 7Eda b2
BRI . AT AR R

* show snmp-server statistics

P& T B7n CRCE ) SNMP RS 83551E. 2RI SNMP THEs LB N %, ] clear

snmp-server statistics fiv4> .
* show snmp-server user

Ui 4 n] S CRC L ] R AL

ot

LA 7 358 W AT Stz SNMIP iR 95 4 4t 115 5L -

ciscoasa(config)# show snmp-server statistics
0 SNMP packets input
0 Bad SNMP version errors
Unknown community name
Illegal operation for community name supplied
Encoding errors
Number of requested variables
Number of altered variables
Get-request PDUs
Get-next PDUs
Get-bulk PDUs
0 Set-request PDUs (Not supported)
0 SNMP packets output
0 Too big errors (Maximum packet size 512)
No such name errors
Bad values errors
General errors
Response PDUs
Trap PDUs

O O O O O o o o

O O O O o

PAF 79 i W i) (275 SNMIP Il 55 dsis 47 e 2«

ciscoasa(config) # show running-config snmp-server

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart

SNMP 7= {5l

AR T R AEITH SNMP IRCAT S 1) 741 o

oo
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SNMP 25 1 kg 058 2¢ FR

snvp e [

TR T ASA Wi P L _E ML 192.0.2.5 320 SNMP iRk, (H S AT =ML R IEAT (]

SNMP #4; H &K

ciscoasa(config)
ciscoasa (confiqg)
ciscoasa(config)
ciscoasa (config)

SNMP % 3 ki

# snmp-server host 192.0.2.5

# snmp-server location building 42

# snmp-server contact EmployeeA

# snmp-server community ohwhatakeyisthee

FHLEIR T ASA WA{E ] SNMP A 3 22 a0 SNMP 5K, IXBORE BREA 11 45 5E (it

Fee 4l L ML

ciscoasa(config) # snmp-server group v3 vpn-group priv
ciscoasa(config) # snmp-server user admin vpn group v3 auth sha letmein priv 3des ciscol23
ciscoasa(config) # snmp-server host mgmt 10.0.0.1 version 3 priv admin

SNMP [/ 218 5%

< 7: SNMP [7; 212 3%

INREBFR kA |iftAR
SNMP 5 1 RIS 2¢ fi 7.0(1) | JE Rk B SRR X T H E SNMP JIRSS 8% 55 SNMP A 2 R4 S ds ok it

i ASA 2% I8 M A S o

SNMP i 3 Jiit

8.2(1)

it A 32 S e A a8 SNMP 25 3 it 3DES Bk AES Jijis
RIZEE, M USM, SRR R VFRCE . AU BN B B E
FRIE. Dbk, RRAIE SR B MIB X S 3EA T V5 il i, IF HAA S
oAl MIB 325§

FIANBEM T LA Fiv4: show snmp-server engineid. show snmp-server
group. ShOw SNMp-Server user. SNMp-Server group. SNMp-Server user
snmp-server host.

BT

8.3(1)

SCHRFRRG N o

B2 T LR fird: snmp-server community 1 snmp-server host.

e
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ThEEZA TR RRAS | i5tRR
SNMP [ FEF1T MIB 8.4(1) | SZHF LA T HiAh &k ¥ connection-limit-reached. cputhresholdrising.

entity cpu-temperature. entity fan-failure. entity power-supply. ikev2
stop | start. interface-threshold. memory-threshold. nat
packet-discard. warmstart.

entPhysicalTable 15 A& s . WU HUJEFAH SR H &

YL N oA MIB: CISCO-ENTITY-SENSOR-EXT-MIB.
CISCO-ENTITY-FRU-CONTROL-MIB. CISCO-PROCESS-MIB.
CISCO-ENHANCED-MEMPOOL-MIB.
CISCO-LAL7MODULE-RESOURCE-LIMIT-MIB. DISMAN-EVENT-MIB.
DISMAN-EXPRESSION-MIB. ENTITY-SENSOR-MIB. NAT-MIB.

SHFLLU R HABRARE:  ceSensorExtThresholdNotification.
clrResourceLimitReached. cpmCPURisingThreshold. mteTriggerFired.
natPacketDiscard. warmStart.

SINSEM T LA Fér4: snmp cpu threshold rising. snmp inter face
threshold. snmp-server enabletraps.

IF-MIB ifAlias OID 37 #F 8.2(5)/| ASA BL7E ¥ ifAlias OID. % IF-MIB i}, ifAlias OID ¥ 1% & 4 &Lk
BAQD) | e B B T £

ASA IR (ASASM) 8.5(1) | ASASM 3Z#F 8.4(1) 4L AL Ay MIB FIFARE, (HLLRIH BRAk:
8.5(1) M ANZ L HF 1) MIB:

* CISCO-ENTITY-SENSOR-EXT-MIB (f¥ % #¥ entPhySensorTable £
THXE) .

* ENTITY-SENSOR-MIB ({37 #f entPhySensorTable 41 11X} %)

* DISMAN-EXPRESSION-MIB ({37 F expExpressionTable.
expObjectTable Fll expValueTable 41+ % %) .
8.5(1) AN SLHF I A B -

* ceSensorExtThresholdNotification
(CISCO-ENTITY-SENSOR-EXT-MIB). IFEBFH TR, K
J AR AN CPU i 5 A

* InterfacesBandwidthUtilization.

SNMP [l 8.6(1) | 3ZHF ASA 5512-X. 5515-X. 5525-X. 5545-X Fl 5555-X [ LA T Hift %
B 7 entity power-supply-presence. entity power-supply-failure. entity
chassis-temperature. entity chassisfan-failure. entity
power-supply-temper ature.

BT L Ffir4: snmp-server enabletraps.

oo
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snvp e [

Ihiae AR RRA | iERA
VPN #H2¢ MIB 9.0(1) | &5t 5 B ARAS (1) CISCO-IPSEC-FLOW-MONITOR-MIB.my MIB >k 3%
T AN Thhg.
C\ 4 ASASM J5 H LA R MIB:
* ALTIGA-GLOBAL-REG.my
* ALTIGA-LBSSF-STATS-MIB.my
* ALTIGA-MIB.my
* ALTIGA-SSL-STATS-MIB.my
* CISCO-IPSEC-FLOW-MONITOR-MIB.my
* CISCO-REMOTE-ACCESS-MONITOR-MIB.my
Cisco TrustSec MIB 9.0(1) |#hn T X LAF MIB (932 #F: CISCO-TRUSTSEC-SXP-MIB.
SNMP OID 9.1(1) | Tl I FLANHT (1) SNMP AR 5 287 OID Sk HF ASA 5512-X.
5515-X. 5525-X. 5545-X il 5555-X.
NAT MIB 9.1(2) | %7 cnatAddrBindNumberOfEntries # cnatAddrBindSessionCount OID
KSZFF xlate_count Al max_xlate_count 4k H, #1247 o i4# A show xlate
count A HHATEC .
SNMP EHL. EHLHFH 5113 9.1(5) | fZ T LI IN 4000 & EHL. SCHREMITEShEE ) HAREURE K 128, AT LAFR
TE P48 0 G LLFR AR BRI LA L. ST L2 AP S —
EERIPN S
SINSEH T LA R4 : snmp-server host-group.  snmp-server user-list.
show running-config snmp-server . clear configure snmp-server .
SNMP 71 5K/ 9.2(1) | SNMP i (131 K/ BRI UK Ky 1472 715
SNMP OID f1 MIB 9.2(1) | ASA BL{ESZF cpmCPUTotalSminRev OID.
ASA virtual CAEA B i N E] SNMP sysObjectID OID Al
entPhysicalVendorType OID .
CISCO-PRODUCTS-MIB Al CISCO-ENTITY-VENDORTYPE-OID-MIB
CLEEB A SCRERT ) ASA virtual T 55 6
COAN A T 4% VPN L2 VEnT iE A A 5L ¢ 8 SNMP MIB.
SNMP OID Fl MIB 9.3(1) | & ASASM ¥ )il CISCO-REMOTE-ACCESS-MONITOR-MIB (OID

1.3.6.1.4.1.9.9.392) 37§,

e
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TIREAFR

(TS

15t AR

SNMP MIB F

9.3(2)

CISCO-PRODUCTS-MIB #! CISCO-ENTITY-VENDORTYPE-OID-MIB
HEEH, LI EE ASA 5506-X.

ASA 5506-X CUE A BT i 2] SNMP sysObjectID OID Fl
entPhysicalVendorType OID £ H1,

ASA BU{E S FF CISCO-CONFIG-MAN-MIB, ‘&l AT L R 345
s THECONFE L ERM AR A4 o
* fEIEATICE R UGB EN NMS.
o BREEY b O O RAT IS AT I A O I B [E) 3K
o MR ISR TS, B, TR A A U

BE T L Ffir4: snmp-server enabletraps.

SNMP MIB R HE

9.4(1)

ASA 5506W-X. ASA 5506H-X. ASA 5508-X F ASA 5516-X O /E N
FE N N E] SNMP sysObjectID OID 5 entPhysicalVendorType OID & H .

M S SNMP iR 554 B F L8
A PR

9.4(1)

ASA X TR S R T IRHI) SNMP AR 4525 FaBE W18, show
snmp-server host fir 24 AL R IEAEAC 1) ASA (3G 8 0L,  DAA A
B & 1M EHL o

B T LA Ffir4: show snmp-server host.

VI T 6 ISA 3000 157K

94(1225)

WAL, SNMP SZHFISA 3000 7 i R 41 . AT 1 GV In 18 i¥ OID.
snmp-server enable traps entity ir4 CASHOh L5 HT AR &
|1-bypass-status. IXAFH SZFphl {55 BRAS T

B T LU Ffir4d: snmp-server enable traps entity

1E CISCO-ENHANCED-MEMPOOL-MIB
Hh % HF cempMemPoolTable

9.6(1)

IIAE 37 HF CISCO-ENHANCED-MEMPOOL-MIB fF] cempMemPoolTableo
KRN NAFE, W2 RS AR 4 H

TR CISCO-ENHANCED-MEMPOOL-MIB 1 FH 64 f7il-%2%, 3F
H I FAR Y RAM i 4GB [F 4 ERINAE .

YT RGN TR P (PTP) SCHF E2E 3% W]
i e MIB

9.7(1)

AR S HE 5 E2E 3 W I B 6] B (1) MIB.
TR N ¥ SNMP get. bulkget. getnext Fl walk #:4F .

oo
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INREBFR R | iR
H: T IPv6 (] SNMP 9.9(2) | ASA ILESZHREET 1Pv6 ) SNMP, HIEIE T IPv6 5 SNMP JIR %421

i, ARVFEIL IPv6e AT E W FIRERE, LU SZREIAT MIB i H IPve
Tk AN T LLUR E K SNMP IPv6 MIB X%, 41 RFC 8096 H1 ik .

* ipv6InterfaceTable (OID: 1.3.6.1.2.1.4.30) - f & &M% 11 IPv6 i & 1

5B
* ipAddressPrefixTable (OID:1.3.6.1.2.1.4.32) - 41,5 f L SEAR SR KN ) e
HHETS

* ipAddressTable (OID: 1.3.6.1.2.1.4.34) - £, 5 524445 UM 5L -1k
==

* ipNetToPhysicalTable (OID: 1.3.6.1.2.1.4.35) - £07 )\ 1P Mk 214y
b1k S
B aAE a4 snmp-server host

iR snmp-server host-group #ir 4 R £f IPv6.

SCRFAE SNMP H A% 38 4E 18] i3 FH AAE
AW AAREH NG TS B4 R

9.10(1)

VIS CPU BRI A A, S mT LU FIAAE AT I SNMP # A% 3541
e R FR) T A A7 AT 2 A A7 e ot (10 i

B T4 snmp-server enable oid

SCRFAE SNMP ‘i A% A1 1 )R AR
A A AN CUH AT B 45 2R

9.12(1)

IS CPU SRR AL AT, S5 mT LS HTRIZEHTE L SNMP i £ #4F:
WCEE AR T A A7 A 2 A A7 e v e (1 i

RESATEAT 72

SNMPv3 & 43 5 iiF

9.14(1)

IAE, A LAEH SHA-256 HMAC B6A3iF P & 453

BB )y 4 snmp-server user

X19.14 (1) +H ML), ASA
ANF 5 SRR L SESNMP % ity 17| 45

9.14(1)

ASA P 5 HGHEAIL T SNMP &7 i 5 | 35504

JW 1Lk A A] VPN #E4T SNMP %6141 9.14(2) | 6 T3 1k 3k AR VPN BT 224> SNMP 5614, #5444 E04: 1 i 1P Mk,
T AE N WL U ) B3R R AE S VPN R E 585
e 9.15(1) | X}F144 1 64 A7 tH A8 1 R 48, E3FH CISCO-MEMORY-POOL-MIB OID

CISCO-MEMORY-POOL-MIB OID £ 3%
¥

(ciscoMemoryPoolUsed. ciscoMemoryPoolFree) .

CISCO-ENHANCED-MEMPOOL-MIB FJ cempMemPoolTable > f# fi 64
PR ) RGN APt iR P45 H .

e
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ThEE AR RRA | iERA
SNMPv3 & {350 1iF 9.16 | fBLLE AT LAl SHA-224 il SHA-384 HEATFH /' S0 iE . R BE A
(1D | i MDS 347 H P BRI
TEASBE S F DES @47 0 .
BAE ST 4 snmp-server user
T 1PV6 [ SNMP 9.17(1) | snmp-server host-group v & ILLE S FF IPve EHL. SR WX .
FRIFI 115 £ SNMP 9.18(2) | SHILAE T LAV INERIF % 113 - SNMP:

B4 interface loopback. snmp-server host

oo
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