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Firepower(local-mgmt) # show mgmt-port
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Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)
Bound Interface is Ethernetl/10

Port description is server 1/1, VNIC ext-mgmt-nic5
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scope eth-uplink

scopefabrica

2 FGHEA.

enter interfaceinterface id

enable
w15

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

iR ANRE PG A g i B 03 104 11 o T SR AR A DAy ity 11 TR ol B 10422 11 A enter
interface 1, scopeinterface iy %, BN — 8RR, BRI SAAAAE . RSB
enter interface Ay &S HE 1, AR5 7EKEHE V8 I 21 sy L1 1

®3 (Wik) BEERT Sk,

set debounce-time 5000 {Enter a value between 0-15000 milli-seconds}

i

Firepower /eth-uplink/fabric/interface # set debounce-time 5000

R4 (Wik) BRI,

set port-type {data| mgmt | cluster}

i
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Firepower /eth-uplink/fabric/interface # set port-type mgmt

data SCHE T N BRVARAL . 15201445 cluster BT BRIANEDL R, ARG Aahftim HIliE 48 LA
LT IR I

A EAE T Bl i (RS 4 S0

set auto-negotiation {on | off}

-

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off
B L

set admin-speed {1gbps| 10gbps | 40gbps | 100gbps}

ELE

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps
Ak NP SR S

set admin-duplex {fullduplex |halfduplex}

il

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex
LIPS TE VN il | A RVVARE I £ W (1 B2 S Sl S 51 1 < P W IV B 7
set flow-control-policy name

-
Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

PRAFBCE
commit-buffer

i

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #
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B 570 etherchannel GsniEE)

create port-channel id

enable

X B R

create member-port interface id

18885 22 ] LS AR RIS RN 25 B 16 AN I DR 2 10 o B2 4 10 DA 200 Ry A TR AR FEE RO L, JF
LA Z0 44 Sy I i 1130 S B P A T AHDC AT o A R AT LLJE RI-45 1) SEP; ] UV A48
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i

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1l
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

(ATIE)  WE R,
set port-type {data| mgmt | cluster}

RtIR

Firepower /eth-uplink/fabric/port-channel # set port-type data

data 7 N BRI . 1S Z0EHE cluster OB, BRAFEOIG o 1w HIVE SR i g, AN 2
NN

Ay i 11 SHE P RS2 B B0 BT o AR T L

set speed {10mbps| 100mbps| 1gbps| 10gbps | 40gbps| 100gbps}

TSRS NS B8R E M R R AZ 1, 32 PR JE iR BN N s LB IE . BRIA{E Y 10gbps.

Tl

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps
CRTIE ) Jhy i 11300 T P ke % B EE P R T

set duplex {fullduplex | halfduplex}

AR RN DAFR S S T RC B AR AR 1, % DR JCVE eDh in A\ g 1 38 - BRIA{E Y fullduplex.

TP

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex
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set auto-negotiation {on | off}

TP

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

VB B2 11 LACP i 1 G
AT ARSI, BGUR 2R IR,
set port-channel-mode {active | on}

il
Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on
i R 4E 7B R RS, e SN TR . W R A TR, RN TR

set flow-control-policy name

i

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

PEATTLE
commit-buffer

BN

£ Firepower 4100/9300 HLAE 338 in il S7 @ 5615 2% 54 iy ] FH X o
HREHRE, 1EZ M#unique 219,
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] DAE B S B o ARAF LU I DT A R, PR TG 00K U R AR A MR 57 25 247 TR AN
FEIC

AT LR Firepower 4100/9300 HLAS 22— AN th 53z WA 195 K RS ASA.
BT 2AE i, BT B, RIGAE ASA N H FH 215 5k,

FIAZ Al
* M Cisco.com NEEH TR B AN HBUE, RJEHBUZR N 43 Firepower 4100/9300 HLAH
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UK
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scope ssa

Tl

Firepower# scope ssa
Firepower /ssa #

N
8
N

BN S A RRCA
a) A THIE . R AR R AT .

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes

b) CREVE I TE R AR A
scopedot dot_id
X}F Firepower 4100, slot_id4i% 4 1; %f T Firepower 9300, MJ4HZHy 1. 2 5% 3.

i
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c)

d)

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

B S
enter app-instance asa device_name
device_name FI /M1 1 & 64 N FAF L] o ARSI S0 61 12 4R B & I

T

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

B E ASA W IA .

set startup-version version

i

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

B H B AR
exit
w5

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

1B H 3 ssa B2,
exit
w15

Firepower /ssa/slot* # exit
Firepower /ssa* #

i

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

QU E B .
enter logical-device device hame asa dot_id standalone

AP 5 RS I S S B AR TR device_name.

IR
PN

oz asa |

Al A I B A4 K

12 481% % Firepower 4100/9300 .



1B 4815 % Firepower 4100/9300 |
B smasa

TP

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

P4 RS B PSR . XSRS ID IR
create external-port-link name interface id asa
set description description
exit
* name - t Firepower 4100/9300 HLAHE B A s A ZAE ASA e & Pl 42 L A4 FR o
* description - 75 A7 & Y RE PO FH 515 (")

I VS HUAR R B AN S IF 2R ASA B TR B 8 1, 4% v e 1P Mudik.

TP

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

P WEE L SREFER.
a) AT SRS

create mgmt-bootstrap asa

51

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) R KRR B EGE
create bootstrap-key FIREWALL _MODE
set value {routed |transparent}
exit
P HAE T, BRI A 0 46 R PR R o SR I e BN 42 VA T AN A 1 5~

Eo i, EYI KR AN 2 JZ P K, e P e B BRI B K EE T, A
WAL 2 B PR B4 (0 6 oh AR

RGAAEIUG TR I BB B KRR WEREE NS SR iR, WA S

51
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Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o) R B IF R .
create bootstrap-key-secret PASSWORD
set value
LA [E R
BE: Y
exit
A5
TOC B ASA 5 B 53 FH P R0 A 3 A AR e T S A I AR AT H s Wl AT FXOS Vs il AL PR,
FERRAE T B DU B I, AT DR
il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) FCE IPv4 & RE L IRE
createipv4 dot_id default
set ip ip_address mask network mask
set gateway gateway address
exit
5l

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) MLHE IPv6 E I W HE .
createipvé slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit

5l
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Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipve* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

f) BHEHG] SR
exit
5l

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

FER6 PRAFILE

$E7 i

commit-buffer

HURAE L R 2R AT RAS, IR 53R P C B BEE 1) e A 28 I S B8 i %
fi 1] show app-instance it & K A #ERAS . HERBRS A EBA HBITRS N ELN, NS IE
frEiaty Hon A .

TP

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

Z:[i) ASA BLEFRFE, VAT E 24 s

Gt

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
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Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

A NS AT A TR

BB EIASA Al IPE (BB R RS ) SRAEN I TP RCE, AR AE FXOS Il E . Hh Tikf
(RIRURR A C L e T PR HE S, TS LT D8R

FHia Z |l
THZ PR R ER.

SRR KA R 1 eSS NI B

IR 2 B B HRASFE RS JhIC 1 el 2 ML .
XU ] T AT i 2 MDA I ) ol MRV Ao JRA T UK — A 10 GB Bdl 5 1 T 4165 1
PR AR BER . W R W I E I, T DU Sk (K e e B MRS BB s IRAS BER 7 2411
W . ANBEREE BSR4 1 T B8 BORES BE R o BATTE BUEAENUE 2 10— A
Bl IFHAKE 7] — 9 Boh A AR f e £ A b i e e B 4 11

PR3 M LR . TS R SRR ST R ]
SRR A WCREAE R T A A B e 1, SRR B BTG SR e PHE B BT
Mo

pE 2 XFTASA, WIRATE FXOS h#kr— M m (i, diRIEF R Mg, Bk
EtherChannel, BB FAN% 0 BB 4> B 2 EtherChannel) , U ASA Fit & 2R B 4R 4,
PR T] LA TAR AT 0 B i 4 AL E P B B & AL 2 e . 50T BLAE ASA
OS HH FEBERIHNZ D RC & .
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B =xasazmins rwizn

B ASA iZiEi & ERYIED

FTUAAE ASA B B Id. HOH 0 BCss s B 1 . ASDM 2% H B AR BT % 1

VS TN 1 B 53 A A8 P P42 1 6) AS A LB s AR /o HUE:, 4 SRAE FXOS At R 22 Bic ()42 11

Clan, S mIER 2. MR EtherChannel,  BICR: 73 BC (1482 11 8587 70 Bid 45 EtherChannel) , - H.
LB ARG TP B % 1, BRI E S50 ASA Bl B . EIXFIEIL T, ASA HoE S48/ R G
4, DU ] DAEATAT AT 25 B2 1R 4 . #50T LAAE ASA OS HHF-ah B b IH 422 &

)

AR 80T Agn%E O/ FL Y EtherChannel [P0, 1N 52 M 18 45 150 £

FHia Z |l

o WRYENCE WO, 55 7 TUAIYS N EtherChannel (i FEIE) , 55 9 AL E B0, JFR
JAF{7] EtherChannel.

o W SRR T BC 42 8 IN S EtherChannel (9141, ERINTSUL R KEFTA 82 0 BL A S RE), )
ity LS NI A DU P B 1, SRS PR IZ4% 1195 1) EtherChannel . %) -7 ) EtherChannel,
& 0] DLRE 5 % EtherChannel 77 fic 211 45 .

o T ARRFERBE AL, T ORI BRS BRI AT e (g 1 o JAT U AR /4% H e 46 L5
BUE I, SRJE PR T s B L. BT DR BV SR IR T, B, &
A S A

UK

HEN A RS A

Firepower# scope ssa

TSR e E o

Firepower /ssa # scope |logical-device device_name
MNIZ R A& IO 2 ke 1

Firepower /ssa/logical-device # delete external-port-link name
i X\ show external-port-link fiv4 LALEE A4 455K .

MR, WEMER TR, SRR SR R B 1 22, A commit-buffer iy &l B
e

Fe BT 2 L B 18 B 2
Firepower /ssa/logical-device* # create external-port-link name interface id asa

AL :

commit-buffer
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RAZ RGN EATSS

ER BN R &

DU R PP R 22 Y I 6

UK

fif ) 5 2 K Telnet 1 BKIE R BT CLIL

connect module slot_number {console | telnet}

SOER BT LA LRI 1024515, WA 1454 dot_number .

81 Telnet ZEFEMIILmiAE T, H0T LAIFI IS SR TT e 2 AN 4508, I HIEHOd s .

IR

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

HERERI N R
connect asa name
BEFELBIZHR, HMANTBIRA 2

T

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

IR Y FH I & 21 FXOS #idk CLL.

* ASA - Fi A\ Ctrl-a, d

i&[F] FXOS CLI HEH 542,
REIZHE:
a) HIAN~
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R IB & Telnet N

b) ZLE W Telnet N, A
telnet>quit

B Tdnet &1F:

a) A Ctrl-],.

ot
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DU RplER S i 1 Ei ASA, SRJ5IE[A3] FXOS CLI f& 5| %2,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

B FH N EIEER

i

Version |{tZHis2

FF Firepower 4112 ffj  |9-14(1) | FATJ#fEH T Firepower 4112,

ASA

et 23 T2 FX0S 2.8.1.

Firepower 9300 SM-56 37 | 9.12.2 BATHEH T SM-56 4t

F

Pk i 2 FXOS 2.6.1.157.

& T Firepower 4115, |9-12(1) [ FAi1#fEtH T Firepower 4115, 4125 fil 4145,

4125 F11 4145 [f] ASA

ER T2 FX0S 2.6.1.

Firepower 9300 SM-40 f1 | 9.12.1 BAIBINT SM-40 Fil SM-48 2 A fbibe

SM-48 % ¥

pe g 2 F=IFX0S 2.6.1,
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paganmneiez ]

5 Version | {#{52
Y HFAE R —A Firepower |9.12.1 TEIAE ] LAZE[R]—A™ Firepower 9300 - [F] i 3458 ASA F1 Jg Wb 11 32 45 4
9300 I AN ASA - -
AR FHH FX0S 2.6.1.
T B 455 ) it
Firepower 4100/9300 {4 | 9.10.1 BRUIEIL S, SRR R AT 127.2.0.0/16 M5 . BAE, W LLLZE FXOS Hh i BAE I 4 5
T I BE % T H e TP W% HUAARIEDLA ID FIERS 1D A 3h A2 s 5% (0 SRR B i 1% 1 TP bk
Huhik 127.2.chassis id.slot_id. fH2&, HEEERILE A RF 127.2.0.0/16 i EEE . Kb, IR
DA FXOS H SRR I B 68— H e X /16 1 (BR[A (127.0.0.0/8) FHZH £ (224.0.0.0/-
HuhERRAN) o
R FEHFXO0S 2.4.1.
Fr ST FXOS 4. set cluster-control-link network
FFRAERE N gl | 9-10.1 BRAE AT LUK 304 FI K 3L 52 Etherchannel & 8 “ 3”7 LACP #aak “fRHF” B, A2
Etherchannel 4 Etherchannel 1V 37 #F “FH” #,
iR T2 FXO0S 2.4.1,
B &) FXOS #ir4: set port-channel-mode
Firepower 4100/9300 HL4f | 9-7(1) PUAE, 180T LLAEBE 8 ASA SERERT K EE Firepower 4100/9300 HLAR L & i 1 ID.  DART, #8057
TR ASA [k IR AR B 7E ASA N HECE S 5 IDs T ThRERIAL T Byl ERE . R, EARETE ASA il E
ot WES R ID. BEAk, A TSI S R AR R A e A, BATE U T E] ASA 9.7(1) 4
FXOS 2.1.1, Frg it nh s e AT g 1) 22 1 et
BT U T4 steid
¥ Firepower 4100 Z41) | 9.6(1) {1 FXOS 1.1.4, ASA 7£ Firepower 4100 Z 4 _L 37 Fr LA ] S8
RAE AT Ay 2> o
OB HLAE I AERE, | 9.5Q2. 1) | BIEE R FXOS 1.1.3 J3 VAR N EERE, JFY R vl b ERE. iR 6 MU HRZL
ALK Firepower 9300 ASA DI 6 M,
W ik o [A] A
AL R KB4
Firepower 9300 [FHLAH A | 9-4(1.150) | f5: 2 1] % Firepower 9300 HLAH A 1) 3 A2 AR H gl r AL 8. HLAE (1) B A A bl A 20 g 1124

ASA HJt

i

SINTLLUF 4 cluster replication delay. debug service-module. management-only
individual . show cluster chassis
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