BRI E O AERR RN ZE D

AN TS AL % T g W B K e R D B A A5 8 e 11 G B AR AT 55
\}
AR TR R ST SR ST TR TS5 . i changeto context name iy LLEE 5
N ERCE S 5

o KT HHFAFEHBAED, 510

o % R RS IR R TR DU R, 5 3 T

s MBS A, 25 0

s FUE MDD, 9

s BCE IPv6 FHik, 515 0L

o Wi i CRE IR 1, 5 26 T

o 6 R RZE IR B LR, S 32 I

o EmBAE G O il sk, B35

X T HEHEMIERENIZEO

ASASTRFPRIRIY 4 1 - % A%
BEANER 3 JR I L LA e — B> TP Mk

Wb e CUR T AR B, LA BE CURBLE ) — T4 L 3240 T 2E POV 2 147 TP M PO B oL
1 (BVI) F1 B6 HRER SR B e RUF 3R 11, 0T DAZE B ez R BV 2 6 o 301l
AL R ALR BV 3511

B DR — A0 GRAKD 2100 () 20N, WAL flin, Vi
AL TN EALRLE) 7 RE A 200 100 T34 12 2 LI R (R SR8 9 2% ) 23 TE 240090 0. oAy
P26 (1 DMZ) AR E A TR g0 80T LR 2 A% D e 2 Al — 2 400 .
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B e apvasipe

ST K BVI Ao e A Bk 05 kB E@ 0T, BVI BT <2900, W e
Z 502 H. T, REERAE BVI AL 2 [m#s b, W BV iy«
A WA, BIMRLR  BE 2 A gUAGE T R AL BRI S« 2, BVI %
A AAE FH T BVL A/ 3 281501

T HILL AT N -

o Wi - BRAEOL T, BRVF e A GO e 1 U5 il e GO AR 0 (kD) o 38
LAY I B B LA LA ) A 2 A o 82 11 BT =ML ST LIk K ACL W FH 1432
15k BRI 7 1] 6
LA R 22 Ao B O s TR, B4 st B aQu/r a2 110 1) A T[] — 22 A o) sl o
iz g HAb gz 1
o KO 5 A - R R RN 5 AR T A . X TR AR O, KIS ESE AT
BT A

* NetBIOS il 51 % - N T H o iz
* SQL*Net £l 5| % - Wil SQL*Net (Z HiFx A OraServ) ¥ [ (4 HIEBAFAE T WX 2
B, TR AT N B i 2 so VPl i ASA.

XU IP 4% (IPv4 FA IPv6)

ASATERZ 1 L[/ I SZFF IPve AT IPv4 bk o 1R ORECE — 4% [R] I3&E FH 1 1Pv4 R IPv6 FER AR H

31 AL F MY

R O, AT LAE 317 O RO ROE R E TP k. 31467 U 2 s Gl
B WP AR — AN AR — AN ML TR T R AR, PR, AR 2 MR TR, (H
s MR RO IERE, I HANT M2 Rk, W 31 475 R AE 1Pv4 HhOR B Uk i A
Jike B, 24 ASA 2 JR) I R B I AT 8 2 ANl 2RI — i A i AR T B B AR 25
TG e e IR T LT IE 4T SNMP sAR S H AR — S B P

31 L FMFnEEERE
Enl DIE RS R A R 31 A TR T, (B4 B O R BRI I E RS B4 Ab .
e BRI R, 7EAEATEE O EHOR AT 31 £ T A A

31 L F W AN FEEE 75

HEATW R RERS IS, B ASA 10 1P Mubibfdi 1 31 A7 7/, MG i3 e & 4 H) 1P #uhik, A
FBAE L. B, T TSRS AR O N A — AN F TPk, DU 3 B ] AT 2
RS & A T IE 84T« WS E & IPHutlE, ASA TCHEHUTAT(T 28R, L AEBR Ee b
HORES

o T B A% RN ATk B SRS B RO SRS, AT DU 31 4
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3N AL FMFETE
WA H SR PR T ARG, W1 ASA () SSH B HTTP, B P T 4FuG LK) SNMP 1§ Syslog,
AL AR I

31 AL F WA ZFFRITh RE
PLUF S REANSCHE 31 471

* PP BVI 4210 - WOMFZH T 22 58 /0 3 A EhLME: BV FERLRIPIAS MBIk 018 RO &
FWLe B ZAE T /29 1 Wl B/ 5

* AR
I ER FA3%E AR A T35 1 4 U 0 BR

« FELE ST, AR E ORI & 215 S LA R GRS P s s RO
o 2SN ASCHE PPPOE.
o MBI I S, A LU AR RIE O BRSSO =8,

o XFTIEMIRGUN 2 S, RS R AR TR T DR S R, (EOE A
A BETTT &, A L% P A8 R NAT W& A RE S 25 #1 4h

o AR E DHCPV6 FIHTZ 2R E T
o TEEEERP KB, 2 S U AN S R M gL 1 .

MRS, R
© R AAT PRI E SR RO . O EAE R, SRR
s XFTERBEEL, WS CHERT BTk
o RS IR LRI, o250 A Bdh 2 1 T3 e TP bl A F itk 4SS K¢ DHCP Al PPPoE.

IPv6
T H N LSRR IPV6,
* HBEEE WU T3l & 1Pve Hidlk.
* ASA ANIFF IPv6 (T4 HbAE
* 2L BB, W EUEHES ANSCRE DHCPve TR ZIRIE T,
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gt EnmEREtED |
B =emsmieenenirs)

B SN
* KT ASAVS0, 7EiF B Bl B A SCRE 4
* X} Firepower 2100 241, {E# AR N A LRI

1% AR A5 X 70 X A7 2B T
s BT UL R 2 250 MR, BEAHERLL 64 MR
© FAEIEM L DLAER— 7K L.
© ASAANSCREREBIIM 2% ErgvieE: HAT S BVIIP HUlEARIEIR 2% E v i 4 52 30k

o MAMFEAATEE BV IP #idl, DU T& BT IR KA B G E S ASA. % T IPv4
W, 1ETET IPv4 Hulik, XTF IPve &, iffEE IPv6 M.

o JSAUAT T 2L E Ipv6 Mtk

* BVIIP #uib 25 COEB M AL TR — 7 M o BARER % T M BEE Y EHL T
(255.255.255.255).

o ANSCRRRE B R A B B

o« XTHAG M ixgbevf 2 1) VMware 1] ASAv50, &I NANSZ T RE, 7R sl b 41
NS

* %I T Firepower 2100 541, 75 i A F 4L .
* X}T Firepower 1010, ANAEKFIZ 4 VLAN £ R LR K88 DR A AE R — M4l .
s CEBARGCT, S 1AL B s T AL

s FEEWIET, 204 BVIIP MUhESR e A PGB ERIA DG, B T 247 T ASA DS 3
IR e R ey S E NI PSS

s FEEWIBNT, BOAB T O BATR R AUR [ AR T 5 1 D DOE TRk B — 4L
2R PR . IS DA BRI 2 45 0 AR 2 AR 11 DA AR 2 190 2% i i 45 1P Sl
I A REE MBI B WERBERATR A 2 /W4 M 48 10 BRI, U5 24 0 A
A HARA S T 25 A H A PR R A R 245

s EEWIRT, P AR PPPOE.
o EM AT, EAEMr AL AR, iz O 2 )8 i, L ZiE € BVI.

s TEM B T, ASA - A3ZHK EtherChannel 1 VNI 422 115 X IMFAL A . Firepower 4100/9300
_E1¥) Etherchannel 1] LLJ& BIAFZH A 51 .

o A OBRLLR IS, AN SRVEXL ) B AR (BFD) 0] 3 80 Al ik ASA. Wi ASA 11— 5
AL JEIZAT BFD, M) ASA 4R 3 HAGAH A (95 TP HuhikFl H A5 1P Huhl HAE U T LAND
T+ EFE BFD [FI N EdE A .
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BN T 255

BRINZ LM R 0. WHEH— N EO 4N “inside” , HARUIFBEE 22250, W ASA K242 %)
WA 100,

)

AR RS DR g, B AR AT IR I S A B iR, AT E ] clear conn

T PR -

H AN FnZEK
* ASA DUZRFER A 802.1Q ik, ASFFZ ML (FKN QinQ 3CHF) -

fo B % AR O

SENCE B AR L, ST U R

ALE R ABARANEOSE

PR IR E A PR 224800 IPv4 Hihb AU Al 13

FHiaZ |l
FEZ SRR, HENRPIT NP ERATE . WAV RN FECE, 1M A changeto

context name fir % .

UK

SR AL R A A

interfaceid

T

ciscoasa (config)# interface gigabithethernet 0/0

B0 ID AT L

* port-channel

« physical - i1, ethernet. gigabitethernet. tengigabitethernet. management. i%Z: %1% 5
FRAE ' 22 2B i v AR 1 44 R

* physical.subinterface - 1, gigabitethernet0/0.100.

* vni
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B e=summstensy

* vlan
* INE
» mapped_name - & H T ZH 5o

R %I T Firepower 1010, ANGERFATHA Lo 10 A B p AR 20 1

P2 w4
nameif name
w5l

ciscoasa(config-if)# nameif inside
name K2 Yy 48 NFARIISOR AR, Jf RIS A8 — A5 BT A S i 47T
B AFR WA no B2, PN A 24 S EMER T A 51 A2 .
B3 LU N RO ik 1P Hudik .
P TR AR, DA TR D, S Fshi & 1P duhlk; ANSZRF DHCP fl PPPoE.
* Tk E 1P Hihik:
ip addressip_address [mask] [standby ip_address]

ZNVE

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

# M ip_address Z 5] MRS o WSRO BEE A H] TP ik, 03 F B0 & 0id A P 19 4 0t
AL, RS EEOIRAS .

ip_address fil mask 2% 53 ) 1 T8¢ B2 11 1P Mk A7 I HEfid o F T Aok AR, AT DL SE 31
Rr - P HERY (255.255.255.254)0 (EXMIEOLT, ANSs o4 W26l FEbk 7 1P bk 7ERbRS o0
T, JoVEBeCE £ H P Hidik.

ZNE

ciscoasa(config-if)# ip address 10.1.1.0 255.255.255.254

.

M DHCP Jliz 45 5 3K HL P Hiudik.
ip address dhcp [setroute]

ZNE

ciscoasa(config-if)# ip address dhcp

setroute ST AL VF ASA 14 DHCP IR 452532k i1 BRIA K H
A, LLEE DHCP ML 5 K B L .

B sesEomEmgtEn



| ®ogkEnmEpEEn
mEzanmetznsy

iR WRAESI ip address dhep iy 4 2 JI AT 1] no shutdown iy 4 i #2111, Btk
DHCP iR ] e vk Ki%.

M PPPoE il 55 s 3R B TP Hiuhik::
ip address pppoe [setroute]

ZNE

ciscoasa(config-if)# ip address pppoe setroute

AT LR Fshii A TP Huhik Sk #J5 FH PPPOE.
ip addressip_address mask pppoe

ZNE

ciscoasa(config-if)# ip address 10.1.1.78 255.255.255.0 pppoe

Setroute L1 1% B PPPoE & ) Ui WA Z VBRI (BRI . fFH setroute BT, JoikfERd
BT RS I .

e 24 WMRAEPHAED (W AEOMS D) FE8)E A T PPPoE, {HARHD & XU EH ISP
SRR, W ASA HREIH IS M 0 R 6 i & R 3R 1P Hbdk.

PR 4 WEZEI:
security-level number

T

ciscoasa(config-if)# security-level 50

number 4T 0 (AR 2 100 Clern) 7] AR E
pE XFIAEEE O, ANEBRCE LRGN, DUOIZR DGR B (i

PSS () RN BRCE NI R, DUMEIA SRV
management-only
BOASOU T, BRI O E N E LR,
iR XPTFREEL T, ANBERCE A PR, B i X SRR A A/ e B

w151
PUR 7”12 VLAN 101 Bl & S44:
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Bic & PPPoE

g EOmERERED |

ciscoasa(config) # interface vlan 101
ciscoasa(config-if) # nameif inside
ciscoasa(config-if)# security-level 100
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0

PAUR 7 e 245 SRR s St B3 T AL EL . #3200 ID J2— M 5K

ciscoasa/contextA (config)# interface intl

ciscoasa/contextA (config-if) # nameif outside

ciscoasa/contextA (config-if)# security-level 100
ciscoasa/contextA(config-if)# ip address 10.1.2.1 255.255.255.0

HXER
il IPv6 F-hk, 25 15 7T
Ja IR O RIE B DA X 2 40
fii ‘& PPPoE , f 8 T

WS RS DSL HL 45 A i 4 B ISP (LAt i 2, I H ISP {# ] PPPoE k&4t IP b, 1%
it & L NS5

UK

8 SIS IEFR I B S L L5 M 4% (VPDN) 21 44 Bk R b4 4%«
vpdn group group_name request dialout pppoe

T

ciscoasa(config)# vpdn group pppoe-sbc request dialout pppoe

WA ISP ZER G I, 1 LR S e bl
vpdn group group_name ppp authentication {chap | mschap | pap}

i

ciscoasa(config)# vpdn group pppoe-sbc ppp authentication chap

EE S TSP A FE 1) 4 3 B E 28 TR0 A IV 96
fJ1] CHAP 5 MS-CHAP Itf, HI/" #FBERARIZRER AR, 1A vl g2 1if CHAP %4,
¥ ISP Zy BT ] ) 44 51K 2] VPDN 4.

vpdn group group_name localname username

i
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ciscoasa(config)# vpdn group pppoe-sbc localname johncrichton

IR 4 Oy PPPOE XA T /7 44 MU % -
vpdn username username passwor d password [store-local ]

IR

ciscoasa(config)# vpdn username johncrichton password moya

store-local LA 7E ASA | NVRAM (RRFFRAL EAFE T A A& S . R B 8 SRR 55 45 17 ASA
% clear config v, SRJGHEH P, ASA WA NVRAM B F 44 A i JF B HT b AT & 4y S Uk
HERT LA

& M 2EIZE O
PIMFA R HE ASA WIME QARG R4, MM AEIE A BT kRS 52 Sk, oM
MrH M TVE S S, WSS o2 T WA .
JIRCE MM A B O, IEPAT LN 8,

fic & WA EE3E D (BVI)

FEAS AT ZH B0 B — AN N S FEIE TP k) BVI. ASA 18 H3% IP Huhik 46 R U 1 AT 40 10 Bt o
(s hE . BVIIP Huhb 220 5 B B2 (0 AL+ [R)—T- W o X5 IPva i, ATl 0 (R A s 0 i 22
I BVIIP, %1 IPv6 i tet, fA80hZ0 48 /0 lie B A s A s b DU i i, (HL S Bl se 3 h e (L
AR A AL B R, EUCR A4 R B L,

P ERE, woh BVIRE— A2k, WBVIKS 5t WRARMEATR, MRS B
KEFREA A ORRE IR BPIR S

HEAETY S 1 BROAC B GG — AN WA BV, %] DL HAD MR 4LRT BV, JF AT LAfEZH 2 ] F
I W Aak RIS

\)

AR X TEYIE GEM TSRS R PR, REra MG RIRCE A s in— AN rTiE
BN (ID 301). BERIRZA R AL S 75 R AL R A

UK

$IE1 G BVI:

interface bvi bridge group number
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g EOmERERED |

B ==rmsszoen

$IE3

PR4

TP

ciscoasa(config)# interface bvi 2

bridge_group_number ;& /1 1 F1 250 Z (A5 TG, A8 S B EnE: O ey e A 4 4 5
GEWIREE) b BVI 455 1P stk
ip addressip_address [mask] [standby ip_address]

i

ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

W27 4 BVI 0 ELE (/32 8% 255.255.255.255) o b4k, WA Br& EhkEo N T3 (k
Wk tHas . U S BVI %A 1347, B /30 7/ (255.255.255.252). ASA &EFF
FENT- W PR — AN Rl G — AN BN AR T ARP Bdiifu. Btk Wi /30 7, If
MAZ TP BERG BBs B T AN TR bk, A4 ASANEE 5N NI th 2 K% A IR thAs 1)
ARP 3R,

standby G FHIEH TR
(B B0 LN A2 — W& TP Hihik:
ST M AL AR R, O T3 BeE. 1P Hudik; A SZHF DHCP.
© FEIE 1P Hidik:
ip addressip_address [mask] [standby ip_address]

AR
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2
#% M ip_address 240 ] T MU 56 7%

ip_address Fl1 mask 24737 H T~ i 42 11 1P Huhk R0+~ R HEhD o

M DHCP fil 55 a4 3R TP Huhik:
ip address dhcp [setroute]

ZNE

ciscoasa(config-if)# ip address dhcp

setroute T L1 ASA 1 1] DHCP IR 452532 BEI1 BRIA M
AL AT A, LU E DHCP R I35 R B (R
WA RN ip address dhep #ir4 Z 1 %45 14 no shutdown 4 5 F4% 11, 5248 DHCP ik i)

(EHRE) N4
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nameif name

il

ciscoasa(config-if)# nameif inside

T SRR R 2l D3 2 A B, ) B A 1 AR AT A IR B 5, A A5 BV i

%o name EKERE A 48 NPT PR, FEHAX IS KANG o A AN E B A M dy
LA AR WA no JEI, KO iZa @2 FEMMER T 5 HZ A PR i 2o

G i) W 2 W
security-level number

i

ciscoasa(config-if)# security-level 50

number S 0 (M) F) 100 (i) Z0A] 5,

ot

PUR 7= B BVI 2 kb4 F ol

ciscoasa(config)# interface bvi 2

ciscoasa(config-if)# ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2
ciscoasa(config-if) # nameif inside

ciscoasa(config-if)# security-level 100

BB EMMTER R EOSH

SRy 8 SR DAy B A PR B A 1 I BB AR 2 A B AL

FHia Z |l

o [A—MIBFHE T IEIEAEZRE KD EEE 0. VLAN T4 0. VNI # 01 EtherChannel %
Mo S OAZ R . EHEAEAT, ASCFF EtherChannels #1 VNI,

s SR, R RPI TR RS EAR Y . BRSNS SECE, %A changeto

context name iy 4.

o RTE A, 20O R O IR 1S B R B A B, o 13 R
(cgiiui
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Nil

B8
N

UK

HENFE I B AR
interfaceid

Tl

ciscoasa(config) # interface gigabithethernet 0/0

B0 ID v DL
* port-channel

* physical—For example, ether net, gigabitether net, tengigabitethernet. & Fi 2 LIANZ . iES M
TSI 25 PRl 122 e 5 v LUK 1 44 PR o

* physical_or_port-channel.subinterface - %41, gigabitethernet0/0.1008%, port-channel 1.100.
* vni
* vlan
* mapped_name - i& [T T 2 1 5ERE
B XJF Firepower 1010, ANBERF A H AL 1 HC A M 20 7 172
TEARER I VLAN £ LA el 284 R G AR R AN A4 b

iR R, ASCFER port-channe F1 VNI 42 VR kB2 % 0
1] P M 23 P42 11

bridge-group %5

-

ciscoasa(config-if)# bridge-group 1

5 1 B 250 2 A H, S BVI B2 9 S UUEL . 2 Al 64 N8O BRI A4 .
AR i) — 2 L lid 22 2 AN MM o

DR ARG EAR
namef name

T

ciscoasa(config-if)# nameif insidel

name 2 KEZHE 4 48 NPT FPAF R, FEHAX IS KNG o A AN EE B A M dy & 0]
B AFR. WA no B, DY dr & 2 T EUNBR T AT 51 - A BRI i 4 o
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PR 4 WEZEY:
security-level number

TP

ciscoasa(config-if)# security-level 50

number AT 0 (HBAK) #1100 () ZIRI2E,

HHXER
L E . MTURI TCP MSS

AERENEEEEREO

BT KRN, BT s T AL ME— BN EE O O ER O D (W
AR S EE) Bl B ELR: 14101 EtherChannel 42 <ﬁu5‘ﬁ4“ﬁz/\**ﬂ}§m ), ALK
JUPCE A BB A B 1. 6 T Firepower 4100/9300 HLAR, 53143 11 ID HLy T3 L4 ASA B4R %
BRI 1 SASERAT A oAtz R R R B e 1o 4 n] DAAE B Ok BN S
BHANEHED, AREAER, WSHEWR NSRRI,

FHia Z |l
© VR A WAL, ANRTECE AT ARAL (ID 301) 5 HShis N2 RCE . R4l
AR EAE R BR B

* X}F* Firepower 4100/9300 HLAi, & #5211 ID U T EC4 ASA SR 45 (7 FE2R A B2 11,
 FELIE ST, BREEE SISO, ORI O . BNOUERR R O .
s RSN, EES RPATE MR R RARET . BENRED) B RE, EE.

UK

T BN R EA

interface {{port-channel number | management slot/port | mgmt-type_interface id }[. subinterface] |
mapped_name}

TP

ciscoasa(config)# interface management 0/0.1

port-channel number 24§/ EtherChannel %11 ID, {1 port-channel 1. EtherChannel $2 1 fgf 4T
(ES I WAL JER

AL RN, i allocate-interface fir4 23 Bt —/M% 1, 1% A\ mapped_name #ir4 .
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st OAE Bt |
B »emermagezn

X} F Firepower 4100/9300 HLAH, 455 0 A4 ASA ARV A MBI E: 11 (phak EtherChannel)
M40 ID.

P2 w4
nameif name

i
ciscoasa(config-if)# nameif management
name & K JE i E h 48 N IMSUAR TR, JEEAR Y KNG o A ASBHEE B ALy 4]
TEAFR. EHA no JEX, b iz &4 SBUNR T 5 IZA R IH 2.
SR 3 A LUT Hh— R i 1P il
« FhwE 1P Hibik:
T T, T8 E TP bR H bk RS2k DHCP.
ip_address F1 mask 2453 i HI T~ B¢ B4 11 1P Myl - R HE s .

7% H ip_address Z 4 T H b 7 .
ip addressip_address [mask] [standby ip_address]

R

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0 standby 10.1.1.2

M DHCP JIk 55 a5 3K HL IP $huhik
ip address dhcp [setroute]

ZNUE
ciscoasa(config-if)# ip address dhcp
setroute XHE T SLVF ASA {81} DHCP JIR %5 25 S ik 11y BRIARK i .

A4, DL E DHCP AL 3G ROB R -

WRAER N ip address dhep T4 Z i A 1 no shutdown 4 JH % 11, 4% DHCP 155K 7]
RETCIE AR

PR 4 WEZRH:
security-level number

TP

ciscoasa(config-if)# security-level 100
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number 4 0 (AR F) 100 (Imr) ZIEI I35,

& IPv6 St

LR A an el e & IPve FHhk.

X T IPv6

AT AFELT IPv6 IS L.

IPv6 St
AT LL Ky IPve Bic B P AP AY i B Rk b ik

o SRy - SR AT IS AT A k. 0 TR AL, 2N BVIE GiAN 2 B4
RO ) RS hE . SR AT LI IE ISR A B L BC B AR TPve ik,

o BEERAHD - BEER AR I REAE FOE M2 AT T ik o B Ry s AN P B B A M ik e
REAEA: e UOH TAER e W BB FafE . R AR bk v] B Tk i 35 540 fE I B,
Blan LT AERIMRL T, S O D R SR Ak BV B B A L.

DT EBCE R A NE, TPve A 2ol AE . WERBCE ARl RO B AR B A
Hohik, DAITET 53406 T I B R A Ik . X T RIMFAL R 4% 1, AE BVI ERCE 42 Rk,
ASA KGN A B A B At k. ARG B A Rk, T B A B e T S R A
Hhhk

)

AR AR E R R AL, 5SS T ipveenable (HZIALE) B ipv6addresslink-local
(FhlE) w2,

&4 B EUI-64 3 1D

RFC3513: HIEMIPRLET 6 Mt (IPv6) - E AR 2K i H 8k 1IPve Mk (LA HEHIE 000 JT 3k )tk
BRAMD I AR R I R 64 47, - LMEMUE EUL-64 4% N 7RIS . ASA W] k42 21 A Hh
IR EHLHATIZELK .

EFE I FJA MR RERS, %% D) TPve Zs Ay b AR I MAC Huhb @47 5030, DA fR#2 1
FRRFFAE & ) EUL-64 4% K. Wik 1Pve Hl WA K 1) EUT - 64 4% X T4 LIFRIRST, W2
ERHHAIERLL T RGEHENE:

325003: EUI-64 source address check failed.

AR RN A S PAT U AkA U e, ARk ABLA R R EE . sehh, HaE A i
LR ENSATH IR AT
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B == reagrezss

B & IPv6 BIBRIEE Pin

ASA T LLES DHPCV6 BRI R P ity ,  DAE R itz 1 O Qe 2 280 vl 20 90 Tl g 8 2 PR Al
HD) mT RS — AN A IPv6 BT, SR)5 ASA AT LUK B 2530 1 1 90 20 B 20 s 11

KT IPv6 R #F X

ASA T LAEN DHPCv6 F S FBZANE /i, DAMEER ) e 11 9 22 1) P, 05 18 o A2 O 4 1 A0l 2
D ATRAE A2 AN TPV 4L, AR5 ASA AT LUK X SE iy 48im il 1 W/ Be 21 Ly e 1. R85,
TERER R T AU AT DA DR &Sk F S0 E (SLAAC) $RHCAS ) IPve Hiuhik. i57ERL, PIHEE
ASA B USRS AT B BUIR S %% ASA HLfE ] SLAAC & P um @it 4 5 1P Mok filan, i
P AR SRR ASA, BT LMEN SLAAC % )7 GigsRHCH: TP Mtk o {HE, G BRI i ph 28 5 (1) I 4%
{F B TTZR 709, TUDAZIAE % H A 1R P 32 11 T2 e B X Le bl

ASA HFALFE— AN DHCPV6 R4S %%, LME SLAAC % it fE 1] ASA K i%EAE B K (IR) $edi i,
ASA ] DL X 265K i fd it DNS 458 FHIk 42 645 B . ASA (N7 IR B, A% viig 2 il
bk SRR g S F IPve [ B HC B ORAC S % i,  LUMIEAE R 1 U1 TPve Hiuhk o 527 i
R FTOIRAS A BFECE I, I T b Al 2 1 S R B () AT SR L IPve Mkl R in UL, AR
P A A SRR R ASA TS

IPv6 RIZE1%1Y /64 F W 7151

PLR 749 o4 F DHCPv6 Hbik %5 /7 3 76 A2 11 1422050 1P Mk (K] ASA . B4k, Bk 2318l DHCPv6
TR P i gk g — MRBUGATE . ASA KA RIS m AN /64 ZS 1K1, AT A1 AT 4%
DA T E R 1 0y o1 88 :2) FIEEAN%E O B TPve Hiuhk (0:0:0:1) A % D8 A0 id 4
Ja IPv6 itk T4 483X He N i 111K SLAAC % P il 313454 /64 1M _E (1) TPv6 Mtk .
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DHCPv6 Address and
Prefix Delegation Server

Internet

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPv6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:

/ <delegated_prefix>::2:0:0:0:1/64

IPv6 address from PD client:
€ <delegated_prefix>::1:0:0:0:1/64
I

SLAAC IPv6 address: SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 2001:DB8:ABCD:1232:0:0:0:2/64

IPv6 address from PD client:

<delegated_prefix>::0:0:0:0:1/64 \

SLAAC IPv6 address:
2001:DB8:ABCD:1231:0:0:0:2/64

IPv6 BIZRZ K /62 F M 7~ 51
LR ™ 57 T ASA K RTZE 1M %5 3] 4 A /62 1 M H1:2001:DB8: ABCD: 1230::/62.
2001:DB8:ABCD:1234::/62. 2001:DB8:ABCD:1238::/62 1 2001:DB8:ABCD:123C::/62. ASA #f
2001:DB8:ABCD:1230::/62 = 4 AN1TH] /64 M2 —H TH MBI (:0). BEJG AT LAF2hk HAth
162 T W T R thas. Froniis hi#els 2001:DB8:ABCD: 1234::/62 | 4 ANul ] /64 F M (k) 3 4
TN G4y 25F26) o FEMEOLT, P a8 D VA SR IN R IR T4, R i
TEAE ASA FEFEZRIRMATS, R ZigSH TS maRneE . w5, S0, 1SP &
Wi — AT RIRG Ta e % 7 v, (RN ASA WCEHT TSR, WA DA 20016 C5 i v s P 5 AR P 20w
4. DHCP ME—FRriRFT (DUID) & H 8 E I S RFFAAL
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DHCPv6 Address and
Prefix Delegation Server

Internet

Cable Modem

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPV6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:
<delegated_prefix>::0:0:0:0:1/64

SLAAC IPv6 address: |
2001:DB8:ABCD:1230:0:0:0:2/64 Firewall
Manual IPv6 address:\ Manual IPv6 address:
2001:DB8:ABCD:1234:0:0:0:1/64 2001:DB8:ABCD:1236:0:0:0:1/64

Manual IPv6 address:
2001:DB8:ABCD:1235:0:0:0:1/64

2R3 IPv6 BTSRRI E P i
E—ANEZ N1 F )3 ) DHCP6 RUZAREES S . ASA RISRI—/N 2 ANl B 1 N R L4
BRI 451K IPV6 B, W, AR F R HI AT RE %S P i ()42 1148 H] DHCPv6 bl f dim gk HUCH: TP
Hudik,  BUAT HAD ASA 214 REAE FARHR A 4040 A 1 M
FIRZ Bl
o BEDREAN SRR B 7 KA
o BLIHBEA SRR 2 Al S
o BLIHBEA SRR RE
o JCIEAEAE B T B E R D RE

o MBI RTBACEERS, UK ASA IPv6 4B Jitt I bh w4 2 0] B 13 i /i T DHCPv6 k%S
PEOIC AT I B AT ], BAB IPve Wi T k. flhn, G0 S DHCPv6 IR 45 2e 4 14 ik Ry AL e
HEROW®RE A 300 >, WENCK ASARA [BIFRWE 4 150 7. BE EEA S0, 1## 4 show
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ipv6 general-prefix iy 4. 2 E ASA RA [AlffE, 1ESHECE IPve AL A , 25 22 11 ERIA
{5k 200 5.

iz

X% %) DHCPv6 AR 458 M4 (142 11, i REARE D B R
interfaceid

i

ciscoasa(config)# interface gigabithethernet 0/0
ciscoasa (config-if)#

Jri I DHCPv6 B g ARERS i, AR iR 3R TSt fin 44 -
ipv6 dhcp client pd % #k

T

ciscoasa(config-if)# ipvé dhcp client pd Outside-Prefix
name fix £ b 200 74

ST R BRI A T 25 K — T 22 TR 7«

ipv6 dhcp client pd hint ipv6_prefix/prefix_length

IR

ciscoasa(config-if)# ipv6 dhcp client pd hint 2001:DB8:ABCD:1230::/60

W, IBFEEEE SRR E TSR (B0 /60> , B W AL LTI B R e W48 I F A5 B IR (e A
M ERE EHERBOZETEE, o DM IR AN TTS . WA T 24 OREI TS
F£) , JHy DHCP Jk 45k e S0 F 3 n sle R B AR

THZ R BCE AR TPve Hililk , 25 20 108 ASA 21 0BeAE A 42 R TP Ml FImrEs 1M .

(AIE) TS UELE DHCPv6 JoIRZS RS 8 h SLAAC 75 ) dfie kA4 MR 55 48 S 40

(AIIE) WSS E IPv6 W 44 1 Bl 25 L5 BGP [ HT4

il
PL R /- BI{E GigabitEthernet 0/0 1/t & DHCPv6 Huhl- %5 7 i FIRTZRACHL %5 ) oy, ARJEAE
GigabitEthernet 0/1 F1 0/2 [ Fc A 55 12 i 45 (1) Ha -«

interface gigabitethernet 0/0
ipv6 address dhcp default
ipv6 dhcp client pd Outside-Prefix

wmtgnmEnetzEn Jj
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ipv6 dhcp client pd hint ::/60
interface gigabitethernet 0/1

ipv6 address Outside-Prefix ::1:0:0:0:1/64
interface gigabitethernet 0/2

ipv6 address Outside-Prefix ::2:0:0:0:1/64

BcE £ /5 IPv6 ik

SN ATART % chASE 2392 1R B % A= BVI G B 4 ) IPve ik, 50T DL R AP IR,
25 B AR A S FE DHCPv6 FITRTZAC B I

)

AR NCE R A SR R A L, RITE T MO0 AT E . TR, {E BVI ERCE
ARt 2x F SR RTAT B D 3% B G B A b L

RO, @UEFFET-303E MAC Huhl, 33 A B M8 A8 11 AR R 16 [E 4k MAC $uhil.
HH T IPv6 FE A bl JE 3T MAC HuhbA=iarts,  DRIIEREnfE— 1) MAC Huhb 4y ficss 145 1 2 e ivFiE
—I IPv6 BEME A i hE, X RERLEE G ASA HF e SEBI W R BT E W . TESH FAILE MAC Hb
ks

FiaZ |l

s HZE R, HERRPITT MR BRATRT . BNREYHEERACE, E¥A changeto
context name iy 4.

g2

BRSO E A

interfaceid

i

ciscoasa(config)# interface gigabithethernet 0/0

FEEWIRE A st iU, IR E BVI:

IR

ciscoasa(config)# interface bvi 1

FEBEHIRGUT, BT BVIZAh, %68 n] AR & P

Tl

ciscoasa (config)# interface management 1/1
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CEET T |

T2 (dER L) LU ke BEE 1P ik,
* eI E R TOIRZS A SR

.

ipv6 address autoconfig [default trust {dhcp | ignore}]

FO FE LIRS B3R ER, #IET Router Advertisement ¥ & HH 2205 21 (19 7T 25 K il & IPv6
Hodik. B HICIRS B E N, BTSN EUL-64 10 ID H 3h A sl 1R BE M A s b ik

iR JLE RFC4862 8 5 A TOIRAS H s & FTIC & 1 EHIA S A AR Al & 8, HiX
FHEOLT, ASA 2 RILER HAHE SR . EHIHRWE R, 1524 ipvé nd suppress-ra

A
nu/v\

WU B BRI M i, 1545 %€ default trust dhep B ignore. dhep fi & ASA {8 I [ 32 /54T
J5 CEPYE A4 TPve HbEf¥ [R]— & R4S 4% ) (A b o 8 15 I BRI E H o ignore 45 B ph ol 1
AT LAY B LA R 2%, I T gy AU P R i — 2

1# ] DHCPv6 FREUh L
ipv6 address dhcp [default]

i«

ciscoasa(config-if)# ipvé address dhcp default

default 87 Mt 2l 15 SRR A o

F-B A8 o B4 R
ipv6 addressipv6_address/prefix-length [standby ipv6_address]

ZNE

ciscoasa(config-if)# ipvé address 2001:0DB8:BA98::3210/64 standby 2001:0DB8:BA98::3211

SrBCA bk, RN 0 B ah A B A AL
standby 4 i G B e 8 s H A 08 T (R B A RS 2 1 A 1

TR+ AT 45 4 Modified EUI-64 #% 302 1 MAC #thb2E sl 1 1D Bie A, kA
O 4 Rk,

ipv6 address ipv6-prefix/prefix-length eui-64
ZNE

ciscoasa (config-if)# ipv6 address 2001:0DB8:BA98::/64 eui-64

o WSy ib=Lh | IR /S e IS ) Rl 3 435 N L
AT E & MO, B0 1D K2 BEh A .
o fE AT TS :
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ipv6 address prefix_nameipvé_address/prefix_length

ZNE

ciscoasa(config-if)# ipv6 address Outside-Prefix ::1:0:0:0:1/64

I D) REE K ASA fEANRIEE D F S Fl DHCPV6 i A% i . 1524 Jo H IPv6 HiSE4% A% 7
Ui, A5 18 W JEWEEEMLN, PRI R /60 BREE N, RIS T LUK LA AN 164 M4 1T
TR R A B R T i R SLAAC, W /64 252 SRR T KB . S8 15 72 1T BASE K. /60
TRFI R aE, B0 ::1:0:0:0:1. fEHWBERTHIN o LU RTE/ N T /600 BN, n RAZA I RT45E
2001:Db8:1234:5670::/60, W43 AL %4z 1 142 )= 1P HilikJ2& 2001:DB8:1234:5671::1/64. 7L i
P A B AT SE 2001:DB8:1234:5671::/64. fEAGI, WIRRTZR /N T /60, T RiT 254543 1
P e 0, RATRT S« FTHR/RIAsRE. B, B argiie 2001:DB8:1234::/48, | IPv6 Hutik¥s
24 2001:DB8:1234::1:0:0:0:1/64.

(BVI£:11) A BVI F-ghor o4 etk o 55 F@ BN i ez 1, Wig i sk vk

ipv6 addressipv6_address/prefix-length [standby ipv6_address]

7~
ciscoasa (config-if)# ipv6 address 2001:0DB8::BA98:0:3210/48
SrBCA R hE I, K O A A B A il
standby 5 i il By e A B A B4 0] o () iR S B A1 A FH 0042 1 bk
(AIe) fEAHuEER, LI IPve it rh, s MBS EUL-64 #6300 AR IRTT .

ipv6 enforce-eui64 if_name

TP

ciscoasa(config)# ipvé enforce-eui6d inside

if_name Z ¥t nameif fir & I € 3L DA PR, ROREE L OB S ATtk AT .

it & IPv6 4P B & TN

IPv6 &% i R I RS H] ICMPv6 1 S ANE KT AL ik ke [R)— 2% ORMBERR ) Hh &8 e 1) ik
S AL L RAE AT J R R R S R ST B s o

T CENL A AR FE A B R O B A PR B i 0 o X B 2 b b DRl s A2 DA e
DA LRI I A S AR A O B WA S thds . BbAh, 9 mUA AT B 3:
B EREAIIRLE A J ATy ) SRR S ANFT G ), R S O R SR M bk 2 e 2 B s
PR AN, NS s R R A
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UK

TR EHECE ) IPV6 510,

interface name

Tl

ciscoasa(config) # interface gigabitethernet 0/0
ciscoasa (config-if)#

i€ A ML (DAD) 22 KL
ipv6 nd dad attemptsvalue
value ZHUA BB 0 2 600, 0 fE A ERTE 4% 1 25 DAD Ab2E . ERIMEDN 1 450 5.

DAD fifi {57 16 B4 TPv6 M hEZE 5l 2 BRI ME— 1, A Or e Bl A D0 DX 8% ) &2 TPv6 Mtk . ASA
AT AR Ja i >Rk i ok $4T DAD.

IR A LS, ZHHE RS S E 8 DUPLICATE, H AN %tk 3528 il UL 5

325002: Duplicate address ipv6 address/MAC address on interface

QT A M LR R A b, R O AR IPve AL EE . dn SR A M bR A SR
bk, DR AN 2

IR

ciscoasa(config-if)# ipv6 nd dad attempts 20

B TPv6 <08 Ja i K F B A% A 4 ) g3 I [7)
ipv6 nd ns-interval value
value ZHI{E G 4 1000 £ 3600000 25

ARG SRIEE (ICMPv6 287 135) 2l R IIAS b4 % b FLA =Y A (KA i 2 b Bk P 71 57 A H ik
bRk AEWCEIAREE SRR, BAR AUB G AE AR RS ARl v R (ICPMve 2K 136)
fEHIN 2

P AR SR I ), Y R AR R RIS o RO RS R BE R SR bk e, AR SR R
IR AR AT T el PE e 2470 S BT Je (R mT U i PRI, AR R S P K H Fs ik 2 4R 1
Lk 5118018

AHOBERE Y R BE R 2 ik A B AR, e AR AT B T
i

ciscoasa(config-if)# ipvé nd ns-interval 9000

BCEIERE TPv6 11 5 Al Uy 1] (11 8] 5o
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ipv6 nd reachable-time value

value Z L IEVEIE Y 0 2] 3600000 220 4% AE N O 1N, RE A ARAAE I Vs [N (). i s
SRBEEANEREZ W] Uy 1) I8 18] ) F

A8 T U7 T B ) T A S DA T P Ao GBI (R, A DA T P & PR BE it b, (RS, I
) 4 B ANLE T TPV 28 ¥eas i HT T S 22 (1) IPv6 4%ty S AIAL BR R . 75 1E % IPv6 A A i
WOBE B AR J 1) T B T o

i

ciscoasa config-if)# ipv6 nd reachable-time 1700000

TCE TPV [ HH A 30 A% a2 ) (18 I [ TB)
ipv6 nd ra-interval [msec] value

msec KRR P BERIE DL M N BT . A SR IOCHE P ANAEAE, SR AR LARD hy Ffr . value 2
B AEEE AT 3 31 1800 #2221, W iRFLHt T msec T, JWYE AT+ 500 2] 1800000 ZZF»
ZIa)o ERIMEA 200 £

IS T ] o D 5 6 A3 HH LA R BT TP B e s 7 v

USRS ASA BCE N BROARK His, UL 2 1] FR I 18] () RES 2/ T 845 T+ TPve % Hias il w5 A 2.
B b5 FeAt YPv6 5 AR )22, RS i ARSI B (B BE AL 48 0 BT B 20% LAY o

P

ciscoasa(config-if)# ipvé nd ra-interval 201

FRE A HUBE S E T SONCRE ASA REA BER EBRIA RS 45 R I TR

ipv6 nd ra-lifetime [msec] value

A ) msec SCHEFHR ARG AE I LA B B . RS SE, WIHZAE LLRR 4 547 . value ZEL I
F 0 0 2119000 2. A 0 RoRANCKRE ASA LN IZE E # 11AUER B 4% -

B h A ROWE AR AR AE B LI ITAT TPve B 8RB 5 o BRABAR S ASA 14 B 1 R BRI
FEEAJIUFAT

TP

ciscoasa(config-if)# ipvé nd ra-lifetime 2000

0 b A I T
ipv6 nd suppressra

Bl A v B (ICMP6 2880 134) 2 B3hAkE, DAY % 231k 8 (ICMPv6 258 133)
P 2 SR S EHUE R R BN R, DME SN AT DT RI ABhECE, T S N 4T i
FEE SRR S

FEAT S ASA Sl IPve BT A# I (i, ARSI b, fn] R AR S AR X e B .
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B IE 2o T ASA EorON R BRI IPve SRJE, TIANE R IPve i ds .

SRS INIbREE] IPv6 s A S, LUERI IPv6 2 A % )™ i i/l DHCPv6 3R IPv6 Huhi LK IRE K]
TORA B Bl E .
ipv6 nd managed-config-flag
WAL TPv6 % HH 2% 10 75 2l B o v B B A bk e B AR A .

FBY  IINARER] 1Pve % sl i, LUESN IPve H )AL E %) i ff ] DHCPv6 3k DNS Jle g% ds ik 2 It
(LREPSIS
ipv6 nd other-config-flag

PEXETHAE TPv6 1 s 3 75 it 00 B0 FU Al ik e AR

S0 E DS AE TPV b 8530 15 1) TPv6 HIZR

ipv6 nd prefix {ipv6_prefix/prefix_length | default} [valid_lifetime preferred_lifetime| at valid_date
preferred_date] [no-advertise] [no-autoconfig] [ ] [off-link]

RS 71 ] AEAR fE B2 H T B ShlC B Dtk JoIRZS B ShlC EAE T a3 1 S P S g IPve
TSN B I A 1 00 4 ) B R M

BROATEOL T, $11 FAE ] ipv6 addres iy 41 B 4 Mkl R i 57 6 e 2l o @i o iSRG ipv6
nd prefix 2 Al A R E AT, WAGE E X e ET4L

FAFE TR B AL BT, e i g im a5 Bl S TSR B A SR 64 £ .
* default- Rl FHBRAETER

+ valid_lifetime preferred_lifetime - #5521 15 45 7€ 1] IPv6 HT 40 A AT R B e AU 4L I (Al 1. Hb
HEAE AR N B RS eSO RIS, bk SN CHFHRE: e
FERPIRAS o, BEARAHERFATH, IR 25 . AREA RN S, sk ARk Jesk
W&, HIGEATH . AR RO UK T 30EE T 18 AT 0. EEECY 0 #2432 4294967295
o S RERERITLIT K, Wl UAEH infinite XEEFFRE . A RIIA FUHERE N 2592000 (30
K)o HILARINEAME A 604800 (7 K)

+ at valid_date preferred_date - 457 Hif 8¢ 2 K H AR H RIS ] 4552 H S 208 month_name day
hh:mm. #1401, %i A\ dec 1 13:00.

* no-advertise- 25 H 4% 15 .
* no-autoconfig - R EATAREH T 1Pv6 H AL E .

* Off-link- K45 52 (T ZE M0 B A OGP RERK o IXHT SR AR 5 ITE R L-00. T 4e A 1E 0 2
EEAE SN2 3t B

FERERS EATIT CBRAEOUR) I, F50E ATS s Mo g i s . B 58 e irat i e St ik e
LU T oK B PR AEBE R A AT D ]

T

ciscoasa(config-if)# ipv6 nd prefix 2001:DB8::/32 1000 900
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SN 1E IPv6 BB JE R A7 e B FR A&

ipv6 neighbor ipv6_addressif_name mac_address
DA AE JUPMIT R A3 P T I S TPv6 48 J

* ipv6 neighbor fir & J3L T arp v 4. WSR2 1Pve Huhk i) 45 HAEAR i R IR A7 b e ArqE (238
Ib 1Pv6 &8 fi R I FE SRR, iz % H2 A FASKH . S Tl G RCE I,
XL H AR E T

* ffiH] show ipv6 neighbor iy 4 1] & F IPv6 &% Ji K ILZEAE T IERAS S H o

« clear ipv6 neighbor 4] K& IPv6 ;»BEEE‘%%??EFFA*%*% HZA M4 H. noipvé
neighbor i 4 1] WA s K IGE A P IR IR E FR S H s ixm A NG e MR &S H
XS H O IPv6 A R I FE 3k . 4] noipve enabl A FERE I EAEHT IPve nl i Bk ok %
FEORCE WA IPve A8 ) KIMGEAr 4 H, #a84H (GHPPIRES TS INCMP [Incomplete])
R4,

A i I AN 1B 5 TPv6 48 Ja R I AT P A 2% H
clear ipv6 neighbor iy & ANa A TPv6 4B S R IS A7 T HIERER S 45 H s IRl BRalaS & H -

IPv6 28 Jm 4% H e W HT A2 T ICMP R4 H &, 1Pv6 2BJa 4 H I ASA ERIATHI 254 30 5,
K, ASA K K294 30 #52E i ICMPv6 qll)%ﬁf)“ R NP AL . WR ASA I 1Pve Huhik il
B R LAN R, I ASA K4 30 B0 R il & EI’J}D%%E%ZIK%E’J IPv6 Ml A= i ICMPv6
A0 IR N A AL . Ak, i TR SRR E ARG H L (ICMP & H A b - L4
duyRED , Bk, BIFE - EAAEARKER ICMP R4 H & . T UE R IEEE 8 0 _ERCE 1Pve 46
Ja 4% B RG], HE, AAT{EME R 0 LR . 1Elm, I ICMP 48 s KB L4 CPU
(1 5E 0 B2 /)N o

.

T

ciscoasa(config)# ipv6 neighbor 3001:1::45A inside 002.7D1A.9472

R IE IS AR T FNIE AR R O

e LU O gk 5 B IRZ&S . PPPOE .
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\)

R %I T Firepower 1000, 2100, Cisco Secure Firewall 3100 il Firepower 4100/9300: H:ot4 {5 QA ff
H ASA iy 2R E~. BIEH FXOS e & F Hitd D st E R .

* /eth-uplink/fabric# show interface
* /eth-uplink/fabric# show port-channel

* /eth-uplink/fabric/interface# show stats

X S8R Firepower 2100, 5312 [# LA R FXOS connect local-mgmt iy 4 :

* (local-mgmt)# show portmanager counters
* (local-mgmt)# show lacp

* (local-mgmt)# show portchannel

HRVEANME R, 1SR FXOS MlbEHE ke .

?ié H Q;'EV'"L: ,.jﬂﬂ.:. e

* show interface
BaRERGIHER.
show interfaceip brief

RO 1P bk FR A .

.

show bridge-group
WoRPIMALE R, W CHREE . MAC Hihib A 1P Hhik .

DHCP {52

show ipv6 dhcp interface [ifc_name [statistics]]

show ipv6 dhcp interface i 4 T s BT £ 11 1) DHCPv6 {5 8. 42 L & H T DHCPv6
TORERSS AL E (EZ WAL E DHCPV6 IR #%) » Wk 2641 1% I 45 g 1 EAE Al
[¥) DHCPV6 ith. 454z 143 & DHCPv6 Huhk % /o sk i 2R R YR % ) i e, I by 24 R 4%
AR PPIRES,  BLR MRS B . TR e 0, nT LU 7R DHCP R4 #4355 /- i
FIvH B B LU R B Bos b ar 2 3RALRE R

ciscoasa(config-if)# show ipv6é dhcp interface
GigabitEthernetl/1l is in server mode
Using pool: Sample-Pool

GigabitEthernetl/2 is in client mode

Prefix State is OPEN
Renew will be sent in 00:03:46

mrgtEomsnetEn i
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Address State is OPEN
Renew for address will be sent in 00:03:47
List of known servers:

Reachable via address: fe80::20c:29ff:fe96:1bf4

DUID: 000100011D9D1712005056A07E06

Preference: 0

Configuration parameters:

IA PD: IA ID 0x00030001, T1 250, T2 400
Prefix: 2005:abcd:ab03::/48
preferred lifetime 500, valid lifetime 600

expires at Nov 26 2014 03:11 PM (577 seconds)

IA NA: IA ID 0x00030001, T1 250, T2 400
Address: 2004:abcd:abcd:abcd:abcd:abed:abed: £2cb/12
preferred lifetime 500, valid lifetime 600

expires at Nov 26 2014 03:11 PM (577 seconds)

DNS server: 2004:abcd:abcd:abcd::2
DNS server: 2004:abcd:abcd:abcd::4
Domain name: relay.com
Domain name: server.com
Information refresh time: 0O

Prefix name: Sample-PD

Managementl/1 is in client mode
Prefix State is IDLE
Address State is OPEN
Renew for address will be sent in 11:26:44
List of known servers:
Reachable via address: fe80::4e00:82ff:fe6f:f6£f9
DUID: 000300014CO00826FF6F8
Preference: 0
Configuration parameters:
IA NA: IA ID 0x000a0001, T1 43200, T2 69120
Address: 2308:2308:210:1812:2504:1234:abcd:8e5a/128

8
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preferred lifetime INFINITY, valid lifetime INFINITY

Information refresh time: O

ciscoasa(config-if)# show ipvé dhcp interface outside statistics

DHCPV6 Client PD statistics:

Protocol Exchange Statistics:

Number of Solicit messages sent: 1
Number of Advertise messages received: 1
Number of Request messages sent: 1
Number of Renew messages sent: 45
Number of Rebind messages sent: 0
Number of Reply messages received: 46
Number of Release messages sent: 0
Number of Reconfigure messages received: 0
0

Number of Information-request messages sent:

Error and Failure Statistics:

Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages:
DHCPV6 Client address statistics:

Protocol Exchange Statistics:
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Solicit messages sent:

Advertise messages received:
Request messages sent:

Renew messages sent:

Rebind messages sent:

Reply messages received:

Release messages sent:

Reconfigure messages received:
Information-request messages sent:

wl

O O O b O P =
o

Error and Failure Statistics:

Number of Re-transmission messages sent:

Number of Message Validation errors in received messages:

show ipv6 dhcp client [pd] statistics

show ipv6 dhcp client statistics 4
(R S B i L 45 B . show ipv6 dhcep client pd statistics T2 /s BT 2% ZS R 25 ) it

AR 70 2 s b iy - A 45 B

ciscoasa (config) #

Protocol Exchange

Total
Total
Total
Total
Total
Total
Total
Total
Total
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Error and Failure
Total number of
Total number of

ciscoasa (config) #

Protocol Exchange

Total
Total
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show ipv6 dhcp client statistics

Statistics:

Solicit messages sent:
Advertise messages received:
Request messages sent:

Renew messages sent:

Rebind messages sent:

Reply messages received:
Release messages sent:
Reconfigure messages received:

Information-request messages sent:

Statistics:
Re-transmission messages sent:

Message Validation errors in received messages:

show ipv6é dhcp client pd statistics

Statistics:

Solicit messages sent:

Advertise messages received:
Request messages sent:

Renew messages sent:

Rebind messages sent:

Reply messages received:

Release messages sent:

Reconfigure messages received:
Information-request messages sent:

Error and Failure Statistics:

Total number of Re-transmission messages sent:

T 5275 DHCPv6 % 7 i 45

TNl |

1
0

WHEL, JFRRC RN DB
Sl B

8
0

R R
N

O O O w o

wmtgnmEnetzEn Jj



B rrroe

PPPoE

g EOmERERED |

Total number of Message Validation errors in received messages: 0

* show ipv6 dhcp ha statistics

showipv6dhcp hastatistics iy 2 H 1 Bon b e 7 1 55 2 A 4 b BE 48015 B, BL45 78 DUID
{5 BN Z RS IR DL R R ER T i 3R B .

fEE B L

ciscoasa(config) # show ipvé dhcp ha statistics
DHCPv6 HA global statistics:
DUID sync messages sent: 1

DUID sync messages received: 0

DHCPv6 HA error statistics:
Send errors: 0

FEE B L

ciscoasa(config) # show ipvé dhcp ha statistics

DHCPv6 HA global statistics:
DUID sync messages sent: 0
DUID sync messages received: 1

DHCPv6 HA error statistics:
Send errors: 0

show ipv6 gener al-prefix
show ipv6 general-prefix fiy4 .78 DHCPv6 AIZRZS IR i3RI I T A AT 4R, 1% 0028 2 HoAth gk
I ASA 7k C “WHPmpR” D o LUl os thar 2484145 B

ciscoasa(config)# show ipv6é general-prefix
IPv6 Prefix Sample-PD, acquired via DHCP PD
2005:abcd:ab03::/48 Valid lifetime 524, preferred lifetime 424

Consumer List Usage count
BGP network command 1
inside (Address command) 1

* show ip addressinterface_name pppoe

B8 477 PPPoE & ' it B 5 B

* debug pppoe {event | error | packet}

J& FH At PPPOE %% 7 b

* show vpdn session [I12tp | pppoe] [id sess_id | packets| state | window]

& PPPoE & 1f IR A
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ciscoasa# show vpdn

Tunnel id 0, 1 active sessions
time since change 65862 secs
Remote Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
Remote Internet Address is 10.0.0.1
Session state is SESSION UP
Time since event change 65865 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#
ciscoasa# show vpdn session
PPPOE Session Information (Total tunnels=1 sessions=1)
Remote Internet Address is 10.0.0.1
Session state is SESSION_UP
Time since event change 65887 secs, interface outside
PPP interface id is 1
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#
ciscoasa# show vpdn tunnel
PPPoE Tunnel Information (Total tunnels=1 sessions=1)
Tunnel id 0, 1 active sessions
time since change 65901 secs
Remote Internet Address 10.0.0.1
Local Internet Address 199.99.99.3
6 packets sent, 6 received, 84 bytes sent, 0 received
ciscoasa#

IPv6 4B /& % 3
T IPve &L KBS HL, WA LU R fir 2
* show ipv6 interface

e Won o IPve BEE A LR FPRIRES (B 0k, B “outside” D, JFWondiE
BOMBE. (HE, Eaard P HER A FOIf s C R H IPve T 5 DRI EL. dr &4t i
ZNOSNENSY

* O REAIRE
R A N4 Jr) P ML

« FOFTE 4L A .
« ICMP H87 5 [n) FVES R S R .
o AR IRV .

AR O SRR AL,
» IEAEGE I R ILT F
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LU IEWRATR B RS A ISR (R =A% 10D LR ME B L i

interface gigabitethernet 0/0
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 0/1
nameif outsidel
security-level 0
bridge-group 1
no shutdown

interface gigabitethernet 0/2
nameif dmzl
security-level 50
bridge-group 1
no shutdown

interface bvi 1
ip address 10.1.3.1 255.255.255.0 standby 10.1.3.2

interface gigabitethernet 1/0
nameif inside2
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/1
nameif outside?2
security-level 0
bridge-group 2
no shutdown

interface gigabitethernet 1/2
nameif dmz2
security-level 50
bridge-group 2
no shutdown

interface bvi 2
ip address 10.3.5.8 255.255.255.0 standby 10.3.5.9

interface management 0/0
nameif mgmt
security-level 100
ip address 10.2.1.1 255.255.255.0 standby 10.2.1.2
no shutdown

5 2 M HreHRY 32 $R LAN [ B 7R £51)

PUR/RBIACE 2 MR CREASMIRFALE S 3 AN 0D AN T outside (5B thH: 1. EAIL
Web R85, KB4 1 4 inside, MIMFAL 2 K dmz. T MMEA BN R E T Rl — 224905,

T HIRATE )G R 245, Bt LA AR AL R 03 42 1 AE AR AL P o] DL FHOEAS o BLAR inside f 53 1)
LA 100, dmz B LR AL 100, (HIXEE 2R AEH T BVI AEE; A7 BVI
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52 rmifansis AN me ]

LA A L5 BVI AR . BVI Al outside (100, 50 F10) 12242 2% BB Ao TF inside £
dmz. inside %] outside LA M dmz # outside )i & . [7] outside N 5 ) BN DL VR &R dmz I

(K155 4% o

Internet "‘J

dmz
BVI 2
209.165.201.1

- DLIISI‘H_L' 209.165.201.4
e :ltl:r,].::[!].e.L,.'",". dmzi
208 225 [DHER) GigabitEthernet 1/7
e dmz2
GigabitEthernet 1/6 209.165.201.3

| dmz3
GigabitEthernet 1/5

inside3
GigabilEthernet 1/4

inside1
GigabitEthernet 1/2

Iy

10.10.10.2 eat10.10.10.4
- o
inside 10.10.10.3
2 A W
1010901
10.10.10.5 1010107
10.10.10.6

interface gigabitethernet 1/1
nameif outside
security-level O
ip address dhcp setroute
no shutdown

|

interface gigabitethernet 1/2
nameif insidel
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 1/3
nameif inside2
security-level 100
bridge-group 1
no shutdown

interface gigabitethernet 1/4
nameif inside3
security-level 100
bridge-group 1
no shutdown

|

interface bvi 1
nameif inside
security-level 100
ip address 10.10.10.1 255.255.255.0

|

interface gigabitethernet 1/5
nameif dmzl
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security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/6
nameif dmz2
security-level 100
bridge-group 2
no shutdown

interface gigabitethernet 1/7
nameif dmz3
security-level 100
bridge-group 2
no shutdown

|

interface bvi 2
nameif dmz
security-level 50

ip address 209.165.201.1 255.255.255.224

|
same-security-traffic permit inter-inter
|
# Assigns IP addresses to inside hosts
dhcpd address 10.10.10.2-10.10.10.200 in
dhcpd enable inside

|

face

side

g EOmERERED |

# Applies interface PAT for inside traffic going outside

nat (insidel,outside) source dynamic any
nat (inside2,outside) source dynamic any

nat (inside3,outside) source dynamic any
|

interface
interface
interface

# Allows outside traffic to each server for specific applications

object network serverl
host 209.165.201.2
object network server2
host 209.165.201.3
object network server3
host 209.165.201.4
|
# Defines mail services allowed on serve
object-group service MAIL
service-object tcp destination eg pop3
service-object tcp destination eq imap
service-object tcp destination eg smtp
|
# Allows access from outside to servers
access-list SERVERS extended permit tcp
access-list SERVERS extended permit tcp
access-list SERVERS extended permit tcp
access—-group SERVERS in interface outsid

B sesEomEmgtEn
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PRRINEE O BiE®

Ihie AR TahA hEElE 2
IPv6 48 Ja K I 7.0(1) SINT I RE
SINT LA R4 ipv6 nd ns-interval. ipv6 nd ra-lifetime. ipv6 nd
suppress-ra. ipv6 neighbor. ipv6 nd prefix. ipv6 nd dad-attempts. ipv6
nd reachable-time. ipv6 address. ipv6 enforce-eui64.
IR TPV SCHF 8.2(1) HEW G KBTI T IPve SCHF.
175 W) R A 2 8.4(1) QR AEASA B A e e e T4 i%ﬁ%mﬁ@?ﬂﬂ%ﬁéfm,w
ATRLK R RS BT T, RGECE Z AWM, R RL—
o WAL AH L5 B f%fmﬁthAfm$m§TMEAAﬂ
Brél, AN .
SINT LU Fr4: interface bvi 1 show bridge-group
IPv6 DHCP H 4k (1) Hihik e & A | 9-0(1) SINT LA Fir4: ipvend managed-config-flag. ipv6nd other-config-flag.
&
37 R A A e K 3 | 9-3(1) W7 2 o R AN 8 NI N3 250 AN . AE LR SR ORI 2 1 etk
mz 250 RS S, 2 RS 250 MMM, 4R 4 MR
B T LA R fir4 . interface bvi. bridge-group
TR 38 WA U K4z | 9-6(2) RN IR AL I B KB B0 N 4 B3 2 64

F#E inz| 64

REBUTAT 2.
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TIREAFR Fa A

IR 2

IPv6 DHCP 9.6(2)

ASA PLLE S EE IPve FHEILL T ThfE:

» DHCPv6 Hihil- % i - ASA M DHCPv6 IR - 223REX 1Pv6 4> =ikl
Al RIS B .

« DHCPvV6 HIZ3ACH % 1 it - ASA M\ DHCPV6 IR 55 23R UG & I RT 4% -
BRI, ASA B IXSe ORI & At ASA $2 Hbsl, DU ARG
Huhl F BhECE (SLAAC) 7% )7 iy il 75 [F]— M 4% | A Bl & 1Pve Hbtik.

* BGP i i a il 15 413 52 [T 2

* DHCPV6 TR RS 2% - 24 SLAAC % )73 1] ASA K15 B K (IR)
HAREr, ASA e A4 EILAE S . ASA {52 IR i
4, AN & s fic k.

SIANEES T L R4 clear ipv6 dhep statistics. domain-name.
dns-server. import. ipv6 addressautoconfig. ipv6 addressdhcp. ipv6
dhcp client pd. ipv6 dhcp client pd hint. ipv6 dhcp pool. ipv6 dhcp
server. network. nisaddress. nisdomain-name. nisp address. nisp
domain-name. show bgp ipv6 unicast. show ipv6 dhcp. show ipv6
general-prefix. sip address. sip domain-name. sntp address

LI i S AR 9.7(1)

BRI T A3 00 T A2 PR AL AN % ph 2 O 2 TG th O ShRE . IR ALER

ASA M GAERR D 3041, ASA FFAEELIERIMME, B ASA 154k
SEge MR kcBE: i D U R, AT T R T K A A

DAY, 48 M RELEE W] 7 Ko OB AT AL, T G TR AE AR 22 T it

Mo Mt rbhRg, o DAZERE B KR N R E AL, IFAEMIBR4LZ 1h]
AR PR 2H 5 i p 4 1 22 T EA T vl o R4S D OB R 022 10 (BVIT) £
HMBFALII DG, kS E i, WER ASA IR FAME ] IS
WAL, S s b AU B2 T S (AR T A 5 2 2 AS LI SCAh 77 %6 o 7
BN, BVI ATRUR OB, JEal oy T i 0 2 5 f i)

R, Iyl KU AT DHCP k4545 -

e A SCREE IR R SRR D fE: 2SR, ASASERFE. Ll
NIIfEAE BVI B AN SR Zhavi Ak

BE T LA R4 access-group. access-list ethertype. arp-inspection.
dhcpd. mac-address-table static. mac-address-table aging-time.
mac-learn. route. show arp-inspection. show bridge-group. show
mac-address-table. show mac-learn
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THRERFR Fa A DIRERR
R} VAR R LE CA 9.7(1) T AR L1, ST DAAE 3147 6 RO RGP Huhik . 31477

WO 2Nl S, 1% RIS A AR A ST
LERN) R, DI, AR 2 AN T (R, A R RO
B, I HANT ZEM L) bk, W 31 477 REAE IPv4 P OR B ik 1
AT B, 24> ASA Z 8] (R ik R e i et LA 22 2 Nk i B
At AT AT R AR 2 ) I, ) HE e bR DA st
SNMP 8 R G¢ H & 10— A FRE R BEG  WHF2H B2 3R 2% b 1) BVIAS SCRRIE
Lhfeo

BT LN w4 : ip address. http. logging host. snmp-server. ssh
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