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T s A AL, DUR RS REA AL : NAT 8 PAT Jiii; SCTP fa A (it /0B
AT B

XETEHIRE, W REAEREATE T A RIS e 2 18] CAKA FEAERIA) Rb Zifh i 4>
WS 8L A MAC Hiht, PAANAMERES i as b — > MAC Miuhike 97 T3k 1 HISRTE L
OB R BITT-380 102 IR, H b MAC M2 B0/ B o SR MAC Hiuhik 554730 55
1R dr s AR ], R o o B AL Tt A 2 IR s

FFIE IR, U FAR T A TR L TR B P % R 9 DG B ez TR, A P I 8 2 [
PI5 K3 (AKA ZRVEFEN )  TUAREAN WY G 1% #8708 A ] HSRP 2556 — Bk U Ppil (FHRP) 7E
FEAuE PR R R4 TP A MAC Hudik Hbr. %08l VLAN A 5 S A% 4 B 4L (OTV) 2251
ARy RN 2 A uh b Tl uess, PR AH R ¢ B i 28 i Bl i DCT &R 3% 3 )
e WU TETR T ) AN S T R OCE B Ay, WA TR MR AT A L pE RS, [ AR T
FIIE 55— B 5%

XPTBEIIR, W R RAE RS HSRP BR %, WAAZITE ASA EH4 36 Hi 2% HSRP MAC bl
IS MAC Ml K50 H G2 A MM AL IS MAC Hidib) o 2548 48E8% th #53 H] HSRP
I, &% 4E HSRP IP ik ()3 Foks & 3% 31 HSRP MAC Hiuhik, {HIR [F190 E Rk H HSRP X HHEE & 4%
A% 1 (K MAC Mudib. [RE, ASA MAC Ml %630 % 1 /E HSRP IP Huhikff) ASA ARP %4 H %
W EORr, JF H ASA JKiX ARP R IFHAMONE . T ASA (1) ARP 4% H BRIAAE 14400 P25
F, (A MAC Hihik 24 H BRALE 300 25 204, DAL 75 2238 i A MAC Hidik 4% H kil 6 MAC
Huhik 2 B A E 5

o ST A X AR T ) i iAo, T TG AR SE I MAC Hihik. ] OTV s8R s
S A VLAN o ST B0 sy, iR AE4 R MAC Mk (i il DCT k%2 5
e WUERTCYET ] ANl FIERRE, TR EEMIBR ATk vERS, AF R AR S BiA 5
— i SRR A Yl AL EEREVE Y R X B SR — Bk As I, A SCRESh A K .

.

H AN

o MR R AR T N (R e B EtherChannel 42 11, 3 i 8025 ] Firepower 4100/9300
PR BAC L BB O IR ISR A B HLIE & VSS vPC. StackWise 58X StackWise Virtual)
BN REATIRS I B U fe, EEAEHIN CAS I DR % . 90+ S50 S0 o i HL G
BRI AT RS, R UE R S IR DU £ Dhfg .

o WIS IR I A B REIS BB N A R 0, A R I S A W T X A T T
Ho FEREAENLR, EFFEBIREReSHRIER,; B, EFF FTP EH: FIN/ACK 3t
A FTP &/ ufEdd . R OL T, RSB Hrdisr FTP 154,

o QSR P B 2 30 5 DX DAOK I 38 1 22 1) Windows 2003 55 4%, 1 7 e H R g5 4 i 11 G HT HLR
S5t AR ICMP Ff 13 BN, 27 K& ICMP I B R RIAERE . IX 86yl BT g S SRR
FLER % By CPU ), AT W] BESEmIPERE . PRI, FRATEE LB ICMP #5115 & .

o AT EtherChannel 3%3:%] VSS. vPC. StackWise B StackWise Virtual, PLSZHLTA .
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7£ Firepower 4100/9300 #/\ 55 B2 & 55 5% .

s FENURE N, BEAREX BEL e AT AR, AN BEAE IR s AT oAb s i, A
SR B T AT A

ZIAE

« BRATEOUR, SRR ROV A DU REAL TR APIRAS, OREFINFTRDN 3 70 BRINIE UL, FEPT A&
F B A I s AT RO A

« BRIATEOLR, ERFENE A T2ERPIRAS . W H R ER 86, A3 a8 B BRI Ta) B i 1)
K5 F.

o HH IR A SRR T B O AR TEE 1 S BT NN D BE VBN BRI, Bk 5 0Bk AT — IR

o HY I AR ) S 1 L RO ST B S EEFTIN AN D RE VBN 223 3 UK, Bk 5 0Bk, IS IRk iR
2.

o XF HTTP i, BRNVAH 5 B RIIEREHIER .

7t Firepower 4100/9300 #|55 L Ffic & &£ 8%

& LAM Firepower 4100/9300 HUAE PG | BEEAA FR 4R TE . HE AR B WA LRI A WIMARCE .. A
WAATE ASA _EHATIBRAS I SR FPIC A AT e E o ASTIERE A G T N ASA A BT
Bo BEIER LI Firepower 4100/9300 HUATE BLAERE LA K R AR IEM(E L, 1524 Firepower
4100/9300 HLAFHSTHY o

UK

FIE1 FXOS: 0 ASA #ERE, H 151

P2 ASA: FLEPT KBRS, 5 26 1T
WIE3 ASA: FUEEIEHD, 526 0L

WA ASA: HE AERFLE , 529 0

WIS ASA: EHAERMT . 549 0T

FX0S: 770 ASA &2

fll3E ASA 5 7f

0] LUK FRAS Firepower 9300 HLASVR I HLAR A AEAE, BRI 2 AMHUAE LA SSERA LA R AR BE . XETHL
FATAVERRE, UM BRI . B U B InERE: 5, nTBUE MU BN
FEAAH A () B

R v BN R FRAS
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Firepower 4100/9300 # ASA %3¢ |

T LAM Firepower 4100/9300 HUAR A PG | BEERAA B 4R AE . H Bl A B & WA A2 BT AT WA TC

T ZHUAAGRE, QLI B RN . E— DB BB Ra, T LR SR P i
BRI R R DPUAE, SCHURRR S

fE Firepower 9300 HLAHH, AAZ506S 4= 3 MEBAERE) 0 JHAERE, BRSSO 2o ebidh . WiRANED
FATH 3 MR, R A S IR T,

2R, AU E B, RS ASA NHI A H 245 5t

e RN, Firepower 4100/9300 HLAR B 5 | K AF A LR 51 R HC B AHREAS ASA N HEAT T
B DUSWIRTRZE, wTLOEE ASA B0 SR RCE A 8 (UURIRSCT2R) .

interface Port-channel48
description Clustering Interface
cluster group <service type name>
key <secret>
local-unit unit-<chassis#-module#>
site-id <number>
cluster-interface port-channeld48 ip 127.2.<chassis#>.<module#> 255.255.255.0
priority <auto>
health-check holdtime 3
health-check data-interface auto-rejoin 3 5 2
health-check cluster-interface auto-rejoin unlimited 5 1
enable

ip local pool cluster ipv4_pool <ip address>-<ip_address> mask <mask>

interface <management ifc>
management-only individual
nameif management
security-level 0
ip address <ip_address> <mask> cluster-pool cluster_ ipv4_pool
no shutdown

http server enable
http 0.0.0.0 0.0.0.0 management
route management <management host ip> <mask> <gateway ip> 1

)

ER WURAAH AR, W BE R local-unit £ FK .

FrIaZ |
* M Cisco.com FZLE TR &N G, SR )5 mE 1% 2 Firepower 4100/9300 HLAH -
s WEELL M E R
o WP ID. 1P Huhih 0 R0 2% #e 5
G TP ikl

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

IOY N |

UK

BB,
a) %%ﬁﬁlﬁ,ém%m~A“ﬁ%”‘ﬂ%mﬁmmmmmd<&%%mmﬁﬁ>0%5@%
N EtherChannel Ci 1388 ) BUACE MR,

X2 MR, BT 2 b 2o 2 /0 a7 — AN i e L s X LUKl TE . ZEREMHLAE L
VN JNTE— EtherChannelo ¥ BT A S 8 L1003 82 11 65 1 2 A e L _E 1) 52/ EtherChannel H .
A 2% EtherChannel FIVEAN{E S, 15 S HAERFUENIAIRE] , 25 10 71,

b) WNIN “EER” MBI B EtherChannel. 1152 [ ¥5 Il EtherChannel (i 13038 ) BAC B A HFE 11,

ERELUELTER . EEE, ME RO SO T E B BB OANE (FEFXOS ',
T e BINUFAE B4 1 275 8 MGMT. management0 (AR A TR o

T2 HURRERAE, RSB EASInAR TR B4 BE 1

c) ﬁ?zmﬁﬁﬁ Hﬁ*%ﬂﬁ%ﬂﬁﬁfﬁ&%ﬂkﬂMmd(ﬂ%%ﬂ?ﬁ%ﬂ iE48)
2[5 Vs EtherChannel Cifij i) S

162105~ Firepower 9300 HLAH N 1142 A AR He o B AR RIS IR a2 1 o i, 4 SR o ke
T WM B IL SRR A F 2 U0, FURB R VA FH % X DK WY 1

ESHAE LR IA RIS % 0. SRR B e B H LA b 1% % A EtherChannel . 7EAZ
Wt X AEAN 15 £ AT FH Sl Etherchannel. 5 < EtherChannel I VEGNE B, 12 [l G2 BEUE U AN
PR, 27 10 T,

HEN 224 RS A

scope ssa

i

Firepower# scope ssa
Firepower /ssa #

BEEN SIS E, WIS RA.
a) A AT G TR A A T AR S

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes
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Firepower 4100/9300 # ASA %3¢ |
B oz asa s

b) R R B A R A
scope app asa application_version

i

Firepower /ssa # scope app asa 9.10.1
Firepower /ssa/app #

o) KrILRRAS AL A BRI RRAS o
set-default

-

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d) B H # ssa Bz,
exit
5l

Firepower /ssa/app* # exit
Firepower /ssa* #

TP

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

SR 4 QIR
enter logical-device device_name asa dots clustered

* Device_name- H Firepower 4100/9300 AL & L5 | 8 FH T Al B AL B 1 B LA LB s AN HE
AR B P R AR RE LR . IR 8 AR AN e A, RV i R 2 At R e

* dlots- B HLAA AR EL B4 46 TE . )T Firepower 4100, 55 1. %f T Firepower 9300, 77 1,2,3.
TR ZBUE HIX Firepower 9300 LA 427 3 MU ) o HIAERE, RO et
RANBCE A 3 MR, R A S IER TE.

il

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

PR MEENT I FHETFSH.

[l Firepower 4100/9300 # ASA £ 2f
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IOY N |

RSB E AN T IRIUG I E B . O T SEBLER 24T, RYJR W] LU SN ] CLI BeE H IR 2
Hife.

a) BUESERET SRS

enter cluster-bootstrap

i

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

b) BENLHE ID.
set chassis-id id
SR IR PR AL ZEME— 1D
©) ATl IAARTE, KR A ID BCEOY 1 3] 8 ZIAIE.
set site-id number .
BEMIER S £ ID, WRHE BN 0.

i

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

d) B R b A PRI R G B O S e ]
set key

i

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

ARGk AL =Y

SEERPUR KA T 1A 63 S 2 00 ASCIL 08 . S B HIF T 1. TR
KRB IR, LT BORA SRR RAOHOR ., SR LA SR

e) WESEME IR,
set mode spanned-etherchannel
5 XU 9 3 A A X E — SRR AR

5

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

f) RSP E PR R ALK

set service-type cluster_name
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2)

h)

Firepower 4100/9300 # ASA %3¢ |

SRR K 1 3 38 DNFAFIK ASCI F 45
w15

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(A[ik) B SEHFHIEERS P P4,
set cluster-control-link network a.b.0.0

POAEOLT, RS 127.2.0.0/16 4. (B2, LM% EHEAN Y 127.2.0.0/16 i
. AEIXFREACT, AT DU SRS e M — % R /16 Hudl.

* ab.0.0- $5EEE /16 MZ ik, FR[A] (127.0.0.0/8) FIZHHE (224.0.0.0/4) Huhik &4k, 4n B 1%
HIE 4 0.0.0.0, WIfEHBERIARIZE: 127.2.0.0.
WUAR RIS HLAE ID FIHERE ID A 34 il & 5 & AR HE IR T e 42 11 TP ik
a.b.chassis id.dlot_id.

-

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

Pl B A H 1P Hubkfs .
BEAE BT TR E 2 e BT & i B
1. FCEAH TP Mok, b —ANHihlps gl o Ie 204 OISR AN R &
set ipv4 pool start_ip end_ip
set ipv6 pool start ipend_ip
/A AR R A E AR Rl bk . VRS, XTT Firepower 9300, RE& ALAH 204
15 3 ANk, RUAEATE I A B A . W SRR AR, WIS T 2 k. JE T
P BB TP Mokt CPRAE “ 4R BF IP Hhhil” ) AAEtHbhbyh s 35 55 D575 [ — N 2%
ok EAERE TP MR B A TP Skl . 50T LU TPv4 FI/ak TPve6 Hihik.
2. N BRECINCE FARAE 1P bk
set virtual ipv4 ip_address mask mask
set virtual ipv6 ip_address prefix-length prefix
U TP Mk s 20 S AR R bk & T [F)— AN %, AHATERB I
3. HIA LR SCHE
set ipv4 gateway ip_address
set ipv6 gateway ip_address

-

[l Firepower 4100/9300 # ASA £ 2f
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x6

IOY N |

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11 2001:DB8::27
Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé 2001:DB8::1
prefix-length 64

i) EHERS SRR
exit
w5l

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: fQarscape

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit

Firepower /ssa/logical-device/* #

EE S SEFSH.

RSB A T IR SR . O T SEBLE R I24T, e LU SO ] CLI e IR 2
UGl
a) QUL SRR,

b)

enter mgmt-bootstrap asa

i

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

i A B 0 R A

create bootstrap-key-secret PASSWORD
set value

NAH: A

AME: 2%

exit

il

TRECE ) ASA & BE 53 RS B S0 AE B T 200 I AR H s WIS FXOS 7 i BLFR
ER I T G P Sy, TR R

i
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d)

Firepower 4100/9300 # ASA %3¢ |

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

fi s B KA B & ]

create bootstrap-key FIREWALL _MODE

set value {routed |transparent}

exit

TR EHABE I, B R A 0 % o (1) B E A R e A LT 8% o PR A 2 B AL T AN 8] 1) 1 199
b I, BB SRR, R RIS R, R
WA A A2 2 BT v 6 FO) B e 2 R

RGAACAN IR N BCE B KB an R F N 5 PR BCE, WIAS S B .
EUE

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

B HE RG] SR
exit
5l

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

BT RAFBLE .

commit-buffer

HUARE L 8de e ARRAS 1K 5 B R0 B 11 A 6 2 B ) S R B I AR e %
] show app-instance fiy 2K A i R & . MEERS AN BB HBITIRAS NFELN, N6 1
FEIEAT HonTfEAd A o

T

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

clusterl 1 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Data Node
clusterl 2 Enabled Online 7.3.0.49 7.3.0.49

[l Firepower 4100/9300 # ASA £ 2f
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Native In Cluster Control Node
ftd clusterl 3 Disabled Not Available 7.3.0.49
Native Not Applicable None

T AERER I AL YLAE, T R MR, (HAAZ0NC B ME 1) chassis-id FEHAT) site-id; &), 1%}

P HUAR AL ] — P
TR DB _E e D e EAT R .

R
ANy

LA H A FXOS HUAR R E AR Fe

BRI BT A ASA DL H i SRR E .

Gt

XA 1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable

enter member-port Ethernetl/1

exit

enter member-port Ethernetl/2

exit
exit
enter port-channel 2
set port-type data
enable

enter member-port Ethernetl/3

exit

enter member-port Ethernetl/4

exit
exit
enter port-channel 3
set port-type data
enable

enter member-port Ethernetl/5

exit

enter member-port Ethernetl/6

exit
exit
enter port-channel 4
set port-type mgmt
enable

enter member-port Ethernet2/1

exit

enter member-port Ethernet2/2

exit
exit
enter port-channel 48
set port-type cluster
enable

enter member-port Ethernet2/3

exit
exit
exit
exit
commit-buffer
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Scope ssa

enter logical-device ASAl asa "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA

set

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

set
set

ex
exit

scope
set-
exit

commit

it

app asa 9.5.2.1
default

-buffer

X HLAE 2:

scope et
scope
crea

se

h-uplink
fabric a
te port-channel 1
t port-type data

enable
create member-port Ethernetl/1

exit

create member-port Ethernetl/2

exit

exit
create port-channel 2

se

t port-type data

enable
create member-port Ethernetl/3

exit

create member-port Ethernetl/4

exit

exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5

exit

create member-port Ethernetl/6

exit

exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1

exit

create member-port Ethernet2/2

exit

exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3

[l Firepower 4100/9300 # ASA £ 2f

ipv6 pool 2001:DB8::11 2001:DB8::27

virtual ipv4 10.1.1.1 mask 255.255.255.0
virtual ipv6 2001:DB8::1 prefix-length 64
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smEsensz ]

exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

NINEZEREN R
VRN ASA FERERL L .
A\

AR WRPOGEH TR INe A SRS I sl 4 21 2 3 AR BE R Firepower 9300, NI iZ AR B
SEASETIMNITE

FFi6 Z A

o TORDUAT SEIRAE MOFT I 53 107 B TP St bkt AT B 1) TP stk W RBEAT, T BAERE LA
FARRIAT RS SR P RCE, SRR A TR I A DA o S SO S BT R Bh i A

* HTHURT LR DR E AR ] o S85mT LS AN N FXOS HURTRCE DALt i e o
* XN EAGL RS NERERA B ASA N R I 2 SR SO SR R B B4k
R E I E .

UK

$E1 WE.
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B asa mEposEtiEsEst

SRR 2 L ERENINIEURT, e U8 ASASERE, 28 15 TUh BRI, (HAZRC EME— ) chassis-id
MUIERF sitesids - 770, 3850 PIASHLAT ] 7] —PC 8

ASA: BLE B AIEEXFEREN
WU, FXOS HURIACH 55 A BB A Al BB F B

o SECRB KRR - B R S O, B S e R Ml B BB A B
S CLSEHLILIC . 15 2 P BB B ks ae AE A SRR, IR S8R B KA

© WSO SR - B R O A SR, T e e g BB, Bl i B
e N AL S N VAR e S V=P EA | B¢ EiW

ASA: BB HiEiED

UEFE RO B EAE FXOS B AR AEIN L B RE N Ea 2 LI A SR X T 2 RS, Sl
PR IR 22 15 X LUK M T 4 1

\)

AR B EEE RN LR E . 04T LAE ASA T B LI 240, (HLURR e I T Mol
Mo AR — AR L, AR EE RS L. AR R, SRR, 5 5 0T,

FriaZ |l
o XTSRRI, EERGEPIT R W HAARTE . W MAEA RGERCERL, 75 changeto
system 4.

o XFTIEIIR, VERCE WAL, S ECE W R O (BVI),
o FERFES X LUK I TE ] T HAT Z WU RENT, o O AR R e 2 0 T BT A ST
PEIRAS o BLEER AT B 1R R R B AR A P AR AL T SRS 170 A

i

S fRE#E0 1D,

interfaceid
AR BCL SRR, 12 7% FXOS HlAR. 1 ID AT LA
* port-channel integer

* ethernet slot/port

Tl

[l Firepower 4100/9300 # ASA £ 2f
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| Firepower 4100/9300 i ASA %E5¢
asa: BEsriEn [

ciscoasa(config)# interface port-channel 1

P2 [N
no shutdown

PRI (AR WRMER LRI O A VLAN T, 3L RIHAT AR

TP

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

AR R E T .
FRA (RSN RO 5, RS changeto fir & 2E AN SIEE A

-

ciscoasa(config)# context admin

ciscoasa(config)# allocate-interface port-channell
ciscoasa(config)# changeto context admin
ciscoasa(config-if)# interface port-channel 1

KT 2 AE eiiat, LA e i R A R s SE k.
WEBS N
namef name

Tl

ciscoasa(config-if)# nameif inside

name ;& (K E 2 0 48 DMFRFISCAR TR 5, IF HAX 7 KNG o AlTHT S HrE 8 A bt dr 4 n)
AR
PR 6 M P K, PAT LR I TR A
o PR - B TPv4 F/BK IPv6 Hihik:
(IPv4)
ip addressip_address [mask]
(IPv6)
ipv6 address ipv6-prefix/prefix-length

ZNE

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipvé address 2001:DB8::1001/32
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AN HF DHCP. PPPoE Al IPv6 FIZNCE « XF T sinf diigiss, nILURE 31 AT PIHERD
(255.255.255.254). {EULIEOLT, A sl bk Or /7 1P Hidik

o W - K 1 3 O B B4 -
bridge-group number

] .

ciscoasa(config-if)# bridge-group 1

number Jy 1 #1100 2 (8] ({35, 2k 64 MO ORCEIMAFLL. AR —B 00 %
AWM . R, BVIECEME IP Hudilk.

TR WE LRI

security-level number

T

ciscoasa(config-if)# security-level 50

number & 0 (HA) F] 100 (B 2 a3,

(ZHUAHSERD A LUK M IE R E 45 MAC Huhl,  DUIBE G0 78 7 1 90 48 54 ) 7L
mac-address mac_address
* Mac_address- %] H.H.H ¥ 2U MAC bk, b H 2 16 A+ N3k %0y . filtn, MAC il
00-0C-F1-42-4C-DE LA 000C.F142.4CDE [#JERH A . n R IEEAE ) B 204 ) MAC Hiik,
NF5) MAC Huhk TN A RE N A2,

R R TR E R MAC Hudik, % MAC HhEB A& R T 4 a0 il e 45 . R AN E MAC Hbiik,
DU SR B 26 A AR B, BT FE I & 2K B i MAC i T2 00, X o] 8 S 20l ik 2%
P

FEZ MR, WEREAER Stz i 0, WINEOh R B34k MAC ik, IXHFEmt o T
FNBCE MAC ik, R, B AUE by 0 AR30 50 T3 I A MAC Huik.

Tl

ciscoasa(config-if)# mac-address 000C.F142.4CDE

Confi jU TRVERAE ) R BNl hC B — ol R S 1 MAC M3k AN TP stttk Oof T3 D -
mac-address mac_address site-id number site-ip ip_address

i

ciscoasa(config-if)# mac-address aaaa.1111.1234

ciscoasa(config-if) # mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if) # mac-address aaaa.llll.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa(config-if) # mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
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ciscoasa(config-if)# mac-address aaaa.l1111l.dddd site-id 4 site-ip 10.9.9.4

Ut RVRFSE 1 TP bk Z0 Yy 4 Jey TP MBS T[] — 79 o (05 A T ARl sk 52 1K) MAC M hiE A TP
BER R TS AR 6 B K 5 3R BC L P 8 [ 5 1D

ASA: BEENXEEALE
NGRS AE I B A B S AR T (U EE RS AT IR PR . TCP IEBE HIAEIR . IS sl Rl oAt
Ak JoARREE 5| SR PR, B IR A AT IR .

Al E 2k ASA EEESH
T LIEdE o - B AERER A .

FIAZ HI
o T 2SR, BRI REPAT P R AR . BT S R G AT A A],
I\ changeto system 4.

* AH A name AN IABLEIU BEFE FXOS MUAH s, s R REMEAA I ARREMI T OL T 4 1E
£ ASA EHEATHE, PIEEL R AR G I Le it 1o

UK

52 RTINS & S et i T
show cluster info

i

asa(config)# show cluster info
Cluster clusterl: On
Interface mode: spanned
This is "unit-1-2" in state CONTROL_NODE

ID Y

Version : 9.5(2)

Serial No.: FCH183770GD
CCL 1IP : 127.2.1.2

CCL MAC : 0015.¢c500.019f

Last join : 01:18:34 UTC Nov 4 2015
Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state DATA NODE

ID 4

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL 1IP : 127.2.1.3

CCL MAC : 0015.c¢c500.018f

Last join : 20:29:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
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B s=sssasasgnsy

Unit "unit-1-1" in state DATA NODE

ID : 1

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.1

CCL MAC : 0015.¢500.017f

Last join : 20:20:53 UTC Nov 4 2015
Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state DATA NODE

ID : 3

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.2.1

CCL MAC : 0015.¢500.020f

Last join : 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015

USRSt e A A e &, VIR AR, RIS BER

PR 2 $R SR IR O 10 B A fan B 5 /D LA 12 1 (V85 MTU #5100 5715

mtu cluster 575

T

ciscoasa(config)# mtu cluster 9184

TATRBCE MTU W& ik S/AME R 1400 AN, TR R B O R AR sk,
DA B B B T SRS A AN S /I B B DL SRR TP . il i TEOKMTU 49184,
DAL 5 v R B 422 11 MITU W DL 9084, T AR TREFs il i D) ] DAYE Bk 9184

BENBERF A
cluster group name
CAJa) o F St 5 oo B I s oo 2 i 5 S0
console-replicate
BRI O N AR D RE . X TR I E S, ASA KR Loy B BT B b B0l &5 o
gig{?%ﬂéﬁ%ﬂ, et v oo B 6 I B R IE B P Ve, DR A S A AR T I — 426l
BB AR AT (1) B AR R R )«
trace-level 27}
AR 57 B B B AR«
* critical - EE M GEEME=1)
s warning - %% (PEME =2)
« informational - {5 8 3iF GWEME=3)
* debug - WA HM OPEME=4)
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FIR6 (L) ({XFR Firepower 9300) #fi LRALAE A K 2 AR NI AERAE,  DUEAERIH 2 8] 3459 73 ic
Wik WERAA L THAMB AR TN, & A Re e B I i, RN AR HuE Te ik
ECNE =S

unit parallel-join num_of _units max-bundle-delay max_delay time
* num_of_units- - i5 & 7EAER n] I NARBE 2 B[R] — WA Hh 75 2 4 ) e /MBS (AT 1 213 2
B o BRAMEN 1, RXEWRE BRI AT A A A BIAE At ek . i, dn ks
HBE R 3, WA 25515 max_delay_timeslis B 84 3 MR 46 5 A I NSERE
JTAT 3 AMBEYCR RS A SR ASERE, I LT AN TF R i & .

* max_delay_time- 45 & 76 MRS 1 S8R5 AL HUs 28 5 A I N BB 2 1T 1¥) Js RSB AR I [|) (B
ML), JEFEAT 0 2] 30 5Pz ], BRINMEN 0, IXEIRAE BT IR 2 iTA S 5547
AR AE R 28 . WHKS num_of units BEE N 1, WNHZELUN 00 WHHCKS num_of units &
H 2853, WA 1 8 KA. Eih I 2R A T, (H9 5 — /Ml N AR, )
P AR I d i s 45, I HIL R s I N EERE

B, %K num of units & A 3, K max_dday time & E N 5 0. MBI 1 EEN, STTA
L5 il iR B 2 76 2 v R E), JFEBIL S iR . BB 3 AR 1 e RS, Bk
PR IAE RS AE 4 B0 IONIERE; SNSRI 2858 . IR 3 — B AT B8, AL
B 1BAE 5 it i e ah i InNSERE, Ak 2 thas i\, U gRIA R 4x 2 frdh; B ALE
R HAT I B3 52 o

HIBT NCE B R A .
cluster-member-limit %=
e number -2 3] 16. ZRIMEH 16,
W R AE A AIE SRR RSB D TR E (H166) , ENUBRESLRIFRIM R SE. KE

K A T LA S A A BRI, D SR P i 1 AR (PAT), U2 R B 2% mT UK i
R BEZ TR A, IF HAND S AT SEAE P PR A0 5 M 35 26 TOURA g 11

BEEEITRESEEFENEFHMANRE
DU AT DATC B B g5 Az s R A& I 4 o
R REARAE AN S e O (s # iz ) IS IR GOR Ao 48 w] DS P2 AT An iy 11 38 36 1D B P —
YR O ID. BRI AYE VLAN TR O8O (Fldn, VNIZiBVD LEHUT. BAEER
SEMES BRI B N s IR TR IR o
puk:

TR BN B

cluster group name

T2 [ RIS IRES R A L i
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. BEEETRSEEFENEFMNRE

health-check [ holdtime timeout]

holdime H T4 & P X 1% %% heartbeat JRZSH S 2 [RIFIEFAITE] B, HAEAT 0.3 2] 45 705 ERIAE N 3
o

K TR W AAIBATIROL, ASA SEFFE & S TEAE T TH BE % _[KF heartbeat 1 8 & 3% B At e 45 . W1
BERATARFR AN R 3ok B 5B A IR0 heartbeat Vi 5L, DI SRF25 8¢ 25 4 40 A 6 i 3 B TG TE T4
MR A R AAT A S O CBns b s BobE B L . S T AR ] ASAL Firepower 4100/9300 HLAR Tk
ZWHL RO, sERINGIANOAZ HALE R VSS. vPC. StackWise BX StackWise Virtual) , %8RV
2% IS AT IR A A U1 BE (no health-check monitor-interface), R34 FH %t 4% FH 4% L 32 . 24
P A G5 R B e i LG & B S R B BT W Ja ST DUEHT i TS A IR R A o fig .

T

ciscoasa(cfg-cluster)# health-check holdtime 5

PR3 (e N EAAHE N Is TR
no health-check monitor-interface [interface id | service-application]
B FHSAT IR AR W P2 R Wbt o SRR s 38 R 10 0 B A ) B o AR o e BORZE R, R
TEHAb B B R — 12484 O A s 1, o AT N BR 1% B4 . ASA 1R 2 KN 1A 5 A
TRE I I3 ke 53 ke T 11 PR 2 28 DA R i e e 7 B A 1 D138 2 AR NN R ) B 46 o
BRUAEOL T, AT 3 R AT RO Ao Jm) DU FH i 2 1) no TR U AN FI AR . ]
REAAE A SR 0 (I B 1) Is TR A . BT IRDL IR ANTE VLAN 142 1l k2 0
BH (i, VNIEBVD EHAT. BARE DR R R G B 1% E A& TR . TR/
JE service-application DA% HIGE M o5 B FH AR 7 (1) e 448«
A R AEAT AT B i s s R s 2 10 . 8 ASAL Firepower 4100/9300 HLAH 5%
CHHL T BCE IS ARSI A LB i VSS. vPC. StackWise BY, StackWise Virtual) , 1
A AT RS K B T BE (nohealth-check), I8 EARHIN CLARHTRE 4 1 A . A9 Fh 40 BE D 5 B
HCE S S R R A e a8l LLECHT I s AT R & D g

Tl

ciscoasa(cfg-cluster)# no health-check monitor-interface port-channell

pz LN =P D E BRI At wode i (VRO SEY VI S 3 a

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- $i55E WABER R I B S BB M BCE . A AR E0f: W HTRR S RN . A — S R A

* unlimited — (cluster-interface FIERIAMED A PRI T B I 23R IR EL

* auto-rejoin-max — BEE FH A ZLRIREL, AT 0 F 65535 Z1H]. O Z5H AT HinA
data-interface fll system [IERIAE A 3.

[l Firepower 4100/9300 # ASA £ 2f
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mEarhsussasnEimags ]

* auto_rejoin_interval - 5 PR FEHT I SR 2 [ F ) B RF Sz 6] CRLar 8o 30D, AT 2 Al
60 2 1o BRIME A S 0 Bhe B 2 BT N SETE (1) S5 R B B 1) BRI A B vk 2 B ES 14400
S (10 KD

* Auto_rejoin_interval_variation - & SC& 5 BN R bR FELE it ). WE AT 1 M3 2 1 C
HED 5 2 QAFT E—KEFLEI D 803 (35T IR FREENTRD o B, B A ] bR
SRR BCE A S A3 B, PR E N 2, WIAE S B HFTES 1 ks 10 B 2x5) JE
HEATES 2 ks £E 20 2050 (2 x 10) JEHEATEE 3 IR P FAEREE D, BRIMEN 1, XT3
P OMARS, BIMEN 2

Tl

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

TCE ASA KR VR A A W e 152 26 AEAFE R B 2 mir 2 2k (1) 1977 S Bk I 1)
health-check monitor-inter face debounce-time ms

W77 B kI TH] ¢ A 300 21 9000 220 2 [6] o BRINEA 500 == FP o A /N AR T LA SnpRAss il 422 1 e 1y
MR VEERE, WURECE BT RO AR, G RIILE . R AT VIRAS TR, ASA &%
FHRE M2, ARG A MR ARId A R A, IR A8 AR RE TP B o E T AN Bt AS e 46k
IEH I TIRA 1) EtherChannel (11, AZ AL H N2 s A8 #eH1L 5 H EtherChanneD) 1155, BAHIB
SIS ()R] DA (B b PR B AA DRI DAy B AN A T 8 L0 20 52 iy 11 I ) 208 82 S P 48 7 Ay g etk
+

i

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

P B LAR IS AT R B ARE 7 7] B «
app-agent heartbeat [ interval ms] [ retry-count number]

* interval ms- % BERANME 5 2 M T &, /T 100 A1 6000 =Fb2 1) (100 FIfEHD - BRIAE
1000 =55,

* retry-count Number - % '& B8, AT 1 F130 2 0H. BRIAMER 3 KER.
ASA Bk A LR I A AUV LAREAE

/AL I TR (R KT EO. ANBE/ANT 600 2200 . Biltn, 4 FURg I [E] A1 R B ol 100, K EEilik
HOBE N 3, WS IFI a4 300 2248, IXIEANSZSCRER. B0, BT LUK RIFRBEE ) 100, R Et
TR E 6 LUl L SN TR (600 22F0) .

il
ciscoasa(cfg-cluster)# app-agent heartbeat interval 300
QB v DI T ik i AR G

load-monitor [ frequency seconds] [ intervalsintervals]
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B ==czamenes T sHER

« frequency seconds— ¢ & W #2182 TR O[] CRARD R ), RIS T- 10 2 360 #b 2 [6]. BR
MR 20 75

s intervalsintervals— B & ASA 4P EE MM BEIEE, ZENT 1 2 60 2H. BRIAEN 30,

T DU G R R T, S B CPU M I LA R G2 X 5. Wik A
Bk, HRARN BT LA, T DU AE et BT Sh AR, s BEANAZHL LI
T BT OL R e IRe. B, X TR RA 3 A LRI Firepower 9300 I
RINLAG I EEAE, WERAUAE PN 2 A2 Bt BT ARAE, U5 W UAR PR ) 30 10 O Fe ol 326 )3
ARMBE, JFr e e . BnT LUE i . wR ML, BT LR TS B b
(RIZEHE .

i show cluster info load-monitor iy 4 A & Vi & 11 4% .

i

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28

1 0 0 13 27

o B iE B &R TCP EHIiEiR

R VAP EE R AT . T DUy TCP 3R fn HARIF R B h 4%,  DUER 3 [ as/ s i @l , i
HE W R SRR AN S AR AR o W, WORAAS B AE QU T 1 2%/ 4% 4 S it i
MV BLRR,  WITCVE K R IX LB . [RIAE, W SRR A Qe Bt it i P B T 2 A e, TR
SAZHHRA . AN ZET T TCP BENLL RIS T TCP Sl h4k.

UK

BEANSEREIC E AR
cluster group name

(AT3E) b TCP ¥t o IR 4
conn-rebalance [ frequency seconds]

i

ciscoasa(cfg-cluster)# conn-rebalance frequency 60
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mawaayse i

PEAr SBROAEE T WA, ASA 258 IACHIAT KRR E AN B, JFROBE B W RRRD KL
LI TR BRI Bt . BUTERTIEA RSN, BLAh,  t T s & OO TR IR KL
BATEPPAT, DA A A EE L HER BB, IF LR ST REIF A . iR
MIMEA 12360 7, HIT-HiE0E 2RI TRIASH— IR B BRIMED 5 7

ROER DR B S5, BRSO AR FRERE .
TH ) vl 5 TR S S M G B R I s SN R T (N B AR R B T A R ol i G

HYR3 O TCP M4 HIAE I R HISER -

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq | It | gt} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

i

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config) # cluster replication delay 15 http

F seconds B E AT 1 2 15 Z[AIH{E. BRIA ] http SEIR, TN 5 7.

Fic & 9 w2 (B LT BE
Tl AR, ST E RE, DR AR E

ERSEFARMEL

qu

T B R B I 4 e B O Pl s ) SRR RO AT AR I TRV E IR, BT LUE H S g A Ak . B R B
ST B, T H R e P AR AT . (ER, ASA S ) AR A Y T
s, Tl AR FRAL T as A 5T 5 Rl 25 A H T m) 88 R0 ] A7 T i
AR S as . KA S e PR e R sl AT LA s kB Bbah, W IRAG BT # R AR s,
KT 1) B AE R 0h AU PR B T . R R T LA A B B s A,
AR T 2

FFIEZ Bl

* fEFirepower 4100/9300 HLAH & BE 5 4 F 3 B HLAR K135 £ 1D,

© DU SCRRA I : NAT 5K PAT ¥t SCTP R iifie; 7B & &if.
UL
ST N E B

cluster group name

T

ciscoasa(config)# cluster group clusterl
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Firepower 4100/9300 # ASA %3¢ |

ciscoasa(cfg-cluster) #

JA 3 ) e A AL .

director-localization

ORI B A B2 il R TR SR, T URS FH mOU AR . W ARSI & I ST A AL T R
iR TR I G — ANl s AN M A I AT 8 R AR 3t S B 52 i R 1) 5
FrIRZ Al

* {EFirepower 4100/9300 HLARE HL5 |5 |- ¥ EHUAA 25 5 1D

UK

BEANSEAFNC E AR
cluster group name

Tl

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

JA T RCAR
site-redundancy

ASA T LA e %% ARP (GARP) Z0dli e, DA PRAS e L fil Bt di & Ab T 5ok A BB A RN
R Bt s b, e BRI ) 4 SRy MAC/IP Mkl GARP i o

M R B AERER A3k A MAC AT TP bk B4 60 48 FH b 55 52 1) MAC HhbFn TP suhbisy, SRRk
FEAE L 43R MAC HulEAT IP Hudik. n SRR EA T E AR MAC bk, Br4m
MAC iz el e < I MAC Hubib#B R . KA G, L4/ MAC Hulilk >k B R 2 54E
FEANAT P LA P BEA Tz, XA AT R R R 2 4 e

A B G WA BCE S A ID R R RS X DL I IE BB A MAC Hibiki,  BRIAE L & )8
GARP. #&nLLH T X GARP [RfF, W1 LIZEH GARP.

FHIa Z Bl
o FEG R RCE P O SR A R D

[l Firepower 4100/9300 # ASA £ 2f
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[ =07k c 2Lk

KT LISP A&

T LISP

mEkrsat

o FEAR A C L R A 8 DX LIOK W 38 e B 0t i MAC MUk
g2

HEANSETEIC E A
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

H 5 X GARP [1]

site-periodic-garp interval f»
* seconds — W& GARP LR (A AN ] CLARR A 547D 5 S 1 2] 1000000 #22 [7) . BRINE N
290 5,

HARH] GARP, &% no site-periodic-garp interval .

IR

ciscoasa(cfg-cluster)# site-periodic-garp interval 500

MRS AR AU R Z RIS BN, SR LU & LISP it i LUS AR Zh k.

FTLAGL A LISP dite,  DAEAE Sk 8] R FHiAs sh

FIREAE O RN P (B, VMware VMotion) , ARS8 0] LSRR O Z T, R
YekF 52 P& . O T SCRRISE S TP O IS A Bl it Bt 2% T B AR 7T IR 25 2 B Bl ) S
TMAEARSS BN B . FERMEAL/ID 43 B Pl (LISP) ZERPKS ¥ 4% 5 4 B 2 bR AT (EID) 55 B A
B EUH HE L TF (RLOC) 73 5 HF, I B BIPRS00 4 5 25 0], SRR 25 B 3T A 0 25 7 i 11032 W)
o BN, ARG AT BBk 25 L2 i 1) AR 25 2% ACIE LR N, 65 bl 8 2 0 T 1) BT
A

LISP 5 % 70 45 i A (10 % tH 2 AR S5 4%, 40 LISP W 1 BT % th 88 (ETR) A LIPS I8 % Ho 8%
(ITR). ZB—Bkik a8 WRIAFHT S (MR) AL AR 55 3% (MS)e RS 48 11028 — k% b 2 A0 I 38 IR 55
PER T HADES 30, SR oAb th2S i 22, DUE &R 2R 7 o 1 ITR mf A4
BRI IR R BB IR S A

Secure Firewall ASA LISP 3 #F
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B useen

LISP #EN)

ASA LISP 5

Jic . LISP AN

Firepower 4100/9300 # ASA %3¢ |

ASA A G ARIZAT LISP; (HJE, ‘B nlLdE i & A LISP il ifi e i B S0k, AR5 A FH obfs AT o g
GEREERAE . WRAVE LISP 420, S5 S sl BBl i, Ui iRe 2L AL Tl ri i) ASA R4
JEO, AN ISIRHITRITA # o Bt ASAREURF & B IH 5 S ASA, SRS IH ASADAZIURE il & A (A
Bl nl, ARERNLIRS . WP ERUF RS THRARRS, By “K57 8“8k .

G RAEH LISP 278, ASA £EREA 0L v DU & 20 —Bh % h %% 55 ETR 8 ITR 2 (6] LISP yite, K5
BT T Bk B

* ASA BRI T 58—k R S FHZ 8 1 ITR B ETR Z (] ASA BEHEA S AR N9
JEE Y BLIVI SR — it %

o DOCF A Al b BRI oA AR s AN R R R A S S 2R
[ Ao mldam i Gl St Hh AR SR AT A #FH I R — ASA JIa I 1

< RO BN S 3 RS 4 JZU0IRES; LN AR T REE K.

o R E I RIS R 1 Bl i s A OB 55 Hedle i, BB AT 4 w] REF AR e e 4% AERC B A
SIS, a5 AT AP L RESCRF It 2R, ORI RO i 300 e R AR A Zh 1k

I REA S 2R OB . (RS2 —U) -

1 (k) FEF EALEARSS 2% TP Huhik BRI A 1 EID - 2 — Bk i gs vl it & i) 55 ASA SEREL R
EHUE LS A% BID T ANE L, DRI, 8mT DURR L 1) 5 488 R SEARE AT D IR IR 25 2 B0 X 49 A 3%
EID. i, WIRAERHNIS M 2 ANuh b, {HJE LISP 7F 3 Ml i FigqT, WA HEAERES &1 2
ANl S K EID,

2. LISP Jii B Tr - ASA f 7 UDP % 1 4342 L) LISP il &2 S &5 — Bk 2% 5 ITR 8 ETR
Z AL EID SN S . ASA 4335 —N K EID Flub 2 ID AHSCHER) EID . Flhn, NV
AL A — B 2s U5 TP Huhl DA% TTR B ETR E dnibbl () LISP i &. s, %A AN LISP ik
BEORCS IR, JFH LISP i BASAS HERRREILE,

3. T8 ¥ G RS sl 1 R 45 SRmes - S N SR Y 5o & a R RE s i, ST DA
X HTTPS it Al/ak 32 2045 52 IR 45 vt et i sh ik

4. U5 ID - ASA I AERE R AEAN T S Ik 1D A e BT BT .

5 HT B MW PERERES I E - 8 WIEEERES 0 JH & sl IEIF /o) #eas o vr i
ARRA L JE P B A R s VA 2R R T 2 R A sk

MRS AR AU KU Z RIS BN, S nT LU & LISP it i LS AR sh k.

FHIa Z |l

* 1 Firepower 4100/9300 AL FE 514 b3R5 21 ID.
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rzuspian [

* LISP it i AR 7E default-inspection-traffic 1, P, TR FE 2425008 LISP it f i &
AR

UK

CAIEE) W LISP Rl wesh LARR A TP Hhdik BRI I ) EID, JFRCE LISP Pk =% 8.
a) BUEPYJE ACL; X Hbr IP Huhkt5 EID i A sUthhil PURC:
accesslist eid_acl_name extended per mit ip source_address mask destination_address mask
P52 IPv4 Rl IPv6 ACL. 11 KAVl access-list extended ik, 2 M4 5% .
b) I LISP kyllhssf, JEuk NS4t
policy-map type inspect lisp inspect_map_name
parameters
o) JE I E ACL & AL VFIY EID:
allowed-eid access-list eid_acl_name

o — Bk 23 o ITR/ETR W RE 2 11 55 ASA SEBEJC IS EHLE W 4% 26 BID @Ay &, Rk, f
AT AR ) 5 SR B SR IR S5 Bl W 48 K 3% BID . lan, W SRARBENGE ) 2 Nk, (H)2
LISP 7E 3 N ufi b basdT, N R AISER KR 2 Nk AR EID.

d) WARTE, HMA TSR,

validate-key %%

TP

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
config) # policy-map type inspect lisp LISP EID INSPECT

config-pmap) # parameters

config-pmap-p) # allowed-eid access-list TRACKED EID LISP

config-pmap-p) # validate-key MadMaxShinyandChrome

ciscoasa
ciscoasa
ciscoasa
ciscoasa

113 1 4342 b2 55— Bk i 45 5 ITR BKETR 2 [A[¥) UDP i A & LISPAI :

a) FUEY & ACL LU LISP it i
accesslist eid_acl_name extended permit udp source_address mask destination_address mask eq 4342
A2 $55E UDP 3 11 4342, 232 IPv4 F1 IPv6 ACL. 17 XA D) (1) access-list extended 575, i
S Z%.

b) A ACL @Il iKWt
class-map inspect_class_name

match access-list inspect_acl_name

c) AEAIWTIE LISP AGrl W] i 5 SRS AR o SRS LK R FIASIN % 46 IR 55 S B T -4 11
R
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policy-map policy_map_name

classinspect_class name

inspect lisp [inspect_map_name]

service-policy policy_map_name {global | interfaceifc_name}

W RS DA o5 ems, s TR e AT SRR A Bk BRIAE DL R, ASA 455K 4 global_policy
(4 R skms, D T2 R SN, R E XA FR. WA A RN HIZ NG, 38 n] LU R
FLEEE— AR 25 s o LISP Al 2 X0 1) B T-omt e, PRI G 75 A e R e 11 B A
55N s AR R S PN T ] AR IS AL, DUJEE N IR S A I H SR WS 4 1 A BT

S AR
=~

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa (config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap) # class LISP CLASS

ciscoasa (config-pmap-c)# inspect lisp LISP _EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA XKl LISP i it /2 1540 75 35—k e 2% 55 ITR B ETR ZJH) %10 EID GlANH . ASA 44

#—AS<Ik EID Fl3k 5 1D f) EID .

AR A A S

a) MCEY E ACL DATE RSS2 50 C5onki n I o B B0 23 T 4 S At R PRl 2% O Bt 6«
accesslist flow_acl_name extended per mit udp source_address mask destination_address mask eq port
$e%Z IPv4 FI1 TPv6 ACL. 1 XA D) access-list extended 157k, WS M4 5% . MRS K
B A Rt . filtn, &SmO HTTPS i 5 A/E A 3% B4R 8 I 45 45 (Wi i 3 FH R 8
PEs

b) 4 ACL G SM
class-map flow_map_name

match access-list flow_acl_name

o) AR LT LISP A i [F]— SR SR, i e WU, AR5 A IR A 8k
policy-map policy_map_name
classflow_map _name

cluster flow-mobility lisp

IR

ciscoasa (config)# access-1list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-list IMPORTANT-FLOWS
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B

B3

4

mEswxuwsEven i

ciscoasa (config-cmap) # policy-map INSIDE POLICY
ciscoasa(config-pmap)# class IMPORTANT-FLOWS-MAP
ciscoasa(config-pmap-c)# cluster flow-mobility lisp

BEANSEREAINC BN, N ERAE R s sl 1 -
cluster group name

flow-mobility lisp

TR/ AT T AR A M J FH A A2 3l 1k

w151
PR 7R«
* ¥ EID BE#I4 10.10.10.0/24 M 2% /) EID

R A7 T 192.168.50.89 1) LISP B sy () S547F 192.168.10.8 ] ITR B¢ ETR ¥ th
# (FES—~ ASA 11 1) Z[H][#) LISP %t (UDP 4342)

Jyf ] HTTPS £ 10.10.10.0/24 3t N RS 281 5T R = 8 AR sh it .
o NER BB,

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
|
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP_ACL
policy-map INSIDE POLICY
class LISP _CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
|

access-1list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eqg https
class-map IMPORTANT-FLOWS-MAP

match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY

class IMPORTANT-FLOWS-MAP

cluster flow-mobility lisp

|
cluster group clusterl

flow-mobility lisp

fo & 4> oI uh = 18 VPN

BRUAEDLT . ASA SR FH A2 b ol o5 (8] VPN A BRI AERE T i ek, T g H A at
b A VPN B, ZE st R, 3G 5 0] IPsec IKEv2 VPN B4 85 ASA SERER 4y . {EAERER
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B =Fon=uaiaven

BAZ [A)4r /& VPN & n] Sz 78 0 R R B BEAEN B, WimEET X VPN Dhieng 3Lt F s
¥ @ VPN .,

TSR kS8 VPN

2% VPN EEA R
FEp AT VPN BT IZATIN, R G0R SR R DA 7 L LT A €6
* EHSEIA S - BAROER KB, sUR &0 ST O TSRS . T8 o 5e
VESTRAET RS AL BER A, A0 4E IKE A IPsec BE3E LUK T 15 2 SRBRIN L &
s SR - IEAEAE BT B SRR & SR B . MU PITIL (K46 0 SRS, X n] g
5 RSP & AR —HUR N B, TR S — VLA W e . WR BRI S
BRI, OSBRGSO E ST, IS A BRI S 1h.
By - AR S EAS VPN Ul RERMT R AIE R — MR VPN Sl B, sk
A FHERAEI I BE RS (CCL) Reit i e & BT % VPN 2 il R
o DRSS - PhiAs CRZRERIERIRID FotiH s o ih,  ENRE DL AN R AT
SR K (ASR). B MIFTHH K X KIERE N DU 20 Y 3R B X R
FESEISARAE I [ PR 23 AR RN, 5 LRSI Sl i i i

2730 VPN SIEBYHFHIE
o3l A VPN 2316 BATEL FRAE. B0, VPN IER SR EAIATE ASA Sff E— T IER
174

* VPN SiEEAE S I POR SR A o IX S [R]— S 0B 25 Ab 3 VPN JE 211 TIKE il IPsec
Bl LT R . W VPN 235 Bl % BRI 1% VPN il ARG, i ok ik
9 24T 1% VPN 2il AR

* VPN S iE A TR R N ME— (/R 2516 1D U4t ID B H IR IR, 0 e R P s
SEM IKE P .

o fEuk A VPN SEER S PRI AL E ., L& P unilid ASA EREERE: (ORI B, MAKS
T A 2 TR I AT REAEAN R R AR e R O3 |

$0] DLESROB 80 S5 TR A B2 55— ANHLAR N F 2e spiitle b IXREn] DABYEHLAR BB M . o,
P 0] DI PR BE N AT i B B 0 20 IXFE AT DA YE T A s . M4 mE P
PRI, 50 BSCR T RN LA &0 .

o ZE43 A 20 ] VPN Bt R S HE IKEV2 IPsec 3 25 0] VPN, ANS2#F IKEvl. fE4EH = VPN
TR Sk 5 A] IKEvl o

o BN LRSI 208 6K A4S VPN 2315, 15 6 R G 2 SCFF 2 36K A ax il SRR ES0FF
RSB IO IR T S AR M HIVF AR LU BRER SR BE I B S R B PR A
R RIS B AR RS iR KA, BT e LA i RIS O I DA 23 73
PCHR T ANEA e, T 247 23 10 20 MO U R 1 PN PR ARSI o Sl B30 P A I R LA T o,
B AR A oA A T
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=F¥onrusiaven i

EREMHM2 % VPN Sh3E

x1

Es

%= VPN

A

PEHbE R 5y BT S il CRL 55— D A8 EAPIR
A&, PRI SR A0 S IR R 5 B s b

LA i e

A I R LAR &y SIS I, R Ly B R et il (AT 50— AL
R IR 1) K220 ERAPIRAS . BRI, XA T EHPIRES 210
10928473 3 TEORE A FRHTT 20 E 21 BE ST LAR AR A 5

ST 80 S I, R SRR AR S IS B LA b, e
Widte (£ DHUERI K ERA SO P SR 2 R 2 & 2
o BT AR S TR 2 B RIS WA Th IR 50— R

15 P AT 1k 17

IEFERE R AR 05 BRI B b s il (AL T 55—l b e
A FHPRES, TR 0 SR RE 2640 2 W EO 0 O 21 55— B B b

FEREI TN

Uit VPN SRR AOR BB 70 Ao, il B eRg iR SRR U

IR ELE AR VPN B, S B LI B 0 A
EHRIE.

REXBNRE

AEI3 A A0 R TR) VPN R AN SR s AR DA A S A

* CTIQBE

* DCERPC

* H323. H225 #1 RAS

* IPSec Hill
* MGCP

* MMP

* NetBIOS

* PPTP

* RADIUS

* RSH

* RTSP

* SCCP (Y& %) i)

* SUNRPC
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XF oS08 VPN

* TFTP
* WAAS
* WCCP

* XDMCP

IPsec IKEv2 &34
e A 23k 5 ) VPN BERR, IKEv2 #E47 1 BLR J7 s 4
o fEFH G HUR T TP/ 1 TG XK SV B BN BRI R sk, DLRGTE BT REA T A
SERER A LI e g F .

* FRIREAS IKEv2 23151 (SPL) FRiRAH R EA A S 8 P BENUEL, JF HLAESEAS SR A i —
(¥1o SPT R T IR BAATERAE K 53 ID. AEWLE] IKE P g Bt By, A R ) B R A 1 5% 1D
KRG W Z 38 il sk A 4R I A T

* IKEv2 Ab# CA& Bk 0 3 K1) o0 SE R DR TS NAT-T B R, fE82 10 B H IKEV2 ), B
T ASP 202538, cluster_isakmp_redirect FIERI . 1§ ] show asp table classify domain
cluster_isakmp_redirect fir4 A& HN)

RS

o313 VPN ME—SCHRFIR B2 Firepower 93000 73 AT VPN fEf % 2 MHLHT L 2 S0 RF 6 ML,
RET AFE SR LA 22BN R B (1 22 i, (HBRATEE U 2 70 A1

ANSCRFul R TR AR
B A ISR
DA AR SR A1 3k k8] VPN

il

(E3=X. ¢

3 A1 23 i8] VPN TR L SR 2 1 B s AT (HAEZ R SRLUN, EHSIER OB R

G, AR RGONIEAT o XA LA 1k 18 5 ORI 1 2 12 sh 2 5 5 AR R 5 QIR K =
SRR b, ATITEA N (K DL R 7 AR eV SCRF I 3

il

SR A

LUR ThBEFH A 2 AR B s UAR () P — g i R RE g -
* FEARAF AR RNUAE LI 00— A LB &4 (1 VPN 23 BEAK 52 2 bRl s
TR — MU B0 VPN 23 il ek S2HLAR i .
o AT DU SRR RGN F K VPN il i) 2 0

IR RE RS T 2 R A oAb iR, JF B2 & s iR AR e bR e % 1, B AT RE S Bk

[l Firepower 4100/9300 # ASA £ 2f



| Firepower 4100/9300 i ASA %E5¢

mRswmRisEven i

MR EA LUER J7 30 (BIInZE AT VPN SRR, F0BT NS AR A i AN AR TOW O HLAT SE 0 B80T

ey, RHEER T 2 B DR A 2 ZRAEAT 2310 AR U R 18], IO SRS LI 1]

EﬁﬁszﬁLizﬁ%@,zﬁﬁTA£% IR A —NERRE R B IERIR T, Ef
HAERIUAT

7S PAT
LE4 A VPN # R A o] .

CMPv2

RGKEE AR RN 51 R0 CMPV2 ID IR AP o (HUERREP RS ot A3hS %CMWZ
UEPIFE AR P 11T AR SEANINRE I L8 (1 1D G- AN P [ 20 R P AR A A . X
P73 SRR I B A RE A ] CMPV2 UE B AT B 6, ) ELAT ] 13 5 S R 1 by 42 T
Jlo

B #fuk S8 VPN

Nil

JA 3 A 20 i) VPN, BAZESr FUHT VPN S AR SR AR I mT 3 RO 3o

N

8

AR A A WD VPN B R ET A A 212 b, TS M BUEsh&m, AR

1E2

FaZ B
o DMIRAE T SERE R 1 B S — AN S BVl .
o WA E IR A0 TR VPN & .

i

TR o0 Bk N AR FFIC B
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

Jet F 43 A Xk 55 8] VPN
vpn-mode distributed backup flat

&

vpn-mode distributed backup remote-chassis
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B =rsxs%50 VPN 2iE

PRI AT, S i@ S AEAR AT AR SRR A DA Lo TORE LR T 52 T) 1 b i) s i, (H
ABEPRIESR LA SR R G o

FEIERENUR AT, S T AR SRR A 55— U K 0 b o A RN OR 7 H  e32 0
HC B AATLAR el R S0

W RRAE R IR P G BT RENLAS  CRF RO B s 0, RS — DU I ZZ 0T, A
SRR

i

ciscoasa (cfg-cluster)# vpn-mode distributed backup remote-chassis

B A SR uESE VPN &1F
TS E 70 A (ASR) REAEPTAT BRAR A B3 2 AV OB 7 & EH VPN i il th T ITda & il 4
SUIZIAMERT,  ASR JEFS AT SRR G B S W (N i AR . AT JOF 0 AR S AL 8
7.
FOBT o R AT LA AT I (0138 AT, NAZAERRE P R AT AT UG AT, JF B BB B R I AR
HERIEAT . EH R I H AR B RE 1 VPN SERE . € (1 VPN SRR m 2 i) 2AT WP AR S5 4L
RSP IR S A nTN
LRI, B WRAN FEaUh, JRER S NIRRT IS . B Eh It
T EM SIS AL EANZR E S0 1l EOA MBS0 . R0 20039 RO TR A
AREFERE B0, W SURT S GRSt i 1R T AT &
PRGN, EHSWEER A SORAEREL], AR RGN IEAT . AFER ST
FOF o BRI, AN S I S AT RERAE A B, T2 53 B g S A
P2 BRI, AIMAEIZSRRE A EOIHE T 82 513

FHia Z |l
o AR E R RS, R ARG H &,
o BERE P A ZNAE SR 12 B o0 ERAT

g2

FIB AEAERER (1457 B e 34T show cluster vpn-sessiondb distribution 14>, LA E T A4 &35 4E
AR I o AT O o
il
RGN WU R A B

Member 0 (unit-1-1): active: 209; backups at: 1(111), 2(98)
Member 1 (unit-1-3): active: 204; backups at: 0(108), 2(96)
Member 2 (unit-1-2): active: 0
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mos. mkzies [l

FEATRG Y idy A FR S i B L R o 1R B AE MR L 03 b0 X BL st AT
ui«;‘\‘:’tlj u‘F{%‘;%\:

< 00 BEA 209 MEHSUE, R 1 AT 111 ANEE, i 2 BT 98 M
o i 1 EEA 204 AU, R 0 B T 108 ANaiE, i 2 BT 96 AN
o B 2 WAATAT AU Ik, BT BRSO T A A TE . SRR R IR A IR
o
$£122 47 cluster redistribute vpn-sessiondb iy 4.
A2 BRI AT R RIS & kS AT .

MRS T T RIS BOREGERE LI, X PTRE T2 — Lol ). SRy RIS R AR, R4
RS LU RITER RS HE AR Bon B RGEVEAIE R -

ARG R EEIE 2R

Cl a3l VPN 21l 870 K IXFEE I IT

LUK K, K number /M431 )\ orig-member-name # £ A F5E il BT
dest-member-name

AR BERE 2 H B 70 A B 3% 42 member-name IXFEE T IT

S EE K, K number />4 1% M orig-member-name # £ A H T
dest-member-name

C 4 number >23 5 # 21 member-name O B iR E IS ) 2 T L
K BEI F dest-member-name (143 15 8% 5l i v ANFEE T IT

.58 VPN &1 AR T

R B R . D200 VPN SR ER 0 K.

12 3 (i show cluster vpn distribution (¥4 H 2 F B 70 KIS s 45 5 .

FX0S: flifRERIZE
DL 320 48 A ArT 1 ek 187k A s B B o 141 05

e B A Bk

fltun,  HHELRE g 2Ry, SRR 2y BB NEERERINER . SN RN TR, SRS, e
AT AEET M EERE . St vl AT Sh 28 4R

FR A B TS AR, RN TR AL show cluster info iy & A S APIRE:

ciscoasa# show cluster info
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Clustering is not enabled

© FEN IR A AR -
SRR A LIS T A T R I SREFRCERFFAZ, ARSI

2 MHERER

T LS SR CLI 28 FHAERE. i\ cluster remove unit ZFx iy
MRPE BRI E

WARFFAAE, I%@T?ﬁFi%ﬁM%ﬁmﬁT%%%MEoM%Tﬁ%%ﬁiﬁA%ﬁé

R34

U5, S IERERT IO P A
MRS T AR APIRASIN,  Brfy B % 1o

HEEHE O LU IR & . ERER

R, VEEPTUA R %@%D%%%ﬂ%,@ﬁme%TﬁﬁmE%&%mmmo@M

%%E%Mﬁ M RANFESRAE R A T AR RS (i, B

(Eg R ANPGRS

B ORAT T ARG ED

ST FAERE, G5 (E ASA _E#i A cluster group name, RJE i enable.

AR N T RE 52451 -7F FXOS CLI H, {55

Z LRl

Firepower-chassis# scope ssa

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

LETHT A -

Firepower-chassis
Firepower-chassis
Firepower-chassis

KA ARy G % - /F FXOS CLL ', 5%

/ssa # scope slot 1

/ssa/slot # scope app-instance asa asal
/ssa/slot/app-instance # disable
/ssa/slot/app-instance* # commit-buffer
/ssa/slot/app-instance #

/ssa/slot/app-instance # enable
/ssa/slot/app-instance* # commit-buffer
/ssa/slot/app-instance #

PN R

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer

Firepower-chassis

LS SULIVEE

Firepower-chassis
Firepower-chassis
Firepower-chassis

/org/service-profile #

/org/service-profile # power up
/org/service-profile* # commit-buffer
/org/service-profile #

KM -7F FXOS CLI 1, &2 W LL R 7wl

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

K ARMER

{45 T B D L 7 Wk A R

=}

1\0

e
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ASA: HIEBEMHMR .

o MR B4R % -4E FXOS CLI F, 1520 LLF 7~

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

* MOBR S5 M BRATLA B 22 it - SRR 55 rh M e 2%, U] LUK A 5 5 Jom DAy SR AR PR 1Y

Ko

ASA: EIREERERLR

HIE ST OUIV IR Wik §2 &S 00 A A

FXAAETE AL R
SRR EEAD I, T L AR, I (R LA
A

AR HASARTARGESPIRG (BLTahJ7 s RO BRI I, BT 8l DR Gl A
B R DT DUAGR Ao i . SR R AR, TR AR B, T LU 58
SR e A BE LCRRFFTIT, AT ROMNERAE 1P i ity 1P Hhit o (B0 SRS SEFT N 2,
M SRR A TAEFPRZS (B, fife T EANARRIICED » W B R s .
2B P 65 g O R EBEAT AR AT 32D IC L

FriaZ |l
A PER G s A REE I RE CLI JE#: 8 H Bl A H AR RT
o W2, EEREPIT T PIT AR . AR MAEA RFERCER, A changeto
system %

UK

PR AR E AL
cluster group name

TP

ciscoasa (config)# cluster group podl

LU 2 AEHAERE:
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B rsnesr

no enable
WIS AT SRR, WS AT R R, S EL A R DR A Y A
EREIC B R ANAD, DRI A8 mT 80 J5 AR 0e AR RE

MIZHI B TT

TGS M ASMA R B, THAT B DR

AR CYASA R TANGSPIRASE, P B DG HAAE L AR LT USRS MO . R
U, TEEDPTE AR BRI LU ORI ITOT, AT OGRS TP MBI TP dudik . (H R TR
BN, W SRR A T AR APIRA (B, Bt fifr T ORI ED , & HEN
RN o R U T2 R 65 i R EBEAT AR T 3 — 2D

FHia Z |l

ﬁ%%rmﬁﬁ,mﬁﬁﬁﬂ TP HATARET . WM ARG SR, EHA changeto
system 4

i

MEERE B i

cluster remove unit node_name

G RCERFF AL, AP D I op e B R R RS, RIS T TR 5 SEFT R i1 i
AR ZRICE . WERAEHEE T A E oA e iy R BRI A, TS R 42 )5 1

PERE L AFR, S cluster remove unit ?, B I show cluster info i 4.
w5l

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asaz

ciscoasa(config)# cluster remove unit asa2

WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering
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sxmakz ]

EIMANERE
m%%%%*%%T%4%ﬁ(WW%N&%H%%%H),ﬁ%@%@?ﬂ%ﬁT%ﬁ&ﬁ,%
LSBT BN P IMALEAE
FHia Z |l
o TR AU P £ i R FEOB R ISR AR . AR 0 2ok
ﬁ??faﬁﬁ,%E%%ﬂﬁ%m*%ﬁAﬁﬁom%ﬁ%%A%%M%ﬁﬁ,ﬁﬁAmmwO

system w4,

o ORI D, R E R ISR
UK

TR AT, BEAERNE A
cluster group name

T

ciscoasa(config)# cluster group podl

FTIB2 Ja HAERE.
enable

L E=H BT

A

AR LSS A SR IR AR A TR £ﬁ%%ﬁ%ﬁ$FﬁE%Fﬁ¢ﬁ n
FAINHG T SR RO RN R WA R RO BRI, TR IIREM S,
SRAT AR P s ) S S 0 s T AT RE R WTIT s T S A0 20 BT 2 1 0 i b i v 3%

¢l

L AR L IEPATEL R R

FHiaZ |l
ﬁ?%ﬁaﬁﬁ,%E%%&ﬁ%@¢%ﬁ$ﬁ$om%ﬁKﬁA%%ME%ﬁ,%%Ammmm
system iy 4.
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B == gmsrnnEes

UK

BT R BCE Y A
cluster control-node unitnode_name

Tl

ciscoasa(config)# cluster control-node unit asa?2

TR A I TR B AT 1P ik

FEEER N, WA cluster control-node unit ? (RIS [ B 4 AT S 2 AMAFTE 40K , B
A show cluster info iy %

EBIERIEEEARITR S

B BT P R AT R A BN S R R A A, TE AT BL R PR ) A R R 2 show i 4 LAIE
LT R L R TE MR A IS S e GHER, nTRBATEE T AIZES a5 A AT ik
S, UEFRECEN GG . ) Wl e ARG AT HAl A& (i capture 1
copy) o

UK

) T B BR R i S, BF  TE TRA% 44 PR 1) HEAN R S8 A R I A 2
cluster exec [unit unit_name] command

ELE

ciscoasa# cluster exec show xlate

BEBR A, TERA custer execunit ? (AEFRMFTB&LIMNOITE 28 , 3 A show cluster

info iy %

]l
LRI [ RS E ERE T B BT AT e 4% R 2 TETP IR 55 4%, WAEREHI vt LA LU T
i

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap
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ASA: U5 Firepower 4100/9300 #1484 ASA %2 ]

2/~ PCAP AF (— ANk BN A HI2) TFTP kg5 4. Bk X/t %2 A3
BRI £ 24 %, 19140 capturel asal.pcap. capturel asa2.pcap 5. fEAZRIH, asal il asa2
o S E Y

DL 2 cluster exec show memory fir 4 IR tH s, ks 7 A0 BN B3 I A7 A IR

ciscoasa# cluster exec show memory
unlt_l_l (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k*****************************************

Free memory: 108724634538 bytes (92%)
Used memory: 9410087158 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

UNit-1-3:ck*kkhkkhkkhkhhhkhhkhhhhkhhhhhhhhhhhhhhhhkhhhhkhhkhhkhhkhhkhhkhkhkhkhkhkkkxkxkx

Free memory: 108749922170 bytes (92%)
Used memory: 9371097334 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

UN1t-—1-2:k*kkhkhkhhkhhhhkhhkkhhkhhkkhhkhhkhhkhhkhhhhkhhkhhkhhkhhkhhkhhkhhkhkhkhhkhkhkhkkkkkxkxk*

Free memory: 108426753537 bytes (92%)
Used memory: 9697869087 bytes ( 8%)
Total memory: 118111600640 bytes (100%)

ASA: !5#= Firepower 4100/9300 #1755 B9 ASA &5

RT DU I A REIR A R R I R R b

HEERRTS
WHZ LT T ARSI 2
* show cluster info [health], show cluster chassisinfo
WIREAT KB, show cluster info iy &K /s BT AT SRR AR B IR S
show cluster info health v & F Rz 1. W& RN EREN M HTs 1 TR DL
Ak show cluster info fir 4, 12 LL M

asa(config)# show cluster info
Cluster clusterl: On
Interface mode: spanned
This is "unit-1-2" in state MASTER

ID HE

Version : 9.5(2)

Serial No.: FCH183770GD
CCL IP : 127.2.1.2

CCL MAC : 0015.¢500.019f

Last join : 01:18:34 UTC Nov 4 2015
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R

Last leave: N/A
Other members in the cluster:
Unit "unit-1-3" in state SLAVE

ID : 4

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP 0 127.2.1.3

CCL MAC : 0015.c500.018f

Last join : 20:29:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015
Unit "unit-1-1" in state SLAVE

ID : 1

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.1.1

CCL MAC : 0015.¢500.017f

Last join : 20:20:53 UTC Nov 4 2015
Last leave: 20:18:15 UTC Nov 4 2015
Unit "unit-2-1" in state SLAVE

D : 3

Version : 9.5(2)

Serial No.: FCH19057MLO
CCL IP : 127.2.2.1

CCL MAC : 0015.¢500.020f

Last join : 20:19:57 UTC Nov 4 2015
Last leave: 20:24:55 UTC Nov 4 2015

* show cluster info auto-join

BRSBTS BUER G B EPIANERRE, LLAJe S CIR BRI 5 F (S F
FIES HURISATROUS BRI, 255D o Wi CURAZEN, sl CESEmEh, Mt &
R B T it .

i 2211 show cluster info auto-join 4 i LL Nt -

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Master has application down that slave has up.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

[l Firepower 4100/9300 # ASA £ 2f
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* show cluster info transport{asp |cp [detail]}
7R U I H AL S A S I Ge vt B
* asp — i P it vh 5 K.
* op — P LA A THE R .

RN detail SCHET, ST DLE G SR BEVT SEAL A DML A PR O, DAt o 25 1)1 1
22 X ELR N B4 ) 8. 3% 2317 show cluster info transport cp detail 4 I LL R4
e

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb2b6fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256
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This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%

Total messages buffered at high watermark: 5677

[Per-client message usage at high watermark]

Firepower 4100/9300 # ASA %3¢ |

Client name

Cluster Redirect Client
Route Cluster Client
RRI Cluster Client

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:

Total messages

4153
419
1105

F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave

R - MRT messages sending in Rx thread

Percentage
73%

7%

19%

Client name
VPN Clustering HA Client

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%

Total messages buffered at high watermark: 4059

[Per-client message usage at high watermark]

Total messages

1

Percentage F L R
100% 0 0 0

Client name
Cluster Redirect Client
RRI Cluster Client

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924

[l Firepower 4100/9300 # ASA £ 2f

Total messages

3731
328

Percentage
91%
8%
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[Per-client message usage in real-time]

Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
BRI Al s, LARAT RBERE B8 NN SRR Jit DRI i 1 6 5 AR TR 1) i PR PR R R0

HIRBNERSEE AR EEE €
A RARE PR B ORE R, WS T2
cluster exec capture

TECRFEIEG TR M b R, & nT LUEEH cluster exec capture fiv & /58 I st LS RSk SERERs
R DIRE, B SERE AR IR I Bl 19 oK B 3h)s e g .

THZ I LLT & DU S B DR A -
show cluster {cpu | memory | resource} [1%£T5], show cluster chassis[cpu | memory | resour ce usage]

BRI RS H . AT AR I e TR S
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SHLLF fr 4 LU A B

* show conn [detail | count], cluster exec show conn

show conn i & B7R it 2 T as it . & RIS R R S . R B cluster
exec show conn & A A5 AT . Il & ml LU 7R SN I i SA SR AN R ASA (177
Ao SRR A B T BT (R RCR L E . i & AT AR BR 7 0 A B RN IE R IR
TR AR, AT A B TR S B T A A S (Y BEAT T S o

LLF & show conn detail fiy4 %5 Hl 7 i -

ciscoasa/ASA2/slave# show conn detail
15 in use, 21 most used
Cluster:
fwd connections: 0 in use, 0 most used
dir connections: 0 in use, 0 most used
centralized connections: 0 in use, 44 most used
Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility
M - SMTP data, m - SIP media, n - GUP
N - inspected by Snort
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow

Cluster units to ID mappings:
ID 0: unit-2-1

ID 1: unit-1-1
ID 2: unit-1-2
ID 3: unit-2-2
ID 4: unit-2-3
ID 255: The default cluster member ID which indicates no ownership or affiliation

with an existing cluster member

* show cluster info [conn-distribution | packet-distribution | loadbalance]

show cluster info conn-distribution 1 show cluster info packet-distribution 4 27 T S HE X
& Z NN R AT o X iy 4 AT DA ) S5 OP Al 0 48 A0S A7 B AT 4

show cluster info loadbalance iy 4 & 7 % 2 - P AT G0 115 6

* show cluster info load-monitor [details]
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show cluster info load-monitor fiy4- i 7~ 5 Je — AN R B AR Al DA I f gk, DAA ELTE B 1)
MR BT CERIAS LR 4 300 o 18 1] details S8 72 F 45> I 0] 7] B (R A4S B A

ciscoasa (cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Unit ID 1

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
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Unit ID 1

Memory usage (%)

Unit ID O
25
25
25
30
25

Unit ID 1
30
25
30
25

20

CPU usage (%) captured over 30

Unit ID O
25
25
25
30

25

[l Firepower 4100/9300 # ASA £ 2f

captured over 30

25

25

25

30

20

25

25

30

20

30

25

25

25

30

20

0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
intervals:
30 30
35 30
30 25
30 25
30 30
35 25
35 25
35 30
30 25
35 30
intervals:
30 30
35 30
30 25
30 25
30 30

30

30

25

25

30

30

30

30

25

30

30

30

25

25

30

Firepower 4100/9300 # ASA %3¢ |

35
30
35
25

30

30
35
30
30

35

35
30
35
25

30
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Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

* show cluster {access-list | conn [count] | traffic | user-identity | xlate} [i£X], show cluster chassis
{access-list | conn | traffic | user-identity | xlate count}

IR IEANERE R A B . v F R T ke T e 2R A
175 show cluster access-list 4>, 5204 UL R

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-1list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0xe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eqg www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd947

access-1list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitent=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

SR PITAT VA AR LI IRV, TS
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ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k*~k~k~k~k~k~k~k*~k~k~k~k~k************************

124 in use, fwd connection 0 in use, dir connection 0 in use, centralized connection
0 in use (Cluster-wide aggregated)

unlt_l_l (LOCAL) :*************************~k~k~k~k~k************************

40 in use, 48 most used, fwd connection 0 in use, 0 most used, dir connection 0 in use,
0 most used, centralized connection 0 in use, 46 most used

unit_2_2-********************************~k~k~k~k~k************************

18 in use, 40 most used, fwd connection 0 in use, 0 most used, dir connection 0 in use,
0 most used, centralized connection 0 in use, 45 most used

* show asp cluster counter

Wb A0 T Hs AR R R AR H A

* show route cluster

* debug route cluster
ORI A R
* show lisp eid
78 ASAEID %, &A1 7R 7 EID Ik £{ ID.

24 cluster exec show lisp eid i1 LL Rt .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k******************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T, s kK ok ok Kok kK k ok kK ok kK ok kK ok ok Kok kK ok kK Kk kK ok kK ok kK ok ok Kok ok K ok ok Kk ok kK ok kK ok kK ok ok Kok kK Kk KK
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp

iy X B RR AR F AT o
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HESfmub =08 VPN
HEFTBLF i 4 M5 VPN 2 AR AT

« il ] show cluster vpn-sessiondb distribution $& {2 VGBS AT, WHERLE 2 S hizsT
WPAZRAE RGN S IsAT I A 4 .

HF I show i & A AR F 2518, TG/ AR ot AT show vpn-sessiondb summary .

* ] fii ] show cluster vpn-sessiondb summary iy 2 At 4E#E F i VPN #1048 E .
* fi Jf] show vpn-sessiondb i 4 [ LA I £ 45 R T 2o UL VPN (5 B LAAh, B & BT
TR o EHUR

EEEHHFICR

A RMNERIE H W ER, SN e
logging device-id

GEREh BOREAN 1Y RORFAOT B R G HAS T L o 48T LA H] logging device-id iy 4 kA2 i AT AR [ sl AN
A% ID MARZGHEH R, DM EE L 22K A SRR (A 7] s AN A5

&R R
Z LA T IR AR R A iy 2
* debug cluster [ccp | datapath | fsm | general | hc | license | rpc | service-module | transport]
SRR R .
* debug service-module
SR TR G0N 8 CEEE IR 5 N Z A RS AT RGOS 2T ) J0D - A0 R
* show cluster info trace
show cluster info trace fiz % Wor IR (G B, fEE— DR bR H .
i# 24 show cluster info trace fir4 1 LL Rt -

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
MASTER

i, A E B LA R SR A BAT A I local-unit 220 19755 fU78 45 05 15, XA BRI
BT AR local-unit £ FF GERMEEIIECE) , 20f 51 mEEBR E S #%
HE GERAEERMEZ) .

ciscoasa# show cluster info trace
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May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter

1.

May 23 07:27:23.113

[CRIT]Found both unit-9-1 and unit-9-1 as control node units.

Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data_ node

May 23 07:27:23.113
Detected another Control node,

CONTROL_NODE

May 23 07:27:23.113

[DBUG] Send event (DISABLE,
leave and re-join as Data_ node)

RESTART | INTERNAL-EVENT, 5000 msecs,
to FSM. Current state

[INFO]State machine changed from state CONTROL NODE to DISABLED

b =8 VPN S HERR

%3 VPN @40

2EAT 70 VPN BARAE A A DU AR S DIy, SR WAC 1) 6 35 52 R PR T 9 R«

(LD 10
WERAE UGS, A BRI | iRt (member-name) T vpn FBAAICHECITHAEL .
SERE A T ARAAE 73 A 0 VPN BT -

#HIT 8 (control-name) %k A& (unit-name) KNG
Ko BRI ven B D)RE S AR EIT A E A

WA VPN AR 5 EOR IE A O BT
-

B P RN von BLACESCH AT T s B i
VFAE, ol s,

I T IKEV2 204568179 SPT A (1) I [R) K 2k
B ID LRk

WE SR sPT
ak
R BHRIA sPT

R TCIL B 1

KAEIE TKEV2 SIEMAD.

IKEv2 #IUHEL R (IC) AbFRAN R -

IKEv2 i IR IR 1k 2 dn BB I 5 0 21

HOB 73 i) L

KA SIEER 7 RIEEKESE member-name
ARHEWE] member-name MISTERBMIN (LERFEHTT 5

DR SRAE BT 73 e TR IUITR] 40 b B A T

K SRR . CZaE veN SIEEH K.

ERTREBEIL T ERZ —:

* 44§ ] port-channel load-balance src-dst 14port iy 4 N7K AZ e HLIEC B Laport 15 4 51 38 35 1 57
VRN, L2L VPN 5 - R BIAERE P i) — WU . . BEBF 16 0 BC R s ) an R o

SSP-Cluster/data node (cfg-cluster)# show cluster vpn-sessiondb distribution

Member 0 (unit-1-3):

[l Firepower 4100/9300 # ASA £ 2f
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Member 1 (unit-2-2):

5(2660)

Member 2 (unit-2-3):

5(2122)

Member 3 (unit-2-1):

5(2501)

Member 4 (unit-1-1):
Member 5 (unit-1-2):

active:

active:

active:

active:
active:

INYI N |

13295; backups at: 0(2536), 2(2769), 3(2495), 4(2835),
12174; backups at: 0(2074), 1(2687), 3(2207), 4(3084),
13416; backups at: 0(2419), 1(3013), 2(2712), 4(2771),

0
0

17T L2L IKEv2 VPN A % 1 500 £ 9680 H xR IKE HE A0k IL 2 N7TK 5146
T (1 g 13 3 A 7 L — AN

{if Fi| port-channel load-balance src-dst ip-14port K N7K #8345 Bk ook 1P F L4 i . 4R
Ji» IKE B tfe gl A0k 2 Fr A B, 2E i Ak 2 A Firepower9300 HLAR -

BEUEAT SRV R PR, E TR ASA BERFIPET LT BT, cluster redistribute vpn-sessiondb,
¥ FEH VPN Sl E 80 K 2 55— HUAR A RE A

ASA £ &+

R S
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| ETire

BB

eth1/8
eth1/8

mgmt

Cluster Control Link
192.168.1.1, .2, and .3

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64
(Poal: 8 IPs)

eth1/8 -

mgmt

<I__ port-ch1 Spanned

>

1

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64

| MAC: 000C.F142.4CDE |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64
MAC: 000C.F142.5CDE

c""--—-—.__ ,_,.>
(5 RN | port-ch5 [
Switch =) VLAN 10, VLAN 20 Trunk o
— z
3 3
= S
A—

U

|

r________/

Client

K EAR IR % A BB 5 R I VLAN X, i,

J

\|I

Server

VLAN 10 Fi-F N #M%%, i VLAN 20 A

TANEML% . B4 ASAERAT — R B AN AT e L ol b 28 0 s O o 5 F b kA BRAE R L1
FTAT i L AR T 802.1q #1234 . ASA J& VLAN 10 5 VLAN 20 2 [8] [ 55 <k % .

{5 /9 4% EtherChannel B, BT 504 55 26 7EAZ LI 73414 — A EtherChannel. WIH—& ASA 48

AT, ACHHURE£E AR B2 2 10 I i i
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Cluster Control Link

port-ch1
192.168.1.1, .2, and .3
Node 1
3N /\ _eth1/6
gl ] [ ethirz
A =N A ethl/8 \P eth2/1 -
. ]
=31 =5
o —
%lf\, 52 EJ. 08 3
S on 712 S= o b
8 AW §k5-% ., eth2i1| SBEZ g
oy Ondg | o200 o
3 1387 =888 2
hoT 8 mgmt PSS
0 = ;= =
- 58 2 om &
S O=_, B/ ethifb M
ol | o | [Z ] etz &
@/ X | [ 2V ethiss Jetho/1 | | &
V V V Y,
mgmt |
management

10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S RECRAE N BRI AR R 2% 2 1AL R T B 5 3000 LA

LIPS, A — A5 4% EtherChannel R R A FAZ ML, T4 DU 53— NS 19 4% EtherChannel
HERLPIMBAHHL . W, AW LIEREA EtherChannel L @I VLAN 121

P HERuh 2 B £ EER) OTV L &

A P 2 DX DA IO 3 0 P s A ol A TRV ER R RE A R 2, B T O TV IS B A I 4 B 538 2. OTV
TWILAE DC _E#E R AP AR R EEAEH . (VUL R R P 3RA MAC bk, OTV A&t
DCI ¥ K AR . WA OTV kR A&IM MAC Hubk, "ol 57 i fdate.

OTV fc & 7R~ 151

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv
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B seetusnesnoves

mac access-list ALL MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP _VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
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//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151

R ik = B FH EIE 0L 0TV TR =%
DRt T, A EEMER OTV (I yERs, DM BT HEHLE 4R MAC Hiht . &% S8 HARRC & .

A8 T AR E H TAE S, b ) OTV &S HeHL L7 N ASA 435 MAC HihEIER A4 H . 104k ¥ o
Fut ) OTV EE SN EIRINXLEAH . 2T AFHREIPE, R R RS 4 RE P o
ASA ] ARP % H O TIEIERZIZ2 k) , e TPEBAF AL % ARP. Hit, OTV BASHHLS
TEHHE R 2 b3l a ASA 2R MAC Hisik. 1T OTV (56 & K P % %4 R MAC Hilik, JF HARYS
OTV Wil, ‘BRSNS Iz MR R BRI, WeR 53 MRS 38 2143 )5 MAC Rk i) 5
WAL, B

//OTV filter configs when one of the sites is down

mac-list GMAC A seq 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC_A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP_Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP_Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

Al KR, SRR E RS, JFMIER OTV ERYMERSF&H . IHERNA OTV LW
A MAC HilbR, MMERR 4R MAC Hilk i ES 4 H, X— bR iE.
MAC it =755

2k S W B4R MAC Mtk &4 H 2 in®) OTv i), #BFTEELS— OTV FAES N
LR R MACHE . 765 — DNl kR G, NMIGRMRIXESAH . 505 MACHIIER, LUALROTV

e R R PRI e 5 H .

cluster-N7k6-0TV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— B T T e R T e L L e P LT et
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl
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* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3

OTV ARP E7F54%
OTV JfCH ARP 4id it OTV £ L3R40 1P Hulik 1Y) ARP 2247,

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1wOd 00:00:31
cluster-N7k6-0TV#

uf = (B &R B TR 151

PUR R B s SCRF IR A B2

BHuhSHEFER) MAC F0 1P Sttt 5YF5 X LUK M) 18 8 3 AR T 7 )

PUR RGBS T 2 AR, KPS ERE RO 20 AL 2 A BB AE R il L 1R R G £ 2 AT Y
R 2% 2 0] CRPEIRA) IO o SRR AR B BRI I DCT ISR . A7 TRl 4R
ARG5S P T ) P PSR S 8 I 226 4 15 X A P UL 2 B A HBAZ # L. B> EtherChannel 5B EE 1
TR B -

s VLAN i Fl S AL 51 UL (OTV) RS IEIARA L ul S (A1 g o B Zis InBH 1E42 )5y MAC
Rt pEs, B RARERE IR Il DCT RER) ) — 0 o WERTETE VT ) — ANk i B AR
A NS BRI JE A%, AR R BE R AL B Iy — il AR BT A, BT VACL kit yE 4 )=
MAC Hbtik. TRl (B AT F3 RN R 1) Nexus) , L Ziff ] ARP £ 1 bt ik B
A2 Ji) MAC Hihikf¥) ARP 204l fl. ARP R A ZREEAE ASA L Bl i MAC HuhilE RS o5 1P k. 4
A E vh 5 MAC Hisik, 1525 ARP R .

EETEA S T I 5 R 0 O o BT AT SRR T A L2 1 2 R B MAC AU TRl i A2 1%&%&%&@
5 FH >k B> DC A RER 3 5 7 ) MAC Hihik o BLIHBETT B 1138 Beh L PG AN AN [R) 3 11 g A
IRENAH R4S 5 MAC Hbudik, §50 MAC Hihk#25); M5, AN ERENE, A MAC Hibik .

FEM IR
o WERREAIE I BT A H 1 e A 08 ot i3 MAC ik, JFAESE h b AT A Ak .

o JE BRI ITA N VB A 4 )5 MAC ik ik, DRI AT LA P AN 3l s AR AT 1 R0
OTV 3 s & it b0 A R R AR i £
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g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

5 X LAK W) 8858 2 PR AR 2 R b ik = (8] SR B 7 151

PUR RGBS T 2 ANMREERO, X PIANERRE O 0 A2 2 AN B AE AR B itk i % 2 i) (R
A (A bt . Bl 0t AR I I B 0 DCT M F . A7 TN = (R A 1 03 A8 HH 1 o) 7
PRI A0S (10 255 DX AR W L 12 B A AT b Lo B4 EtherChannel BBEEAE K I AT HLAR -

A7 FAFN A O TR PSR A B H #3448 OSPF (Rl i W ASA) o 5 MAC HihEAR[H, i
H1#% TP Mk 78 T i b8 LA e — 1. B 58 DCTHh TR m IR el K i R R 7E A 5L
oo, BRARSS ek A BRI SR B A P T . T ASA R F S BRI b A A T
BN U R — PR ZL A REAE B Rl I e o SR T — ANl e PR S 1l A 0 A b
WK NEE G I 2 I DCT AL T I3 — Nl s AR L

RLTABEAN 0 AR AT 3L SIE it P 0,45 -

* 3l fiE] VSS. vPC. StackWise B{ StackWise Virtual - fELIE 5t T, — & AP 2 BE 76 E0 4 o0
1, 58X WNLIEAERI R0 20 — AT AL TR Ao IR SR R S - B A
AL, TR EE L DCL &4, LB T, EERZ S RFES NS oA
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B =xocmims sme s s e

Hbo 2R DCI R LAARPEFAMA R, Bt a] DU SR RN ROl I DCUER 2P S AZ L. 7E
SEREOUT, VA 0, R DCT A Zi AR H i AR E «

o MRS S A VSS. vPC. StackWise X StackWise Virtual - 24 T #4453 5 = AS HH LT 4%
AeJ1, R DATERRAN Sl 222 E 2 NP TUAR A ML . FERLIEOL T, SRR AR —A
5 DX LUK W 30 4 s o 1 AL DO B & A AL, R bl 2 LA R B A
HIAZ ML, (HESIX DKl TE AT FRE “r " o BN ARHIURAT WAL R G HS 20k 55 X LUK
P JE TE AL 0 55 A A EtherChannel.

o M
( Internet )
Router — g TR
—--/ b ~ Higher cost route Spanned Higher cost route ___J/’ —
il EtherChannel b k.

r Oulside——)

|
f/ﬁode 3

Data Center :
Interconnect >

\ .
. |cluster w
|-' Control ||'
\=—_Inside _ ' \

e // Spanned e

"ﬁ\ P EtherChannel e
g Higher cost route Higher cost route
Router Router
Data Center 1 Data Center 2

B X AKX MidiE E AR R A il m B R 2 R )

LUR RGBSR T 2 ANRRFRD, S PIANEERE B 20 AE T 2 AN BB AR Rl b 18 I S o s AT
AN Z% O P 28 R 2R R 2 ) 2 i) CARPEFIAN) OBl vt o SREARR S B by B4 i e i
1 DCIHERE e B3l L A ERAE RS D3 A T 7 PRy 968 7 A0 1 Y 0 2 R RSB0 2 94 2% (1) 125 X A I T
BB A AT, B EtherChannel 25 R HE 1) T A7 HLAH «

FFAN Ul R e % B 2S48 1) FHRP (491101 HSRP) 7E 8RN il 3 AH [ 1) H bk BE48 MAC A1 IP Hi
hb. EEE S MAC bk = AMES), Sl H 4 H mac-address-tablestatic outside interfacemac_address
T2 W S 2% SE B MAC Ml 278 N2 ASA MAC b3 . WREAA R4 H, 07 T3k a5
1RG5 A7 Tk i 2 IR ORIEAE I, i m Aedl i ASA JFSi A e 1 Bkt i 2, AT 2
HILAE . Al VLAN i S AL R AL (OTV) BRI AR, iz (a4 J@ . S0 2508 ik &
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v BHAEAAT W O ph 2 AR RE I DCY AR E o — 3l i o WERICVEVT ) — Aot s A R 5C i% h

a MDA 2Bk pE s, Ui RE A% A ik ) Iy — 0l i (1 I DG I R 4
ey
( internet )
— A

Gateway Router: \_,_‘_,
Virtual MACs and IPs

(FHRP)

Gateway Router:
Virtual MACs and IPs
(FHRP)

Spanned EtherChannel

Spanned EtherChannel

o] o] )

Cluster
Control

Spanned EtherChannel

Spanned EtherChannel

Data Center
Interconnect

DB NW |

B e

b=

fa

o o o)

App NW

Switch

Switch

—

Data Center 1

ERS%E
AT G SRR AR B PN A5 R

ASA TREFISR BT

T ASA THEEANZ ASA SERESCHE, A 7 DI REAAEAR 75 i 52 5.

T PR 73 R

SRR FRITIRE
LU N D REAE o IR BER IR O FICVERCE, ARG & s idh 44
o MEHE TLS ACBESEHLNSE A5 Dh g
* ARV VPN (SSL VPN #l IPsec VPN)
o JEFUIBEIEHZ 1 (VTI)
* IS-IS #

- BUF R 7
* CTIQBE

Data Center 2

FCAt D RE T BEXT Wi 1E
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* H323. H225 fll RAS
* [Psec Fi%5

* MGCP

* MMP

* RTSP

* SCCP (J&% J 3 )

* WAAS

* WCCP

o fE T MR JE RS

* AR

* DHCP %/ i M55 #s AREE. SR DHCP 4k,
* VPN 11353 i

. bR

o BEK B FIB

* RBGEHRI (DCD)

* FIPS A5

SRS LThee
DL F S A (il 2 AR, BRI R .

)

AR AR DI REI VR IS T R SRR TR B e A BRI
WERAG I AR DI RE, U2 50K S vh Zh e XU BRI 0 B AP U e, SRS PRI R U
N IIRE: URAEIENE L, %R SR R A& [ R R
X DIRENT 5, DR Y R AW, T T A SRR T T, Sl AR T R P i
fERVBUE S

LT W A
* DCERPC
* ESMTP
* IM

* NetBIOS
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* PPTP
* RADIUS
* RSH

* SNMP

* SQLNET
* SUNRPC
* TFTP

* XDMCP
o AR T A

W 2% 5 ) 1) 5 0 B UE AN PR . T MR 23 H
it e 1 55

vk 5 5] VPN

EEFARBRT, (S EREH ST VPN &8, X2 VPN =R BR AR . 3l 25 )
VPN 0] LB AR 40 A X VPN B, A S2S IKEv2 VPN &8 A e 71T /2 [0

* IGMP 21 FE 0P [ PSR AR B CEOe VTR S o3 AT T AR A )
* PIM 2 F42 -1 i s (R AR B ARG~ T e A o A T2 AN S )
* B

R R E| S &1L FRIThRE
KT K B G ASA 5 AT {46 AMIERY S 45 4.

* QoS-QoS HME Kt TR E L Hhld PP AR 2D o (HAZ, AR AR i LS AT,
i, G Ao A B, DR HHARE E ASA PRI R IV FH A R U TR S RARE 25 0 U F 5
. AR 3 A R AR AT IRAE T, RF O UK S b EAR R T SR AR K 3

it

o UMM - UMM AE 2 R BN AR i, HEA G B SRR AR e . Bl
FHRI B, TR R AR P AT BT, i RUCAE BT
ESIE AT RESE ity ol /eI (8

© BRI - 2 SR (R B R AS I R DUAE RS R R AT

* LISP it - UDP ¥y 1 4342 L) LISP yit & p RN s B TR 2, (WA A e S 1)
28 BN AR INBIAEREIL Y EID R, (HJE LISP i B A G A S HAERRREILE,
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B s rmsiiam ana e

AT M 4&i71e) 8 AAA & Rf

T 5] (0 AAA th =B 4L SRRAE. RBCRNCIK. SRR BB A4 rh DhREAE LR R
P A S, H A SR SR RIS Y e A RIEAS IR AR AL B T SO
AR R, DAGRSEAN R W AT 2 ik (R 7 A A SR o 3 s ni R A2 e,
B B0 UE PR 225 PR AN 260 0 R I K R B

CIRAE 73 B D REAEBRAE P St o IR SR SE 1, RIAE U i G IK I, A R
A PRI S IR T LR A 0 B IE ] AAA TIRSS35 .

R BRI ALV B ) SE . (152 1 set connection conn-max. set connection embryonic-conn-max-«
set connection per-client-embryonic-max 1 set connection per-client-max %) o &4 A
W) RN BT AR R R T EEE . TR IE, AR PG E IR B IR ] RE AN S AR 4L
BT St St o BN RCLEATART 4 S I TR mT e v Al A SRS B Y T el . AN, A fRak
B aeh A BB B I 1) 1T 5.

FTP FO£S5%

* W R FTP Hdhi i B A2 3 38 A AN ] (SRR I 2 P A B Xl 1 P A = o 2 PR R i B
B 1A% B EE A 5 0 SR s R I . (B2, W RIS I R AT & PR
FERE TR, WA ORER/ TR R F B 2 R I A 2 S

© WRBK AAA JTT FTP Vi, 042 38 TE AR Hh AE 220 i b

ICMP 2%

ICMP 1 ICMP 45 At i AR B i B T2 5 /5 ] ICMP/ICMP 5 iRf . ANE ] ICMP £
i, ICMP PR, FHASZRES 8. JoH ICMP K Ay, ICMP AR A XA, - H 5 1) %/
T EE . B AT ICMP I — AR Z AL AE T 5 ) g 6 3 R BRI b EE . 3 7 326 ICMP
1] N 25 A L R AR RT3, AN 2K B AR Rl 25 5 e s

‘HIBIR AN EE Y
LERE ST MO A e 2 W, R TE A A BT AT 1 £ B s B S S Bt . e 2
G BB R T LU R AL R R .

NAT FO&&f

NAT W] BESS LM AEREIR Ak i o NS AT 0 NAT S0 40 i) gl ik SR BE PO [l IR ASA,  PRR £t

BB FARIT TP M LA 1, NAT 2 P ECN BN 5 B 60 B AT AR 1 1P bk /sl . 24
B WEIEIFAE NAT Brfi & (1 ASARY, Bl SRR H R BT ¥, S BURTE SRR -

AR TR THERL B AN QU B A 38 (e A, DO NAT Jrfi 8 e 8 T REAN 2
R 2 4 AN G 25 45 2R 0 Bt A G 12

U RIS A ARAE SR T AE ] NAT,  157% 18 LR VEE -

* PAT SR I HR I - 152 B D Re i LA AEN -
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nat izt ]

o BEENUBORGUE BB A AR, T AN ] TR Rl DI, fERE RN

TEPRBIECE N 1S 3 AN IR, WRAE4E 3 AN s bl ok B EALK R sk
AT, WA LA 3 Mim Db, FAT S 14

* FESRATRE EN LR KSR BRI, 53Ot 88 01 s B A s VSR ANT BRI
o R BEAT RN PAT MBS O PAT St 48 i 1P MuhEE D, 2 S EHER A3

ISP AT A i R e A5 T8 A3 07 SR PRV 4 T 26 3 B R I AT R I Al I DR BC Dh RE TR AT
e MG INE PAT it i, FUAC LT ARSI Y 2 18] 7 it R AT 07 35 1 (1 S
fhIE

© FESERET AT, AREEA SRR R SRR P BRI B& G, BiK

INA SR R D N BN B, BRAT T DN B AT H 2 IO U 37 R K e A
WAHSR T A e e SR 0m s mT USE ESCHR R/ I 00T B el e 2y e R o

* XFENAS PAT fili il NAT jt bl 201 - BC & PAT yibie, SERER AR 44 1P HuhikRi 43 Ay b 1 Be
BRINIEDL R, AEANERER S 512 Aot 1, (E SR s R e u), e B i . X bR
EREH &AL [R5 43, DRIREN T R — AN B AN HOR Y. PAT i [R5 TP b
Hho Rk, fE—ANEHER) PAT dirp vl DU DA — > 1P Hidik, R0 8 DISCREE U PAT
FEFEEE T o S IV HO 2 PR G LA 1024-65535, [ AR TE PAT Jth NAT #0000 r g 2 4% 2 2
DL A B 1) 11 1-1023

.

FEZ AN FE R AFH PAT - EEE 2 40 AR [H]— PAT b, DA 2004 R AR I (42 11 i

o WIAEPTAT U AT E 32 11, BEEAE AT A “ AR 0. ANBEAERIN iR
SRR E R DM AR 30, A NRGEA] RETCRR R M S B (R A sl 2 T LA
KRS FL AL HIME— 1) PAT e fi nT 5E (77 %

3

AL ) - SR SR PAT Y4241
JA7 i PAT - SEBEAS S5 T PAT.
B AT R85 NAT S5 - Pl s P ST BV 1 2 01 07 9

ZAS NAT FEEHIF HAEHATER DI, eReii sk N  stfed  Bo 9 ST it

1L xlate - SEHPTA # LI xlate 23RN H AN S0 DRI, 20 PRI )] e 2 a2 PR R I

. RNV 2E & T HCE AR (refent 7 0) , WIFE7R xlate A .

Tp 43 PAT DIRE - BF<x 1l PAT ZIRETFARSEREL I ThRE, (H'ERESE = PAT IOl g etk 1 Hoxf

SR, 'EARVFREANEERNT SO PAT BT & ML T, 22405 PAT EE U 220
R BRI ASOF eI AT . BOAEOUR, BT TCP i A UDP DNS s ¥ 4%
Wi PAT $e4fie, il ICMP R1T A7 At UDP S 6] 2 218 . & nT B4 TCP A1 UDP it B AR 15
NAT U LR X S BRI B2, (HE, EANEEN ICMP Bl S BES1G PAT. XTI £ &1 PAT
v (fn H.323. SIP 8% Skinny) , &0 DAZEHSCHE TCP i (1) RE23 16 PAT (GX£% H.323
1 SIP [#) UDP % S BAH 2 4518) o A RBES1l PAT IVEAE R, ES P KBS SRR .

o XFRA R A AL ] & PAT:

* FTP

* PPTP
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* RSH

* SQLNET
* TFTP

+ XDMCP

* SIP
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o ISR OKE NAT B GERE—J54%) » WINAE A #4¢ CLI 11 asp rule-engine
transactional-commit nat iy 2 i FH S HEASHAL . A0, 5 AT BE TGRSR RE .

E7S IR FNERET

SCTP Fn&#f

e thRERE QAL ARG BISAT, i e b P A PR GRS ST B R B o W SR h A BiA

Bl ik, e HE ) B B .
1: Bh7SER

Router A

Only control unit uses OSPF LA;
with neighboring routers. : —_ EtherChannel

L

Data units are invisible. Load Balancing
Y Y

Cluster Units

Router B

FERCHR B 4 B 22 ST BR R, R LA SN L e A e

OSPF LSA HUfl FEAN S NP IV 46 [A) 20 BB W46 o G )4 T bl B 4%, AR I b 2K A6 00 5]
BEE: VIEEAEB K. OSPF R Pk — 1P il /E N LK o ID. 18 A DA Be— NS
HHas 1D, RUERERIXFEM, (HIX ] LU ORI AN EERE R A (% i 4% ID — 3. 152 % OSPF L]

Wi A hfig, il ok b I i)

SCTP SCI AT IAEAEAT Y LA (T8, B2 I0ER MBI T [R5 L.
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sip itz [l

SIP & FREE RS
PR T DAEAEAT 4 0 LU (i Bt BT AR L T4 L
R HF TLS AR .

SNMP fR& 8%
SNMP CRLZ A 1P HUhEAE W R — D ASA. BTGk MAETREI & T K -

TR AR 2 A8 A My b B T JE AR 1P Mk EAT SNMP #81).  anil SNMP AR HES 1y A4 1P ik,
U 224 326 245 BT AR TR A, ORE B IS A AR AR TR R

A SNMPV3 EATARAEI, A RIEAEWTIR AR TR O R IO AR A 1T R, W SNMPV3 I AR R
RPN e B RS Y B HDE A I e ITCL s 7 =R L BGE B 1 b
il

STUN Ffaf&5f

P B B FAE R S STUN A 2, UM FLW ). (HE, TS 2 AR T 345 ID R .
BT E] STUN K5 A AE s, I HL59 —AN 19 55 21 STUN MR, WIJiZ% STUN i W24 4 25

Fro

Z% HES NetFlow FRgEE:

* RGHE - EREA RN RSB A ARG H MR G U E H e, R
RAEZRGEH G B Rk 7 B A AR R BN R (B8 46 1D BT, SRR (1 i A1 i e B4
A TN E . WK H ARl B A EHLAA A B 1D, WA s AL &R 4 H
BB E LR A1 mle AN H &S Bl B A G 5 | R e B 45 ATy
MATME DB 1D, R HEN BB Bk BAF Y .
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&% 7 LU R fir4: health-check holdtime. show asp drop cluster counter. show cluster

info health details
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FINSEM T L Ffr4: allowed-eid. clear cluster info flow-mobility counters. clear
lisp eid. cluster flow-mobility lisp. debug cluster flow-mobility. debug lisp
eid-notify-intercept. flow-mobility lisp. inspect lisp. policy-map typeinspect lisp-
site-id. show asp table classify domain inspect-lisp. show cluster info flow-mobility
counters, show conn. show lisp eid. show service-policy. validate-key
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SINT LA Fn4: cluster replication delay. debug service-module. management-only
individual. show cluster chassis
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