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Inside Switch Qutside Switch
.
Load Balancing: == Node1/Control === | ,2d Balancing:
PBR or ECMP : PBR or ECMP
' inside eth1/2 eth1/1 outside etho/0
eth0/0 70.1.1.1 (main) 00.165.201.1 (main) -
10.1.1.2 (local) 209.165.201.2 (local)
inside eth1/2 LYP cth1/1 outside 1/
iy 70.1.1.3 (local) $97500.165.201 3 (local) kb
Node3
sl inside eth1/2 eth1/1 outside -
10.1.1.4 (local) 209.165.201.4 (local) .
Node4
inside eth1/2 _@ | cthi/1 outside -
g 70.1.1.5 (focal) MRS 705,165 201 5 (loca) e
-1.1. G US.102.2U1 .20 {100
D )

N

xR

BT REEHIER

DI %N ES

ANSCREE 2 JRRSIX LK M8 IE -

RO R, B4 ASA #2 SR B B O 1P HuhlFl MAC Hidik. 55T 560 (19 8% i1 (PBR) /&
— AR B T
WEAR T A AR PBR JFA 8 78 00 R FUEAT (W AR B0, FRAT T U HI 7 2%

PBR AR 4 4 B SR I ACL AR H B H S o ISR RE P T H ASA Z RT3kl . HT
PBR &AM, D] BEA NGk SE s £ (1 T B30T R . O TR AR R RE, Ui &
PBR %M, DUEIERE (1) 5 Al B AR [ 2o A0 1) 2[R —A ASA. il Wiy — & JRHS th
A, AT R GURER (1 B TOS PBR BT SEIRTUAR . R 10S X & ERERE H] ICMP ping W54 &
ASA. X5, PBRUTHIEHEE ASA IRV I MK AT P A F 2% ch ks o AT OCTRAIE I, WS BT
URL:
http://www.cisco.com/c/en/us/solutions/data-center-virtualization/intelligent-traffic-director/index.html

http://www.cisco.com/en/US/products/ps6599/products_white paper09186a00800a4409.shtml

R H
{F FHA ST R N, A ASA B O H A (3B A O TP HiliE AT MAC Mk 254 £ 4% (ECMP) % /&
— PSR BRI T

R C AT ECMP I Ay 8278 70 A BT 10 6 Rt e, AT T U I vk
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{i ] Management 0/0 $22 H #E47 47 1,

AR AR B R I shA e . SEb AL T A B el

HEn] DT # A S0k ek DHCP /B 04 51 1P Hudil.
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FE N BIAREAN TS R AE HIAS I TP Ml 34 1) iR 55 4%

GG DHCP, WA F A b st i i sl 4R 1P Hbuhil.
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T BT P N, T ST BAT I SSH BN,

ASDM E3E1EH IP #fik A T

BRNTEOL T, ASDM BERK ARG Ay 1P sl FH B 2544 0E . Wi A ASDM #5221 4R 1 1P b
Ik, AT e S RHIE PO R 2 A b TP kb A A E 4R 1P Mk, RESBon—NWESHEE, fait
IP M HEANDERE . #1] DL 2 %31 S I T 7 ASDM iz . (H&, T b 2issy, bnr DLy —
A EAETE TP HhEAT TP Huhbh P T Al TP ShERE 1. ARG, 8D bl 1 F TR AN R
Fio HIRVEYNME B, 153 https://www.cisco.com/c/en/us/td/docs/security/asdm/identity-cert/
cert-install.html.
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! Cluster interface mode
cluster interface mode individual
|
! VXLAN peer group
object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54
|
! Alternate object group representation
! object-network xyz
! range 10.6.6.51 10.6.6.54
! object-group network cluster-peers
! network-object object xyz
|
! Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
interface gigabitethernet 0/7
description CCL VTEP src ifc
nve-only cluster
nameif ccl
security-level O
ip address 10.6.6.51 255.255.255.0
no shutdown
|
! VXLAN Network Identifier (VNI) interface
interface wvnil
segment-id 1
vtep-nve 1
|
! Set the CCL MTU
mtu ccl 1654
|
! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1
encapsulation vxlan
source-interface ccl
peer-group cluster-peers
|

! Management Interface Using DHCP

interface management 0/0

nameif management

ip address dhcp setroute

no shutdown

|

! Alternate Management Using Static IP

! ip local pool mgmt pool 10.1.1.1 10.10.10.4

! interface management 0/0

! nameif management

! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt pool
! no shutdown

|

! Cluster Config

cluster group clusterl

local-unit A

cluster-interface vnil ip 10.2.2.1 255.255.255.0
priority 1

enable noconfirm

!

| INTERFACES

!

ip local pool inside pool 10.10.10.11 10.10.10.14

ip local pool outside pool 10.11.11.11 10.11.11.14
!
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interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
|

interface GigabitEthernet0/0
nameif outside
security-level O

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
|

'JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

HIETH S Day0 EL B

R LU Day0 FC BRSSP RCE . RSO s 8 A I 1Y 10 Day0 BC & P 5k
fE

\ )

IR JACE S UEREA LA E . Day0 it BN AFEVF AT . SSH TR . ASDM Vi [a] 55 At 152
A% Day0 BUE MR R, SRR

I'BOOTSTRAP

! Cluster interface mode

cluster interface mode individual

|

! VXLAN peer group

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

|

! Alternate object group representation
! object-network xyz

! range 10.6.6.51 10.6.6.54

! object-group network cluster-peers

! network-object object xyz

|

! Cluster control link physical interface (VXLAN tunnel endpoint (VTEP) src interface)
interface gigabitethernet 0/7
description CCL VTEP src ifc

nve-only cluster

nameif ccl

security-level O

ip address 10.6.6.52 255.255.255.0

no shutdown

!

! VXLAN Network Identifier (VNI) interface
interface wvnil

segment-id 1

vtep-nve 1

!

! Set the CCL MTU

mtu ccl 1654

!

! Network Virtualization Endpoint (NVE) association with VTEP src interface
nve 1

encapsulation vxlan
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source-interface ccl

peer-group cluster-peers

|

! Management Interface Using DHCP
interface management 0/0

nameif management

ip address dhcp setroute

no shutdown

|

! Alternate Management Using Static IP

! ip local pool mgmt pool 10.1.1.1 10.10.10.4

! interface management 0/0

! nameif management

! ip address 10.1.1.25 255.255.255.0 cluster-pool mgmt_ pool
! no shutdown

|

|

Cluster Config
cluster group clusterl
local-unit B
cluster-interface vnil ip 10.2.2.2 255.255.255.0
priority 2
enable noconfirm
|
! INTERFACES
|
ip local pool inside pool 10.10.10.11 10.10.10.14
ip local pool outside pool 10.11.11.11 10.11.11.14
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0 cluster-pool inside pool
|

interface GigabitEthernet0/0
nameif outside

security-level O

ip address 10.11.11.10 255.255.255.0 cluster-pool outside pool
|

' JUMBO FRAME RESERVATION for CCL MTU
jumbo-frame reservation

MBS F ASA Virtual &£ 2%

BAEERE ASA virtual JElCE ERE, ERATLL NS .

REEEORE

FEREANYT G L B AR LR, DURAERHI  ERCE S 1. S8l RO, RO RCE
el ST BV A TER, SRR AL S| SR P B R AT R

EEIM TR LRERFEORK

FEJA PRI, A BERE BT KB e O A N e el T2 R4 T LA A ) L 2R,
DI R e VR A AT L B R S AEA R A3 O, AR A FLIERC B AT AN SRR
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FiaZ /i
o IRAIAE R IN BB RS ASA virtual 1235l % B,

 fFEH R G E CnSal D B SSH (A1 2 ic® ) #4251 ASA virtual CLI. 41 53X S8 TH 4K
ANETH, W] BUE ] ASDM Jic B SE 1 .

UK

EOMEAIA A DIBC S, DUERE S o B OB UME R AL E s 2N 2 Bl DL i 2 1T 3 2K
cluster interface-mode individual check-details

TP

ciscoasa(config)# cluster interface-mode individual check-details

= WEBENBEAX G, ETUAEH SSH 44t 218 11, (HE, WIS 7E il & A # 8z LAE
HAFEAEREER (FIngs InSERE TP b N DHCP KX IP Huht) 2 B s ngk ASA,
BIEERER:, RO SERAIARE O E MR, R, S0Nmis s
Hil G O CansnTAD SRIE RO E .

R B B TR
cluster interface-mode individual force

Tl

ciscoasa(config)# cluster interface-mode individual force

AFAEBRON R DR W R AR BB, TR B T AERE

for ce e 1T nJ FL 43¢ B SO s M G A A A G B2 PP R SR AFAE AN N BE B . e m, R TahiB 2
FEATHCE PR iy TR O E B BEAE VB e U B 52, PRI TRATTAd U4 1] forcedlb I, XA
BROTUMNIARCES T BCEMRNS, BT LUEFHE1T check-detail st R SR G 2 2 %45 Ko
WERANE ] forcedlil, A7 AEAT AT AN AVBCEIN , AR GURE PR H BRIBC BT BH A, i 77 22
TOERERIFERI G o 1 CUn R AT AD SREDIICE A P R AUREBCE A (W), W
SO R BC B WUREARTEERECE, WAL niB i fr 2.

SR LB, 1% no cluster interface-mode T4 .

JEHARREZ AT, B AUE I ARG E T IP bk O, A AR S ISR . AT RS 1P
HohEREAT L, BT RE R D FEE T SSH M ANER I B L. 2T M 0, T LDAER
AT JARC s  FA R CRRC BT A4 1, DUERRE S8 4 A C 15 R 28 B8 A5 A
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AT UMD B S5 AR A AT 1 o BSZ R U IR IR e 11, BN I 1P
HudE LRI A 0 TP Mk SRR AR 1P M bR AR W H ik, A6 2% T i s i A
IR € EE AL DV P ey v Ju

BRI, el AN E 1P bk, trlDM#E A DHCP; R % B4 1 57 5 L DHCP SR ML
T H DHCP, &2 MAREEE GESMECE g b0 250 .
FiaZ /i

o (W) EE RO

o NPT, fon] DU ER A, il LUEH] DHCP. 4 A8 T 6 25 1P ik Jf (1 SSH iz
FEER R BEEE T, WU ECHE 1Y Rl 1A 24 i TP ik A fk i I A 1]

o BEAN G A A AL SO AR TP W A3 ) — A TP ik,

o SRR IP WA R AL B I 4 CAEAE I M b, G AR Al B 1 4% 1) TP Mk
1)
1 Ky s i S oA 10.1.1.1,
2. AT SAEA] 10.1.1.20 10.1.1.3 A1 10.1.1.4,

3. FEFHI AL ECEARRE IP M, ARE/EHihE b A ol 20 3 84, BOLCAEA
.

4, k2, BHEEAAHZME AL P bk, 1.5, 6. .7 F1 .8,

\}

AR IR R ORI N SR R B A R 1
Bk Je T 2 R A A AR A 1P Mk

5. MAEEREZ G, A8 B IH ks gt L OF T e AL

UK

BCE A TP ikt (TPv4 M/EC IPv6) o — bk 4 o0 0 2 R3S SRR Y AT 0 12 b
(IPv4)

ip local pool poolname first-address — last-address [mask mask]

(IPv6)

ipv6 local pool poolname ipv6-address/prefix-length number_of_addresses

i

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
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ciscoasa(config-if)# ipv6 local pool insipvé 2001:DB8:45:1003/64 8
/A AR I SRR AR R sk . An SRR AR T, WIS B 2 k. JE T
R AR 1P M AN e bt b 355 55 AR [R] AN 2 rp O EARTE TP bbb OR B A TP Hbdil.

TEICVETEH € A RO RN 1 s M D) A i bl ZEA B RN i AR gk, 1% A showip[v6]
local pool poolname T 4. REANEERERC A TE M ALEREINT &L 2 0 FL 2] — /N ID. I ID ¥E T Hr
K H MR o R A TP

BENE HC AR

interface interface id

il

ciscoasa(config) # interface gigabitethernet 0/1
VoE ARE e

nameif name

TP

ciscoasa(config-if) # nameif inside

name f K% 0 48 ST RINSCRTAE R, JF AR A IS . M — T AIL A4 T
AT

WE AR 1P Mk I e SRR -

(IPv4)

ip addressip_address [mask] cluster-pool poolname

(IPvo6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname

i

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8:45:1003::99/64 cluster-pool insipveé

U TP ki 250 55 SR R i T [R)—S R2%, AEANFEhEb . %8RT DARCE IPv4 /8l IPve Hiuhik.
ANSZHF DHCP. PPPoE Hl IPv6 HZNACE: #6201 FZhlC & 1P ik

BEE A, b number 5 0 (%) 2 100 (i) 2 T AR 3L

security-level %5

T

ciscoasa(config-if)# security-level 100

B AsasmmEsen
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$IB6 TR

no shutdown

A

w11
DU B B2 1 0/0. IR LA IE 171 0/0 ATk LK 482 11 0/1 Bie B oA 07 43 1 1 7«

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8:45:1002/64 8

interface management 0/0

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipv6 address 2001:DB8:45:1001::99/64 cluster-pool mgmtipvé
security-level 100

no shutdown

ip local pool out 209.165.200.225-209.165.200.232
ipv6 local pool outipvé 2001:DB8:45:1002/64 8

interface gigabitethernet 0/0

nameif outside

ip address 209.165.200.233 255.255.255.224 cluster-pool out
ipv6 address 2001:DB8:45:1002::99/64 cluster-pool outipvé
security-level 0

no shutdown

ip local pool ins 192.168.1.2-192.168.1.9
ipv6 local pool insipvé 2001:DB8:45:1003/64 8

interface gigabitethernet 0/1

nameif inside

ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ipv6 address 2001:DB8:45:1003::99/64 cluster-pool insipvé

security-level 100
no shutdown

tIESI SiEFRE

SR (BT TG 2T 5 SR G B A RE ISR

EEEH T A5 REFRE

SRR RN MR 2 5 SR RO E A REMMAERAE . 8%, JIC B I ASEREI 20— 1Y ROKE
S PN e RIS, RIS IN (W) 45 Eﬁf:ﬁi AN R BT A AR
FERR, W RORE ORI R VSN B AT AR i 1Y RORE 2 B 4 R

FHIa Z Al
AR, ARG SR AR A R B
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o BRAETES I BRERE A B2 1 Ce T LR H] DHCP) b, T8 Hh IR AT A 22 113000 250468 FH A
IP AT G, SRJG A REME AR, . A DARTAAA (e i G, JmT DAV e L i
(clear configureinterface), 1 A] ARG e 6 o B4 11 s 7158 FH AR .

KT RS IR EAEISAT MARREIN, T RE A PRI T I 25 A B B/ W T IR TUIAT .

o A EAEMTT R DU T AERHE R BE R,  DUEE T DU SRR B MR MTU B BN B UE . 1S
jumbo-framereservation 4. Ji H EMie T2 ASA FoH N, L@ Zde 4k s ey 2w
PATIL IR

UK

SR MASERELZ T, SRR B2 L — A VXLAN 11,
RJ SR o LSRRI D2 1 B S L

SERr I B BB 42 VG B AN 2 P U S BB T s (2, RN 1Y s A AR R R L
HI T UERCE AN S, B A REAN T A 70 i e B AR B 4 11

a)

b)

TH I 8 P 25 6 S ZH DR R ) VTEP X 4544 1P ikt
TR G RITENGE, S0 ASA B kK ESICE TR TP I “Vimishixgg” —#&,

VTEP Z [a] ({3 TP 2% 057 T VNI 45 ST AR B b 45 . B34~ VTEP J54% HAER] —
TR A A TP ke Sbr RN T AR R B, OF BRI R 1

-
LU A8 Y IERE SCH =ML IS 9 25 5 R AL 7= -

ciscoasa(config)# object-group network cluster-peers

(
ciscoasa (network-object-group)# network-object host 10.6.6.51
ciscoasa (network-object-group)# network-object host 10.6.6.52
ciscoasa (network-object-group)# network-object host 10.6.6.53
ciscoasa (network-object-group)# network-object host 10.6.6.54

DUR SO 5 5 |7 D9 288 5] 52 1) 19X 458 0o G AL 1K) 7w 49«
ciscoasa(config) # object network xyz

ciscoasa (config-network-object)# range 10.6.6.51 10.6.6.54

ciscoasa(config)# object-group network cluster-peers
ciscoasa (network-object-group) # network-object object xyz

Pt & VTEP ¥4 11,
interface interface id
nve-only cluster
nameif name

ip addressip_address subnet_mask
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no shutdown
1P M bk A Ry 6 S5k 2 — S E M AR S 2l
w15

ciscoasa(config)# interface gigabitethernet 0/7
ciscoasa(config-if)# nve-only cluster
ciscoasa(config-if)# nameif ccl

ciscoasa(config-if)# ip address 10.6.6.51 255.255.255.0
ciscoasa(config-if)# no shutdown

¥ VTEP Y5 11 5 NVE SEHIAH I .

nvel

sour ce-inter face interface-name

peer-group network object name

HAgHaE — 4> NVE 547, HID A 1.

ERNTEOL T, ARG NVE L3 encapsulation vxlan T4 Jo il B IZ AT £

5

ciscoasa(config)# nve 1
ciscoasa(cfg-nve)# source-interface ccl
ciscoasa(cfg-nve)# peer-group cluster-peers

7€ VTEP 2 1 [ d5 AR A7 22 /0 Lo s 452 IR 35 MTU & 154 54715
mtu interface_name bytes

P AR T4 1) e s I e B B B R, DR L T 4 T i T S B 08 25 4 5 /NI B £ DA
PR ETFEE (100 735D F VXLAN JF8Y (54 F45) o ¥ MTU BB N 1554 5] 9198 FA5 2 [A]
P BRIA MTU Jy 1554 F1 . MBI O BEE R 1500 I, FRATEBCK ST IR MTU %
B 1654; METEEMTE (FZ5 jumbo-framereservation iy 4)

B, LR BN, BT Ak MTU 4 9198 45, BRI s s 3382 11 MTU 7] LA 9044,
AT BB I mT LA s BN 9198,

e R =R IES b € R (R & W RN G G 3 i TR B Y5 0 i i 51 (W 8

i

ciscoasa(config)# mtu ccl 1654

(A[#%E) & 'E VXLAN UDP ¥ 1,
vxlan ¥ 15

B OLT, VTEP Y54 1 R AE UDP 3 11 4789 [ VXLAN Jite . 15 W 2648 FH AR bR v i
(T D OG5 s

-
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FIR2

ciscoasa(config) # vxlan port 5678

f) g VNI,
interface vni vni_num
segment-id id
vtep-nve 1
G UE

ciscoasa(config) # interface vni 1
ciscoasa (config-if) # segment-id 1000
ciscoasa(config-if)# vtep-nve 1

« B VNI 350 1 F1 10000 2 (A . 1k ID ANk PB4 AR RAT .
< BB ID WEA 116777215 Z [AIA{E. PBL ID H+ VXLAN #rid.
AN Sy e TG A PR sl AT oAt 240
MR 4 I FRE NI B
cluster group %
w5
ciscoasa (config)# cluster group podl
RRLIEAE N 1 3 38 AFAFFH ASCILFZR/F o REAN T AU RElC & — NEREAL . SERERI T K A
WA FH [l — 44K
I ICERRE R DL A 44
local-unit node_name

fEFIMfE—F) ASCIL #4578, K SN 1 B 38 NFERF. BN M BME—R 2. ERTRA R
VIAEAE PR 1

i

ciscoasa(cfg-cluster)# local-unit nodel

Fia e LRI B VNI B2 110
cluster-interface vni_interface idip ip_address mask

i

ciscoasa(cfg-cluster)# cluster-interface vnil ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on VNIL
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Y8 5€ TP Huhik-f¥) TPv4 ik, B DA SR IPV6. X TR 5, R —ME B e A FE ) 1P Huhik,
VNI W45 7EY) L VTEP W45 IS AT 1028 JE U %

BT R R Y R e

priority priority_number

i

ciscoasa(cfg-cluster)# priority 1

AN 1 3] 100, Hrp 1 hEwmittd.

CRIae ) BEE S50 LR 3 5] LS 5 R ST 2 TR e it PR O o
key shared secret

i

ciscoasa(cfg-cluster)# key chuntheunavoidable

HEBPTREN T 163 NPT Z A ASCIL 747 o SL= B3 P ARG . Mar & A5
Hms i, QIR LI SCRIE IERRRZS B AL R B .

IENEESHS
enable [noconfirm]

i

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...

Cryptochecksum (changed): fléb7fc2 a742727e e40bcOb0 cd169999
INFO: Done

i\ enablefr I, ASAKIIIFABITHIRE, AIREBATENIIRMAIER NS, HIEERIA
BE P BEAAAE M2 e RASTREMIRAN ML WEREIER No, WAL HER. /]
noconfirm S8 ] el i A 0 BT B B ER A FE R a2 o

TR ARG ST ERE . TR 58— N SRR B
DAL e e A PR e T2 AE LY IR P T A ] T 5 B

TARHIAERE, ¥ no enable i 4.

asa g



AsA g |
B ==nssssseres

pE i URRAETIARRE, AT Ea e R G k], AT B L b TR sl

Gt

PUR & B SERCE S B 11, A BB AMEL T LA S VXLAN SERFE TR, RIS 840
“nodel” [f] ASA JA IEEME, M T BA 20— SURINBIZEREI B, DRIHORE BN P23
i

/o

ip local pool mgmt 10.1.1.2-10.1.1.9
ipvé local pool mgmtipvé 2001:DB8:45:1002/64 8

interface management 0/0
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8:45:1001::99/64 cluster-pool mgmtipvé
security-level 100
no shutdown

ip local pool out 209.165.200.225-209.165.200.232
ipvé local pool outipvé 2001:DB8:45:1002/64 8

interface gigabitethernet 0/0
nameif outside
ip address 209.165.200.233 255.255.255.224 cluster-pool out
ipv6 address 2001:DB8:45:1002::99/64 cluster-pool outipvé
security-level O
no shutdown

ip local pool ins 192.168.1.2-192.168.1.9
ipv6 local pool insipve 2001:DB8:45:1003/64 8

interface gigabitethernet 0/1
nameif inside
ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ipv6 address 2001:DB8:45:1003::99/64 cluster-pool insipvé
security-level 100
no shutdown

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

interface gigabitethernet 0/7
nve-only cluster
nameif ccl
ip address 10.6.6.51 255.255.255.0
no shutdown

nve 1
source-interface ccl
peer—-group cluster-peers

mtu ccl 1654

interface vni 1
segment-id 1000
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vtep-nve 1
cluster group podl
local-unit nodel
cluster-interface vnil ip 192.168.1.1 255.255.255.0
priority 1
key 67impala
enable noconfirm

EEHETRIISEFRE
T LA TR IE O

FHiaZ |l
< A OIECE, LB A R AR T G R R O

o BRAERESHIE R R BRI CE T LR ERAE I DHCP) b, e & HP (K AF AT 452 1140 06 25048 FH SR
IP AT E, SRJGA REME AR . WA AR iAA e e DG, S8 mT DU B s
(clear configureinterface), 1] LIRFEE 640 SRR 11 5 7 0 AR R

BN RSN R IEAEIZAT AR, T RES A PRI T I 25 FE B B/ W T e IR TUIAT .

o J BT DU TR e b, DUE T DB SR T B B MTU B BN e . TS 1
jumbo-framereservation 4. Ji H B2 S350 ASA Tz, PKbGsnZiee 4k L e 2w
PAT DR

i

TR ICEERE RO, a5 i SR E M OMR . 1§40 VIEP JHE: Dt HAh
IP bt (DAREIRER)

i

ciscoasa(config)# object-group network cluster-peers

ciscoasa (network-object-group) # network-object host 10.6.6.51
ciscoasa (network-object-group) # network-object host 10.6.6.52
ciscoasa (network-object-group) # network-object host 10.6.6.53
ciscoasa (network-object-group) # network-object host 10.6.6.54

(
(
(
(
(
ciscoasa(config)# interface gigabitethernet 0/7
ciscoasa(config-if)# nve-only cluster
ciscoasa(config-if)# nameif ccl

ciscoasa(config-if)# ip address 10.6.6.52 255.255.255.0
ciscoasa(config-if)# no shutdown

ciscoasa(config)# nve 1

ciscoasa(cfg-nve)# source-interface ccl
ciscoasa(cfg-nve) # peer-group cluster-peers
ciscoasa(config)# mtu ccl 1654

ciscoasa(config)# interface vni 1

ciscoasa(config-if)# segment-id 1000
ciscoasa(config-if)# vtep-nve 1
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P2 W BREARR, 20 B A 4 79 s C 5 B AE 44 P [+ -
il
ciscoasa (config)# cluster group podl

SR JUME— T 8 O AR A A 4
local-unit node_name

-
ciscoasa(cfg-cluster)# local-unit node2
FREKRE N 1 3] 38 M FERFH) ASCIL 74 i
FEANTT R AU ATHE WA FR . BERFH A R VAR ARSI R
WIR A FRE BB NGB I [R)— SR R B 1, (AR REAN Y SO AH [R5 L4 e AN 8] 1) TP bk

cluster-interface vni_interface idip ip_address mask

Tl

ciscoasa(cfg-cluster)# cluster-interface vnil ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on VNI1

F85E 1P Huhb ) 1Pv4 Hbhik; DU IS ER IPve. BEEZIIANRENRL & nameif
IR WA S A AR, I A e A N ID, DA I AR AL G SR 1) MAC Huhk:
site-id 4=

T

ciscoasa(cfg-cluster)# site-id 2

number -+ 1 2 8 Z [f],

BIR6 BE ML RSB ROE RIS e g, R VR A TR RO
priority priority_number

T
ciscoasa(cfg-cluster)# priority 2
BEEAELA 1 2] 100 ALES, b 1 st edt.
TR WE DS ORIEEY], S B s E N P
Tl

ciscoasa(cfg-cluster)# key chuntheunavoidable
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arvEszt

p L IEE SEE

enable as-data-node

f§J1] enable as-data-node iy ATk e AEATHC BN (T ZOZATAT MR BEA T SR A IC B AR5 11 ) A7
1) o Wi A A ORI N SR R B0 1 AN W] BEAEAT ] 24 e 2% sl oA P49 e AN R OO TIC 2
FERIRIZE A P e F i B ot

PARHAERE, 15 noenable 4.

pE s WRAEFARAE, T Bl R ki, R B e i Tl RS

Gt
PAR 7 9 A0 55 2040 75 25 node2 MC -

object-group network cluster-peers
network-object host 10.6.6.51
network-object host 10.6.6.52
network-object host 10.6.6.53
network-object host 10.6.6.54

interface gigabitethernet 0/7
nve-only cluster
nameif ccl
ip address 10.6.6.52 255.255.255.0
no shutdown

nve 1
source-interface ccl
peer-group cluster-peers

mtu ccl 1654

interface vni 1
segment-id 1000
vtep-nve 1

cluster group podl
local-unit node2
cluster-interface vnil ip 192.168.1.2 255.255.255.0
priority 2
key 67impala
enable noconfirm

B E M ERRIE

YEES 0 RECE M —f7, sE7EME R Jn, Ll B E SRR IE RO . TCP 4
IR A BN TEAAR AL -

FEFS I R AT IR
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BLEEA ASA £35S %

(=1

~—

Ty

1TIR

AT AAER Y b B SCER AL

UK

HEANSERERC E A
cluster group name
CRATE) R P Bl 1 s BP0 Rl £ S50
console-replicate
BRSO R AR FHIC DD R 0 TRpE (I, ASA AliG L6 B HHAT et Bl & . i
g E gféﬁéﬂéﬁﬁ%ﬂ, el 1 iR B W SRR SRS AL IR SRR N2l
BB ARG AR R 2«
trace-level 2%l
FRAf 5 EE 0B A AR S0«
s critical - L GPEHME=D
e warning - %4 (EEME=2)
* informational - {5 B Ff (HENE=3)
* debug - WL GPEME=4)

SEEFBEHEHRMARE

LR PP ] ARG 39 RO LS AT IR A
ROTREARZE I A E R 0 (P B 1D fisf PR & ISP IRBU RIS ANE VLAN 7% 11 F
AT BEASREN IR BERR IO BN B E A THORIERAS .

UK

HEANAERERC B

cluster group name

T

ciscoasa(config) # cluster group test
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N
5
N

FIE4

mEarhsussasnEimags ]

ciscoasa(cfg-cluster) #

H 5 SCERET SIS IR B T fE .
health-check [holdtime 1]

J T RIE TR, ASA SERENY S S E RS I _oKF heartbeat 1 S R B At . G
N SRR R ) AR BBk [ 6 AT A heartbeat T L, X251 U A0 Sk TE A N 8% TG TAE
* holdtime #EI - FT-fi & P IX % % heartbeatR A TH B 2 [RIF RS [RH]FE, JLAEAT 032 45 755
BRNE R 3 b

IR R AT BT B n A s R A L R B ASAL BT HRBL B, Y
EATIRES R A DIRE, AR C A 1 142 1 % (no health-check monitor-interface). 4
P4 G54 B 5oE i HLRG B S e R AE BT 1 RS, ST DUEDRT A s AT IR GUR & D) e

Tl

ciscoasa(cfg-cluster)# health-check holdtime 5

a4 I AR S AT IR DR 7
no health-check monitor-interfaceinterface id

ISP IRGSA BB M B b . ASA 7E 2 AN TR] e AERARE P M Al DA R T4 2 B B A
IR IEAE ISR . BOATEOL T, WP DR Fls RO & . Jm] DU B i 2 i no &
B LR AR . T REARRAE AN 20 1 (s B 1D IR AR DL 2
* interface_id - 25T #% LS. IZAPIRDUEIEAE VLAN 80 BT ANEE N SR A B %
FoE Y B THUREIRE .

0D R A AT B (WJQDP‘%JJDjiﬂﬂJKf%ﬂE%D JA BRI ASA . BAZHNL L) A
FEHIZA IR & D fig (nohealth-check), & BN CASAIZ A LU P . 404 450 B S oE 1k
HIRCE S SR 2T mia, T LRSI AR OUR 2 2 fE

T

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

€ SCAEIBATAR DG 0 A Wbt I () 1 Sl BB I N SR B AL

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- $i55E WARERR I B S BRI BCE . N ISRt f: TR DN . A — S A

* unlimited — (cluster-interface FIERIAMED A PRI T B I 23R IR B

* auto-rejoin-max — W E FHI A ZR KA, /T 0 A1 65535 2 1], OZEH FAZEHA.
data-interface fll system [KIERIAE A 3.
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. EEEITRESSEFANEFMANRE

* auto_rejoin_interval - 5& X FEHT I SR 2 [ f ) B RF Sz 6] (LBl 30D, AT 2 Al
60 2 1o BRIME A S 0 Bhe 5 2 FHT N SRR () 5 R B0 B 1) B4 B vk 2 B ES 14400
S (10 R

* Auto_rejoin_interval_variation - & SC& 5 BN bR FELE it a] . WEAT 1 M3 2. 1 C
BED 5 2 QAFT E—KEFEEI D 803 (35T L —IRFREENTRD o B, B A ] bR
SRR BCE A S A3 B, PR E N 2, WIAE S BT ES 1 ks 10 B 2x5) JE
BT 2 ks £E 20 2050 (2 x 10) JEHEATEE 3 IRk P PR D, BRIMEA 1, Xt T
Bl VMRS, BRIMEA 2.

Tl

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

TCE ASA R VR A A W K 4 il AERARE R B 2 w2 2k (1) 1977 S Bk ) 1)
health-check monitor-inter face debounce-time ms

-

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

4197 S BRIV 5 2 24 300 51 9000 Z2F4-2 7. BRI 500 S2Fb . /IR AT LU e 0z 11 ik
TEE . VR A0SR E BT SN RIS, SRR L . AR AR FURAS RN, ASA 4545
Rrfi € =80, ARG AR bl R A, AT OB R I

(ATIE) e i i s .

load-monitor [ frequency seconds] [ intervalsintervals]

« frequency seconds— ¢ & Wi ¥ 1 & 2 TR [a] CLARR M ), JERIT 10 2 360 #b2 7], BR
INME R 20 75

* intervalsintervals — B 'E ASA iP5 ds R BE AR, ZENT 1 2 60 2 1], BRINE A 30.
T DU P SRR A I s a,  RE RIERH B CPU RN AA AT F G L DA R b X 5. Wi 4
Ao, HBATT ] DU EE 3, B8n] DL REAETT T L Fah 25 HAERE, sl ah s bl L)

AT . BREOL T A T Be . n] DUE Wi 0 dd. R diod v, T L £e T30 2%
LRSI =i

18 ] show cluster info load-monitor fiy4 & F i 71 2.

Tl

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25

B AsasmmEsen



| AsAsrrmEsn

rEEmayanes e gnEs [

1 0 0 16 20
Average from last 25 interval:

0 0 0 12 28

1 0 0 13 27
A5l

PL R 7R K health-check holdtime Bt ‘& 4 0.3 703 25HIGUANLI 0/0 #: 1 BRI, K Bk 2
1) auto-rejoin % & A M 2 2B FF UG 4 IR, K duration $4 b—IR AR 3 £5; DA
BT BE 4 1) auto-rejoin W4 6 IRZK, BERE 2 40 4h—IK.

ciscoasa(config)# cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3

ciscoasa(cfg-cluster)# no health-check monitor-interface management0/0
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

B B IE BN EF TCP EHIE IR

SIE3

A ARG EDER R G SR By T i B e 4 (0 S BT D e T B0 A AT, T LUK 2
(0 s BC B A K B (¥ TCP it B E ) RIS o DU SRR AN B8 R AR Y s

h TCP 342 5 AR S IR A B T 2B IR G 3 ) 28/ 4 O e U, AN I o B 5 e S s v A G 1)
CHEMEITARE” o RS WA SR G E T ) S8/ A O B VATt B, T S X L
e [RIRE, i R e O 5 It A P Sa 4 ) AR Y A, WJCVE B . AN o HAE
i TCP BENLALI UL 3 H TCP S HILER .

UK

3 TCP &E#ze Ja AR Z I 4EiR «

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq | It | gt} port] { host ip_address| ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

Tl

ciscoasa(config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config)# cluster replication delay 15 http

$ seconds BB T 1 £ 15 Z [0 (e BRIAJA ] http S8, (a4 5 8.
HEANEEAENC B

cluster group name

(3D 4 TCP it T8 1 441
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conn-rebalance [ frequency seconds]

T

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

PEAr L BRAEE . W], ASA e WA AT KA AR B, JRROBE B W RRRD KL
Z B IR B BRI B . AERKE AN BAh, H T M & ATE TRERD R IE R
BEATHOR-PAT, AN RN R L C S R B I ISR S HOTRIF A S . IEiR
MEA 13 360 B, HIF-HiE € 2 KN TRIACH IR B . BRIMED 5 7D

KRR ALY RS, BRI A FRE
T2 Aol mi A4 P G IO BE R P I s ST ORI A B AL T AN Rl 1 R A A 5

fic & uf = [B] T g

Xl R AR, T LU ECE, DS URTERTRE M.

N T B v PERE T A R St P L Rl i TR AR AR O AR N TR AR IR, AT LU 3 i s A A o OB I $%
ST R EIM, IF FRe e R SRR AT (B, ASA S TR R i IR B 0 T
Mg, SRS AMA SR IR S g A 0 ST R b s A 3 ) a8 A0 )AL TR Rl
M4 Jm T s o REITAT & AT ) 4 Ok B A [F) — ol ] LA R RE . AN, R ISIR BTy & A A,
ﬁm%ﬁﬁﬁﬁﬁ*ﬁﬁﬁ%ﬁﬁﬁﬁﬁﬁ%o%%ﬁ&ﬁ&ﬁﬁ?ﬁ%ﬁﬁ%%ﬁ%ﬁﬁ@ﬁ,
IEESSEEHCE

FiaZ /i
o LE5| SRR FHCE T A BERE R 51w E s ID.
o DU FRERMASL TR A AL : NAT 88 PAT Jiif; SCTP KA & 20 BT & A ifl.

UK

BEANBERFIL E A
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

T2 T RS
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director-localization

i)
I
:';-]I:
S
3

A PRY LR S 3wl R S, ST LR St O AR . RIS 2 P B T E AL TR
s TUPRE A S ANl R NN R A7 T AT 8 R DR I S 32 il s B [ 50
FHiaZ |l

o FE G RE BGOSR B0 T B D

UK

PR AR E R
cluster group name

Tl

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

P2 I RIIR.

site-redundancy

Fo B SREF o 1E

RS AR E R AL RSB, ST LUK Y LISP R LUR SRS 3.
KT LISP &)

ATLURL Y LISP ditdt, LUEESH 20 5 PR

KT LISP

AR PO RN S (B, VMware VMotion) , JRSs28 ] DIEEHE O 8T8, [E K
YekF 52 P g . O T SCRRE S P O RS A Bl I, B H A% T B AR T IR 25 2R B Bl ) B T
A RS 2RI T o JERRE /1D 43 3 P (LISP) SRS 50 £ 13 4 B Ui b VAST (EID) 5 B 447
B EUH HE L TF (RLOC) 73 5 FF, I B BIPANANF 4 5 25 0], SRR 25 B 30 A 06 25 7 i 11032 W]
o BN, ARSI BBk 25 L2 i 1) B 25 2 ACIE LR N, 65 P 8 2 U0 T 1) BT
A

LISP 5 %2 70 4 2 A (1A % th 2 AR S5 4, 40 LISP W 1B IE B th 88 (ETR) A LIPS IE B Hh 8
(ITR). SH—Bki% thas WU AENTEE (MR) FIBCGS RS #5 (MS)o RS54 1A 5 — Bk % b 2 A 0 380 IR 45

| asa g
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ASA LISP 37 5

LISP #E)

ASA LISP 52t

AsA g |

SRERL T A th s, S R AR th S AECE DU 7 i ) TTR W) AFEA
R R AR BT R IR 55 A AL

ASA A EARIz47 LISP; {HSE, & n LLE A LISP Wi il 7 B 50 e, SR G 1 s L3 AT 4%
A . W SRAME A LISP 45/, g5 a5 82 sh BHmul sy, s BIA A7 T8k £Uf ASA £
BOL, AR RIR I # . Hr ASAKHR B R B IHGE R ASA, AR5 IH ASADLZURt 2 & 1]
Fri o, ARERIARS AR . R ETIFAR G T RARE, By “K57 3 “RI” .

WA LISP £E 1, ASA SRR b3 T LIRS A 28— Bk % 5 ETR 5 ITR Z [7] [ LISP Jii &, X5
BEI T A Ok Bt A

o ASA TERERK 3 AN T2 — Bk i B 78 Ak s 1 ITR 8¢ ETR 2 ], ASA SEFEAR G ANREIE LY
J R B ) 55— B % 4% o

« DOECFF AR S Bl A B U T AN R R A S 2 s 2R
Ao PR (B SIP) |, AR SRR LT A & 1A — ASA T T 1

< RIS 3 MER 4 JZU0IRESs  —LE N AR T RE k.

o T T RS IN TRD AR R 1A Bl i B A S 55 Bt i, ARSI AT B nl RE T AR ek i FERCE G &
SRR I, ST DAY D RESCRF AL 2R, IR FOGS i E i IR AR A sh Ik

WIS 2R OGO S (RSKE—U) -

1 Cafik) BT FHLEIRS: 25 1P Huhik BRAFIR 251 EID - 55— Bk th 28 vl e 23 10) 5 ASA SERETC
THLE L% k2% EID G AN S, Rk, 8] DABRH] 5] 5 8 I SE TR S IR IR 55 2% 2R 94 2% & 326
EID. iy, SR & 2 ANk, (HJ& LISP 75 3 Nl i BT, N FGEERE K11 2
ANk 5P EID.

2. LISP it i - ASA K7 UDP %t [ 4342 ) LISP Ji & 5 AL 5 58 — k% th #% 5 ITR 8§ ETR
Z I RIE EID JBANH R . ASA 4E§135— /K EID vk 5 ID AHSCHA EID K. fll, NS
ArAL S 5 — Bk 2 YR TP Motk L& ITR 8 ETR HARHubEP) LISP yii & . 157, ¥4 LISP it
AT SR, JFH LISP EAGAS SERREILE,

3. JF R i € Ui B s R IR 55 SRS - R S S5 i e A s k. i, Emr BAR
Xt HTTPS Uit A/ BUAE 2R 58 Rk 5545 (K3 i 2 Tk

4. Ui 1D - ASA A FAERE AR ARl i ID B B I

5. HT R SMER RSN E - ZOE BRI IR MR s, I/ cIHeas savris
e i R P B PR 2 i SR B SR A sl
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BLE LISP #&:7)

rzuspian [

MRS AR AU R Z RIS BN, SR LU & LISP it i LS AR sh Ik

FHiaZ |l
o MG E B AT SR BRCE 9 15 OB E e TR n SR IRE . B 21 0, AR
SRR I — Dt 1D

* LISP Jii & A & 7E default-inspection-traffic J5H, [Kth, #AEH IR h 200 LISP i i & H
.

UK

(A3%)  AC & LISP A messt LAARYE 1P stttk BRI 1 EID, JEACE LISP Witk =22 4.
a) BIEYJE ACL: X H#x IP Hudik 5 EID ik AR HdikUC L«
accesslist eid_acl_name extended per mit ip source_address mask destination_address mask
P2 IPv4 Fll IPv6 ACL. 1 KAVl access-list extended ik, 2 &4 5% .
b) A LISP fllmes), Ik ASEiA
policy-map type inspect lisp inspect_map_name
parameters
o) JE U ACL & L ALVFIY EID:
allowed-eid access-list eid_acl_name

o — Bk 23 o ITR/ETR W RE 2> 10 55 ASA SERETC I i SEHLE W 4% A 26 BID @4y &, Rk, #
AT AR ) 5 S SRR S IR S5 # Bk W 4% K 36 BID. a0, W RARBELGE I 2 Nk A, H)2
LISP 7E 3 AN ufi b basdT, N AISER KR 2 Nk AT EID.

d) WERFFEL, IER AT
validate-key %4

T

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

config-pmap) # parameters

config-pmap-p) # allowed-eid access-list TRACKED EID LISP

config-pmap-p) # validate-key MadMaxShinyandChrome

ciscoasa
ciscoasa

ciscoasa

TEui 1 4342 oA 5R—Bki% s 55 ITR BRETR Z[H][#) UDP Ji A & LISPA M :
a) FMCEP E ACL LA LISP it
accesslist eid_acl_name extended permit udp source address mask destination_address mask eq 4342

asa g
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AR 4R E UDP i [ 4342, $25% TPv4 fll IPv6 ACL. £ K1) (1 accesslist extended ik, i
S Z% .

b) A ACL G
class-map inspect_class name
match access-list inspect_acl_name

¢) ARk LISP ARG 5 2 SN WS o SR DL R IR I, R e R IR 45 Sk R ) T4 11
RN .
policy-map policy_map_name
classinspect_class name
inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interfaceifc_name}
RS DA o5 ems, s TR e AT SRR A FR. BRIAE DL R, ASA 455K global_policy
(14 JR S, DRI T2 JR SR, IS HR IR WIS A B A R N X SR, 38 ] LA RN
FLEEE— AR 2% s o LISP Al 2 X0 1) B T-omi e, DRI G 75 A e R H e 1B T i
555K AR AT ) ARSI FRUC G, DR N IR 48 1 FH SR AL ) 11 A

S AR
=5

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa (config)# class-map LISP_CLASS

ciscoasa (config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap) # class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP_EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA 2K LISP I 5 7540 5 55 — Wk th 4% 5 ITR 8 ETR 22 ) &% 1) EID 4N . ASA 4
KB EID F3k 5 1D B EID %
AR A
a) MCEY E ACL DATENRSS 2% 50 C5onki n I o S B0 23T 4 S At R PR 2% QB 6«
accesslist flow_acl_name extended per mit udp source_address mask destination_address mask eq port

$%2 TPv4 Al IPv6 ACL. 1 XKHfi1) (1) access-list extended i, iEZ w4 5% . RIS K
B A RS Flhn, Enr LU HTTPS Y Al/sl k18 218 i Ik 554 1 e % 3l
.

b) A ACL fll KWt
class-map flow_map_name

match access-list flow_acl_name

) FRAEAI LR T LISP KUK ) — S, PR R, SRR R R sl .

B AsasmmEsen



| AsAsrrmEsn
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policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp

IR

ciscoasa(config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-1list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp

BEANSEREAIICE R, SRR R s sl 1 -
cluster group name

flow-mobility lisp

ST/ SAR 8 T LU M Y 48 % sl

w151
LR 74 :
* ¥ EID BEHI4 10.10.10.0/24 M 2% /) EID

* KA T 192.168.50.89 [ LISP % Hi#% (AN S54A77T 192.168.10.8 [ ITR 2¢ ETR i i
# (FES—A~ ASA $:10 1) Z[H)[# LISP yi i (UDP 4342)

« i HTTPS 7 10.10.10.0/24 _FHEANIRSS25 (K BT W a8 FH R g sh vt .
o AR Hm B .

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
!
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP ACL
policy-map INSIDE POLICY
class LISP CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
!
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eg https
class-map IMPORTANT-FLOWS-MAP
match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY

asa g
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class IMPORTANT-FLOWS-MAP

cluster flow-mobility lisp
|

cluster group clusterl
flow-mobility lisp

EHEMT S

HIE - S TP UV R (WK B b S S L P

FAAEESN T A
SRR, WA LRI, IR B A
A\

AR CHASARTARESPRE (BLFs i s Ie PR OUS 2RO I, B Bl 8 D ks e bl AT
B P AT BUAGE AN i SRR AR, WSERT S AR s, ST DOASERE 58
SR R A EE LORARFFTIT, AT ROMNARTE 1P i iy 1P Mhit o (BAn SRS FT N2k,
M SRR A TAE T RZS (B, frde T EAHARRIICED o W B LR A .
2B P 65 S R EEAT AR 32D C AL

UK

PR AR E R
cluster group name

-

ciscoasa(config)# cluster group podl

WIE 2 AR
no enable

DRI SRR AL WIS BEA TR P AR, R ELHA R 3R FOR 12 14
SRR E DR RF AL, AT TR 5 FH R ISR A o

MEHT R fFAEHET =

SR I R LA 0L, BT LR D8R
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sxmakz ]

\)

AR Y ASA T ARESPIRSI, DA EE R D OCH] ;s FUAE B A AT LU RO . SRR
%ﬁ,%ﬁ%ﬁmﬁﬁoﬁﬁﬁmﬁﬁ%ﬂ%,@mﬁﬁMﬁﬁm@%WMWﬂm (HA AT
BN, W SRR AL T AR AR (B, st fiar T e AR ED BN
el ZE M S U P2 ) & o L OREAT AR T3t — /%mﬁo

B2

NSRS 1% 0

cluster remove unit node_name

G FREPRCE R FFAAE, WP TR I o B R R AR, PRI T T EERT R i1
AN T RBCE . WRAE RS T i RN ey SR MR P05 5, W Se e B R 42 1614 2

WEHRALI, 1M cluster removeunit ?, (%% show cluster info fir 4.
il
ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asaz

ciscoasa(config)# cluster remove unit asa2
WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

EIMNEEE

DR MNERRE IR TR 0 (BT xRS e 1D, sl A RS Tl s i T2 s, 8
PSRBT PIMALER -

iz
FE ARG, HEAGRE R

cluster group name

i

ciscoasa(config) # cluster group podl

gz ¥ AR S
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enable

e IR MARRE, MRS SR FECE . B TR S BTG E A R OA TS
A2E) DGR AR RURRAT 2L A NS O I R AT L, 28 A0 BRI G J0BT T 4R G B

PAS TP bk 5%
UK

TR R THIE R, AR
cluster group cluster_name no enable

T

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

FERHE Y A AR, S JCVR AT T K
THEREERICE :
clear configure cluster
ASA KR A O, AR BEE: DR 42 B 2
W3 AR B

no cluster interface-mode

B IR TRCE H, bW Fa) A,
PB4 WRASMIE, TR0 E R R ST N E

copy backup_cfg running-config

&
Xy
N

T

ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa (config) #

SRS R E DR AF 2R SO E

write memory
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PER6 WORBA A IRCE, TR EE B B, fRORE e 1P kb, MR RS ENLA

B RSEHI T
A\

EE Eﬁﬂﬁﬁuﬁ RIS T AT i B AR AR £ﬁﬁ%f%ﬁ$FﬁE%E%%ﬁow
Ranziiti E&ﬁf%%5ME%ﬁﬁ,mﬁ%¢w¢m&$ HORTAE, SR IIREM =,
AR AT Py 5 el S S iy i, BT S AR T \ﬁf%mhﬁ%ﬁiiﬁﬁjﬁ%o

BRI AL TEPATEL T P R

UK

BT BB A Y
cluster control-node unithode_name

Tl

ciscoasa(config)# cluster control-node unit asa?2

TR B TR B AT 1P il

HERERR DL, iEM cluster control-node unit ? (A2 [ B8 4 BT S 2 AMATT A &85, B
A show cluster info iy 4.

EBIERIEEEARITH S

BRI I A Y BRSO IE A, BT IR [ A 1 s k% show i 2 LA
LT it R L R TE AT s sl e b TR RN ) AT At Ay 4 (Wl capture
Fl copy) .

UK

A& A BIIAT R, B WUERSRE T A PR, AR BIRE R 1Y s

cluster exec [unit node name] command

T

ciscoasa# cluster exec show xlate

| asa g
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LAH '54%%, A cluster execunit ? CAl [ BR 21T 5 ZAMRIPTAT 4408, B A show

cluster info fiy %

T
FL[AIINRE [l BRSO SR AR P (B AT 0 U 2 2 TETP g5 &, I AEF Y sl BRI A LU
ﬁﬁ/\

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

ZANPCAP X (—AN Xtk A
BN 44 %K, 4140 capturel asal.pcap. capturel asa2.pcap &5 .
T R

53z ASA Virtual £ 2

BT LU AR RIS MUE R HE R s

SRR
HZ I LA T i R AR RPIR S
* show cluster info [health [details]]

U HEBAT RHE Y-, show cluster info fiy 4K - T A B LA IR
T RIS K 2 s AT

show cluster info health #ir 24 B R4

TN SERS NP6 &
i 21 show cluster info iy 4 1 LL Nt .
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

ID : 1
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4

B AsasmmEsen
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CCL MAC : 000b.fcf8.cl62
Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A

Unit "A" in state CONTROL_NODE

D : 2
Site ID : 2

Version : 9.4(1)
Serial No.: JABO815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE

D : 3
Site ID : 2

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

show cluster info auto-join

SRR RUR TR — BOE IR JS AR INAERE, LU OISRl 4 fF (Bl A5 45 vF
FE. HURIZATIROUK BRI, 2555) o WERAT R CUKAZE R, sl Rl CAESE R, Wtk a4
B R R

i 211 show cluster info auto-join 4 LL Nt -

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.
ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.
ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit join is pending (waiting for the smart license entitlement: entl)
ciscoasa(cfg-cluster)# show cluster info auto-join

Unit join is pending (waiting for the smart license export control flag)

show cluster info transport{asp |cp [detail]}
BRI H AR ge S A
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« asp — Hdl-F i matiHE &
* op — FEHPF LML HE R .

WA detail JCHE T, 1G0T DUEH SR ] AR SO A P D0, DA s 42 T 1
R X U IS 1 A ) . 1752315 show cluster info transport cp detail fiy4 K LA N i
e

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb26fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

U 1 3308122 4370233

B AsasmmEsen



ASA SEBFERE R

IR
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0
RAS 130258 218924 228303
Gated Tx Buffered Message Statistics
current sequence number: 0
total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0
num of supported clients:45
MRT Tx of broadcast messages
Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]
Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%
Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave

asa g
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R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
BIRERE Al g, LARAT RBERETY UM N SR Jit PRI 5 i AR TR 1) s PR PR R

HIRBENRECEE A RIEEE
XTSRRI OGBS T F %

cluster exec capture

TECRFEREG TR M b R, 4 nT LUEEH cluster exec capture fiv & /54 I st LS R SR GETERT

TR DIRE, B SERE AR IR I Bl 19 oK B 3h)R e g .

IR IR

THZ I LLT & DU S B DR U -
show cluster {cpu | memory | resource} [options]

RIEAERE SR A8 . 7T options B pk T #ds 257,

SRR R

il

THZ I LU & DU S B i
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* show conn [detail], cluster exec show conn

show conn fir & B 7s —MER S T F L 2 IR 3 R F . AEAE R mi LA cluster exec
show conn fir & A AL Fr A 4. 4 n] DLE 7S MR T B BIE SRR AN F] ASA 197730,
ERE A it B O T B M R RCR AT L . & W] DR AR (i & 2 A i
T RZEEEME, R AT B 1 S B M s xR PR RE AT T 5

show conn detail #2348 R WFREE Y. 18 57 RS 21 .
LL R £ show conn detail #iy4 % H 7~ -
ciscoasa/ASA2/data node# show conn detail

12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
7 - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime

1m21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received

at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface

NP

Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity

Ifc Locally received: 716 (8 byte/s)

P IR AT MO, T SEAEAT Y AT LS cluster exec show conn fiv & A& TG 15 L
iR, FHREGUUFRERR: S (). &0 () RS (2o FHIERT =4 ASA
fl—2% M 172.18.124.187:22 1| 192.168.103.131:44727 ] SSH #%#%; ASA 1 #7f z brik, #Fonil
RAREN A ASA3 T Y hriks, RONIURIRERLN FIE; 1M ASA2 B AR IR bR
A, RRILEFTEE . Elsirm, HIEENEIEEIEN ASA2 b R AN EE i
o FEATEJTIA, IERBEEEEN ASA | Al ASA3 _EIANRE 1, T8 ok SR e el
KE) ASA2, RIGHH ASA2 LRI,

ciscoasa/ASAl/control node# cluster exec show conn
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ASAl (LOCAL) :‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2:‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3:‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k**********************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes 0,
flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counter s

show cluster info conn-distribution 1 show cluster info packet-distribution 74 BRIt B8 ETH
SR B A o X Wiy 4 AT DA ) S5O A R 8 AR A7 B A 2

show cluster info loadbalance fir 4 & /R &R A T 48 15 B

The show cluster info flow-mobility counters #y4 7~ EID B8RRI H 3 HE . ES 0
show cluster info flow-mobility counters [ L4 N -

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested : 2

show cluster info load-monitor [details]
show cluster info load-monitor 774> 7 f5 Jm AN AIRE AL e A o i 4, DL A LB 1) A
IR CERAAE ST 4 300 o 8] details S8 75 4 A B 8] 18] [ PR B AN 5 F Ao

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

0 B

B AsasmmEsen
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1 A1l

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

| asa g



Unit ID

Unit ID

CPU usage (%)

Unit ID

Unit ID

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]

0

25

25

25

30

25

30

25

30

25

20

0

25

25

25

30

25

30

25

30

25

20

25

25

25

30

20

25

25

30

20

30

30

35

30

30

30

35

35

35

30

35

captured over 30 intervals:

25

25

25

30

20

25

25

30

20

30

30

35

30

30

30

35

35

35

30

35

30

30

25

25

30

25

25

30

25

30

30

30

25

25

30

25

25

30

25

30

30

30

25

25

30

30

30

30

25

30

30

30

25

25

30

30

30

30

25

30

WOREAERE R A . 7T H options B+ 25 .
527 show cluster access-list iy 4 ) LA Ry i«

ciscoasa# show cluster access-list
hitcnt display order:

access-list cached ACL log flows: total 0, denied O

B AsasmmEsen

cluster-wide aggregated result,
(deny-flow-max 4096) alert-interval

unit-A4,

35

30

35

25

30

30

35

30

30

35

35

30

35

25

30

30

35

30

30

35

unit-B,

AsA g |
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HE i SR RIS

I

A R 115 S

* show route cluster

300

access-list 101; 122 elements; name has

h:

0xe7d586b5

el |

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www

(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0

0, 0, 0, 0)
access-list
(hitcnt=1, 0, 0, 0, 1)
access-1list 101 line 4
(hitcnt=0, 0, 0, 0, 0)
access-1list 101 line 5
(hitcnt=1, 0, 0, 1, 0)
access list 101 line 6
(hitcnt=0, 0, 0, 0, 0)
access-1list 101 line 7
(hitcnt=2, 0, 0, 1, 1)
access-1list 101 line 8
(hitent=3, 0, 1, 1, 1)
access-1list 101 line 9
(hitcnt=0, 0, 0, 0, 0)

Oxfedf4947

0x7p521307
extended permit
0x5795c069
extended permit
0x51bde7ee
extended permit
0x1le68697c
extended permit
Oxclceb5c49
extended permit
0xb6£59512
extended permit
0xdc104200

tcp

tcp

tcp

tcp

tcp

tcp

host

host

host

host

host

host

192.

192.

192.

192.

192.

192.

168.

168.

168.

168.

168.

168.

1

.116

177

177

177

177

177

host 192.168.

host

host

host

host

host 192.168.

192.

192.

192.

192.

(hitcnt=0,

101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238

43.238

168.43.238

168.43.13

168.43.132

168.43.192

43.44

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44

(hitcnt=429,
Oxced4f281d
access-1list 101 line 11 extended permit
(hitcnt=3, 1, 0, 0, 2) 0x4143a818
access-1list 101 line 12 extended permit
(hitent=2, 0, 1, 0, 1) Oxbl8dfea4
access-1list 101 line 13 extended permit
(hitcnt=1, 1, 0, 0, 0) 0x21557d71
access-1list 101 line 14 extended permit
(hitent=0, 0, 0, 0, 0) 0x7316e016
access-1list 101 line 15 extended permit
(hitcent=0, 0, 0, 0, 0) 0x013fd5b8
access-1list 101 line 16 extended permit
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

109, 107, 109, 104)

tcp

tcp

tcp

tcp

tcp

tcp

SR PTAT W AL IR AL, WA

ciscoasa# show cluster conn count

host

host

host

host

host

host

192.

192.

192.

192.

192.

192.

168.

168.

168.

168.

168.

168.

.170

.170

.170

.170

.170

.170

host

host

host

host

host

host

192.

192.

192.

192.

192.

192.

Usage Summary In Cluster:*********************************************

200 in use (cluster-wide aggregated)

168.43.238

168.43.169

168.43.229

168.43.
168.43.

168.43.

Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

* show asp cluster counter

Wi A KT s A R HE R AR

HZ LT %

* debug route cluster

asa g
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B e=smpzez

WOREETE A .
* show lisp eid

WK ASA EID £, "W iZ/x T EID flul 1 ID.
i# % [ cluster exec show lisp eid 4 HILL Rt .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k**~k~k~k**~k~k~k~k~k~k~k~k~k~k**~k~k~k**~k~k~k**~k~k~k************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
TuD s ko & ok ok & ok ok & ok ok & ok ok K ok ok Kk kK ok kK ok ok Kk kK ok ok K ok ok K ok ok K ok kK ok ok K ok ok K ok ok Kk ok Kk ok Kk ok Kk ok K kR Kk
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp
i R TR AR A

EEEEFFHEICR

A RNERRIE H SRk ME R, SN

logging device-id

LR R BB AE R R A H BN R . 80T LEH logging device-id Ay 4 kA= e B A A Rl 5 A
A& ID ARG H G, DU G 2002 ok AR A AH R s OAS [R) 75 A5

pla A [t 4
e
ES R LN T R O a2
* show cluster interface-mode

BRI DR,

B
WHZ R LT TR 2
* debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
SRR T B

* debug cluster flow-mobility

B AsasmmEsen
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asA Virwal 2751 ]

SR SRR SR R S

debug lisp eid-notify-inter cept

4 eid-notify BN ot

show cluster info trace

show cluster info trace fir % Wor IR E B, HEdE— DR kbR 2 H .

1% % show cluster infotrace fi7 4 HILL T4 :

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
CONTROL_NODE

B, RAEE B LA R SR A FATAH A local-unit 42 0% 1755 fO78 24505 i, IX A BRI
BT R HATHIFE local-unit £ FF GERMEEIIECE) , sif 51 mUEAEBR E A #%
HE GHERAEERMEZ)

ciscoasa# show cluster info trace

May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter
1.

May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data_ node
May 23 07:27:23.113 [DBUG]Send event (DISABLE, RESTART | INTERNAL-EVENT, 5000 msecs,
Detected another Control node, leave and re-join as Data node) to FSM. Current state
CONTROL_NODE

May 23 07:27:23.113 [INFO]State machine changed from state CONTROL NODE to DISABLED

ASA Virtual &£ 2 7= {51

XL A7 SR P R AT S AR AN OC Y ASA ILE

TR O RRT AL uh s B SR AR

LUR 7RG R0 2 A ASA SRR mi 20 AL T 2 AN AEAE N BRI AT itk e 2 i) CRE SN 5t
oo SRR RO AP R B I DCTERE . A7 TR Hs A0 ) P AT B % 1 #5331 OSPF
A1 PBR £ ECMP 7EAERE R b3 2 AR AT S0 8847 o S 55 DCL AP T8 e O i e v g O A
RSN LN (BRARS ol m R ASASRIETS S rh Wrid ) o SR —Auli BT
AT R A, R RS B 8RR DCT AL S — Aol i LA ASA SRHETY

asa g
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T
r/_ P N __\
E;\ Internet
Router e SRR g Router
S
Higher cost route f_,_fo
C QOutside )
-
Node3
Data Center
Interconnect
o
{  Inside ]
W gt
e Higher cost route Higher cost route
— .
Router

Data Center 1 Data Center 2
ESX

AR B RER TR RPN .

L\b kY +

ASA T FREERE

B> ASA ThREAZ ASA SRBESCRE, A0 DhReANAEFE w1 s b2 3 ke, oAt Dy R nT REXS 4] 1F

A AL e T = I,
SRR

LU DI REAE 3 FARBER IGO0 R ICVERCHE, ARG & A 4
* WKAE TLS ARBESEHLIN & — 5 T fg
* TRV VPN (SSL VPN il IPsec VPN)
o MEAUBEIERL T (VTI)
* LUN R TR #

B AsasmmEsen



| AsAsrrmEsn
gaghing [

* CTIQBE

* H323. H225 fl RAS
* IPsec %%

* MGCP

* MMP

* RTSP

* SCCP (%) "3ifi)

* WAAS

* WCCP

o {7 M E I R A

 FEEEHT RS 3

* DHCP %/ iy R45#s MAREE. SZKF DHCP 4k,
* VPN i

* Azure L[f)

o BEEK B FIBY

* FIPS A5

EERFEE L INAE
DL R Sh A (il 2 AR, BRI R .

)

AR AP D RE AT DA B T U L ST TR B e b B

WERAG I AR DI RE, U2 50K S vh Th e XU BRI 0 B AP U e, SRS PRI R U
AT IIRE: WUORAEIENE L, %R SRR A& [ R R

X DIRETT 5, WA Y R AW, T T SRR T T, S AR T AP i
HEATIER.

© DU MR A
* DCERPC
* ESMTP
* IM

* NetBIOS

| asa g
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B arzieisanme

* PPTP
* RADIUS
* RSH

* SNMP
* SQLNET
* SUNRPC
* TFTP

* XDMCP

o WA R AR

o PREET 1) IR S 90 UEFIFZ AL o KA 2315
* i S5

* i filH] VPN

* AHE

N2 BT SR Th BE
IXSE T HERE N B BEAS ASA 1 A AR EE AN B nl s iy a5

* Q0S-QoS MK T & Z L FE b fE4RBEP R D . (B2, ZRME EAEREATY A B AT . 11
fr, TR R R, DU R S ASA R R I A5 R0 £ 3 2 RN 4 ) (R 5
. EEE 3 AN A B eI oA AR, FF AN ) SR AR R T SRR 3
i,
o SR - M AE BT S RS AR B, HER S RO A AR e . Ay ]
FIASI A, R KA A T R T s, AN A E BT T,
PR s 1 A v 1A
o PP B - 2N SR I B R A AR A A A R DA RN T AT
* LISP Jii & - UDP ¥ I 4342 /Y LISP i & (i &AM st fTie 2, (HIEEH A S )
2o BEANTT SRS INBIAERE LK) EID %, {HJE LISP i A B i AS SERRIRS IR,

T ®4&i71e) 8 AAA FEcRf

T BT ) AAA T =800 41: S RAE. SRBNCIK. SRR IE AU R D e fE 4R A
P i s, ELACH Ak SR B AR T e A SR IEAS AR AL B AR R
KT E R, ARSI AT 2 1 S0 Uk i BEAT HI P S AR 2y nk Az ey,
3 B0 IE AR 25 PR R 00 B I R DR P
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wmganes

CIRAE 73 B D REAEBRAE P STt o I IRFRRR IR SE 1, PRIAE i L BRI, AR
A AR S Bd IR A 1R B R R B AAA JIRSS 25

HEER ERRT

R BRI VG B ) SE M (12 1 set connection conn-max. set connection embryonic-conn-max -«
set connection per-client-embryonic-max fll set connection per-client-max fiy4) o &A1 AR
P BT I ERE B TR E . TR S, AEAR T T R PR ] BE AN S P A
BRI B St . AT SAEATARTHi5 5 I (A1 1] B i A BUAL BBV Y (R B . A, 7E 5k
KA Re b, A5 R BRI T T 5.

SR FNERET

FERMOL L DRECR RS RO BT e 28 as AT e Dl ELARRASAY OB RS0 6 ol
190 303 OISR T RO Z A5

Router A

All units are using OSPF
with neighboring routers

ECMP Load Balancing

w
[=2]
2]
[Te)
[+3]
(4]

Router B

fE BT, B TEs A SRANT 4 S5FE I ARIEAE RS 4% B, AR — MY 5. ECMP T
FEIX 4 2B A Z AR AT S8BT o BT RAE S AN i A5 I, AR PRIEAN TR R 6 o 2
ID,

TRANZIUA 6 18 1D BOE — MR, (RS9 U SRR h s 1D

asa g
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B remss
EIGRP 5 5ANE UL AN S AN 20 s K R
N
AR WGBSR 2 AR S RN AR AHAR,  WUHEXTRRES i nT B 2338 RO W] B2 I
PR BRI IR B, TR T IR Y s 1 A B[R] — i X . TS B P A X
FTP fA%5f

* WR FTP Hobh i T AN P2 3 3 0 A AN SRR 3 P A B Al 2 P A = oy 2 PR R i B
AL WVACE B2 B T T A I SR A N N AR . FE W R EHT N 8 R R T I
FE AR, WA ORER TR R R, R R N A2 S

© WORGECK AAA HIF FTP Ui, U2 i e e 8 b e 2 10 il e

ICMPH& M FNEE B

ICMP Fil ICMP 45 5080 0 0 1L SERF A g T2 75 ) T ICMP/ICMP 53540 . A il ICMP K
N, ICMP 2, HHA RS LR, B ICMP R, ICMP AR i, F i S s/
FARRSCHE . BEAS T ICMP I — AN Z AR TE T3 ) S e R AR AL A B 3 1) #5258 ICMP
[\ N R 2 B B R AR RT3, AN W B AR I 45 56 e 4

AIEANERE
LM BN F, B SR B . T KA Eh KR 6 20 L2 B A AT A BRI R,
T 38 S KA 0,52 41

NAT FO&Ef

NAT 7] GBS SE AR REIR Ak it o NS AT 0 NAT Sl 40 i) gl ik BIEEBE P AN IR ASA, RN it
BB ERI T 1P M hEA S 1, NAT 2 PEUN BN 5 B 0 2 A7 AR 1 1P kb A/ sl . 24
B WERIEIFARE NAT Brfi & (1 ASAI, 2l SRR H R BIPT A %, S BURTHE IR 1
AR . TERL B AN QU B A 38 (e i, RO NAT A 3 e 28l REAN 2
R 22 4 AN G 75 45 2R 0 Bt A Qs %

U RIS AIARAE SR TP AR ] NAT, 35 7% RE LR VR -

o AEFIACEE ARP - 6 THSZHE L, U120 AWt ik A X ACEE ARP [F152 03X m) LABs 1B 4R
i AR CAANEERETP I ASA DRFFAFAFER R X T4 1n) TAHE 1P sk i medph ok, Ltk
F A 7 S A i e B 6 BERER ) PBR. IXXT 5 M 2% EtherChannel K B¢ ANE il 8, PR H A —
AN TP ik 5 SR 115G KK

o AN D R4 11 PAT - JiSr 382 VAN S -8 11 PAT.
* PAT X i ITHAM AT - 35 200 ZTh R LR HE) -
o B5F EH BRI PR EANER CHHEANERE, T2 BN T AN . BRIk, B ENLEK

TEBRBINCE A 1R 3 AR ERE T, WUERAE A 3 AN sl boxd ok B L & SE
AT, WA LAAM G 3 AN R, BRI 1A
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* FESRATRE EN LR KSR BRI, 5% Gt A48 01 s B A VAR ANV SR I

o R BEAT RN PAT MBS O PAT St 48 i 1P MBhEE D, 2 S BRI A3
ISP ATAE A i R A5 T8 A3 V7 SR ARV 4 T 26 3 B R I IHRAT D Al I DR BCTh RE TR AT
e MG INE PAT it il FUARC BT ARSI 1Y i 2 18] 7 it R AT 0 85 1 (1 A

o FESERET A, AREEAE SRR R R BRI B& G, BriR
AR R D N BB, BRAT T DN B AT H o BC U -7 R K L A
WAHSG T A e e SR 0m R mT USE ESCHR R/ I 00T 1 el e 2y e R o

* XFENAS PAT fili ] NAT Jt bl 201 - BC & PAT yibie, SERER AR A TP HuhikRI 43 Ay i 1 Be
BRINIEDL T, AENERER S 512 Aot 1, (E S s R e u), D B i . IR e
EREH &AL (A3 A3, DRI R — AN B AN HOR Y. PAT i ff 554 TP b
Hho Rk, fE—ANMEHER) PAT dirp vl DU /DA — > 1P Hidik, R0 8 DISCREE U PAT
FEFEEEN T o S IV HO 2 IR G LA 1024-65535, [ AR TE PAT Jth NAT #0000 r g 2 4% 2
DL AR B 1) 11 1-1023

102NN E S5 A PAT it - 570 22 45 N rh AT [R) — PAT Jth, A Z00A: 5 R0 v 42 1 e
PEo DAZULE BT AT BRI A AR e 42 1, B AR RN A T “AT R H o ANRELERLIN) T
AR RN “ATR” B0, SRS RETCINGIR A S A A s AT IS
BESCFIUAE FH ME ) PAT Jtb S 5 AT 5E 100 7 %o

AR - SRAFANSCRF PAT b5
oY i€ PAT - SEREAN SRR i PAT .

PRI RV BB AS NAT Feffle - 047 s R B R OF I R8I 1Ym0 80l 1Y e 2 7 22
ZAS NAT FEHIF HAEHATER DI, ebeii SR N st . B0y ST itk

LI xlate - EF AT E LI xlate 2SI AN BT, RIE, 25 PR IS TR) 4B P 6 26 0 2 R R I
. RNV 2E & T HCE B (refent 7 0) , WIFE7R xlate TR .

4 1h PAT Ui - &40 16 PAT D)REHAREERE L HIDhRE, (H'E Redem PAT HymryJgtd, iy Hox
LTS, E RV SRS S8 PAT IEEINTA % ML R, 410 PAT EE A
BRI AT A T . BOASOL R, BT TCP & f1 UDP DNS Ji s 40 Fl &2
Wi PAT #e4fie, il ICMP RJT A7 At UDP S 6] 2 218 . &0 B4 TCP A1 UDP it B AR 15
NAT U0 DL R S BRI B2, (HE, EANEEN ICMP Bl S BES1G PAT. XTI £ 41 PAT
g (B H.323, SIP 8% Skinny) , AT LAAEH OCHE TCP b [543 15 PAT (GX4% H.323
1 SIP [#) UDP % S BIAH 2 4518) o A RBES 1l PAT IPEAE R, ES P KBS SRR .

© X EUR A EANBET S PAT:
* FTP

.

3

* PPTP
* RSH

* SQLNET
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B scre sz

* TFTP
* XDMCP
* SIP

o WA KE NAT M) GEIE—J54%) , Al 4% CLI 1 11) asp rule-engine
transactional-commit nat iy 4 i FH 53 AR A0, 1 s RE VA I AR R .

SCTP Fn&&f
SCTP AT AZEAE (5 5 A% (i Tk, (RIS b ARy T — 15 L

SIP & A &S %
PRI T ZEAL AT A O G SRy | BIC RO A TR 154 L
R HF TLS AR .

SNMP fR& 8%
SNMP AQRLZ A 1P HuhEAE W R DASA . BTCIRFE ISR & T K -
T8 G ZAT HIAR bk T lE AR R 1P kb EAT SNMP #8340, 4R SNMP ARG 1420 1P ik,
VU 224 326 245 BT AR TR A, ORE B T AR AR TR R

HAET] SNMPV3 EATARAEIN, W R IEAEWIIR AR L OR R IOB AR 1T A, W SNMPV3 I AR R
RPN e BRI i _EHOF A I e ITCL s B 7 =R L BGE B R b
=il

STUN Ffaf%5f

PR RS R R S B STUN A 2, UM FLW ). (HE, TS 2 AR T34 ID R Hl.
R AR STUN K5 A AR s, I HL59 — AN sl 21 STUN MRz,  JJiZ% STUN i W24 4 25
2%

It

Z% HES NetFlow FRgEEE

* RGHE - BRI RSB A QRS H SR ErT I E H&lsx, R4
RAEZRGEH G SRk 7 B A AR R BN R (B0 36 1D it SR (R B A1 i e B A
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