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. 1 Download 2 Modify 4 Copy S Create 6 Build zip files
templates and infrastructure. cluster_layer.zip configure_asav. ____ from Python fies
Local Host fles —_— yami and file to the ] f;/uslb'rzru and for Lambda
from GitHub deploy_asav_ lambda python lifecycle_asav_ functions and
clustering.yam| files folder cluster zip files copy to target folder
3
Linux Host Create
cluster_layer.zip
file
Deploy 8 upoat o L Deploy 10 Log in and
AWS Console Infrastructure . cluster i deploy asav. __,, verify
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S
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* Infrastructure.yaml - JEA 15 it 35 E AR AR
* deploy _asav_clustering.yaml - F T-52 B350 5 AR

\)

AR AETEAERET N, IR R AWS SEIET B K . 16413 AT {E deploy_asav_clustering.yaml
AR 230 InstanceType ) SUVFE T $£3).

{£ A CloudFormation #&4} 7€ AWS AR ER 2 Mk

{1 H] € X CloudFormation BEAR /1 AWS 2 HER .

FIAZ 8l
o 5 %35 T Python 3 ¥ Linux 1541,

i

W MERBR .
a) 1% github f74if 75 505 B AR SO/ IE . 15 2 [ https://github.com/CiscoDevNet/cisco-asav/tree/master/
cluster/aws.
b) FHFTET 15 80& 24 infrastructure.yaml F1 deploy_asav_clustering.yaml.
c) B4 N cluster_layer.zip [f)3Cf4, i Lambda bR B2 L 06 2] Python % .

&7 LAFE Linux M8 @i cluster layer.zip S - %3¢ T Python 3.9 [¥) Ubuntu 18.04.
IZAT LA shell JIA LGN cluster_layer.zip:

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/
source ./layer/bin/activate

pip3 install pycryptodome==3.17.0

pip3 install paramiko==2.11.0

pip3 install requests==2.23.0

pip3 install scp==0.13.2
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pip3 install jsonschema==3.2.0

pip3 install cffi==1.15.1

pip3 install zipp==3.1.0

pip3 install importlib-metadata==1.6.0

echo "Copy from ./layer directory to ./python\n"
mkdir -p ./python/

cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r cluster layer.zip ./python

deactivate

F A 1) cluster_layer.zip SCfF 5 2 lambda python files UK .
f11% configure asav_cluster.zip 1 lifecycle asav_cluster.zip 3¢

A DALE e BEAT il 22 T2 H SRrP 3K 81 make.py SCIFo IXHES0KE python SCPRIRAi D Zip SCPFIF R 1l 21
H AR

python3 make.py build

I 2 i Infrastructureyaml FHI0 T AERERS 0% A

a)

b)

<)
d)

e)

B =24z

76 AWS #7556 I, #:3] CloudFormation Jf si i€ j2 4% (Create stack); EFFERFEIR (Fr
#) (With new resources [standard]).

TP E RS S0 (Upload atemplatefile), fiidiiki% 30 (Choosefile), 2R M H kxS ik
F# infrastructure.yaml.

T —4 (Next) JEHRULFT 75 1045 &
M T—% (Next), X5 gl E#H (Create stack).
B SE G, #ER)HH (Outputs) JFid N S3 BucketName.
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2: infrastructure.yaml 8%

Outputs (13)

Q

Key a

AZ

BucketName

BucketUrl

CCLSubnetid

EIPforNATgw

IninterfacesSGid

InsideSubnetlds

InstanceSGId

LambdaSecurityGroupld

LambdaSubnetids

MgmtSubnetlds

UseGWLB

VpcName

Value

sa-east-1a

ran-cls-infra-s3bucketcluster-kckr7518u00l

http://ran-cls-infra-s3bucketcluster-
kckr7518u00L.s3-website-sa-east-
T.amazonaws.com

subnet-050feb347e57eba99

52.67.246.95

sg-0333e92f36b2aa0bf

subnet-047c0a2beffb5a70f

sg-0c0c6bfb5ba5f1c10

sg-01771b0d3012a40c5

subnet-0fb24785c687d50e4,subnet-
0f1996a02ffaa2e62

subnet-02d4a757b95a%a5b9

Yes

vpc-003b592ad2518d03d

Description

Availability zone

Name of the Amazon S3
bucket

URL of S3 Bucket Static
Website

CCL subnet ID

EIP reserved for NAT GW

Security Group ID for
Instances Inside Interface

Inside subnet ID

Security Group ID for
Instances Management
Interface

Security Group ID for
Lambda Functions

List of lambda subnet IDs
(comma seperated)

Mangement subnet ID

Use Gateway Load
Balancer

Name of the VPC created

Export name

$£123 ¥ cluster_layer.zip. cluster_lifecycle.zip #1 cluster_manager.zip FA£3i L infrastructureyaml €1

M S3 A7 Atk
$I% 4 7% deploy_asav_clustering.yaml.
#:5| CloudFormation Jf & il 6| 2 H#i#% (Create stack); EFHMEAIEIERE (A (With new
resources [standard]).

a)

b) EFE BRI (Upload atemplatefile), siilii%#% 3244 (Choosefile), 4R o M H b Ik
# deploy_asav_clustering.yaml.

o) miliT—4% (Next) JE6 b (15 &
d) midiT™—% (Next), M) ridifliZ#4% (Create stack).
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[ 3: BEEMEIR

Resources (21)

Q
Logical ID
ASAvVGroup
ASAvLaunchTemplate

CLSmanagerTopic

ClusterManager

ClusterManagerLogGrp

ClusterManagerSNS1

ClusterManagersNS1Permi

ssion

InstanceEvent

InstanceEventinvokeLamb

daPermission

Physical ID L4

ran-cls-1 [F

1t-056fd20764270c893 [

arn:aws:sns:sa-east-
1:797661843114:ran-cls-1-
cluster-manager-topic [4

ran-cls-1-manager-lambda

=

/aws/lambda/ran-cls-1-
manager-lambda [

arn:aws:sns:sa-east-
1:797661843114:ran-cls-1-
cluster-manager-
topic:e13bfcb0-d698-4215-
88a5-278474e22c32

ran-cls-
ClusterManagerSNS1Permis
sion-S6BQAEO50G6U

ran-cls-1-notify-instance-
event [

ran-cls-
InstanceEventinvokeLambda
Permission-
1XPS21Q4G2DY6

Type v

AWS::AutoScaling::A
utoScalingGroup

AWS:EC2:LaunchTe
mplate

AWS:SNS:Topic
AWS::Lambda:Funct
ion

AWS::Logs::LogGrou
P

AWS::SNS:Subscripti
on

Aws:Lambda::Permi
ssion

AWS::Events::Rule

AWS:Lambda::Permi
ssion
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Status v
® CREATE_COMPLE
TE
® CREATE_COMPLE
TE

& CREATE_COMPLE
TE

®© CREATE_COMPLE
TE

& CREATE_COMPLE
TE

® CREATE_COMPLE
TE

® CREATE_COMPLE
TE

© CREATE_COMPLE
TE

© CREATE_COMPLE
TE

5 I B S RUEAT— AN S IS show cluster info i 2 UG TIFAE LT 5

N
>

show cluster info

Cluster oneclicktest-cluster: On
Interface mode: individual

Cluster Member Limit : 16

This is "200" in state CONTROL_NODE
ID : O

Version : 9.19.1

Serial No.: 9AU42ENS5SDIE

CCL IP : 1.1.1.200

CCL MAC : 4201.0a0a.0fc?

Module : ASAvV

Resource : 4 cores / 8192 MB RAM
Last join : 15:26:22 UTC Jul 17 2022
Last leave: N/A

Other members in the cluster:

Unit "204" in state DATA NODE

ID : 1

Version : 9.19.1

Serial No.: 9AJ9N46947R

CCL IP : 1.1.1.204

CCL MAC : 4201.0a0a.0fcb

Module : ASAvV

Resource : 4 cores / 8192 MB RAM
Last join : 16:57:42 UTC Jul 17 2022
Last leave: 16:03:25 UTC Jul 17 2022
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waws mxamess [

£ AWS R FEhE B &R

LT E N, THAER day0 BUEIFRE R A

£l AWS B Day0 B &
A BA R iy & g BN AR e it 5 | SR L

ZESAE# =k =N

DL IZATHC BB 2 J WO 3 i g B et — N &, b — AN Tk R 1Y Geneve 4% 1 FiT—
FHF S e 1Y) VXLAN #2101,

cluster interface-mode individual force
policy-map global policy

class inspection_default

no inspect h323 h225

no inspect h323 ras

no inspect rtsp

no inspect skinny

int m0/0

management-only

nameif management
security-level 100

ip address dhcp setroute
no shut

interface TenGigabitEthernet0/0
nameif geneve-vtep-ifc
security-level O

ip address dhcp

no shutdown

interface TenGigabitEthernet0/1
nve-only cluster

nameif ccl link

security-level O

ip address dhcp

no shutdown

interface wvnil

description Clustering Interface
segment-id 1

vtep-nve 1

interface vni2
proxy single-arm
nameif ge
security-level O
vtep-nve 2

object network ccl link

range 10.1.90.4 10.1.90.254 //Mandatory user input, use same range on all nodes
object-group network cluster group

network-object object ccl link

nve 2

encapsulation geneve

source-interface geneve-vtep-ifc

nve 1
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encapsulation vxlan
source-interface ccl link
peer—-group cluster group

cluster group asav-cluster // Mandatory user input, use same cluster name on all nodes
local-unit 1 //Value in bold here must be unique to each node

cluster-interface vnil ip 1.1.1.1 255.255.255.0 //Value in bold here must be unique to each
node

priority 1

enable noconfirm

mtu geneve-vtep-ifc 1806

mtu ccl_link 1960

aaa authentication listener http geneve-vtep-ifc port 7575 //Use same port number on all
nodes

jumbo-frame reservation

wr mem

\}

ER X AWS IBATIRGUS A RCE 1 55 b R I AR I A T E 1) aaa authentication listener http i [

AE A3 £1 B 2R TR A5

PUR sl —ANEe s, AT REEEED. A8 DRSNS R O AR a5y gs, DA
TR IR ) VXLAN $:1 .

cluster interface-mode individual force
interface Management0/0

management-only

nameif management

ip address dhcp

interface GigabitEthernet0/0
no shutdown

nameif outside

ip address dhcp

interface GigabitEthernet0/1
no shutdown

nameif inside

ip address dhcp

interface GigabitEthernet0/2
nve-only cluster

nameif ccl link

ip address dhcp

no shutdown

interface wvnil

description Clustering Interface
segment-id 1

vtep-nve 1

jumbo-frame reservation

mtu ccl link 1654

object network ccl link

range 10.1.90.4 10.1.90.254 //mandatory user input
object-group network cluster group

network-object object ccl link
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nve 1

encapsulation vxlan
source-interface ccl link
peer-group cluster group

cluster group asav-cluster //mandatory user input

local-unit 1 //mandatory user input
cluster-interface vnil ip 10.1.1.1 255.255.255.0 //mandatory user input
priority 1

enable

\)

AR R HIRRIG L R E, SR E P INER //mandatory user input.

B ARAE Y R LA SR

UK

HIE Al EAT BT BOR 82 1 SR8 Day 0 Jic B #558 ASA Virtual S - 2 S48 F 99 2 5 83 7 4% (GWLB),
W = AN B AEA L 83 s as, WEADIANEE . 75 BeESRHHEHMIE S (Configure
Instance Details) > R i¥4R15 2 (Advanced Details) #1, FEME%EH dayo B & .

pE B DR A% LA MR 442 R 2 5491
© AWS BISCTBIAMTES - —AME - S EL 2. RN B .
© AR BT AS - DU R - B B, AN R A B

A KAE AWS LB ASA Virtual (N 2155, S0 £ AWS L% ASA Virtual.

PR 2 EEOPIR | DI I A i Al A
$1E 3 fiJl] ASA Virtual #5314 L% show cluster info iy 4 WAiF & 75 T A7 5 S5 O I A SERE .
FEA LE AWS W I 2% .

a) g H R4 GWLB.

b) ¥ HFR4LIER:E] GWLB.

iR i ORKs GWLB BC B A8 IR 224 4L, (TR e e B IS A TR OURS 7 B

o) AFHIP bk HARZIE MR (B ED o AREAER, 162 WA GBI s .

A A ASA Viual B ASA 5 ]


https://www.cisco.com/c/en/us/td/docs/security/asa/asa919/asav/getting-started/asa-virtual-919-gsg/asav_aws.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/create-load-balancer.html

Y LG

BEMXEERE

YEOR5E 0 RECEM 7, BB EREENL ),

IR WA B TEMILAR AL -
FERE A R AT IR LR

L EE A ASA £E1 28
ST LA RIS 21 1 1 R

UK

SRR A AR

cluster group name

P2 (AL et B Y R B A i & A

console-replicate

FEA £ h ASA Virtual 538 ASA 8% |

e T UL SUEBEE RIS B . TCP X5 )

BOAT O N2 Dfe . 0 THE T ZGE, ASA nli Uty B E AT E il B & . R
AT RG], Bl T R B B AR B A PO T EE R AR — N

i H o
PR3 WEER SRR ER UM -

trace-level 2%

AR T 2V A I )«
* critical - EE M GEEME=D)
s warning - %% (GPEM: =2)
* informational - & B ff GPEME=3)
* debug - G GCFEME=4)

-

B EE{TRSEEFEHNEMMALE

SR Py AT DA 9 R A T s AR A

] REAR **ﬂ% AR O (G EERED FEsfPRov . 121D ROUREAE VLAN 740 F
AT EASREN R HIRERR IO B ERE A TR .
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Nil

8

mEarhsussasnEimags ]

UK

HEAN SR RC B A
cluster group name

Tl

ciscoasa (config)# cluster group test
ciscoasa (cfg-cluster) #

F e SCEFET mIs AT RO & R
health-check [holdtime 1]

T B TR, ASA SETENT S RS I oK heartbeat W S A2 B HAh A . R

5 LR Y AR Bk RS AT heartbeat T8 5L, UG E5T AU A0 K TG N BE TGVE TAE
* holdtime #B - FF-ff 5 P K % £ heartbeattR 74 B 2 [ (K I TR) 1) B, HAEAT 035 45 F,
BRI 3 Fb

M R AEAT AT SO s I s B e B . e T A T ASA L BATHHL B, SN
A IEPIRSK A ThAE, L EAR X CAS 2 D% 1D I # (no health-check monitor-interface). 4
P4 48 0 B 5 5E A FLIRC B 5 o LR BT 1 S, 58T LU B s AT IR Gk 75 D e

i

ciscoasa(cfg-cluster)# health-check holdtime 5

P4 1 AR AT IS AT IR DU 7T

no health-check monitor-interface interface id

PR ISAT IR BRs M B b . ASA 72 2 AN AL o ARTRE rH M B il D3 R T4 2 B2 B A
IR EAE AR A . BOAIEOL R, WP 1R Fls T IRGUR A . Jn] DUE T B 2 no &
KB R HE . GRS IAE Z L (B R 1) I RO 2
* interface_id - 25/ #% DA, IBAPIRGUMEIEATE VLAN 1 BT BANRE N BRI B %
FoE M IR TR IR

PR AT AT N (A s R B . R R B ASAL BATHREL BB LD, SR
a4 IR A D BE (nohealth-check), IR ZEARFTN AR LU LU . ManFh 4k 3 2l A
HECE S O RSB Pr A1 e, T LI E A RO A DI e .

T

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

PERA BE AEBATRGURS B A AR 5 1) B S EBT I AR
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health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system-$5 5 WA IR I S EHT NS . Wl S N AR RN . A8 v

* unlimited — C(cluster-interface (IERINED AN BRI HT 0N 22301

* auto-rejoin-max — W& BT IIA LKA, /T 0 Fl 65535 2 0a). OZEH HBE BN
data-interface I system [IERIME N 3.

* auto_rejoin_interval - & X IR I SR 2 (M A B RF Sz /] CRA Bl 30D, A 2 Al
60 2 1o BRIME A S 0 Bhe 5 2 T I ST () S5 B0 B T) BRI A B vk 2 B S 14400
S (10 R

* Auto_rejoin_interval_variation - & S 15 BN (R B FFEefa] . WEA T 1 M3 ZEfE: 1 C
EEO 5 2 QAT E—IKEREED 803 (35T L—IREFFLERT D o i, G SAacks (] [ 5
SRR BRSO3 B, KRR E N 2, WIFE S BT ES 1 ks 10 0Bl 2x5) e
HEATES 2 ks 78 20 200 (2 x 10) JE T2 3 IRk P FAEREED, BIMEN 1, it T
el O RS, BRIMEN 2.

i

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

BC B ASA K2 Ak 2B MR F o 1 il AERE M B 2 i 220 1R B e Bk 1] o
health-check monitor-inter face debounce-time ms

IR

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

K 17 S B IN TE) B2 2 300 F1] 9000 222 7] BRINE R 500 240 /N AR AT LN DR P-E 1 il )
WL VR, WA E MR SO AR, B INRIR LR . R A FUIRAS R, ASA 245
Frfia € M8, ARG A3 bRl R R A, AT AR I I

QUEYDIN V- Witk kAR A
load-monitor [ frequency seconds] [ intervalsintervals]

* frequency seconds— ¥ i 35T B2 (H IS ] CLARS A 54D, AT 10 2 360 # 2 7). BR
IE N 20 72,

e intervalsintervals — B & ASA 4EPEH AT PR AOER, 1ZEAT 1 3] 60 2 8. BRIAMEH 30.
T U SERE R A I s 3, ARG BB CPU M AFAE S DL DA b X 7. Wi 4
Ak, HAART T DL EE 38, B nT DL SRR A Lol 2 AR, sl b as el

gy, BRAEOL T R HUEThfg. Snr LU Wi . Wkt m, BT LR Tah%E
EREPMRIUE i

1 show cluster info load-monitor iy 42 & fi it 7145 .
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para

B

TP

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
il

PR 755K health-check holdtime Bt & >k 0.3 #b; 22 GUANLI 0/0 2 10 KA+, B HdngE
I11¥) auto-rejoin % & A M 2 20 BHITFEAT 4 24K, K duration 38 %5 [ —RIAIRG G 3 % LK
W R I BE 6 1) auto-rejoin WA 6 IR, BERR 2 708 — K.

ciscoasa (config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3

ciscoasa (cfg-cluster)# no health-check monitor-interface management0/0
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

HEERTR

HIE ¥ S I FR IRV I (W T BE L S E P

MRAIEREST S

LRI AR S 5y, AT R AR, RN OREFAERE I B A

\}

R

HASA R TARESIRE (LT3 )y s RO A RO I, P Bl Rk Gl A

B R AT LGRS . BRI AR, Vi TR AR B, T DUNERAE 5
SMBRAZT R IR CR R FFTIT, AR ROER AR TP i TP Mkt o {HA RS SFT N 2,
I RABEEERE R AR AR ARG (P, S 0RA7 T ORI R ED |, WA BEER TR A

A AL 2301 65 i T R BEAT AR E 2D I
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N
8
N

UK

HEAN SR IC AR
cluster group name

Tl

ciscoasa(config)# cluster group podl

AT
no enable

AR RURIEIT A W AT B Rk, I LA e SR R 42515 1
SERFICE ORFF AR, PR AT TR 5 FROOR AR

MNEF T RERSET R

t?r

BRSBTS, AT BA N PR

N

AR YASA T ARG, P B D O] R AR B AL LT DURE MO . BRI

B =2

R, WA SRR B LR OR AT OT, AT ROMNERAE TP i 1P Mok, (HAn R AR
WO, W SRR A T AR APIRZS (Bltn, sl fifr T E2 AR D , BN
e o S AU A2 A 1 i L RIEAT AR ATt 2B IO IC AL

UK

MERRE IR s

cluster remove unit node_name

G SR ECE DRFFAAL, SRS A (R B B e BB PR AR, DR T TR i B A I % 19
AN ZRECE . W ARAER T s A A S RN 0 e, WS PR A7 1Y e

PRGN AFR, S cluster remove unit ?, 501 show cluster info i 4.
w5l

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asaz2

ciscoasa(config)# cluster remove unit asa2
WARNING: Clustering will be disabled on unit asa2. To bring it back

=™ ASA Virtual 532 ASA &5
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sxnrgs [

to the cluster please logon to that unit and re-enable clustering

EFIIMNERE

RS BR T2 CETEE e MBS iRz 1, s W R T ahis 1 T 5 b, R
VN RZIERIE VYN S

UK

el a T, SEANERNE R
cluster group name

il
ciscoasa(config)# cluster group podl

Ja AR
enable

LR IR AR, MR EAMER S SR FICE . BT R S B ATECE AR R OA T B
[F25) DGR AR AR R ZEA NS I AR AT (L, AT BRI OB F E0FT T 4 e 2
DS TP ik 5%

32

X EEET R AR AR
cluster group cluster_name no enable
Tl

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

FERE Y B R FARAERT, S Toikadt AT e B S
BRI & -

clear configure cluster
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ASA K G T # 1, ARG B R T I B
PR3 SHER L OB
no cluster interface-mode
BT R T RCE T, PRI T8 .
TR WA RMHACE, RS BN EARISAT IR E
copy backup_cfg running-config
il
ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup_cluster.cfg]?

Destination filename [running-config]?
ciscoasa(confiqg) #

BRSSP E DR AT B S C

write memory

FER6 WORBCAH AP BCE, THEORECEE BT B, ORI CEE TP ek, IR RS ENLA

EREHT R
A

ER RS A, AR VA RAE T S AR AR, SRR I 2 S R R AR W
FABINHG E BRI )R BART R WA R R . EURIRERL, R IIRET . W
FAE ARy o i S S 149 i, WA SRR T T, i R b B T A a1 i BB i S

LT A, IHRAT L R IR
iz
BT R B E Y A

cluster control-node unitnode _name

i

ciscoasa(config)# cluster control-node unit asa?2

TR OB M B T A TP ik
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rergemnEnnEes |

B R AR, iﬁiﬁ)\ cluster control-node unit ? (A 2 [ B 2487 M2 AN ETE %85, B
A show cluster info fiy4 .

ENERRER AT S

S ) S A A B ANVR R T UK A A, TEBAT LN PR I T Y UK 2% show i A LA
P it PR L R TE AT s il e b TR RN A AT At Ay 4 (ol capture
Fl copy) -

UK

LA B N R B WUERTRE T AR, AR BIRE R 1Y 5

cluster exec [unit node_name] command

Tl

ciscoasa# cluster exec show xlate

BEET AR, E custer execunit ? CAJET B [ 2407 W A ZAMAFTH 48, Bl show
cluster info 4>

]l
AV RS [ — i SRS AR AP (BT AT 4 U 2 2 TETP g5 &, I ARSI sl BRI A LLT
i

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

ZAPCAP IUAF (AR B — 1 1D R EHIE) TFTP ik55as. R4 A3
BN 4%k, U0 capturel asal.pcap. capturel asa2.pcap %5. (EAHF, asalfllasa2 &4
HETT AR

ISR GE SHRINSIBEE P SIR

THZ I LA fir & RSP S :
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* show cluster info [health [details]]
WA T, show cluster info i 2% Bor T AT SR A IR AS

show cluster info health iy 4K a0 5 S AEEANMERE S s R L. details S 7 R
INESENSYNLGIN ¢

i % % show cluster info #ir 4 KILL R 4t :
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state DATA NODE

D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state DATA NODE

ID : 1
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000001
CCL IP : 10.0.0.4
CCL MAC : 000b.fcf8.cl62

Last join : 19:13:11 UTC Sep 23 2011
Last leave: N/A
Unit "A" in state CONTROL_NODE

D : 2
Site ID : 2

Version : 9.4 (1)
Serial No.: JAB0815R0JY
CCL IP : 10.0.0.1
CCL MAC : 000f.£775.541e

Last join : 19:13:20 UTC Sep 23 2011
Last leave: N/A
Unit "B" in state DATA NODE

D : 3
Site ID : 2

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

* show cluster info auto-join

BORAEREN RUR TR — BOE IR J5 AT INAERE, LU OIS Bl 4 fF (Bl S5 45 vF
E. TR BRI, 548D o WRAY I KAZE], By i CAESR R, Mt dr &
AL BRI .

%2 5 show cluster info auto-join fir 2 LA R 4 i«

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE
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ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.
ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)
ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)
* show cluster info transport{asp |cp [detail]}
SR LRI H AR A S G5 B
* asp — i T g 5 R
* op — FEHI P g .

R EA N detail SCHET, RnT DLAE SRR SEAR A DU TR 0, DU o 2 11 1
H Gz X R IN ) AL e . 17 22 (5%) show cluster info transport cp detail fir4 ) LA 4
t:

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

A A ASA Viual B ASA 5 ]
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all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb26fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
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IR
RRI Cluster Client 1105 19%
Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0
MRT Tx of unitcast messages (to member id:0)
Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]
Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%
Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
WoRIERED sl sk, LUK SRARREN KU SR I gt BT ey e 2 T AR AR 1) Jt AL ) R L
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AR T PEACAE R, WS
cluster exec capture

TR B 1 b R
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fn] LUEH] cluster exec capture fir & (E47 119 mi LR Al SRARAERS 2

PRI DIRE,  BJE SRR IR P Bl 19 K B 3l s e g .

k4594 BE RS
T2 LLF iy 2 DA 45 S 0

show cluster {cpu | memory | resource} [options]

BIREANERE RS S . 7TH] options Bk T Hdla A

llkj:';‘i';ﬁ;ﬁ¥tf:

mmlT 1L

il

THZ P LT fir & DA SRR i

* show conn [detail], cluster exec show conn

show conn fir & 7 —MER R I L A IR 8 R F AL . AEAT R i AT cluster exec
show conn fir & FI &5 BT A 4% . Bt 2 w] LUR Zs BN RO B BA SR Th AN ] ASA 1975 3.
SRR A i IR T A B BT AR AR B . i 4 T RLAE AR T (53 A 75 AN IE R A v
it SRt AL mT AR B A 1 g 7 8 1 o A i (K v BEAT T 5

show conn detail #4348 R WREE i Y. 1851 RS 2l .

PLF 2 show conn detail 4 14 H 715l :

ciscoasa/ASA2/data node# show conn detail
12 in use, 13 most used

Cluster stub connections: 0 in use,

46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
Z - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
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uptime

1m21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received

at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface

NP

Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity

Ifc Locally received: 716 (8 byte/s)

PO IR AT MO R, T B AEAT R AT LS cluster exec show conn fiv & & T 15 b
iR, FHREGUUFRERR: S (). &0 () RS (2o FHIERT =4 ASA L
f—2% M 172.18.124.187:22 1| 192.168.103.131:44727 ] SSH #%#%; ASA 1 #7f z bris, #Fonil
RAREN A ASA3 T Y hniks, RN IERLN T 1 ASA2 B AT R bR
A, RORILEFTEE . iR, HIEENEIEEIEN ASA2 b8 R AN TE: i
Ho FEATETTIA, IERBIEEEN ASA 1 Fl ASA3 _LIANEE 1, 38 ik SERE4A e el
KE| ASA2, RIGHH ASA2 LRI,

ciscoasa/ASAl/control node# cluster exec show conn
ASAl (LOCAL) :‘k‘k‘k‘k‘k‘k‘k***************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***************************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3-‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***************************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes 0,
flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counter s]

show cluster info conn-distribution F1 show cluster info packet-distribution 74 /st 8 ETH
SEHEN BB Ao IX By 4] LS W S5 DAk R A 28 A A 8 I 48

show cluster info loadbalance fir 4 & /R & B A H ZE 5 B

The show cluster info flow-mobility counters 4 7~ EID B A G EHER. SR
show cluster info flow-mobility counters [ L4 Nt -

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested : 2
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* show cluster info load-monitor [details]
show cluster info load-monitor fir4- {785 i — AN RIBE AR DA R 4R, DL R A ) A
IBE % (BRSO NN 300 o Al details S 2 A5 AN 1) 0] g F B AN S R o

ciscoasa (cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Unit ID 1

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O

[l =24 Z 5% ASA Virtual E3E ASA 55¢



| #E2#% %4 ASA Virtual 538 ASA 55
spenng ]

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
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25 20 30 30 30 30
Unit ID 1

30 25 35 25 30 30

25 25 35 25 30 35

30 30 35 30 30 30

25 20 30 25 25 30

20 30 35 30 30 35

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]
BIRBEANERE R G HAE . 7T options MGk T HdE R

1% show cluster access-list 7y 4 LL N -

ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access-1list 101; 122 elements; name hash: 0Oxe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfed4f4947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-1list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) 0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

SR PTAT W AL IR AL, WA
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ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k*~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :~k~k~k~k~k~k~k~k***************************************************

100 in use, 100 most used

Cll-~k***~k~k~k~k~k~k~k~k~k~k~k~k***********************~k~k~k************************

100 in use, 100 most used

* show asp cluster counter

Wi A0 T A AR R R AR H A

MBIk |
FRERE MMER, HSHLLFme:
* show route cluster

* debug route cluster

SRR B S .
* show lisp eid
78 ASA EID %, K75 T EID Alu s 1D,

127 cluster exec show lisp eid fir 2 KL R

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k****************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T, s kK ok ok Kok kK k ok kK ok ko ok kK ok kK ok ok K ok kK Kk kK ok kK ok kK ok kK ok ok K ok kK Kk kK ok kK ok kK ok ok Kk k Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp
2R TR HERR AR A

EEFHEFILE

¥§9€j]§éﬁiﬁﬂ%§tju}lbﬁ%ﬁﬁ{ﬂ;uﬂ s Uakij: Ué?:
logging device-id
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ERER PR B R G H BN R . &0 LU ] logging device-id iy 4 K A2 B E AT AR R Bl A
[F 4 ID ARG HEME, DM EE B2k AR AR R EA R Y .

R RO

LES

e

B LA M S iR 1 R iy 2«

show cluster interface-mode

SRR .
Bl AR F TR R A i 2

debug cluster [cep | datapath | fsm | general | he | license | rpc | transport]
SRR TR

debug cluster flow-mobility

B SRR SR R ST

debug lisp eid-notify-inter cept

Y eid-notify # 2 A WoR F A

show cluster info trace

show cluster info trace fir %2 W R HIRME B, HLdE— BB 2

2 show cluster info trace #r 2 [FILL N :

ciscoasa# show cluster info trace

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Receive CCP message: CCP_MSG_LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG KEEPALIVE from 80-1 at
CONTROL_NODE

fltn, an EE B LA T R R R AN E A AH A Hocal-unit 44 FR 1797 s 70 450010 a0, 1K A] e ROk
AT R BA AR Y local-unit 8% GFRLEREIICED » BEE AN ROEERR B i) 6
HE GEREERMZ) .

ciscoasa# show cluster info trace

May 23 07:27:23.113 [CRIT]Received datapath event 'multi control nodes' with parameter
1.

May 23 07:27:23.113 [CRIT]Found both unit-9-1 and unit-9-1 as control node units.
Control node role retained by unit-9-1, unit-9-1 will leave then join as a Data_node
May 23 07:27:23.113 [DBUG]Send event (DISABLE, RESTART | INTERNAL-EVENT, 5000 msecs,
Detected another Control node, leave and re-join as Data_node) to FSM. Current state
CONTROL_NODE

May 23 07:27:23.113 [INFO]State machine changed from state CONTROL NODE to DISABLED
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BT E

AFB o OAHAT RARTE AR R B VR0 5 B .

ASA ThEeFIEBF
5> ASA IREANZ ASA SERESCHY, A o DI REAAEAE Y i L2 3 RF . HAB TR v BEXS an ] 1F
AT R T R
SR SIFRIINGE
LU DhRere o FIAE A D0 F I s, ARG 2 R 4
* MEE TLS ARBESEILM S — A5 DI e
« @2V VPN (SSL VPN Fil IPsec VPN)
 JEFUBEEHZ L (VT
* LU R TR A
* CTIQBE
* H323. H225 Hil RAS
* IPsec Fi%
* MGCP
* MMP
* RTSP
* SCCP 3% )" ¥fi)
* WAAS

* WCCP

o {7 M E I R A

 FEEEHT RSSO

* DHCP %/ i JIR45 s MAREE. SRF DHCP 4k
* VPN T8 51

* Azure Lff)

o BEK B FIBY

* FIPS %5
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| T

SERFEPILTIRE
UL F DA (R A LA, B .

)

AR AR D ERVRE OSSR TR B e S A A
U SR A AR AE DI RE, T2 SR A vh Dh BE VR AL FE R 0 B AP AR e e, AR PRI R U2
NEETIIRE: WRKAEBENE DL, AR R A& [ Y s
SRR DIRENT 5, WA Y U A Wb, W DT AT AR T T, i 0 2T PR e S
HATIERE .

o LU Y A
* DCERPC
* ESMTP
« IM
* NetBIOS
* PPTP
* RADIUS
* RSH
* SNMP
* SQLNET
* SUNRPC
* TFTP

* XDMCP

o A e

o PRE 1) 1R S B0 UEFIHZAL o IR A 431
* i g

* i kilE] VPN

* AHEE

Rz 2| B AT RI T E

XL RERS NI BIBEAS ASA 9 s A4S SR TE 2 149 R
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AT asa sk [

* QoS-QoS HMEKt THLE L HI AP AR 2D o (HAZ, R AERA T i B AT .
G O LG R, UL H R G ASA TRV e R A ) R R4 5 R £ R
. AR 3 AR AR AT RN, RO RO AR S EAR R T SRAF R K 3
fite

o BSOS AE 2 R BN AR i, HEA G BRI RAR e . Bl
FH B, TR AR P AT BT, i RUOCEE BT,
DR bt I R IV T A

T ®4&i71e) 8 AAA FnEeRf
T BT ) AAA T =800 4L SRR SRBNCIK. SRR IEREAUE S D RefE 4R A
P i s, ELACH Sk SR B SRR T e A SRR AR AL B AR SR
i RIPTAER, ARSI s AT 201 30 Uk O BEAT HI 7 BOAR IR iy s ke Bty
3 B0 IE 1) 25 PR A4 00 B I R DR P
CLMAT 7 B D REAE A Th St o KRR R SE I, IR U e B ALK, A0 B
A AR S IR LR A 0 BRI AAA TIRS5 35

TERE PRI SRRV BBl S (152 1 set connection conn-max. set connection embryonic-conn-max-«
set connection per-client-embryonic-max Al set connection per-client-max fir4) o &AL #AH
P HEW EAT T R IE B TR E . TR TS, AR TG A IR AT REAS S A
BTt STt o AN RCLEATART 48 i I 1) 40 P 6 v Al A SR E Y B O T B (B . AN, e Ak
By A h A BB I T 1T 5.

BB NS EY
FERST BT AT SR T O B AT Bt A, FLAE 1Y ST B
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B s
[ 4: 137 3% OERX T RISNZSEE R
Router A
All units are using OSPF ECMP Load Balancing
with neighboring routers
fE LT, Brias A AT 4 R0 BRARIEAE RS h 4% B, REARAEAL — M. ECMP I T
FEIX 4 Ze AR Z AP EARAT S T o BREANTY A5 St Sl A I, A PRI AN R A i £
ID.
AU s h & 1D PO MR, AEREASTY RO A th 4% 1D.
EIGRP 5 A LI (AR AT AR A B AR JE R R
A
AR WERIZARREN SEIUCAR A 2 e 5 R AN R A AR, WX AR ] e I AN W R I R
PR o BEREGARXS RS, TR AT IX Y R D 2y A B ) — R Db o 335 2 D G A A X 0
FTP FAEEET

o W SR FTP 50l TR 2 30 T i f ey AN R (KO SRR B3 AT DA L P AT 4 25 PR I B
B R IE B A IE AT O OB 22 W I A . (HU, A REDHT N2 il o A JF 508
TR, WA ERRFA TR IR #0022 BT

© WERAEHKs AAA T FTP Ujin), U2 8 s 5 v A2 i
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iempiemineez: [l

ICMPA&: M Fn &R 8%

ICMP i1 ICMP 435 5045 (08 Y BERO SRR e T 70 L ICMPACMP B 5085, R 1 ICMP o
B, ICMPEFFIE, HFFURSCRR G B0 1 ICMP R, 1OMP YA 0L, 15 1 2
SO, BRI ICMP IR — AR 2 AT 5 OB RO LA, 5 i 33 204 1OMP
5072 B TSR TS S I A 3

(HIE ISR ANEREE
FEROTHE LB, B IR R AR o A B B 1 B 6 38 e A AT AL TR
M6 B4 524

NAT FfO&E

NAT 7] G4 S MAERFIR A h i . NSRSl NAT S 40 i) il RIS BIEERE P AN K ASA, TRk it
BB AET 1P A 11, NAT 23 EUN BN 5 B 0 B AT AR 9 1P kb A/ sl 1. >4
B W BIEIFAE NAT Py & (1 ASARY, Sl SRR BERR 5 R BIPT A ¥, S EURTEE B BER 1
AR WHERL B AN QIR A 38 (e A, DO NAT I fi 4 e 8 T g A2
R 2 4 AN AG 25 45 2R 0 Hodle A Qs 2

U SRR E SRR A ] NAT, 335 % 18 AR HEN:

o AMEHARH ARP - X TG 1, D)) Wi (Rl ik AQHE ARP (15, 3xXn] LAR; 12042 i i
TR CAATEERE T ASA REFNSE SR X 45 ) T 4HE 1P Hhhik iy wi i thhk, Bk
P 25 7 L A I Tl By 0 S ERER Y PBR. X 0T %5 /Y 4% EtherChannel SR A& ]/, PRI U —
AN TP Mk 5 AR 11 OCTRG .

* PAT R N ERIMAC - 152 B BE R LL T HEN

o BEENUBORGUE BB FA O A GERE, T2 N ] TR AL B, fERE ALK
VU BRBIRCE N 1R 3 A AR, ORAE 4 3 AN B ok B AL AR S
AT, T RASMIC 3 AN R, AN R AN

o FESATRE LN LB R TR BRI, 758 i A48 419 B R s T ERAN T BRI

* WEREEAT R PAT BB O PAT bSO 4B (¥ TP hEE D, 2 S8R it A2
IS AT A i ) B A L8470 335 SR AR a4 QS R AT A i TSR M BE D BE IR AT
B NG INE PAT it i, FURHL T ARSI TY R 1) 7 Pl IR AT U 07 85 1 (1 S T
&

 FEERRERIRAENT, AREEEE SRR R R P BRI e, Btk
NA AR R R IR B, TR BN R BT A H S BE U 3 R B X e
ARG A e e %), 8 PT LA S et R/ N I F T 1 A e 20 FE R o

* XF5hA PAT fif Fil NAT jh k43 - BC & PAT i, SERPEth b A4S TP bk o0 g o B,
BRINTEWL T, AEANBRER L 512 w1, (E S0 B o D He B eu), e B i B . X SR
RIS AT 2 WIS 50D, PRI s AT — AN B AN PAT b A TP 1
bk PR, AE—NEERER PAT ] DU DAY — > 1P ik, B DASCREIETIUN 1) PAT
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B scre sz

YERERCAITT . i I HRE 25 R 1 YE E 1024-65535, FRAEMSTE PAT th NAT 0] o g & 3% 0k 1
DL S B R 1 1-1023,

o TEZAHUN B S48 H PAT it - 2275 22 20 M b AE Y [R]— PAT b, DA 2503 s U v p 2 11 3k
Peo WAHLERTA BN AE R B 1, B AERTA A “ATR” B2l o ANBELERUIN iR
HAHR e R “ATR” B0, BRG] GETIEA IR P S A 1 e iy s AT U
B2 MR FH ME— P PAT Jitb 2 B vl S 10 7 6

o AMEHES T - SEREASSCFF PAT Jth4E 1),
o TP FE PAT - S SZF & PAT.

o PEBIT RV BB A NAT Hedfte - 2100 i O B R O F S BB 19 e 88l 1y i B 22
ZAS NAT MEHIF HAEHATER DI, kel SR NI Y s . B0 i it sk

o 1B xlate - ERFTA LI xlate S RE IS BT Rk, 25 IS TR) 48 AT BE 2380 25 B I
5o 23 R T 2 TR BB INE (refent 2 0) , MR xlate i1,

o BESUE PAT JIRE - BF2 06 PAT DhREHARGRE L I DhRE, (e Redim PAT I nT g ek, i ELXT
LR, E RV SO PAT IEBMATE & ML T, 205 PAT EE %20
e R BT S AR A . BROAESL N, BT TCP i1 UDP DNS Ji s a4
1 PAT %4, 1fif ICMP P47 HoAth UDP Ji i3 2 &% . &Ly TCP #1 UDP fic & 525 1
NAT U LS X Se BRI B2 S, (HE, EANEEN ICMP AL B BES1G PAT. T £ 41 PAT
(PyiEE (91 H323, SIP 8 Skinny) , 0] LAZEH OCHK TCP iy 1 [ BE23 1% PAT (GX£E H.323
FISIP (1) UDP iy 1 BRI 2 4508) o A KB4l PAT MTEANME B, 1S W b7 KB C &R 7

0 EUN RS B AT AS PAT:

* FTP

* PPTP

* RSH

* SQLNET

* TFTP

* XDMCP

* SIP

o WRIEAT K NAT BN GREE—J54%) , WINAE A 34 CLI H1 ) asp rule-engine
transactional-commit nat iy 2 Ji H AR, A0, 5 AT RE TR I AN SRR .

SCTP Fn&#f
SCTP SCIB Al IAEAEAT Y i QI (T8, B2 F0ERB I T [R5 k.

SIP A &L EF
PRI T AR AT A ROV G T SRy BIC TR T IR 15 4
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snmp ingz: ]

ANSCHF TLS ARHIL . o

SNMP fR& 8%
SNMP AQRLZ A TP HUhEAE W R — DASA. BTCIRF AR IE I & T e -

S5 N IR 28 A F A M B ik 7 JE 242 1 TP Hh ik T SNMP 481, 405 SNMP AQE 4G 18 34244 1P Hudk,
W) 21438 25 1B A R I, e b A A K RS DR S

S ) SNMPy3 HETAERERS, WU ERI AR I B 5 Vi I (O AR BE4 15, T SNMPV3 JH ST R A i
VBT . SRR A TR T AT LA P B 0, B e e L
i,

STUN Fn&&f

PR RS R R A S STUN A 2, UM FLA . (HE, T 2 AR T 345 ID R .
TSR] STUN 1K 5 A AR, I HLo9 — AN sl 21 STUN MR, JJiZ% STUN i B4 4 25
Fo

ot HEFEERE

* RGHE - BRI RSB A QARSI H SR . AT E H ek, AR
RAEFR G H S SRS 7 B s AT TR SOAN [R] (9 e 26 Do BT, SRARE rP ) i A s Al A2 1
A TN I E . WK H SRl B A B LA B 1D, AT 1 s AL i &R 48 H
B BHSELOR A1 sl WASKE H &S BB A G 5| R e B 48 A Y
AT B 1D, RS HSH St B Bk B AF Y

* NetFlow - SEEFH RN Sl A B B 2 NetFlow 239 . NetFlow WK EE R H 445 ASA
Pk B K] NetFlow 5 H 28 .
EEl TrustSec FHEE
AP S 2e S 2 brid (SCGT) 5B AR5, T S5 SGT IH A B 1 5, Zdi 1 s mr BA
RG22 A S ms 6F SGT At b DU ¥ 5
VPN FOE&EEf
¥ ] VPN ZEE T IhEE, R S SCRE VPN .

\}

AR EBEASCRRT RV ) VPN,
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