YN

REEANFUATAE ASA L E A R &l F B R SRR E

s WE T WA LR TS Telnet 27 , 265 1 70
o WE FAE, 5530

o BUE A, 10 0T

* & DNS k454, 5814 00

o i A S OO R - (S8R ISA 30000, 55 16 17T
o I ASP (i 2 4= 4e) MEREFIAT N, B 18 WL

* 154 DNS 2847, 2520 it

o JEARVCE L, 520 5T

IREEN A B3R REHEEH Telnet 25

BB LA 84 SR IS Telnet %505, 9047 LA N 28R

FrIaZ |
FEBEE ML A% B IR Telnet %05 2 /i, A AT LR 77K
s FEZ SRR, AT RGERE S AT A5 ) TP G B B R LA R A
* A ERSAT Telnet %053 A AE RN 5P RE,; WREIHAERS P AT,
* BNRG VI 2 SICE, WA changeto context name 1T 4 .

UK
Ty ASA sl SR E BN . BRATNA A “asa

hosthame name

T

[
P
&
]
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B s=:n%. 828EREEN Tenet 143

ciscoasa(config)# hostname myhostnamexamplel2345

UEA PRI 2 AT 63T AT EHLA LN P RESE 7 ISk AN R, OF AR S 7 iE By sl

T

N ASABLE LRI, ZAFOR B AT . AR 52 GRS, Wiz EHA
AT T ERER Ay S B

2R, FERGAT A W BRI B B e T S S ar AT R R . AR R A Ik
PR A M BN A AL Bon e a7 H, ER{E banner fir4 $(hostname) 4 fAEH -

N ASA ¥5E 4 . BRI A N default.domain.invalid.
domain-name name

i

ciscoasa(config) # domain-name example.com

ASA S BRAAAE R IR BB MBI IRE A4 FR . B0, WRERHIEA B8R “ example.com” Jfiliit
ANZBRE AR “jupiter” KAFE RS HEMRSAE, W ASA 20K B FRBEE N “jupiter.example.com” .

BRI BRAESL T, FHE NS, HE— KA enable dr &I, RGNS T NE
i
enable passwor d password

il

ciscoasa(config)# enable password Pa$$wlOrd

T AR AT IO S B, W AT A A S A NRR AL EXEC #8a. WAREAABLE HTTP 456
R, 3 AT A RS DA P 448 5 ASDM.

B SR — AN KNS R, KRR 8 B 127 ANFE, T LR EYLSEF ASCH W] 4T Bl 4%
CFFARAS 32-126) , {HIZLURRRAR.

« M
« WA
o A=A =AN B BB E K ASCIL 747, i, DUR SR g 44
* abcuserl
* Jij1543
* 11/ aaaa
* J1/2666

i T S S R AR (15) Wi . AR A E Ay S5 8 WIWT A LU iR, W0 21 15
(RIREAN L PR 2 o1 BB I FH R «

B &xiE
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enable password password level number

encrypted SCHET (F 9.6 FIRINRA T, FHT 32 AN A5 s LA RS ) 58 pbkdf2 JC8E T (16 9.6
A A, T EOEE 32 DN FRFIE D A8 9.7 B hicAH, T KEEIE) R
OIS (AT MDS [F#(55 PBKDF2 ChE T A5 ¢ 2 BIIR A= DI fE 20 {1 SHA-512 #(
F o WRER, DU SRR ARSI T MDS IO, BRAFEAA BT . 414k enable
password fir & HE UE )G, T2 HM, ASA SR HARAE RN BINGEAT IN% . HiA show
running-configir 4 Ji, enablepasswordiy & AN s SEhr s EoR s I K, JEER encrypted
o} pbkdf2 8. Flan, ki NERS “test” , W) show running-config iy &4 i A 290K 5 LLUF I
AR

username userl password DLaUiAX3178ggoB5c7iVNw== encrypted

AT BT UV RURE WS L B SOk, DS 85— ASA WPl AT, i ELAAE FHAH E K 38 Ry, A S B
CLI L%\ encrypted o pbkdf2 S¢4 .

S A T %

IR 4 N Telnet V5 M & B SR W . WHBINEN,

KA E Telnet AU UERT, BRG] T Telnet Vil .

passwd password [encrypted]

i

ciscoasa(config)# passwd ciscol2345

password /&N XIp KNG RS, 52 1116 47 REEC P AU IR P AT AL BRI AAE SRS R A o i)
AR ASM A T4

LU A T A RAFAERC B, DA N G %0 5 VA B G IR % . G S o 1 B g PR 5 22
KB HIR 5 — A ASA, ARRFNITE S G205, AT B hn 5 % A4 A1 encrypted JCHE 7 — il \ passwd
fir 4. W, HAEEFEHI A showing running-config passwd fir 4 IN 25 B % 251

% & HERFORT ()

\}

ERE 520N Firepower T~ S H30 R [192100. 4100/9300 13 & FARIES (] ASA 2 MHLAR R BOX 25

WERXESH BEA

LR EIN XA A HVEE, 3T U DR

[
P
&
]
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P BWENX . BIARX R UTC.

B &xiE

Firepower F1 Cisco Secure Firewall £71 ;

clock timezone zone

* zone - %t \ clock timezone ? iy 4 LA & 1l #2532 (11 X SRR A1

oRIE

ciscoasa(config)# clock timezone ?
Available timezones:
CET
CST6CDT
Cuba

EET

Egypt
Eire

EST
ESTSEDT
Factory
GB
GB-Eire
GMT

GMTO
GMT-0
GMT+0
Greenwich
Hongkong
HST
Iceland
Iran
Israel
Jamaica
Japan

[...]
ciscoasa(config)# clock timezone US/?

configure mode commands/options:

US/Alaska US/Aleutian US/Arizona
US/East-Indiana US/Eastern US/Hawaii
US/Michigan US/Mountain US/Pacific

ciscoasa(config)# clock timezone US/Mountain

P AR 5

clock timezone zone [-]hours [minutes]

US/Central
US/Indiana-Starke

* zone - LFRFER EUR e BT IX, Bl PST Kom A V- ERRAERT 7] o
* [-]hours - ¥ &5 UTC & /N 3. 61, PST -8 /M

* minutes- W& 5 UTC 1k & 00804

i

B2AEE |



| sxigs
warnznEsnan [

ciscoasa(config)# clock timezone PST -8

FPR2 (ASA virtual M1 ISA 3000) 5 A LL R iz, LA SO A I H VS I ERAE.  BOA A H v
PR = H 3 = AN E W H 8= 2:00 21— HEE— A2 BTH %= 2:00.

* WERALNIFHMEATRH Y, AR S0 R e B WU s &, Wi 2R
H .

clock summer-time zone date {day month | month day} year hh:mm {day month | month day} year
hh; mm [offset]

* zone - LLFRF B IEAIRE R X, 41 PDT Rom K A0

e day - BCE - HHPE LR, AN TRI31. Fldn, HIF el Ay “April 1 8¢ 1 April,
FARE Tt ks 2

* month - Ly AF s R sCBEE A . B, A AR “ April 1 801 April, FARIK
PeFhriE F IR

« year - LAUA B AR KB E AR, i, 2004, 4EAEHD 1993 4 2035,

* hh:mm - BL 24 /N RFIBE BN AT

* offset - ¥ 24 H A0 . BRIMVEILT, &R 60 435
7~

ciscoasa(config)# clock summer-time PDT 1 April 2010 2:00 60
o DIIE AR H ST, m AR iR HHIXAE, e B A ITF RS ) H . tedr
A A BCEIR N WG, Jof B 8 .
clock summer-time zonerecur ring [week weekday month hh: mm week weekday month hh: mm] [offset]
* zone - LFAFERTEASRE R X, 40 PDT EKox KA.

* week - HI 1 3 4 Z [A) R4 H R “first” B¢ “last” IXFERIHTEE R H P rgss JUH . i,
RIERWGFBEAES TR, W “last” SKIEE.

* weekday - 2 ML B BT BRI =R

* month - LU AF R R BCE A 4

* hh:mm - DA 24 /N HLBEE /N A

* offset - BEE EN R A HS B8 BOAEILT, %468 60 24,

R
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ciscoasa(config)# clock summer-time PDT recurring first Monday April 2:00 60

{3 F NTP Al 55 8512 & H EA 06T (]

NTP T2t o3 R MR G5 a8 R G0, nIAEMI 28 R G0 B AURT A (K [R5 I 1] o I i) R0 0 A il B PR
BRE, BIQIEAE CRL, HALFRRGHAIN (A8, WHCE 2 NTP RS 4%. ASAEFERPEARMIRS %5,
VR i B i T S bk 0 5 3K

NTP Jile 55 s 25 1) B TR) 4 78 55 T 30152 B (R A AnT I ) o
ASA S £F NTPv4.

FiaZ |l
FEZ WU, U BEAE R ST B N ]

UK

(nfik) A Mess4s S KE.
a) o S5,
ntp authenticate

i

ciscoasa(config) # ntp authenticate

7EJ3 H NTP S BAiE I, I8 4207 ntp trusted-key #ir 4 ifs & — %4 ID, 348 H ntp server
key fir & K5 1% 3 5 5 IR 45 2 OB K . ntp authentication-key v 4 1% ID fic & 52 Fr 2% 4] .
WA 2 6 54, TE RS IR AL E AN 0 ID.

b) 5 B ARG AN SRR 1D, JlLE NTP R4 #8317 5 0 56 1F A A0 T 1
ntp trusted-key key id

i

ciscoasa(config
ciscoasa(config
ciscoasa(config
ciscoasa(config

ntp trusted-key 1
ntp trusted-key 2
ntp trusted-key 3
ntp trusted-key 4

) #
) #
) #
) #
key_id ZHUNAT 1 A1 4294967295 Z [ [FMH. PN ZAZEATEY], 2 QRS HAEH.
c) W NTP k%48 S K uE% 4.
ntp authentication-key key id {md5 | shal| sha256 | sha512 | cmac} key

B &xiE
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L

X

Faigg s [

il

ciscoasa(config) # ntp authentication-key 1 md5 aNiceKeyl
ciscoasa(config) # ntp authentication-key 2 md5 aNiceKey2
ciscoasa(config) # ntp authentication-key 3 md5 aNiceKey3
ciscoasa(config) # ntp authentication-key 4 md5 aNiceKey4

* key_id - {{i [T} ntp trusted-key fir & ¥ & % & 1) ID.
- {md5 | shal | sha256 | sha512 | cmac) - % & 5%

* key - K BPIWCEN IR 32 D FRFI AT

HIE2 bR NTP IR 5545

ntp server {ipv4_address |ipv6_address }[key key_id] [sourceinterface_name] [prefer]

il

ciscoasa(config) # ntp server 10.1.1.1 key 1 prefer
ciscoasa (config)# ntp server 10.2.1.1 key 2

ciscoasa (config)# ntp server 2001:DB8::178 key 3
ciscoasa(config)# ntp server 2001:DB8::8945:ABCD key 4

WREHH T NTP 843 51E (ntp authenticate), WA Zi{E I i ntp trusted-key fiv 4% € 1) 1D #&
5E keykey_id %,

sourceinterface_name JCEE S HON R NTP 08 (4% e 1 Clnn AN AR i b 28 i BRI 2
D« ATEZEREA N REAOSATMTHE D, e e i srboe XD A/

WIR L2 GRS 2 IVERR AL, prefer S4 7okl NTP RS 25 ¥ B 0 1k iS5 %5 . NTP A ] —Fh 4
D e I RS 3, ARG 51 AR IR . WIRZ GRS 2 IIMERFEAEAL, prefer ST K f
SE AT X LE R 25 2 P (0 65 IR 55 9 AHE, A SR 5 IR 25 8 PRI A 5 1 A o 1 2T JE AR 45 35, T ASA
W X & EUEI MRS 55 o B, ASA ] 2 24 4%, MR/ b kiR s 2500 3 )25
o

fE 2 G M ASA S A HERAM IR 5525 -

& HHFAET (8]

ST RCE HIAINE], 3 AT LR AP R

FHia Z |l
FEZ MR, AR R GUHC B I TH]
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Tl E H I
clock set hh:mm:ss {month day | day month} year

Tl

ciscoasa# clock set 20:54:00 april 1 2004

hh:::: 500k 24 NSRBI 280 FFr . Bldn, %N 20:54:00 Fox N4 8:54.

day fEBCE A HIY], JEEY 1231, B, T april 1 8% 1 april JEXEA 4 A0 H 3], HAKE
PR FrrE H RS 5

month {HBE H o RFEFRAE H RS 2L, 7T april 1 8¢ 1 april 224w A H 4341 H 1.
year {E A DUA E0 7 BB SEGY, B4 2004. 1525095 1993 #2035,

BRAIARFIX A UTC. dnAesi A clock set fiv4 Ja 1 clock timezone iy & SE B X, s [a]Ks H Bl 4
J I X

Ui A IR TR) BE BAERE AT, ANERCE SO ORAF IR (8] o I R A5 R ERT R B4 k. 53
clock fir & AN, Bdr & AR EXEC iy4. BEE E N4, EF 24 clock set fir 4 1 BBT AN ] o

fic & #5 7 B (8] 1733 (ISA 3000)

RIS TR] B (PTP) & RIS TR [ 20 WS, 70 2 T J0die A 1) W 206 o (R0 48 BB o R I i 3K 22
BEA N B AT AR R EEANRUE P . DR o TR SR R Se e vt i HLssdE &5 1
T ARG, DU L ZER D (1 58 A AR B4

PTP ARG — N A N R Ge, 7% PTP B FIAE PTP 45 205 - PTP W40 2 i WL IR A 4
GBI . JE PTP 40 5 MR AT Heb L 845 b 2 AT HL At B 14 it 4 4%

LUK ASA BEASTL E MBI B . ASA WAL 8 PTP I 4P[H 2. ASA &Kl i PTP
TRIABCE SO, PTP 4 ERrE X

MIKBCE PTP BRI, TR0 B RISAT M B Ml . Bk, T LU E 24 PTP 3,
SRR AN PTP B e B4 8 FH — AR S PTP B 4
Fr & Z il

* LIHAELE ISA 3000 FAHTH.

o ARSI SRR SCREE A PTPS

o JBF PTP AL SCHF 4L 4% PTP M B

o BRI, fEIBE W R X BT ISA 3000 #2115 ] PTP. 7EE AU, 200 in b 2 e
UL R PTP S i i % 4% .

B &xiE
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Nil

B

me et iy 1sa s000) [l

* PTP (L a[ JHI-T- IPv4 (4%, ANA[ T IPv6 %5,
« PPBLLLK I H: O SCRE PTP S, TGI8 2 Sr xS AR AL 5L o B E LU P X4 AN S
s HHIE,
* T, EtherChannel. BVI SiATf] HAt gz ol 11

o A N ERATIE MK PTP BCE, WISCRF VLAN 70 B/ PTP Ji.

o WAZURFI PR SR PTP Bl Al I B 2% o AR IR KB T, BRIASECE Ui 0 5138 LL ARV PTP it
., PTP %= i UDP % 319 #1320 BA A H¥x IP Hulik 224.0.1.129 AR, DRI % o B K B4
T, VR s ] ACL #i v He37 .

o ERE BT KIS IR, IR PTP 341 n HI 44 % i -
 FEAA RN E AL A4 multicast-routing.

o XTI BT PTP, HAEMMFALE R RN, EE AR R E 44 igmp
join-group 224.0.1.129 LA 253 H PTP AR AL 03 G 43 o MrEe 4l 03 AN S5 BAN 75 224
a4

i

TRE VA& I P A e 11 A3 -
ptp domain domain_num

i

ciscoasa(config)# ptp domain 54

domain_num 2 ¥t e b A i (R Re 5 o AR LA Ik b B A 1) et ke (5 e AL R Hd L — FEAL
B, ASUEATAERT PTP ALBE. ZAE AT LA 0 ) 255; BRIMEN 0. FALER S5 PTP B4 LICE
IECE RS

(A3E) e FRCHE PTP W 4hiisk.
ptp mode e2etr anspar ent
il

ciscoasa(config)# ptp mode e2etransparent

b & FIAERT A R ] PTP (43 1 _E s Y i 28 28 W A

A FJA FH PTP:

ptp enable

TERGE ] T HER R ECE Mk PTP P4~ 821 EJE H PTP.
il
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ciscoasa(config)# interface gigabitethernetl/2
ciscoasa(config-if)# ptp enable

A& F %6Y

] AR I b s A AR AU SOAS Y, R SRAE AR BT B A T T i P
Bl MJC T E SR DD e A A I D RE AL AT .

* OSPF

* EIGRP
* VPN fE 1

* VPN GeFEv; [ Mt s 1))
. WS

* AAA JIi55 s

H &l %
IR

llJ\\j]u_iEEiE 2

UL N B O R, AT BL R AP

T

ZHI
L HREAE A2t vh AT, flanl k#5444 . SSH sli@ ik HTTPS 44 ASDM.

s RO RS, (FORBEE MBI ], WA S o s i i 2 B vl R, Tl
B N SRR IC Y, AR R e LA A e Uk

o 75 /A% A A% o R P B S0 i 22 Bl writestandby, X245 3 G B 2 21 45 H

B &xiE

Wk o WUERAGEAT U WA, B0 3 B e B A FHAH R ) % 0, 25 st B2l
WA A S B E ST ORI RCE AT . T R R, ST
N\ writestandby. writestandby BI85 353 /3 BT B R R W, OB B
Jict i AE [R5 B 2 B i BR . 8V i% 48 H failover active group 1 Al failover active group 2
WA G T ASA _ERIFTEE ST i writestandby, 2R )5 1# ] no failover active group 2 T4
5 2 G 508 IR B4 B 5
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$IR2

mmsiEsEzE

UK

BB T A BN A H I %A . S K AT 8 R 128 NEFF 2 ] BRIBAS TS5 RG] 5 2
SN ITAT FAF AT T % 0. R AR AE a2 TR N, W RS SPREMN . BN,
AL N

key config-key passwor d-encryption [new_passphrase [old_passphrase]]
P

ciscoasa(config)# key config-key password-encryption
0ld key: bumblebee

New key: haverford

Confirm key: haverford

iR A B R P NS, DU S B il il S A & ) SR i X .

IH A H nokey config-key password-encrypt fiv4, IRk iZ i 2 2K N 2 5 i 5 25k 4l SCA R
B2 28 AN SRR B I3 (R R A RRCAS I8, R4 A 2 i 2 1) no TE K.

Jed FH 3R s

password encryption aes

TP

ciscoasa (config)# password encryption aes

SUER s i s A v 3505, B P S i R g o a4 i e B K Lo s i a0 s
fthe

PR B R I IR AR A, D2 i U 3 A AR AR AT T

U KA 548 1) no password encryption aes fir & 25 B I I, A DAY I S iR O RE AR, JF B
B AEAE, N 3 i AR Al Y SR A 5

TRAT T35 (B AT I (AN AR S L

write memory

Tl

Ek}

ciscoasa(config) # write memory

WA A A S, SR E P T GER T W CA R LRI AR I RAT) « Ak, FE2 1R
AR, EEEEREE SACE PR S Bk, At s s i 2 25 m . W RE RS
T S i write memory 4, (W ARTENTA H FH seh iz a2, W 48 s g hn s 2
Rt . 8%, 7ERFEE ST write memory all #r 4 LARAE A HLE -

2458 I}



B2AEE |

A5l

LA R R B s AN AE E— AN

ciscoasa(config) # key config-key password-encryption 12345678

PAR 79 s CA7 A

ciscoasa(config) # key config-key password-encryption 23456789
0ld key: 12345678

FELLRonflh, AN E SR GS, UERGRNEmAEY]. i TEYCaifE, R
SNV TTIANS

ciscoasa(config) # key config-key password-encryption
0ld key: 12345678

New key: 23456789

Confirm key: 23456789

FELLR7RB, DO AAEE], TR G A s e Y],

ciscoasa(config) # key config-key password-encryption
New key: 12345678
Confirm key: 12345678

A B R S R K Ak Al SR o R R R AN SRR I SR I DL R IR OAS . R
il fe+4r1 H
FFiaZ wi
o JFHNE Y7 LR A G ZEH, EAEMREEOS, F 130, FEZENNIEEL,
o R U REAE A2 ig b kAT, Bl e Telnet. SSH, =it HTTPS i%$#: ASDM.

LA L, WIATEL PR
UK
MIER . WACRAE A& TP AR, TR ZUR R R A

no key config-key passwor d-encryption [old_passphrase]]

IR

B &xiE
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Nil

MilpR £ O <

Nil

B

B

mrE0s ]

ciscoasa(config)# no key config-key password-encryption
Warning! You have chosen to revert the encrypted passwords to plain text.

This operation will expose passwords in the configuration and therefore
exercise caution while viewing, storing, and copying configuration.

0ld key: bumblebee

PRAE B 1S AT INHEL R AR R i
write memory

-

ciscoasa(config)# write memory

LA RS 53 Al 15 OFF MR L

EZ M RBEAT, FHMAE RGN S E PR . B, P st h S AR 2 25 .

RARTE RGNS SR N write memory 74, (A RTETA M P 1 serh N iz a2, WA 1 5
RN RS R R . BE, FE RS Sth A write memory all iy 4 DLORAT FT A L E -

TR F S o WER T 6 R ORI, Ul B i =0
T ER L, W PATEL R

i
OB 3 R 55 o S B 1 PR

write erase

i

ciscoasa(config)# write erase

R0 & RN ASA, AN AT Ay 3= 3 5l n 2 %0 o
reload

i

ciscoasa (config)# reload

2458 I}



B ==onsmss

B2AEE |

BCE DNS BR 5528

T E DNS g5 a%, LUME ASA BEUSK: EHLAMENT A TP Hohk. JEDAZIACE DNS R454%, PALEDS
i) I A e 52 4 R SE 844 (FQDN) P28 56 %2

L ASA T HE 7 2T H DNSHR 25 28 4248 44 Vi R AN AR 55 4%« Bt LAl ZhRE, 940 ping 2% traceroute
T4, W% N EE ping BY traceroute AR, 110 H ASA GEAZE T 5 DNS R 55 a3 3E47 1815 K ARAT LK
YF% SSL VPN FHIE P iy 2t S FF 44 FR o

BRINTEDL R, 15— 4% 4 DefaultDNS BRI DNS R4 2841, #&nl LIGIEE 2 > DNS fR4s a4l —
ANRERNAL, i A4l T LSRR e AT OG5 DNS IR S5 8% 4 S BE BRI L ) DN'S 185 SRk 4
ZAle B, R R AN EE eng.cisco.com IR 45 # I B A FH N DNS 45 4%, Wnl LA
eng.cisco.com WG 2 A DNS 2. 58l S AN VL L (1) A DNS 185 K #4580 H %A S BRI
DNS Jikg5#s 2. #lll, DefaultDNS 4 n] I HESMHHE 1 Erl I 23k DNS JIlR%54%, - B4 VPN &
T2 L A DNS RS 2541. A XA R, ES a4 22% 11 tunnel-group v 4.

\}

AR ASA A MRSCRFAE] DNS kg%, BRI T-IhRE. B, K28 ZOREMmA 1P ik, A4

TBIECE name i % LR 2 AR5 TP HUEARIEG, R names A& 8 A4 FK)G, A REWS AL ] 44 7K

FrIa Z Al
DR 5 Y DNS 3842 2 3 T (A A 2 10 PR A T ) B b A ) R, DAAEE REAS 1135 DN'S AR 55-45% o

UK

Ji Hl ASA gk i% DNS 153K 42 DNS RS54, B2 S8R i AT A PR 4
dns domain-lookup interface_name

WRAAERZ 10 1 JH F DNS A48, W ASA KANS 5iZ3z 1 _FfF) DNS JIRSS 23l 45 . #fesers T Ui
DNS Jik %5281 Brf #1105 1 DNS £k,

i

ciscoasa(config)# dns domain-lookup inside
ciscoasa(config)# dns domain-lookup outside

U > DNS R 55 & 2 R 55 2 78 i 21 4
a) DNS 552844 7R
dns server-group name
LR E ERIA ) DefaultDNS 45341, 146 @ DefaultDNS 15k 4 F5

oRIE
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b)

c)

d)

mEons Bz [

ciscoasa(config) # dns server-group DefaultDNS

HAFERE A Z A DNS k554 .
name-server ip_address [ip_address2] [...] [ip_address6] [interface_name]
ALENAS TP AL A L — et JARR O, SR T A 4

(A% F57E ASA 5 AR 55wl 5 4 I ) interface_name. IR RIEERET, ASA K i
PR WEREAT VLRSI, WA A B K .

ASA ¥ 52484 4 DNS R4, B W H R,

i

ciscoasa (config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6 outside

RO TBOALD BCE N BN A (R EHAARTERRGEX TR

domain-name name

i

ciscoasa (config-dns-server-group)# domain-name example.com

(AIE) B E DNS JIks5#s 2 i FAd Jm 1t
WARBNBCEA G S RILS, 56 LU fir & S AL .

* timeoutseconds - 23 F—> DNS R4 %8 Z BISERF IR, A1 31 30 F0o BRIAME N 2 75,
FER ASA TR S5 285136, LU IR INAs .

retriesnumber - 24 ASA ICAEIM Y, ik DNS 42852 L M 0 2 10 K.

* number-DNS4: H (4 /NTTL, LLor8hy 5if7. expire-entry-timer minutes @14 23 THI 25
K2 HMTTL, WITTLSE #2004 H il an RTTLEC R vHI 284G, WUt 20 2130
S HIEME: EXMEOL T, A TTLER NSNS 2, %4 H ¥ MWDNSEH &L+
MR . MBR4E HZEREFragm e, MMmEmpraeas i L. BohHLE DNS
SZEHWUAAAERE RN TTL AR 38D , PrlERets i b S Seps B TTL. BRI
grel (R, T o HEER i NTTL A 108D o JEFEA 1 %2 65535 341, A\Ufi##T FQDN %
286 0} GRS ATE FH e 1

* poll-timer minutesnumber - K FQDN [ £/ L0 S A A TP Syl 45 FH £ %8 v Jo 3031 1)
oyt o ALLER KA SR 3] FQDN % G A fRATIR L0 G o 7 I 3 2 ff AT 110
B TIAIRE ;. DNS 4% H BYZEAF I 8] (TTL) A5 T8 s 50087 1P sk A dfr i i i), A4
FQDN wJ LALEAE oy J 1 AR S it b . BROABEE N 240 (4 /NI o EEN 1 2 65535
Iy

e) EHE LR DERNINEA DNS k4454 .

CHIIE) Ry ST 2 52 DNS g5 4841 .
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dns-group-map

dns-to-domain dns_group_name domain

Tt 2 P LAWUR 30 Mk ANBERE [F]— 1S 21 22 A DNS 55 a4, AE AT LCKs 22 NS ) 21 ) — filk
Frdndle V) RHAT A IR 2 L] T BRAE A (40, DefaultDNS)

il

config) # dns-group-map

config-dns-group-map) # dns-to-domain groupl eng.cisco.com

config-dns-group-map) # dns-to-domain groupl hr.cisco.com
config-dns-group-map) # dns-to-domain group2 example.com

ciscoasa
ciscoasa
ciscoasa
ciscoasa

PR 4 FEEEIN DNS 4.
dns-group name

BOATSOL R, CFF%E DefaultDNS. WURECE 7 HABAL,  WATLLAE A b FA B4l BRiA4]
(¥ DNS ZH WSt o AN BEAT AT A SRR (142K o
i

ciscoasa(config)# dns-group new default group

Ml ERE SR ERRE (B ISA 3000

TET LU PR 5, DU IR S (R I v TR 4K SR A 3 IR 2 IR Bl . SRR RS R R 2
GigabitEthernet 1/1 Fi1 1/2 LA} GigabitEthernet 1/3 F1 1/4, “4fifi {55 5 Ab-FiG AR BT, A2 5Lty
KRETNRE, PRUIE B ORI T AR FoVF IR S I 1 RS o 37 S B DA A 5% s M U

o WehEeA T T B ISA 3000 %o

o WSRO IS, A4 45 LUK M%) (GigabitEthernet 1/1 F11/2) SCRERf{F48
1T

* 24 ISA 3000 W7 L F2E NREAF 5 B AUy, A SR8 Lo T LU s M0 H BRI B &L I,
insidel <---> inside2 A1 outside] <---> outside2 Joyk F-HEA TG . X LS O [ T E NG E R
SFELK,

o A TERBUEEER TCP IFAIBENAL CUIATE P TiA) o WS s RN CBRIARED , TIFERL
T A 55 B I T B EE A TCP 1 BRUIE DL R, ISA 3000 2 it I (1) TCP iEH: 1MW ih
JP40%5 (ISN) S ARG T« WG 52 I, 1SA 3000 ANFRA FE RS2, A H#H
JFH0 s BlCR P s BRSO T A5 I R sk k. RMEZER] TCP RAIRENLIL G, Shat
TCP E AR T HH T, A BERAE V) ) 2 e 281k

o WOERIAE SRR I, REAR S e D L R TrustSec BB L 7. 21 ISA 3000 T )5 S FH
SERRIN, S EORT PR IX LI

B &xiE
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TIE4 %

mEEtsnnnEsE (Brisas [

o {5t PR A 55 e b U B K A2 I I ISA 3000 Hdis B AR I, 7 B dHT i v e Y TCP 234, A
B s AE D) I () 2> I s 2

o MAEIESS AL TR BIRASE, DUKK PHY SWiJTidERs, Ktk ASA ikffie kA, Bomf
e IR A PR A o

KT 1SA 3000 H X HLYR, FIE ASA OS AR XCHL PR 37 A FOHBC E W SR AL A — AN R A2 ik
B, ASAZKRHARE, BLAREOLT, ASATREA—HYR, HEIHLphf —AqPIEs TE eMAis
KR,
Fi&azZ 8

o WA ZBUREAE A 55 B 1R BIAT WM L N 1 o ANBERE C AT I 42 21 vp 4k ity 1

UK

TG FE 1 T P S0 ) S R0T F AEA1 55  «
hardwar e-bypass GigabitEthernet {1/1-1/2 | 1/3-1/4} [sticky]

T

ciscoasa (config) # hardware-bypass GigabitEthernet 1/1-1/2
ciscoasa (config) # hardware-bypass GigabitEthernet 1/3-1/4

sticky S 72> £ LK SRR 46 3 30 i A 0% ORI AL T REPF S5 A . AEIXPPIG LR, fals 245
HER AL Jo T2l R AT REAE 55 % s RIE TR AT VR A2 T H AT IS JL 2 o

Tl s AR 55 s -
[no] hardwar e-bypass manual GigabitEthernet {1/1-1/2| 1/3-1/4}
il

ciscoasa# hardware-bypass manual GigabitEthernet 1/1-1/2
ciscoasa# no hardware-bypass manual GigabitEthernet 1/1-1/2

CAIE) KRB AF 55 R IC BN IRAFIGE SIRAS,  FLE] ASA FirePOWER BEE A 5l -

har dwar e-bypass boot-delay module-up sfr
Jet FIAGEA 55 BR INF 250N T sticky B30, A feisqT A skl . A7 har dware-bypassboot-delay i<,
TP 55 % TT E 2 fE ASA FirePOWER B SE R S HTAL T ANEZPIRZS . B4, W AR e Sy
WO SGHT, MRS RO e R EUR R AR B 5T .

SEHT TCP P AUBEHLAL o 129 8 7 an AnT 385 o) K AT B8 A VA I s 0t i A7 ¥k e 5 T B LA
policy-map global_policy
class sfrclass

set connection random-sequence-number disable

WM G v HATIF, WK “disable” ¥4 enable.
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PR AN TUIAC & S B g
power-supply dual
FI6 RAFICE
write memory
RGN JE AT 55 B8 AT A B SR E TP LB W R U, PRI DR AT IB AT IIC &

‘ Y | VA N Ab =

HEE ASP (IMEREIKIZ) THEEFITA
ASP 2 SCHLE, IR SIS FIIC B AT M. B T AR RHEOR SR rh b AT Wb H R 0 1], G
MR SRR ERR R . HAL, AT LR LI 1 BEAT AT SEPEAR SCHIAT )

N 5| ERZ FGIRRIEN

BRAATEOUT, 20 s T S By ) KD B, SO SR R, (HE, X PP R PR
FHIMRARYERE . AERERD A KRS T, KA (O PERE AT i &5, 51 4 2 ASA B340
ALEE 18,000 AN IEFZ I TE A2 25,000 AN Y SR

FH TR0 00) 53 | 52 g 126 0 0) DA SIZ B S R R R ) ek, BT ATERE 2 258 . BRIATEOL T, RGEVEAS
ER AN W R ARG, CUERESS N FE RN BT RO R g i3, PR e 2R 75 B s K A ]
a0 DURE St AT A, DAASE R OU) 55 | 8 i it 0 0) B e I P A A, A0 i A T & 136 3 ] R 2 i 4
SRR IR . 3B AS SR, RN R PR PR RE N AN & R . 3R AR TAT N 5.

=3 IRizmE #wix wixla

NN UV VEHCHT HE o DEHCHT RN o
CRERD R AT

F5M DEC S5t R o USSR UNGREP A
(RERVIEBGE AR AN, D

oI o — Ao, R O B ACL I, ZEMNER IH K ACL A1 FBT ) ACL 2 [) ¥ A7 [1)
Bilo ZNREN/D T T RS2 IE AR B AR IR A T (0 R REE

Je

BRI RSB A A el KA s R G0 H G DU dn BER TR LA N4 R . IX 28 245 H &
Za2 M 780001 F) 780004

TH I LU N B0 B I 5 | 98 J5 4S5 3R A K
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asp rule-engine transactional-commit option

Horp, ZETELAE:
* access-group - 4 Jay W FH Bl H T4 F1 IR D7 Tl RO
* nat - P92 b kA 4N

i

ciscoasa(config)# asp rule-engine transactional-commit access-group

5 ASP fa# a1
ASP GRS HALHIA B T8 S LT 1)
o DRI 1 vy U v 3 i
o DRI BT A e T B i e Al H
o UL TCT AR S BRI AT T I A O R
ASP T SEVE 2 A% AE AN SO B R M B AP AT . AR ARG E i,

Jf H. show cpu fir iz~ 1 100%, EIhRET] BEAEEME 8 T-VF 2 A SCHIERE N AT Bl TP m i
OEEI=

)

IR {F ASA virtual FZ5H] ASP 71233947, ¥ DPDK CEUR-FIHIT K EM) S£H05] ASA virtual (158 224
#15 (ASP) "1, ASA virtual ZE25 LD RE TS0 N R BLH E L TEfE .

UK

T A ASP FEIHT I 1 B ST IR ]«
asp load-balance per-packet auto

S 2 F2))a M ASP f gk
asp load-balance per-packet
ASP SR T2l A 2 i — B R HPIRES, RIMERE T auto fir &R &ttt

WIE3 TFINEEH ASP 5241

[
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]
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no asp load-balance per-packet

SR TENR T ASA S, AT LM dbar & . WEREWR A T auto i %, MR GERH K
SO0 BRI AR H] ASP S 1

547 DNS Z£75

ASA $Efit DNS 5 SRAEE A, XL EOK B T8 R85 % 7 i SSL VPN RIHIEAS iy 4 1 AX 114k
7l DNS #rifo B GRS A4k B> DNS Btk WERAMZAZ P A G R, WK R[4
JER TP Mt e ARG AF JCVEAR AT I K, TUEKE DNS #if ik 22 CRC B K451 DNS Jikg5 s
FAM DNS S5 Enrisk,  WAE R TP bk 5 JLAH N ) LA i AE i e A g2 A7 .

s EYE DNS 2247, S F s
* show dns-hosts

M4 W8 DNS 2247, b 45 A DNS i85 #8 sh &S 38 1045 H LA AT FH name @iy 2 F 305 A1
%MW 1P i‘lﬁﬂ]ﬁ

ERXRERE

THREBFR FERR | 1% FA
PN
£/~ DNS lRg5asdl | 9-18(1) | SBLAE T LME T 2 A DNS o5 dl: — AN BRAE, T HARZ W] LA R e A B

£j DNS 554 41 OCHE RS EL ) DNS 3 OB 4l Bildn, W5 38 R AT 0
eng.cisco.com 55 #% I & Al FH A DNS k45 %%, WA LK eng.cisco.com WS 21 4 38
DNS 4. SIRBLFAVCEC I A DNS i =R #0848 A S BRA DNS g5 a4l
#it1, DefaultDNS 21 7] LAALHR AL 1 AT A 2 3 DNS JIRkR55 2%

B4 dnsgroup-map. dns-to-domain

FT 9 24 Tl 55 e dslfg | 9-17(1)

B (4152 (5 4L DNS It 55

o

ST LASRE AR AR T Y 208 IR 55 X6 B2 o R4 I AR G A AT 1Y) DNS JiR g5 4« L Zh E T A R
AEAT DNS J5 A4 ff A A0 S2 A5 AT (ISR U E TP Mk

s 4. dnstrusted-source. show dnstrusted-source

DNS 4 H TTL 17417 |9-17(1)

s

LR, MCERESI NI B IIAA TTLH (BOAMERN 108 o BLE, 53
NS K T4 HIITTL, WITTLYE i 2204 BT {E. R TTLEBH TN 23, )
P 2 RIS HIN M : 7EXME LT, A TTLES A A .

BB T4 expire-entry-timer minutes
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TIREAFR

Fa
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15t AR

R A A T
FGER

9.17(1)

XA A Y, T LR S K
© WK - BN 8 AT AR, /AMED 3 NEAT.

o EENELSFRT - RFEH A AU &S E S T ASCI 1. 4,
DL S oK i 4«

* abcuserl
* 117543
* H1/"aaaa
* 172666

s 4. enable password. username

NTPv4 3 HF

9.14(1)

ASA IAESZRE NTPv4.
HAE AT v 4>

WAL NTP 5 4y Kl 55
%

9.13(1)

PART, NTP S IAFA S 4 MD5. BILAE ASA SZHELL R Inss k.
* MD5
* SHA-1
* SHA-256
* SHA-512

* AES-CMAC

PG M4 ntp authentication-key

NTP Z#¢{# H IPv6

9.12(1)

WAE, A BE NTP RS54 m] LIS 1Pve Hudil.
BEMESUR T4 ntp server

AL B SR 7 BT
enable %1

9.12(1)

enable BRINH . IUAE, WIAESAATE ASA FREARFR EXEC B, RGaNEsK
TR B SO — A2 E 3B 127 N FRME. AR #1824, noenablepassword
A AN SZ SCHF

fECLIY, AT LMEH enabledy 4. loginfir4 (P BURZe A N AE 2 24 DL 1) B SSH
By, Telnet 21 (ﬁﬂ%’ﬁ)‘:% aaa authorization exec auto-enable) kit A4 EXEC iz,
Jove Al FHWE A vk, RS AR A A

{HJEAE 5% ASDM I+, )”'J B X I SRS I K . BRI OU T, 7E ASDM H, 188
AE ] FH P 44 F0 enable 255 B A 8 5% .

Pz 4. enable password
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INREBFR F&RR |1 AR
Vi N
£ ASA virtual F2ER] | 9.10(1) |5 DPDK CEedl V1 & B4 Fi S mH] ASA virtual (g 2 4% 1%2 (ASP) 1,
ASP #1417 ASA virtual 725 B DhRE IS 00 R B U0 RE .
ASA virtual J7E 2 FF H | 9-8(1) |k & R aEFah i HAIZE R ASP fad iyl
5y ASP fn 3 i

B 7T LU F 4 asp load-balance per-packet auto

T Al username |9 7(1) | FLE A7k I BT KB B A HL username Fil enable 5 #8444 A PBKDF2 (& 1465 (1)

A1 enable i { H] HYNRAERE 2)fEH] SHA-512 ESIHE . AR, 32 AN AT e BL T I i A8 5T
PBKDF2 H{#1 51k MDS5 [l iy Ao BT . CAAFAER # SR ARS8 HIE T MDS5 e B,  (H %A

PRSI T BHEN, TE SRR E TR R R PRI

BT UL R #r4: enable. username

ISA 3000 SZHEXCHIE | 9-6(1) | 6fF ISA 3000 H [\ XY, WI7E ASA OS Hef R HL I A v FUIRC & . SR dh — ANy
WRAE MBS, ASA &Kk, BTN, ASA FER—HmE, HELPE AW
JRIER TAE, eMAs R HiRE.

FINTLLRr4: power-supply dual

Al username F 9.6(1) |#ELET] LLAIE IR Z 127 N FR A username Al enable %518 Gk LR EIY 32 4>

enable # i S F7 K TR o AV KRBT 32 M AT AN, e H] PBKDF2 (hE T2 A4 1) 2% PR
i (% 127 17 PEDIRE 2) WO AEAERC B o UL B A AR A HIJE T MDS [IHLS | Ab B 5 1
)

B T LU R4 enable. username

ISA 3000 fifif5% % A1) | ISA 3000 SCHFIEMF55 B DIRE,  LAMEAE A A BT LIS SR VR o k3 1 BE A3 5l o

SINT LU R4 : hardware-bypass. hardware-bypass manual. hardware-bypass
boot-delay. show hardware-bypass

9.5(1) AASE AL D) RE -
M3l ASP #3417 9.3(2) | BRAENT LU FH A Bh I e FIOC ] ASP #3539 Th g .
R ASA virtval A SCRFZ A3 D68 A FETFAhE AR .

SINTLLRfir4: asp load-balance per-packet auto.
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INREBFR F&RR |1 AR
Vi
MHERERIN Telnet 575 | NROUQ) | 4 T HE vy ASA B BEVT i) (1224, CNER Telnet [FERIN Bk, i Telnet &2

HI LI T3l % .

TR G0 RANEL & Telnet ) AR IGAIE, B IS{H T Telent (aaaauthentication
telnet console %) -

%, MERT MR, ASARKEEINEE “cisco” « IUE, MiEEREIDN, 104t

B .

B S BIE T WA HeH1LE] ASASM 1] Telnet 231 (155 session 77 2) o X T-#I4h
ASASM 1], 454d ] service-module session 14, .3 B E B S5,

BT LA R a4 password

R s Ay WL 8.4(1) | &2 T show password encryption 4
B 8.3(1) | 5IANT Uk, FAD T AEE AN #A% X e A A SRR, IR — AR T %

LA 0 ik (R T B, i = S U D g

SINT LA Fr4: key config-key password-encryption. password encryption aes. clear
configurepassword encryption aes. show running-config passwor d encryption aes. show
password encryption
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