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W RAE T UE BT S IAIE, W ASA M AUAFAE /0 — A B IET M IUR CAIE . JERLE
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PR A2 JURPASRIZE R m] P Bl 1 i

* CAIEP R TAEZIAMIET . B ABAUES, WIHOUMHIET. B9 —A CAUETMUA FETI R
VLN

* CAIRSWUIRFIIES, X2R € KRGS ENIES.
o AUBZEAAE S TaUE AU 28 4% LIS E S IR RIE 15, 28l 25 8 i) AU 2302 Fe il P




eant i
B 2on=
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Y IRIE -
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ER CAAEBAIG UM 1548 H T3 550 0] VPN R R FE VS 0] VPN &R . A SR i RE )2 8 ASDM GUI
HR A FH A FE VT ) VPN,

R A RESRUETRC B A A BB RN FoRBl, 2RI URL:
https://supportforums.cisco.com/docs/DOC-5964.
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B FARA

ARIUAIETT 3 DI H AR A B AL B Bl 1 22 R I AT R 3R A AR R . i un, BRSO T, K2 % Web
WAL I+ CA BOREFREATRCE . X1 VPN, 1B IPsec 411 IKE WSt n] i I £ 725 44
FEVCE 2 A R TR 5 B S 4

WEF AT RS
FERATEC AR G DU, 20Tl A R A AR IR0 S5 A E E4% 119 TPSec XFA544; A, &
AN TN B A 45 PR 0T S5 AT 2 RO i B L 2 ATl (KRR AR AT I S

{FFECFAE B, RYOE A CA VEMAF AR . AR KT RGN, A TR BiE I
DLECF 7 BB s O AT A B S B0 AIF o B SEAARTS I B 48 I, 25 1) CA FFEHZA 464k, Fipth
AR S AR BN T EAS . A AR 22 AT IPSec LI, IFE14 A BN A I o AR T 8EAT 5
B 5L

L CA, XFEEARTREIE 1 R 1% B R AT HAT — 2 AN, NI B AT [ R SR AT S 4
BAE . BRI KSR R IE H CA R BIME—IET5 . M FE 2 BT D&, 2 DR REANIE S 2 daf 2 S I ot
SR AN, BAMET H CA BTG EAE, HFTA S 55 SR CA WA G NI . bt
FEFr At RSA 254 1) IKE o

X EEAR TGRS 0y 22 TPsec 1l KX IR TS,  JF 0 [ 24 IPSec X SF A AIXIE TS, EENE . F
Pl fE, AR BN CA SREUCHTAE TS
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AR .

CA BT LU AFE 25 IPsec I AR IMASIE T . O AY IE 15 J0 1=k A6 254 R 5 A A 283G 5
AN IFUE 845 CRL A, 78 N AR SRR BGIE 15 2 A, BN AR ER v DU k474G £ o

e CA FEISt I e P 2 RA. RA &P HIFE CA HIAREEII RS 2%, LAME CA DiRE ] LALE CA
AN] i gk s Ad A .

ZEART
SN 4G RSA oA R fh 2k 25 44 5790 (ECDSA) %4, HAT UL NEFE:
* RSA % 4] I T SSH 5% SSL.
* SCEP 73 M 32 FF RSA Z I AIE
o i K RSA BHK/NK 4096, BRINEN 2048,
* 5 KN ECDSA #8K N 521, BRIME N 384,
o AL A — AN AL A NS 138 B RSA S4H0%F, B n) DAKAERNFH a8 A= 1 sl ) RSA 2541
Xt o BRI 2 44 RN s A Bl T D a%ﬁ%,lﬁ%Lﬁ%M%ﬁﬁm , EAZS, H
A&, IKE ff FSHET 24, (AN o Tk ok &g A ad At FH i) 25 4, i i 23 B 1 XSG [
BHK.
1—5‘—1£ll\\
THREAT A, ] DU BRI ERER CA RHETS . (H/EAKIR CA 8L X (HAT MAFHE CA 543
CAFRERESH, VIS — AN S0 IE 15 1 ek .
& SAGATE M2 G, T DAFE SR $R E CA 10 2 HP A o 24 Ao FLEAT 5 T H o #8 ] DABC & 2 AME 1T .

A\

AR W ASA HEZANJLER AN CA FIEAT AL, WA Hrp— AN L% CA BIFAT AT R IE H 7 iE
%oﬁh%ﬁ%%4A¥CAmﬁﬁﬁ%%EQCAﬂEM%Fﬁ%,mﬁ%
support-user-cert-validation #y4 .

W A SE M, AT A ZUE FA M URL HEATAC S, I HAGAT SRR K CA I Z0E W 4% vpa] ] Hoaob
S FF SCEP.
AL PKCS12 ¥ S A S NEHXS, LS FEAME AR ORI E U E 5o SeAs =075 At
ASA L FEEHEAT AR BRI H .

WEF S E AR

ASA MBREAMEAT AT A CA T, S FHE—ANHANIE, HARRFAE T ST H 1%
ficl mﬁﬁﬁﬁﬁ%$@MMmm%ﬁﬁ%aﬂmuqumﬁﬁﬁﬁﬂ% BHMMEE—
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ASA SZFEHE] SCEP HEhVEM, W FFTahiiMt, J&#& nlib%k base-64 Fitidh (k45 B2 52 i 314
tto AP TUl ] VPN, S0 S ASA. 4TI FE i) VPN, U250 A ASA DL BEAS
TR 0] VPN 2% 7 3

SCEP 153k R IR

AR E

ASA T LUAREE Secure Client F155 =5 CA Z [A]ff) SCEP iRk, W14 ASA FfECHE, W CA R
VFEVim B a] o Al ASA R ICIRSS, P L 20fE ASA AIETFEMHE R 2 Fi Al AAA SCHREATA] 7
LT SR B0AIE . b v] DUSEH A LF G R B 1 1) SRS A TV M B2 A AL o

ASA {4 Secure Client SSL 8¢ IKEv2 VPN 2 iE S RFIIIRE . & SCREPTA A& SCEP ] CA, H4E
Cisco IOS CS. Windows Server 2003 CA F1 Windows Server 2008 CA .

T (GETNWES) Uil ASZHF SCEP/CH#, {H WebLaunch (FE%% /¥ )i 811 1Y) Secure Client) |
XHFZARHL

ASA ASZHERE B I

ASA SCREIL DI RE IR 51 83 4 o

MRUBE, ZE B ENN A . TN, CASTEMN AR RAYIE, Wi, Bk 2ed i
B, AR . CA S MR AT E I O ML PR 5 RS A 2] ASA Ky irdE4
CAS FE B AT S IUE I, CA 8 AR IE .

Ja S A )5, ASA 76 PKI UE I UE S FE R Ak TR as,  nl LA CRL A1/E8 OCSP £
Ao ORI RIR S (B, FRaR RS AR AT, A2 {EH OCSP.

i CRLGTT, ASAWKZR. DT AISZEAECRL, M5 HAE B P4 5 gy (CLERRED
WP 5E K . ASAMRYE CRL (AR AFBEREEF2R) PEIEY, MG HER—EH 2 EE ik
MR % o

OCSP It T —Fpir H ™ R PE I AP S A 5, 5 vl i 56 UEH A S IE PRSI T A AL,
TEE LR 2 AR s UE P R 2.

X #5H) CA AR5 28

ASA SZRFLLUT CA fiR554s:
JAF10S CS. ASA At CA R 7 X.509 bl 55 —J7 CA LR, AHHEAM T
* Baltimore Technologies
* Entrust
* Digicert
* Geotrust

* GoDaddy

* iPlanet/Netscape
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* Microsoft il 13 k4%
* RSA Keon
* Thawte

* VeriSign

CRL
CRL 7y ASA $24L T — B iR s MO0 W I IE S 2 15 CAIEB AU LA (CA) fif. CRL it
BRI E R 2.

HHTUE PS4 B0 IERT, #0] LIE ] revocation-check crl #7465 ASA it & ks hE T CRL #r . 143
A LA F revocation-check crl none iy 444 CRL A 2k A iEAa 2, MIMLE CA Tk G
] CRL £0ds i, E1 S iEt &

)

AR RE TAE 9.13(1) BRI revocation-check crl none.

ASA T[{#i [} HTTP. SCEP B{ LDAP M CA #:%& CRL. N&EMET A Z ) CRL 2 7E N FFAMEIT S
PC B (A B TR PN — T A7 o

N

ER HAR CRL RE5#:41 ] HTTP #ri&i “Connection: Keep-alive” #EAT WM LAFR /R FFAERE, {H ASA AN
SUSRCRFFRE AT, WX CRL RS54 LIMEE, DUMETERIEFIRRTLL “Connection: Close” M)W

21 ASA ZE47 CRL 1 IR [B) #8 1 e B 1) CRL 2B A2 I ]I,  ASA £:3h hyi% CRL [ ARAS I [H i AN Al 5E (EJ
“RET D o FUAED SR UFE SR K A L I CRL I, ASA £ 23R8 R BH A ) CRL.

AR ) CRL 16MB IR/ BRG], ST BEWC 2§ H] 3 45/ 15 %) revocation check i .
ASA ZA7 CRL HAIN [A] fhy AR P A R 220 3 -
* fi 1] cache-time fir 245 7€ 1) 70 B0, BRINE A 60 734t
* t & 21 CRL 1) NextUpdate 7B, CRL H1AJ e AT 1% 7Bt % nIfi H enforcenextupdate i
A9l ASA A1 75 ELFNE H NextUpdate “# B .
ASA 385 LT 07 Al X AN R 3%
o WA TR 2 NextUpdate B, W &7E41d i cache-time iy 45 P T B J5 4 CRL brid oy
JUNiN
o WS 2 NextUpdate “7-Bt, Il ASA 27E i cache-time iy 2l NextUpdate 7 Bt 48 5 [P /N ][]

L BIBAN I I CRL AR Ay ad iy o #iltn, 4k cache-time fip & B E 0 100 7340, 1
NextUpdate 7B AR TR EFH2AE 70 20817, W ASA 2085 CRL Frid W7E 70 70 Bh N il it .
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W ASA I RAFAE A 45 (AT I B A T A CRL, e B s el /D4 6 CRL K 487
2 ) CRL 5 HH 25 8] . K%Y CRL 75 2R v I R BTN . Rk, 4 73R Uik RE, 1
HHZ A/ CRL, A LN KB CRL, 843 & 4f# ] OCSP.

WS LU A7 K/
o RS - 128MB

« N FAE - FEAME S 16MB

OCSP
OCSP Jy ASA $RAL 1Bl it 3 BOW A IRAIE 2 15 CAHGIE B AU L (CA) M%H. OCSP
P B (A KT B — B0

OCSP 1F ASA T HIHEEiF TIRS I IEM A A (—& OCSP RS54y, MmN 7)) FAMALIER
RAS. AL CRLEG A, BbT7 vkl $S 4 ar il 7 R PE RN BT 0 AR A, JF LT 38 Bhal 2R k47 KAy
PKI 353 B FY B e A 2% .

\ )

EBE ASA 24 OCSP Wiy Bt 5 5 s () fh 22

HHATIE S EHABAIE IS, %87 LU revocation-check ocsp T 44 ASA it &k #3747 OCSP ki 1t .
f b v LU revocation-check ocsp none fir 4K OCSP R & b nl ikt #r, A £E50 uEALA Gk
BEHECH R (1) OCSP Al i, UE-B S S iE L £ il

)

ERE 7E9.13(1) MR revocation-check ocsp none CLK

OCSP #&fit =Fj X OCSP 554 URL 7770 ASA 4% LA MUl FH X 26 il 45 4«
1. ¥/ match certificate iy 4-7£ UCFLIIE 1578 55 HU H e ¥ OCSP URL.

2. f{i}1] ocsp url fir &Ml E ) OCSP URL.

3. &b AIA 7B
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AR SDGEE AU E DR A 544 OCSP W UESS, 17K B A8 44 W 7 i AE R W5 CA IET 2 A
HEMREER. R)5, BRI %) bk A E match certificate it 4, ARG H2E4
OCSP Wil ] 75 05 PR AT SRR W N S UE A o AP ) — R P E 252 g E 45 PR 96 B A A ST

BRAE M N T UEAS o

OCSP %28 (N J7) E-P il s 4258 OCSP WM. . WRIFN 5, ASA 2SR Em N 7k
CA Jl¥ 4 homPmfhﬁ%mﬁﬂ%mﬁﬁﬁﬁ&%MHWUHﬁﬁ%mﬂ%ﬁ%iﬁﬁoQx
TH I 23R N 7R T AL 75 ocsp-no-check 47 Jig, R EHILIE PANTF AT AR & . Bttt
P IEALEAE, ASA K2l G AT s b 45 58 AR R 5 A 2 i AR o 0 SR i 3 i 5 TGV 50
WA A R M. A T 3 A R B R T g, 15 41T revocation-check none i 2> 2K IE B 46 115 AT 5

fRmi N 7 E S, JE48 H revocation-check ocsp T4 S HC & 25 7 il 15 .

WP FAHRPEFREIE
TN HIEBRH BRI PR HE4T 5 0 3 0E R AR R ik, 1X 8y
& T IPsec.  Secure Clientfl 5% ' i SSL VPN,
EEEN T, LDAP BAESASAE %046 A 5L . RADIUS $ZBCH B G F A8 H A FH 2 n sl g

FHUH P 20 I T
HPERRTIE
SHOYIRAE A BRI T VR A0 L P B 30
- SN
SEBENEAL (H2FR ) ASDM HE SRR SCHE) T S G 0T I 55 B 41 B B AT
B 44 R 1 BT
- B
»BEAL (R ASDM SEBERLTE IR RIS B8 4L FLIEAT )
* REIH L 441
uEF

GRS THCFUET, ASA B SRARIZIET . H2, EASMARE KRR DN /4 23547
SIS

R T S RAEAEAL ASA 22 L7 SR SR UEREA T HL ™ B IR UE AN A o
* SO KE
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B sesen

. B
o M FAUIR 55 4 2 v B AT JA
ROV VRE AR (KA

WAREE T S AR IO AE, (H)S TRAL  ASA K548 1] = DN 7 Badb AT #24.
* S KL
o A BRI UE AR S5 SR i BT A (BEE ) None)
o« RAEFIFEE
.
o L FRABUIR S5 E 2 v B AT A
* MRS 3 DN 7 BUR I A A AT 0 Rk

\)

AR WERIE R AEAE T DN FBL ASA KA GHB) DN 7 BUEAR W BRBGIE R I 44

UL EUT Subject DN 5= BOME ) IE+5 4 1l

Cn=anyuser,OU=sales;0=XYZCorporation; L=boston; S=mass;C=us;ea=anyuserflexample.com

I DN =EA CHbfEhl) , %l DN=CN (AFLFR , WIFEERGE KP4 B H P 2008k

anyuser@example.com,

Fhr=a N N
= uE S EN
AT A A HC B BCTUE 2 A7 AR 2 RV DU R BR 461 o

R
« WTH I CA, DEHH R T 2504

BB EE RN
* FEAPRE IR h A SR R il
© XFTAM CA, ANSCHRFBREHFS .
o WERPCERA MRS, I AR M2 B . WAEBIER UL, /e T B BAE

Fwrite standbyir4.
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IPv6 N
AZFF IPv6.

A CAEH

s MR IEAIAC B ASA DISZFRHIET . ASA At B AN IEA o] 582 S E0E M R el =k fE A
BAE S

PR ASA [ ENLA A BEE IR . SEAA TR E K B A4, %0 show running -

config fir 4.

FERCE CA 20T, Whfk ASA I BFBEE IR . L5 BAT A2 H JIATIN ) S 235] H AT ). 24
ASA EME] CA IFERIBUIEFINT, ASA 260 #0224 iy IN [A] 2 A5 AE AR AT 28V Bl N . QARG H v
SEPIM IS

FEA CAEB 2T 30 K, ARG MNRENEDFFAGIES, IF HARSEH & BRI e
PRI RIEEAT A CA VRSN HT o B AR Y CA TIEA5 0 20075 2 Wi UE -1 S A7 3 N 20 i A 4 22
RIBEeE b RS P ORI DR R Bl BOBTIE 15 2RO BT IO A CA IEAS/E w36 IE 7] g

3

EFNIE
© ASHiL CA TEASHEAE B I5 AL AT R 3% P00 B SRl S8, s SOFTIE 5l 8 11] base 64 4%
e

LR 7R B 7R base 64 g4t CA iF4:

MIIX1wIBAzZCCF1lEGCSgGSIb3DQEHAACCFOIEghc+MIIXOjCCFzYGCSgGSIb3DQEHBOCCFycwghcjAgEAMIIXHA
YJKoZIhvcNAQcBMBsGC1igGSIb3DOEMAQMWDQOQI jphd SxJoyTgCAQGAghbw3v4AbEFy+GGG2dInB40LphsUM+IG3S
DOiDwZG9nlSvtMieoxd7Hxknxbum06JDrujWKtHBIgkrm+td34glNE1iGeP2YC94/NQ2z+4kS+uZzwcRh11KEZ
TS1E4L0£fSaC3uMTxJg2NUHYWmoc8pi4CIeLj3h7VVMy6qbx2AC8I+g57+QG5vG515Hi5imwtYfaWwPEdAPQOxaWz
PrzoGlJ8BFgdPaljBGhAzzuSmE1Im3j/2dQ3AtrolGO9nIsRHgV39fcBgwz4 fEabHG7/Vanb+£j81d5n101JjDYY
bP86tvbZ2yOVZR6aKFVIOb2AfCr6PbwfCIU8Z/aF3BCyM2sN2xPJrXva94CaYrqyotZdAkSYASKWScyEcgdgmu

BeGDKOncTknfgyOXM+£G5rb3gAXylGkjyFI5BmIDo6RUROOGIDSrQrKeqg/hi ..

END OF CERTIFICATE

SCEP X IB 4%
* ffifR ASA FILEL ISE SRBE e 4515 s A AR [ 1) NTP g 545t AT 1) 20
* Secure Client 3 Iz 4T 3.0 B BARAS

o TEZH SO B RERC B SO G E S I8 IE 1 DA AR A [T H AAA B I IERTE T 5 4y
ISIF

* % T IKEv2 VPN 4%, SSL i L4t T RS .
* CA WAAT B TR .
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AT DA R IE 528 28 52 A I 15 1408 S R e 158 R B o A R UE A 1 B A I P 10 0 S
RSAIFF. H TR EERS, WIss, ASDM 8¢ Secure Clientn] f¢ A 32 #F EDDSA iiF 5. 14
o, RS HIRSAUE B REAT ALV [0 VPN S RIS A i o X T AS A AL HHIAIE PR N PR il
RIH VPN, SFFEDDSA.

HFFHCE N CA RSS2k 7 i (1K) ASA, UEP KA RO BRI N F R4 W H 9 2038 4F 1
H 19 [ 03:14:08 UTC. AL H T N EE = J5 LR i 2 AN FJAE 15

436 L LU N AR IAIE SR, ASA A 2337 LDAP/SSL %42
* LDAP IR #RIE PG (FAAE AT A0 ASA {5 T HAR.

o K E MRS 2R BERN CAIE T R ZAETH (FAAE TAEAT Ak ASA {545t ., BEhHIpTa
MIE CA IEBAE 52 HAE R .

HEASVEMI MR ASA A5 12 ELA P I AL 0 PKCS12 SCPF, %3 PR AN
T 2KB P47 SRR ). SEBRABAE S ) A B e T CURCH 10 RSA B M RERIE 35 7 B2
6 AT P2 AT ASA. LVRIK R RHAL S E 57 T, 37 M, TR 58 PRCS 12
SCPFAERE B (6 I 2R I R (A7 o o B TR 3/ 2048 R BB

JVHs ASA P D A SO IE TR R e S8 B 1 ) ASDM iRt HTTPS Ytk BFHLH A
B a4 EHTE RS SCEP B/ E R SO IE 1, BIIEHI R T8 3 0 S iE D .
AR T SSL AR AL R 7R, TS LI URL:
http://www.cisco.com/en/US/products/ps6120/products_configuration example09186a00809fct91.shtml.

ASA FiI Secure Client H B85 1IF H ' X520Serialnumber 7B (AT I S) R
PrintableString #&UIKUEF . WERFA 5% A 4t (140 UTFSD , WIRIEHFRBCK R .

(476 ASA B NEBSHN, ARHEBSEMEAAMNTIRE, EASA, WXL
SEATARS, LU F A B MO S b AT 11 T BT DB A b,
UEBAERUE R, (EIE, IRARO.16TFHA, i B0 AS RN 2 R WU B 0 4

SHEHIERCAT () A5, TR ORAE SRVFE A B AT A4 ) CA IR 5 EAE 0 4fid . HUAR
RFC 5280 #:13f§ FH| UTF8String 5% PrintableString, {FH ) AfH] UTF8String, A4 PrintableString J&
B RCAT RN A BT i RAE R AN SHIR RGN AR, ASA KB4 3 AHIEFS .
(LIE

ERROR: Failed to parse or verify imported certificate ciscoasa(config)# Read 162*H+ytes
as CA certificate:0U0= \Ivr"phOV°3é&¥p0 CRYPTO PKI (make trustedCerts list)

CERT-C: E ../cert-c/source/certlist.c(302): Error #711lh

CRYPTO PKI: Failed to verify the ID certificate using the CA certificate in trustpoint
mm.

CERT-C: E ../cert-c/source/p7contnt.c(169): Error #703h

crypto certc pkcs7 extract certs and crls failed (1795):

crypto _certc pkcs7 extract certs and crls failed

CRYPTO PKI: status = 1795: failed to verify or insert the cert into storage
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B
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B
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PAR SR 2R e e

B 0lpy R PO R TR AR NP

pUE ]
A ANERIA L T FT RSA 25805}

crypto key generate rsa modulus 2048

Tl

ciscoasa(config)# crypto key generate rsa modulus 2048

masFiis |

BRINE IR/ 2048, (LR IR E BTN AR EER . %35 i 44 Default-RSA-Key o

BT RSA 4, AHA/NATLUE L Rz — (250 : 20485K 4096,

WIALIR AR BN [ 1t £ %5 44 5% (ECDSA) %48, & LLAE K Default-ECDSA-Key. ERINK R 384,

EE T BUE T 256 51521
crypto key generate ecdsa elliptic-curve 384

YN SR AL [ 11 2825 4% 530 (Edwards) %4, 481 LAZE R Default-ECDSA-Key. ERIAKE N 256

(e

iR ANZFHF 2T EADSA (Ed25519) [F# 80 (1) ASA ¥y EST v/ . EST d: M H Aefd

F RSA =X ECDSA #%].
crypto key gener ate eddsa edwar d-curve Ed25519

(AT g BAME— 2 IR A B .
crypto key generatersa label key-pair-label modulus size
crypto key gener ate ecdsa label key-pair-label eliptic-curve size

Tl

ciscoasa (config)# crypto key generate rsa label exchange modulus 2048

bR AR PR RS AE RS

BAIE A B X
show crypto key mypubkey {rsa| ecdsa}
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REEES

TP

ciscoasa/contexta (config)# show crypto mypubkey key rsa

DRAE BN X
write memory

TP

ciscoasa(config)# write memory

WA B, TEMBREIAT %, DAEE ) DUAE e i) 2 B0
crypto key zeroize {rsa| ecdsa}

P

ciscoasa (config) # crypto key zeroize rsa

CAJIE) AFRYAHL CA RSS2 il H A2 g X .
copy

TP

ciscoasa# copy LOCAL-CA-SERVER 0001.pl2 tftp://10.1.1.22/user6/

WAy 448 il FTP 8% TFTP M ASA 45 17 H CA R4 S4B R 10) S TG STk
pE S T RIS T e85 0 Bl At CA SCAF

Gt

LA 791 Sz i ) s 00

ciscoasa(config) # crypto key zeroize rsa
WARNING: All RSA keys will be removed.
WARNING: All device certs issued using these keys will also be removed.

Do you really want to remove these keys? [yes/no] y

ERCEMAER, WHITUUN DB
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maiEEs [

G ASA i 2N AHZWGIE TS ) CA AN MY HIE AT
crypto catrustpoint trustpoint-name

Tl

ciscoasa/contexta (config)# crypto ca trustpoint Main

T AREN crypto ca trustpoint BE BRI, BRI WD IR 3 THARLE K CA R (5 1E M S 4L
HeFELL I —:

* WRAEH] SCEP HAEM SR EFAERL JFRCEEM URL.

enrollment protocol scep url

ZNE

ciscoasa/contexta (config-ca-trustpoint)# enrollment protocol scep url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

3

WRAEH] CMP AN B E (S R, IFRCEVENT URL,
enrollment protocol cmp url
el

ciscoasa/ contexta(config-ca-trustpoint)# enrollment protocol cmp url
http://10.29.67.142:80/certsrv/mscep/mscep.dll

Tk N CA R IRTE TR G 1) 2, 1 SR AT R 48 2 (54T 0 F sl it
enrollment terminal

ciscoasa/contexta (config-ca-trustpoint)# enrollment terminal

1R HBAIUET .
enrollment self
WERAEH EST A M 245 e (5, JFRCE M URL.

enrollment protocol est url

2Nl

asa(config-ca-trustpoint) # enrollment protocol est ?

crypto-ca-trustpoint mode commands/options:
url CA server enrollment URL
asa (config-ca-trustpoint)# enrollment protocol est url ?
crypto-ca-trustpoint mode commands/options:
LINE < 477 char URL
asa(config-ca-trustpoint)# enrollment protocol est url https://xyz.com/est
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$IE3 WERAEAE S DL F B gl B A CMP, ] DL RIS A 305 SR IE-B I shfg. xR A3
REAE T R C 5 1 firh A 2 e 2 il 2 75 A8 FH CMPv2 H B BRT . il B[] DL S 75 28 OB 280 N
AT OFR LTGRO A, IR B AT RIE 1 I T B A A .
[no] auto-enroll [<percent>] [regenerate]

L4 FrEn I CRL BLE L.
revocation-check crl none

iR WA T HE 9.13(1) " iHIBR ) revocation-check crl none.
i

ciscoasa/contexta (config-ca-trustpoint) # revocation-check crl
ciscoasa/contexta (config-ca-trustpoint)# revocation-check none

iR FA L AT BT IR CRL K, BB ORAESRAFUE TS5 CRL & BERC B AR A 5

FIRS A EEE ALY M CA k.
[no] ca-check

AL AR VUIE D AL GG UEBAURH (CA), IXFMESL MEfn) HH2F L. CA
PRSIy )0 o RS A7 AR LI H R WIE S A 2 P e] TSR e 1528 44

ca-check Ay BRINC A ], DL AR ZEEAIIEA L N CA b, A 2 At & .

i

ciscoasa/contexta (config-ca-trustpoint)# no ca-check

L6 fEEMRET, SR CA TEIE1I1 Subject Alternative Name 47 Ji& HH AL 75 45 52 IO B R Hu ik

email address

il
ciscoasa/contexta (config-ca-trustpoint)# email example.com
ST G fREFEEAN (el BAUNH T SCEP .

enrollment retry period

IR

ciscoasa/contexta (config-ca-trustpoint)# enrollment retry period 5

FIR8 (W) $RE AR KR, HAUN T T SCEP M.
enrollment retry count

IR

B #siEs
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ciscoasa/contexta (config-ca-trustpoint) # enrollment retry period 2

P9 fEVEME R, ZR CA EUETS 1 Subject Alternative Name 47 & AL 5 17 12 1 576 4 B s 4k 42
fgdn fgdn

IR

ciscoasa/contexta (config-ca-trustpoint) # fgdn example.com

S0 ErEMHN, K CA B aFE ASA (1) IP Hudilk.

ip-address ip-address

EUE
ciscoasa/contexta (config-ca-trustpoint) # ip-address 10.10.100.1
TN $RE LR A S P .

keypair £ Fx

Tl

ciscoasa/contexta (config-ca-trustpoint) # keypair exchange

L2 M CMP RCE G AT AN, A Reff 2 & 20T CMP F-sh Al 5 3y M A= B EDCSA %%, EDCSA
W, L% RSA 4.

no keypair name | [rsa modulus 2048|4096] | [edcsa elliptic-curve 256(384(521] | [ eddsa
edwards-curve Ed25519 ]
R ANSZREEH 27 EDDSA (Ed25519) (253X 1) ASA () EST vEM . EST Mt L el

F RSA Fl ECDSA %4,

iR {i/l ECDHE_ECDSA #4411, Tl FH A 5 347 ECDSA 3 P IE B E AR R R
H RSA #HRIIET 5 ECDSA H i AFA .

FI13 BCE OCSP URL 4 i NS AT i LU T30 UE OCSP Wi b J5 i3 .
match certificate map-name override ocsp

il
ciscoasa/contexta (config-ca-trustpoint)# match certificate examplemap override ocsp

L4 [iLE ASA ZEH: OCSP sz .

interface nameif

T




i |
B ==cas

ciscoasa(config)# crypto ca trustpoint TP
ciscoasa(config-ca-trustpoint)# ocsp ?
crypto-ca-trustpoint mode commands/options:

disable-nonce Disable OCSP Nonce Extension

interface Configure Source interface

url OCSP server URL
ciscoasa(config-ca-trustpoint)# ocsp interface
ciscoasa (config-ca-trustpoint)# ocsp interface ?
crypto-ca-trustpoint mode commands/options:
Current available interface(s):

inside Name of interface GigabitEthernet0/0.100

insidel Name of interface GigabitEthernet0/0.41

mgmt Name of interface Management0/0

outside Name of interface GigabitEthernet0/0.51
ciscoasa (config-ca-trustpoint)# ocsp interface mgmt

FB5 (1 OCSP Uik AR BENLE e BENLE e LU s 75 2R3 K b e S0 5 DL JRE S F i 0t «
ocsp disable-nonce

i

ciscoasa/contexta (config-ca-trustpoint) # ocsp disable-nonce

LIE16 J ASATLE OCSP JIR5s#y, DUH TRASHELA (AR bl i ATA Y @ k%548
KR AET .
ocsp url
AN CE

ciscoasa/contexta (config-ca-trustpoint)# ocsp url

ST FRe M R ) CA VEM R R T . CA R Al B v 5 Bl 5 1 M 5 Sk AT S 50
password 745 i

T

ciscoasa/contexta (config-ca-trustpoint) # password mypassword

SIE18 WE FEiZ MM A i1k CRL. OCSP FFEHLEL.

R 73 Hic OCSP URL LAREAT A g iy, m LAfi 2 nf AIL U7 i) OCSP (R4 1 (LAt B
F1D o e DA A2 % R

revocation check

i

ciscoasa/contexta (config-ca-trustpoint) # revocation check

B #siEs
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wisrams oL [

P9 FEEMIE R, SR CAFEIE B AP RS FRE A DN. WR DN 745 538 5, nl DRG] 54

7 H LRk (B, O=" Company, Inc.” ) .
subj ect-name X.500 44 #x

i

ciscoasa/contexta (config-ca-trustpoint)# myname X.500 examplename

FEVENHYIAD, 25K CA fEUE TS AL 4R ASA P41 .

serial-number

il

ciscoasa/contexta (config-ca-trustpoint)# serial number JMX1213L2A7
RAEIZATRCE o

write memory

T

ciscoasa/contexta (config)# write memory

AT LEE CRL

N

g

LHEUET B S0 uE D v A 9 s T CRLAS i, B0 S0 B ME T A B CRL . AT R
. CRL, iFHhATLL PR ER:

i

B B 0 dL CRL BE & {5 AT s EN crypto ca trustpoint Fit #5520,

crypto catrustpoint trustpoint-name

il
ciscoasa (config)# crypto ca trustpoint Main
PR MRS AL 2 20T 8 CRL. B4k, CRL 20 R] A g D) IEAT £33 Bl

BEXS AT SEA erl AL B
crl configure

i
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ciscoasa(config-ca-trustpoint)# crl configure

=7 BO¥ T CRL B & S50 BN BN, 5 default 74 78 CRL FR& it #2rh, nlLh
Wi Fof BB A\ I iy 2 SR EEHT ST
LRI IEEE N Y TR A 2R SR
* CRL X Tl ik B 3 B E (FE i $8 %2 1) CRL 43 & s (CDP) URL HHATAT R
policy cdp

ciscoasa (config-ca-crl) # policy cdp
iR UEF R 17 K AN SRR SCEP &R .

* CRL AT E FIGIEBRF VL ERE I HEAT A 2R
policy static

ciscoasa(config-ca-crl)# policy static

* CRL X\ Tl ik B 03 50 UF B E T i 2 1 CRL 3 aURH 8T 2 AR DA TIE WS DC PR R4 7
o

policy both

ciscoasa(config-ca-crl)# policy both

FIRA  WREAERCE CRL SEE IN 3] SCHE 7 static = both,  WZ50h CRL 6 2 HC B\ UIE W VT ECAR I o
TEHLAETT LUK 2 A 25 CDP G 21 F A WL .

enrollment terminal

SR E S, R 2 B E A& P58 URL. SR E ML 5 B B I E LA Z
BRI T4 H, B E 2.

T

ciscoasa(crypto ca trustpoint)#enrollment terminal
ciscoasa (crypto ca trustpoint) #match certificate Main override cdp 10 url http://192.0.2.10

ciscoasa (crypto ca trustpoint) #match certificate Main override cdp 20 url http://192.0.2.12
ciscoasa (crypto ca trustpoint) #match certificate Main override cdp 30 url http://192.0.2.13

$£185 5 HTTP. LDAP 5 SCEP 44 CRL ¥0& Jj %,
protocol http | Idap | scep

i

B #siEs
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wisrams oL [

ciscoasa(config-ca-crl)# protocol http

BOE ASA A YR EAT S AE CRL [N . refresh-time 2242 ASA 78N A CRL it I 2 B 2545 (1 i
) CLAZ Bk B o
cache-time refresh-time

IR

ciscoasa(config-ca-crl)# cache-time 420

IEFELL R Horpr— AN i
* F3R CRL HF NextUpdate 7B . XA E

enfor cenextupdate

ciscoasa(config-ca-crl)# enforcenextupdate

* fo1F CRL ¥ NextUpdate 7B .

no enforcenextupdate

ciscoasa (config-ca-crl)# no enforcenextupdate

9 LDAP #4572 IR, WITASA b5 LDAP IR 2% . #0] LLi% DNS M4 5d% 1P Hhhlk§g
SEMRS Ao WIS 2o 1 fY) LDAP #rif), IR v AP Ak 115, iy AS /& 456 FH BRI i 115
389,

Idap-defaults server

IR

ciscoasa (config-ca-crl)# ldap-defaults ldapl
pE S W ARATH AL AR TP sk ok di 52 LDAP R4, U0k 6 ASA LS 44l DNS.

WK LDAP g5 a7 Z4TUE, W feiF CRL AR
Idap-dn admin-DN password

-
ciscoasa (config-ca-crl)# ldap-dn cn=admin,ou=devtest,o=engineering c00lRunZ
G EASAT S TR CA KR 2417 CRL, MR 4175 {T 251 CRL it

crypto cacrl request {541 5

Tl
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SHHASANEERERE

ciscoasa (config-ca-crl)# crypto ca crl request Main

PRAFIZITICE

write memory

IR

ciscoasa (config)# write memory

=F Il:H _i )\1|=| HI Iy EEE

Nil

B

LRHMSAGEREE, HHRATUL R DR

UK

LA PKCS12 #% 2 T Hit A7 B A7 OG5 SRR 145 A AU
crypto caexport {35 fE s

TP

ciscoasa (config)# crypto ca export Main

ASA FHAE LS s PKCS12 Beff . S nT LR GIZAEE . (S AE a2 s iy (22, WACkE(E
RHARATAE SR, W RS b T2 A f

NG EAE RBC B ORI A B PR A CATUAIE S -
crypto caimport trustpoint pkcsl2passphrase
il

ciscoasa(config)# crypto ca import Main pkcsl2 ?

ASA ZARTRIEKG UL base-64 A% ARG BN 25 . RGORE ) HAEAT s S AR B YIS 731 g

BERE AT S A FRAH VT AR 25 o

iR WA ASA EAE FUULE R A Ca, B H BB AL CA I H A —MEAE SOREUE R
WS o EEEHIME AN LS CA B AF MUK IR 1Z CA MUK A ks, EEH
support-user-cert-validation <8 .

B #siEs
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A5l

PLR 759 S 74t T 25 65 Whozits 5 HY 4T 25 Main () PKCS12 4 :

ciscoasa(config)# crypto ca export Main pkcsl2 WhOzits
Exported pkcsl2 follows:
[ PKCS12 data omitted ]

---End - This line not part of the pkcsl2---

DL 754 FH 508 WhOzits ¥ PKCS12 4 T30 5 A (54T A Main:

ciscoasa (config)# crypto ca import Main pkcsl2 WhOzits
Enter the base 64 encoded pkcsl2.

End with a blank line or the word "quit" on a line by itself:
[ PKCS12 data omitted ]

quit

INFO: Import PKCS12 operation completed successfully

LAUR 7= T80 5 A S A 53 Main (RIEAS

ciscoasa (config)# crypto ca import Main certificate
% The fully-qualified domain name in the certificate will be: securityappliance.example.com

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself
[ certificate data omitted ]

quit

INFO: Certificate successfully imported

Ao & CA JEH BRI AL

$ AT LIAR 4 IE 5 1) Issuer FT Subject 7= BERC &N . Al A& G ], w] LS tunnel-group-map
A TPsec X S5 AACTE 15 BLSR 21 F% i 41

TNCE CA UEFS RN, 35 AT BU R 2P BR:

P A EERCE ) CA UEF RS B, IF e P85
crypto ca certificate map [map_name]sequence-number

i

ciscoasa(config)# crypto ca certificate map test-map 10
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UNERANTR E W PR, LR I ZIERARSS . DefaultCertificateMap. % T &N 4 5, 45m)
PSR E — AN A ZUL K7 B

W2 JRE KA H IR T AL R
{issuer-name | subject-name} [attr attribute] operator string

i

ciscoasa (config-ca-cert-map)# issuer-name cn=asa.example.com
ciscoasa (config-ca-cert-map)# subject-name attr cn eq mycert
ciscoasa (config-ca-cert-map)# subject-name attr uid eq jcrichton

AT LAVC OB/, ] AR e RS S8 v . LA A U v
* ¢ - [HF/MIX
*cn- A%
o dc - SR
* dnq - DN PR E#F
* emailAddress - f5 {2 bk
* genq - AP & 7
can-4
ci-HTRE
*ip - IP Huhi:
ci-fUE
*n- AR
*o- UL HXFR
* ou - LA
* ser - [P 414
R A subject-name H 45 & R4 5 R iU X 5 subject-name 5 5E (11 FE 41 5

JEM: VLR
*sn-
*sp- M/%&
o t- K
* uid - H ' ID

* uname - JEZE LA TR

B #siEs
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$IE3

LR AR IE S
. oq - B A S R A
- ne - “FEER MR A 45 R AR
- co - ROV ERITA T BLEUR LSS 4 E HO AR I .
« nc - B Pk 01T 50 HE AR A 154 1O (e M TC

i€ 2 A4 FR -
alt-subject-name operator string

P

ciscoasa (config-ca-cert-map) # alt-subject-name eq happydays

PUR A 2R s 54 -
* eq - FBULINE 45 E A R o
* ne - BN 45 8 EAH ) .
* co - B BT T B AL A0 45 A AR DL .
* nc - FEIAEATHE > #HANRE L 45 58 E AL .
frEy R PIR:
extended-key-usage operator OID_string
il

ciscoasa (config-ca-cert-map) # extended-key-usage nc clientauth

LUF A RMis 545 -

* co - 4T EUITA B R PR A 4 58 AR UL o

* nc - FBUIAEATHS 5 #A R 15 45 58 AR AR DT .
PR 24 2401 OID 745 1«

* string - FH 7w AR

* clientauth - % 7 % B 56 1UF (1.3.6.1.5.5.7.3.2)

* codesigning - XI5 44 (1.3.6.1.5.5.7.3.3)

* emailprotection - ZZ AW CRF (1.3.6.1.5.5.7.3.4)

* ocspsigning - OCSP %44 (1.3.6.1.5.5.7.3.9)

* serverauth - JIR55 25 & 5 1F (1.3.6.1.5.5.7.3.1)

mE cairnmstan [
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* timestamping - [ [A]# (1.3.6.1.5.5.7.3.8)

Ao & 5| HRIR
2 ASA JAE TLS %/ iy, EORs SR T B B I IR 55 b WU 5 4 £ RFC 6125 H i) LR
Mo I RFC ¥4052 F TRRTI MR (7E ASA FIREE) FAREERAEIRARIR O 25- 3 %)
ARSI . RSB AAR RIS R E N T PR RAILAS, WIASESER, IR LR,
J 55 de il K — A B AR IR R AE BRI SR A4 ASA IR G5 AR E 15, SRR, 5]
FIRR RS AE ASA EHEATRCE, DUEAERE N IR 0] 5 I 55 A e A5 R SR AL AR IRBEAT LA . IX 28R
P2 REC 6125 HH55E (DU R AR RAT R B REE e DURRR IR R AL 45 .
* CN_ID: 45 E U7 Be b i — M AT 44 B (RDN),  EAXELE— AN A HIAAFR (CN) AL
PESRARUAMER,  FCrp e A% A AR T SUAHILAC . CNAEANREE A SO . ON-ID 51 HTARRATA

SRR RS
* DNS-ID: dNSName &[] subjectAltName 45 H . XJ&—1> DNS ### . DNS-ID 5| HAR AR A
SRR RN RS

* SRV-ID: otherName 257! ] subjectAltName 2& H, 4 RFC 4985 Hif)ae X, HAREAN
SRVName. SRV-ID b5 iH4F Al L[] 0 55 A4 AN e 55 2 8. 49,

SRV-ID “_imaps.example.net” A LLHF4 24 DNS k4 34> “example.net” F1W H IR &2 84355
“imaps” .

* URI-ID: uniformResourceldentifier 257 [¥] subjectAltName 4% H , A [ G (1) “scheme” Al
(i) 5 RFC 3986 H¥R 2 1 “reg-name” MUIUAHUCECLIE “host” 4IRS 4> (SILAERGH4r) o URI-ID
PR L6 5 DNS 3804, 1l TP fuhk, JfF AADOZ M. i,

URI-ID “sip:voice.example.edu” A LLFF4) 4 DNS #4435 “voice.example.edu” F1 IR 4528

»

j{-j:u é“ Slp

FEARF DLAT AR B 2 ARG 5 AR, B 00— g bR ZERIEE s ARG, m e 5|
FHAR R RS I sl B DU AP A bR R sF S A SRR . 5 D FR VAR AT AL S5 R N IR 55 4 L,
I H 20408 bR DNS 8.4 115 B

FiaZ |l
 UPGERE R R GE H SRS S A BEVF T IR S5 ds i, R T 9 AR At ASA SSL %% /i i 3
R H T ARANSCRF I B B 5 AR
* ASA Rt T ULAC REC 6125 A BT AR AT I BTAT RN CBRAg . 30 P i 4 4 ] A5 A ]
BUAR

NSzt [ eI ThRE. i, APl No Match Found. Pinned Certificate. I
Ak, QS T ERAT R St I AR B xR S it i AR BIVCEC, A2 1) F S SRR e IE LA

B #siEs
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$IR2

FawmEs |

UK

74 R BT I [no] crypto careference-identity @4, A% ASA T ca-reference-identity
BUR .
[no] crypto careference-identity reference-identity-name

WS AR 20 5 I reference-identity-name (151 BRI, B EIEE N85 AR Wi 4 5 7E 4 H A
51 AR R AT T iz 2 no T, WK Bon— 4% %, I HASERS | PR IR.

14T ca-reference-identity B~ NG AR 0] w5 AR IR0 2 AMEATSE AL 5 HFR U
* [no] cn-id {4
* [no] dns-id {&
* [no] srv-id 1€
* [no] uri-id /&

SUMER SRR, 3§ 1% 4 (19 no 3.

Gt

KRGS 1) RFC 6125 &S #8UE P96 IF & 5 | bR

ciscoasa(config)# crypto ca reference-identity syslogServer
ciscoasa(config-ca-ref-identity)# dns-id syslogl-bxb.cisco.com
ciscoasa(config-ca-ref-identity)# cn-id syslogl-bxb.cisco.com

T—5Hit4
R E 724 HER Smart Call Home RSS2 &80, 18451 AR IR

FZIREGEF

ETFRBAES, HRATEL T IR

Fi&Z |
T2 NG AT AR ) CA FRHY base-64 Zfih i) CA E+.

g2

T CREEE R CA IET

crypto ca authenticate 15 1T £




B =owoes

-

7

s |

TP

ciscoasa(config)# crypto ca authenticate Main

Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
MIIDRTCCAU+gAwWIBAgGIQKVcgP/KW74VPONZzL+JbRTANBgkghkiGI9wOBAQUFADCR
[ certificate data omitted ]
/7QEM81izy0EOTSErKu7Nd76jwf5edqttkQ==

quit

INFO: Certificate has the following attributes:
Fingerprint: 24b81433 409b3fd5 e5431699 8d490d34
Do you accept this certificate? [yes/nol: y

Trustpoint CA certificate accepted.

% Certificate successfully imported

B AT U AR LR TSR IOIE 5 i 5 A5 AT AU T8 H enrollment terminal iy 4117
AU AR RTE T ASA.
crypto caenroll {5 F 55

TP

ciscoasa(config)# crypto ca enroll Main
% Start certificate enrollment ..

% The fully-qualified domain name in the certificate will be: securityappliance.example.com
% Include the device serial number in the subject name? [yes/nol: n

Display Certificate Request to terminal? [yes/nol: y
Certificate Request follows:

MITIBoDCCAQkCAQAWIzZEhMB8GCSGSIb3DOQEJAhYSRMVyYWxQaXguY21lzY28uY29t
[ certificate request data omitted ]
JF4Awaw68e0xQxVmdgMWeQ+RbIOYmvt8g6hnBTrd0GdgjjVLt

---End - This line not part of the certificate request---

Redisplay enrollment request? [yes/nol: n

W i 2 A R T R 2 s MR A 5 ) B S R I s s (R A5 o SR A8 2B R 8 A5 FH AN (] 1)
RSA %1%, W cryptocaenroll fir4 Bon PMIEIE R, RSP a0 SRR 24 A4 il
FH RSA %41, W crypto caenroll fiv4 or—/MIEF5iE K.

FEREM,  1ENIE S A AUITACR K CA FREL H eryptocaenroll iy 442 B T A7 UE i K e .
HARIE R H base-64 #% 20,

{4 CMP BCE ST, AR e LB P (i), B 4R € 5K A8 K IK (er) UETB IIEAT:
RIARR, AHARERIN R E I . I CATRMIIME U THAS ASA AZHIIH B K SEPE A 58
B, RS LUK BRI EAE AR T T2858 CMPYENHE KD o IER(E
FERGEM PR BEE Y CMP I, 3L P sl 2k 45 08 7 A W A

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate <value>

B #siEs
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L1

rzrm scep aznxaies [l

iff 0 A 77 AR N W K 2 AR B 2 A

crypto ca enroll trustpoint [regenerate] [shared-secret <value> | signing-certificate <value>
FAMN CA W AAMEF IR EL base-64 4% TURHIE TSR, G 21 283 .

crypto caimport {5 1T s certificate

T

ciscoasa (config)# crypto ca import Main certificate
% The fully-qualified domain name in the certificate will be: securityappliance.example.com

Enter the base 64 encoded certificate.

End with a blank line or the word “quit” on a line by itself

[ certificate data omitted ]

quit

INFO: Certificate successfully imported

I s ASA MUK IUEBEAE BAVEAE S CA R, Jikd Il #E Cd.
show crypto ca certificate

-

ciscoasa(config)# show crypto ca certificate Main

RAFIZATIC R
write memory

P

ciscoasa(config) # write memory

X AT BT MR E R MEE R ER BRI,

{£ F SCEP B 33k BEH

A E T SCEP A F3KBGET .

FHIEZ Al
T2 AT AR CA SR base-64 it ff] CA IETS.

UK

AR L BC B A5 A S CA RS

crypto ca authenticate {5/ £
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B 5 scerisskmarms

TP

ciscoasa/contexta (config)# crypto ca authenticate Main

e BAFAT s, AT H] enrollment url fir & € 42 15 4 2 i SCEP H B3R IBGIEH .

G AT R ASA. b 40 2% A T 2538 Bd AAR I CUIC & (1 2 A 3 s (e B . ZERN
Ubir A0, 155 CA FHEAIKER, HnlREHEE CA ¥ Tk B2 i F s EMHE R IEAT S 5E .
crypto caenroll f54T 55

i

ciscoasa/contexta (config)# crypto ca enroll Main

W2R ASA RAEFGRUEFIE R )G — 2080 (BOAED A CAWCENRES, W& 0F RILIEAS K. ASA
SOREEARR N BIRIE — UETS K, BB

WA AEAT R E R 5E EROE A 5 ASAR e e A (RIS PRI/ SD ANF, R SUH
INET . EHRYUEIRE, TR HENE R, AT E I, AR )R HO R crypto caenroll iy

A
R Wi ASA e K Hi cryptocaenroll iy 4 G (HAEWCEIE BT 88 8h, 1§ F A crypto

caenroll dr&J-IH %0 CA FH .

MW SR ASA UK IEB VRS BAVEAT S 1) CA R, ik il R 2.
show crypto ca certificate

il
ciscoasa/contexta (config)# show crypto ca certificate Main
RAFIBAT IR

write memory

i

ciscoasa/contexta(config)# write memory

73 SCEP 15K e E IR 2 %

B SR =05 CA BLE ASA DI Uy 1) 28 5 254 T S J0iE, AT LR 2P BR:

B #siEs
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§

7R

B

5 scep iskmERELE

HEN tunnel-group ipsec-attributes Bt & A5 .
tunnel-group % K ipsec-attributes

Tl

ciscoasa (config)# tunnel-group remotegrp ipsec-attributes

JA & 7 S R g5 o

crypto ikev2 enable outside client-services port ¥ [
il

ciscoasa (config-tunnel-ipsec)# crypto ikev2 enable outside client-services
BRI 500 443,

iR PCUSCRF IKEV2 I, A2t 4 .

HEN tunnel-group general-attributes it & A5 .

tunnel-group % %% general-attributes

5l

ciscoasa (config)# tunnel-group 209.165.200.225 general-attributes
BEIEL A T SCEP {1

scep-enroliment enable

T

ciscoasa (config-tunnel-general) # scep-enrollment enable
INFO: 'authentication aaa certificate' must be configured to complete setup of this option.

HEN group-policy attributes Bt & 45 2 o
group-policy % #x attributes

i

ciscoasa(config) # group-policy FirstGroup attributes

N ALSREVE N SCEP CA . RN LIS A KU fir &, DLSCRF S =75 80l .
scep-forwar ding-url value URL

griis W
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B vessseysn

TP

ciscoasa (config-group-policy)# scep-forwarding-url value http://ca.example.com:80/

URL JZ CA 1) SCEP URL.
AP ANEH T SCEP AR EE ) WebLaunch SCRFA, i H (L8 FH 4l Bh %0
secondary-pre-fill-username clientless hide use-common-password it

i

ciscoasa(config)# tunnel-group remotegrp webvpn-attributes
ciscoasa (config-tunnel-webvpn) # secondary-pre-fill-username clientless hide
use-common-password secret

LT ] hide S8 SCHF SCEP AR I

@R, UEFR T RZUE B2 AT . Zm3RAFHIET 5, Secure Client Wi JT I, SR )5 HUBNIERL
B ASA LIS Ay 350 100 265 B35 07 1) ALBR 1K) DAP SR BEAT B SE o

Rk Secure Client VPN 21 A BITRIHE FH - 4 .

secondary-pre-fill-username ssl-client hide use-common-password % {2

i

ciscoasa(config-tunnel-webvpn)# secondary-pre-fill-username ssl-client hide
use-common-password secret

S W ARGk 7k T ssl-client JCBE 7, (Hibr 4 H T 32 Rl IKEv2 5% SSL [#] Secure Client 2%
o

U] hide SCHE 7 SCRF SCEP AGEE.

PAEBA AT, ERAH 4.

secondary-user name-from-certificate {use-entire-name | use-script | {primary_attr [secondary-attr]}}
[no-certificate-fallback cisco-secure-desktop machine-unique-id]

Tl

ciscoasa (config-tunnel-webvpn) # secondary-username-from-certificate CN no-certificate-fallback
cisco-secure-desktop machine-unique-id

R EF E B KE

FERSESEEUE T IS, ST DOT AR SRR 55, A S S e B aCE s L&, i Sm A
CA BAUSEAIET .

B #siEs



| #iEs
caies i

FHia Z |l

PR TR B AR, IR RIS . A S AP CA UL LT A VPN PR3 webvpn 4
L IHEEE R R ECE, AR AN imiE 4. [FIRE, A5 AR webvpn ZhBEEHI K {5 UEA5 K571
Ry IZINRERAE X LEUE S YR 7] https AR 55 e OMHLERE,  LLEIRIE smart-call-home iiE+F5.

UK

AHL CA foVF VPN 25 /7 0 B2 M ASA JEHIE o X T = 0 B 25 ASA 4l CA. EIE CA,
HSHECAIUEH , 31 Ui,

T—¥ it 4
BEEUE A B BRI A eI A BRI

CAEH

AU T, T CAVE T Bl R A T LT A
CA FR =2 &2
B PIES

L HAEPRE, EHPATEL T P ER:

B2

$IE1 ¥ Manage User Certificates %% - 42 F P 44 B35 E 157 41 5 i B e ik 1
P2 EPELL AN IR

o WA AT R, 1 Ry Revoke DUBIER FI 7 Ui ) o At CA S 2 AE Uk 5 172 P e
Bhrd e, AR SIF R CRL,

o GEFEC M ASUE T A7 Unrevoke AR AT Vs il o ASHiL CA S8 23 A5 UE 1555080 P bk Hobsad b ok
B, AsEOFEE RO EB A C RN CRL.

PR3 SEn riddi Apply BAORAESE XK.

REEEBIEEMBEEISAN
B HEVF ATl FH Smart Call Home JEfili 3 jiti. ASA 765 &5 BC'E Smart Call Home B #4375 I8, ASA & H
O MU & Call Home RZ5281F P51 CA [FE B ISAT S FIAE, S RSS2 irmi R 2 IR
gER R AR, ASA SZEEXFUE PR TICUE, 1 JC T 2 R A HEAIE 15 )2 IR G f Ak o 48 mT LAF2 e 3

| griis W



s |

B =recezmans

FTRIRE A S PATE AR ST, DUEAE CA RS &) B A A AUE 15 R A AR 4G Smart Call Home
A AR FHE SIS o ILDIREAE 2 1 5 B8 A BT A S HF

FATIAE IR B 80 5 AN EE IR ASA FEF S AT T URL. LRy A
AR AR R DA U] 5 %) 1) B A5 FH RO 9 JEURE URL AT 22 /NI BRIA S (R EAT 5 N
ciscoasa(config-ca-trustpool)# auto-import-url Default

658 AT LG P B F 4 BL A SCURL R 130 S

ciscoasa (config-ca-trustpool)# auto-import url http://www.thawte.com

N T RER R AE A e I Bl FA (R I 1) S5 M B N 38, AN LU R A, DUEH] B ST R
SN

ciscoasa (config-ca-trustpool)# auto-import time 23:23:23

P € SCURL A € SCRTR] BEE A 8 AT ELT 4

ciscoasa(config-ca-trustpool) # auto-import time 23:23:23 url http://www.thawte.com

BTN AR IR /NG

THER CA St

{EH LA N ir & A F trustpool Sl 1 iR 7

show crypto ca trustpool policy

RS A EIR/ TN =S

0 trustpool certificates installed
Trustpool auto renewal statistics:
State: Not in progress

Last import result: Not attempted N/A
Current Jitter: O

Trustpool auto import statistics:
Last import result: N/A
Next schedule import at 22:00:00 Tues Jul 21 2015

Trustpool Policy

Trustpool revocation checking is disabled.

CRL cache time: 60 seconds

CRL next update field: required and enforced

Auto import of trustpool is enabled

Automatic import URL: http://www.cisco.com/security/pki/trs/ios core.p7b
Download time: 22:00:00

Policy Overrides:
None configured

E trustpool HEHE H H AERUCIRE, HMH LU T dr 4

clear configure crypto ca trustpool

HFEATE O 2251 A8 S trustpoint IEH, RG4S S5 H %Rt .
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wEEpEBER Fanscairs [

\rLI:I:I:I . ~ E"i > A Y ~

EEIEB B BAEEIR (A F B43Ek CAER)
ASA B[ 24 /NITRS B — VRAEAT SR T CA R ID IE BB R i SE RG22 —
S ARG H BN ER AW .
ZAY At CLIRBCE SRR B . BRSO, ZERIIHTT 60 RIT4GH M HAE 7 RIGIA LI —
Wo M T LUIE LA DA iy A e T B R A 06 1) B R A 326 B — NS L IR 11 380 309 i R %

[no] crypto ca alerts expiration [begin <days before expiration>] [repeat <days>]

A EERECE, RN — M NEER AR . JtAt, LB T show Al clear fiv %, HAKN
L

clear conf crypto ca alerts
show run crypto ca alerts

i TE R A, MR RGHERCE PR B CRIWHES, WRRAER - XARGHE, LUl 2L
EAS S 2 RIS R R R

flhn, A v B YIER MR G E O AE BT 60 RITUG, M)nhE 6 REEREE K. WIR ASA 7E2IIHET 40
RIOFRDN, WARGEH H AL, JFAESR 36 KAOE T M Il

)

AR O TEEIEBASHAT R A . A CA (5 A AU AL W 75 AT 2 3R 2 1R 5 3l 5 AT A

HEEFIEF
T2 LR i R e RS
* show crypto ca server
iy 4 SR ARHE CA it B RS o
* show crypto ca server cert-db
I & o AL CA WU I P iE 15
* show crypto ca server certificate

It 2 A base 64 1% A gz 6l 6 LA CA IER LGRS EHE Cal ), AR T
BIUEAS G FI A BE 25 0k AT AR IR 3 SEPTIE S HR 2L

* show crypto ca server crl
A4 %7~ CRL.

* show crypto ca server user-db




B sossas

B A WoR P BIOIRES, ) BUR B e R SR R i S
* allowed. <17 RVFEMI .
* enrolled. X lit/R O R A BOEB A .
* expired. BT CEIER A
* on-hold. (XA TCUEFS H A R VEFEMHKH P .

* show crypto ca server user-db allowed

B & R AN AR
* show crypto ca server user-db enrolled
iy A o HAT A 80UE 1 i S

* show crypto ca server user-db expired

Bty & W BATIEWHER R .

* show crypto ca server user-db on-hold

Bt & B R GRS HAS SSVEE M -
* show crypto key name of key
I i 2 s I AR R B X

* show running-config

iy 4 R A K CA GIES S ) o

Gt
DA 79 7 RSA 38 FH 2557«

ciscoasa/contexta(config)# show crypto key mypubkey rsa
Key pair was generated at: 16:39:47 central Feb 10 2010

Key name: <Default-RSA-Key>
Usage: General Purpose Key
Modulus Size (bits): 2048
Storage: config
Key Data:

30820122 30040609 2a864886
00ea2c38 df9c606e ddb7b08a
525fffc0 90daB8a4dc e696edde
elf33e40 abce04£f5 9a812894
93bff98f df422fbl 2066bfa4d
071a978c 6e81f073 0c4d4cd57b
da6e8fab5 411a841f e72bb8ea
af8fe2e2 e58718c6 edldalf0
51lceabfb f8ade096 7217cf2d
7d020301 0001

LR 78] 557~ Al CA CRL:

B #siEs

£7040101
e8blala8
0646c661
b0fe0403
2ff5d2a4
db6d9£f40
cf4bdb79
lc6f36eb
3728077e

01050003
65592d85
48b3602a
£8d7e05e
36b3bldb
69dc2149
f4e57£f£3
79eblaeb
89441d89

82010£00
0711lcach
960d7a3a
aea79603
edaebfl6
e755fb0f
a940ce3b
£098b5c4
9bf5£875

3082010a
fceddeel
52daelda
2dcd56¢cc
973b2bd7
590f2da8
4a2c7052
79e07658
c8d2db39

02820101
fad94297
5983603
01261b3e
248e4dd2
b620efeb
56cldl7b
ab2d8c7a
c858bb7a

s |
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irazEneias ]

ciscoasa(config)# show crypto ca server crl

Certificate Revocation List:
Issuer: cn=xx5520-1-3-2007-1
This Update: 13:32:53 UTC Jan
Next Update: 13:32:53 UTC Feb
Number of CRL entries: 2
CRL size: 270 bytes

Revoked Certificates:

Serial Number: O0x6f
Revocation Date: 12:30:01 UTC
Serial Number: 0x47
Revocation Date: 13:32:48 UTC

LA R sl s — A i

4 2010
3 2010

Jan 4 2010

Jan 4 2010

ciscoasa(config) # show crypto ca server user-db on-hold

username: wilmalOl

email: <None>
dn: <None>
allowed: <not allowed>

notified: O
ciscoasa(config) #

DL 7= 7k show running-config & 4t Horh 2y BoRACH CA UEA5 WU )

crypto ca certificate map 1
issuer-name co asc

subject-name attr ou eq Engineering

IEREERLICF

FLEREEHEIER

TIRERFR &R

AR

A B 7.0(1)

AU CBHE CAUET . S IE BRI RS2 HUE D)
TR T SO AR B IR . BrE e T
VOB B P ISR, Bl JPyls. A, #6i]
o IP k. CA J& “258 7 AEP LARAIF B SehE, A fiffi
TRV B P IS TS AR WL . CA {E PKIT (fifi ]
NHBURA I DU e A k) (R 5t R AR BC7AE 15

A R 7.2(1)

FINT LR A2

issuer-name DN-string.  revocation-check crl none.
revocation-check crl. revocation-check none.

JE5 T LR fir4: corl {required | optional | nocheck} .

griis W



wriEs |
B csemmeis

T8 ER FaIRA | H6
5 B 8.02) SIAT U R4

cdp-url. cryptocaserver. cryptocaserver crl issue,
crypto ca server revoke cert-serial-no. crypto ca server
unrevoke cert-serial-no. crypto ca server user-db add user

[dn dn] [email e-mail-address]. crypto ca server user-db
allow {username| all-unenrolled | all-certholder s}

[display-otp] [email-otp] [replace-otp]. crypto ca server
user-db email-otp {username| all-unenrolled |

all-certholders}. crypto ca server user-db remove
username. crypto ca server user-db show-otp {username |
all-certholders| all-unenrolled} . crypto ca server user-db
write. [no] database path mount-namedirectory-path. debug
crypto caserver [level]. lifetime {ca-certificate| certificate
| crl} time. noshutdown. otp expiration timeout.

renewal-reminder time, show cryptocaserver. show crypto
caserver cert-db [user username| allowed | enrolled | expired

| on-hold] [serial certificate-serial-number]. show crypto ca
server certificate. show crypto caserver crl. show crypto
ca server user-db [expired | allowed | on-hold | enrolled].
show crypto key name of key. show running-config.
shutdown.

SCEP 3 8.4(1) FINTIEhfe, AT =07 CAXR A UEBHAT 2430 o
FINT Ui 2

cryptoikev2 enableoutside client-servicesport portnumber |
scep-enrollment enable, scep-forwarding-url value URL.
secondary-pre-fill-username clientless hide
use-common-password password-
secondary-pre-fill-username ssl-client hide
use-common-password password.

secondary-user name-from-certificate {use-entire-name |
use-script | {primary_attr [secondary-attr]}}
[no-certificate-fallback cisco-secure-desktop
machine-unique-id].

bR R 9.6(2) TLS & 7 iy A FILAE SCHRFER AT RFC 6125 55 6 15 158 ST
J g5 s 5 3 BAIE R o 53 63 B UE K E PRI 56 UE 93 W) X £
X5 ZR g8 H B SS As R BeVER] IS5 # K TLS AT
WA R S I SR S % S0 ILEE, WA
S

WINEE L T LA R 44 crypto careference-identity.
logging host 1 call home profile destination address.
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irazEneias ]

TIREAFR

F A

L RA

A CA RS 2%

9.12(1)

BUPVE N URL (%) FQDN W FCE, WA H ASA 12T
' FQDN, 5IABH CLIEIT . Bkl s i 2] crypto
ca server [1] smpt £,

FAVEH T A CANRSS 4%, IR A SERRA IR — 4
ASA BCE A CA 55 as i, R Gea A Tz 55 4% LA
KU RATIEF ARSI (CRL), JF 24U O
MU AEF . stoife ey, DIEFTERnE CA Mks54%ar
A

<o

AH CA RS2

9.13(1)

IER T A CA IS5 #3085 . Pk, F=MIER crypto ca

server & NI

MR T LA R fir4d: cryptocaserver X s .

Xt CRL 73 & s fir 2 (B T

9.13(1)

4 CDP URL e & i 24 84 I 55 9155 22 VCRCUE P52 o

BSR4 . crypto-ca-trustpoint crl. crl url 53
M5B 4R MR . match-certificateoverride-cdp 51 A
T,

BT CRL 8245 K/

9.13(1)

BT CRL R 3800 T G4 Ko/, IF IR
T A CRL H 46 H 2R

s EZ N FBAT, BRI R CRL 2247 5 K/
%l 16 MB.

s fEHRAUT, H5 CRL ZeA7 BN NS 128
MB.

PR GeA UL AT Rk R A A T

9.15(1)

WA T TAE 9.13(1) TPERF) CRL 58 OCSP fIR 55 4% (1%
P In) T S8 A A B I UK K

BrMEMIa 4. E T revocation-check crl none.
revocation-check ocsp none. revocation-check crl ocsp none
F1 revocation-check ocsp crl none .

VL PCIEAS iy 4 LASCRFR S CRL 73 & 1 URL

9.15(1)

& CDP URL JC & fir % SoVFHE i A CDP ME— LS 2 1EAE
WA BT B RENIET o HJE, BEMIEBACCR— AR
WU BB, R AVPRHAEE 1 CDP B 2
UEASHE LAEAT B 3 J0AIE

BG/E W4 match certificate map override cdp seq
url url and no match certificate map override cdp seq url url




eane |
B vemnris

TIREAFR Fa R ikl

SHEE SRR In & AR ledy 2 11e 2 19.16 (1) ANF SRR NN T 2048 FIAE . AR 512, 768
B 1024 A7 IEIAHCLE AR L E 2 2048, JF &k HE .

AR SHAL #7534 T IAE .

P 5l N7 crypto ca permit-weak-crypto i 4 LA
1KLL P

LTI - EDDSA SN2 ILA RSA F1 ECDSA %
i,
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