F§F AAA 79 RSA SecurlD AR %25

PLUR A2 el il & AAA HE R 1) RSA SecurID JIR%5%5. RSA SecurelD %5 #4075 A SDI JIR%%
#%, 24 SDI 2 H -5 HalfE il e #mT LU H] RSA SecurlD JIr 45 #s w8 FEIERE, 9 4% U 1) Al
VPN H 7 ) 34T 540 B0 AIE

* XF RSA SecurlD Jli454% . %51 0L

* JI T AAA f] RSA SecurID R45 2 UEN] , %5 1 1L

o it 'E T AAA 1) RSA SecurlD RS 2% , o5 2 7T

o W4T AAA 1) RSA SecurlD IRS5 2% , 5 4 1L

* JHT AAA ) RSA SecurID AR4s 2 (10 id 5%, 55

Z%F RSA SecurlD BR %35

& n] LLE 4% F RSA SecurlD EE%%%WTE%LEE, HaA] LATA]3E 4% F RSA SecurlD A4 #54E b E
ISUFREE — R &, 755 —MEIL T, BFHEELE SecurlD R4S #% 1 RADIUS Al 45#% 2 [RIRC B 5 SecurlD
MSawC R, I ASA ﬁaﬁjﬂiﬂ% RADIUS 55 4% .

B, a0 R H A SecurlD RSS2 HEAT S0 B0AE, T Eh SDI Bl (H 151X S6 iR 45 %l 15
IS0 6 AAA RS 2541,

1 SDI I, 76 AAA RS 2341 H T 45 52 3 SecurlD IS5 8% . ASA KHAE 1 UERE SR S5 2% I
K% sdiconf.rec 30, Z X AEFIH BT A SecurlD RS 25EI A R)G, R EAREGZEA N, ASA A
DA X S g A AT S B IE

UEAh, HAAZNAE RSA 5 Gy B0 UEAE FEAS ok ASA VENEA S 3 AEACHL . 1 ASA 28, S REiEs:
BRI

FHF AAA B9 RSA SecurlD AR % 25 4N

o RN AT DA 2 200 MRS a4l AE 2B NG ST DA 8 MRS A 4L

 FEHREACN RN DT IR 2 16 DRSS &, FE SRR RN LT LT 8 MRS 4. I Bk
I, AEHERCE PR MR —DIRGS aIT A, — KU — MRS &, BRI 4w N A 1k

FAF AAA 1 RSA SecurlD AR %% 28 .



FIF AAA i) RSA SecurlD FE5 2 |

B ==/ T AnA ey RSA SecurlD AR5 5

fic & FF AAA #Y RSA SecurlD AR 5% 38

DL JE A 21 el e B RSA SecurlD A4 2541, R)5, AT DAZERC & PR 7] B VPN A X He 4]

Bt & RSA SecurlD AAA BR%284H

Nil

B

IR EAE 5 RSA SecurlD i 4578 ) HLEGE A5 2T S B0 UE, 20 55 20— SDI Ik4s- #341,
FE BN HTIN AL RSS2 . W AE S RADIUS JIRSS 2% AR 56 2 i (192 SecurID k4%
2%, MITCTHHAE ASA _FCE SDI AAA R4S 754 .

UK

B SDI AAA k%5 #5411k N aaa-server-group A B 20,

aaa-server server_group_name protocol sdi

Tl

ciscoasa(config)# aaa-server watchdog protocol sdi

CigEe ) FREAEZAR N RFGF AT, S AT AT AAA RS 48 1R AAA 355 e KR K%
IEENINECFN-§=

max-failed-attempts %5

Tl

ciscoasa(config-aaa-server-group) # max-failed-attempts 2

number ZHEE AT 1 2] 5 2 (0. BRIAE D 3.

DR AT LA B e (DU TP B D & T IR T7E,  JF HAL P i I A e g5 as i o i me b

o M ICRG WSk A M, Ik mR T % . RS A AL AE 10708 (BRIAMED
WAORFEBRIC A TN, AR ORAZ I B A LA AAA T SRAN e 2RI R IR A 4 2, T 7 B T [ 3R
Jiike B SERNRI T NIYIE], 152 5 T — 25 i reactivation-mode fir 4.

WA RBRTT %, W) ASA 4k S E A% AL P IR 55 %
CATE. ) Fi5 5 I3 BOPras 240 A Ak 554 (10 10 CRROBMBA S .
reactivation-mode {depletion [ deadtime minutes] | timed}

T

ciscoasa(config-aaa-server-group) # reactivation-mode depletion deadtime 20

depletion S8 AAELL IO ITAT Ak 55 e Ak T ARSI IR S S5 4 S BB Gs Wb e 25 4% o 0 BR
.

. FAF AAA 147 RSA SecurlD AR %% 22



| T AAA #9 RSA SecurlD AR % 5
1% RSA SecurlD iR %5 22752 sol i ]

deadtimeminutes ¢ 72 HO0t 1 T4 € AT AL AR ) dee i — I g% 28 it e 5087 R B A IR 45 e
ZaL s, YR T 0 ) 1440 (BAZMBPON BALD 2 0] o AN C [l 3B B A G eI, R0 )
ITRIATEH]; SR IERAEAH 20, FRRAUN RIS ERIMECY 10 204,

timed B AT AE 30 05U 18] i BB S0 e e 25 2%

1% RSA SecurlD AR 5352370 %! SDI AR 552340
FEAEH] SDI G528 A2 1, b2/ 1a i A I — > RSA SecurlD JIR55 %
SDI JI% 55 25 41 (1 R 55 2% A FH 5 470 3R RIR 45 2% 5 B DM (ACE) 55 ASA Tl .

UK

21 F5 RSA SecurlD R4S #3475 IN% SDI IR45 %84

aaa-server server_group [(interface_name)] host server_ip

Tl

ciscoasa (config-aaa-server-group) # aaa-server servergroupl outside host 10.10.1.1

WMRAFRER T, W) ASA BRI A RERED .
A LU A IPv4 5% TPv6 il .

IR 2 150 5 RS w R IE R B R
timeout

TR R4S B A RIRE (1-300 F2) ; BRINE N 10 B X THEAS AAA 345, ASA B HIRIER 2R
(FETF retry-interval iy & LIAMEIGE) , BELEIAREN o WL RME AR T AAA IS
#41H max-failed-attempts dr4 FARE M EIR, WK1 AAA 545, JFHASA K IFahm 5 —
£ AAA gy CInSRORCE) KIEIFHK.

il
ciscoasa (config-aaa-server-host)# timeout 15

PR3 frw mIAMRE, BRGAE EIIE S K 0SS IR I A]
retry-interval

AT LR E 1-10 72 BRIAE R 10 75

i

ciscoasa (config-aaa-server-host)# retry-interval 6

FAF AAA 1 RSA SecurlD AR %% 28 .



FIF AAA i) RSA SecurlD FE5 2 |

B s sosamaxe

=
~F

AS

DI 15 =

IR 4 U FLIRSS S 1 5 BN RSA SecurlD %i 1 (TCP / 5500) AN[H], 45 2 RS 2 1. ASA 7E i 11 |
It % RSA SecurlD J45 25 .

server-port port_number

TP

ciscoasa (config-aaa-server-host)# server-port 5555

~

T RN

B LLF3) 'S N\ RSA 6 UFE 2L (SecurlD) IR 45 2% 2F i H node-secret LA

g2

T N RSA SO KU PG IRSS a3 T U P10 A RTRAIME R, W2 RSA Sy B0 Uk P 5L
=
IR 2 RN NS SCPFIR R FRASTBCE TN ASA Ui ) I 45 2% b, sl JLA B ASA A5t
MR 45 28 620 S FE UL AR 2 —: FTP. HTTP. HTTPS. SCP. SMB. TFTP.
T3 FATREPAT
aaa sdi import-node-secret filepath rsa_server_address password
o

« filepath j& A RSA G430 IE A FE 2% 5 H R I 4010 A 3 B SO s 38 ik A2 . AN R St B i S
Al LAgmtl A disk0:. disk1: BY flash:o Xf T fEAR &5 ae LI SCAE, W5 FPRUE URL Ronik, filn
ftp://o

* rsa_server_address & 17 i B PIITE 1K RSA D347 U5 10E 5 BE a1 55 4 1) TP btk 058 42 FRE EHLA
© SRR T SCPRIN T R SR R R

T

ciscoasa# aaa sdi import-node-secret nodesecret.rec rsaam.example.com mysecret
nodesecret.rec imported successfully
ciscoasa#

I=+=FHF AAA B RSA SecurlD PR % &

TR LU I EAF fir 2 I 42 R B RSA SecurID AHIGAE B .
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| T AAA i RSA SecurlD R % 5
FAT AAA #1 RSA Securld Fig st ics [

* show aaa-server

BIR AAA 428455 E . i clear aaa-server statistics fir &1k PRIk %5 85 415 B
* show running-config aaa-server

WoRANRGRCEN AAA RS 4% . T clear configure aaa-server fir % MHER AAA k%5 A3 HLE -
* show aaa sdi node-secrets

BIRIEEE RSA SecurID k4528 B8 SN S0 i clear aaa sdi node-secret iy 4l
B A S

F3F AAA £ RSA SecurlD fFREZ £=0IF Fid R

INREBFR FEERRA 1% BA

SecurlD AR5 %% 7.2(1) SCRE AAA 1) SecurlD A5 25 AT BE S B0AIE . LATIT R
A VPN G356 A 2 £ SecurlD.

HITAAA 1) 1Pv6 Hbtik 9.7(1) IRAZETT LUK TPv4 55 IPve Hilik T AAA RS54,

BN AAA RS B0 FAR 5 2 i o B FR | 9-13(1) DAL S E 2 AAA RSS2 4. fEE 5t T,

HRBEINT . DLECHE 200 AAA RSS20 CRT—ANFREIH 100D & Ezr

SR, BATRIRCE 8 CH—MPREIA4) .

Beht, EZERBET, BTG E 8 MRS (h
AN ERE 4 ARG o SRR IR
il 16, PREFAAE

Be T PL N a2 LA X S B[R il . asa-server . aaa-server

host.
MH T SDI AAA ARZ5 2840 11 RSA G438 uE4s | 9-15(1) AL N RSA B 056 F 5 FE 2% 5 H 04T s S0k,
PR T2 5 N S LT SDI AAA 45541,

WINT AR fv4: aaasdi import-node-secret. clear aaa
sdi node-secret. show aaa sdi hode-secrets.

FAF AAA 1 RSA SecurlD AR %% 28 .



FIF AAA i) RSA SecurlD FE5 2 |
B 5T Aan e RsA secund RS 405 2 iE
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