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41 Bt &0
vCPU M7 (GB)

D4,D4 v2,DS4,DS4 v2 |8 28 8

D5,D5 v2,DS5,DS5 v2 |16 56 8

D8 v3 8 32 4

D16 _v3 16 64 4

D8s v3 8 32 4

D16s_v3 16 64 8

F4, F4s 4 8 4

F8, F8s 8 16 8

F16, Fl6s 16 32 8

F8s v2 8 16 4

F16s v2 16 32 8
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4 1%/14 GB

ASAv30 D3 v2 2 Gbps 750
4 %/14 GB

ASAV50 D4 v2 5.5 Gbps 10,000
8 14/28 GB

ASAv100 D5 v2 11 Gbps 20,000
16 #%/56 GB
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https://azure.microsoft.com/en-us/
http://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/general/asa-96-general-config/intro-license-smart.html
https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
https://docs.microsoft.com/en-us/azure/ddos-protection/ddos-protection-overview
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® 0S Provisioning failed for VM 'TEST-CISCO-TDV-QC' due to an internal error. (Code:
OSProvisioningInternal Error)

® OS Provisioning failed for VM 'TEST-CISCO-ASAVM' due to an internal error.

InternalDetail: RoleInstanceContainerProvisioningDetails:

MediaStorageAccountName:ProvisionVmWithUpdate; MediaStorageHostName:ProvisionVmWithUpdate;
MediaRelativeUrl:ProvisionVmWithUpdate;

MediaTenantSecretId:00000000-0000-0000-0000-000000000000; ProvisioningResult:Failure;
ProvisioningResultMessage: [ProtocolError] [CopyOvfEnv]

Error mounting dvd: [OSUtilError] Failed to mount dvd device Inner error: [mount -o ro
-t udf,1s09660 /dev/hdc /mnt/cdrom/secure] returned 32:

mount: /mnt/cdrom/secure: no medium found on /dev/hdc

T AR BATEER G HE, BE XL AR . DU 2 AT G H P R T
A5 Dol

10150 bytes copied in 0.80 secs

Waagent - 2024-08-02T00:46:55.889400Z INFO Daemon Create user account if not exists
Waagent - 2024-08-02100:46:55.890685Z INFO Daemon Set user password.

ERROR: Password must contain:

ERROR: a value that has less than 3 repetitive or sequential ASCII characters.
Invalid Eg:aaaauser, user4321l, aaabc789

Failed to add username "cisco"

ADD USER reply indicates failure
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virtual [RIEBERERS . Azure TH043 2803 ASA virtual HEABEDRA . 24 ASA virtual 250, 4%
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F4 ] ASA virtual.
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https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
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o ] DUAE R B R U LIUBEE (VMSS) W ASA virtual W42 0 3 T IP 3% . Wilf
WA 2% 970 AN S A R 2% 1 PP PR AT O TP bk, U sk 32 SIS IR % e o 38 i
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 BRSHAIE P A KA, BRAFEAE Azure TPEEATIE L.

DNS

PP Azure REJUL N 28 #0] DL ) Mok 4 168.63.129.16 (14 & DNS k%o, A LL3% LA B 4l /1%
AR5 4% -

configure terminal

dns domain-lookup management
dns server-group DefaultDNS
name-server 168.63.129.16
end
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fniE M 2& (AN)
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https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=network-interface-portal#enable-or-disable-ip-forwarding
https://learn.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface?tabs=network-interface-portal#enable-or-disable-ip-forwarding
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AN FEERINTEOL F 25 o Azure SCREZETRAC I EFUNL LA H AN L TE7E Azure 4511 VM JF 5
B JEE, BRI enableAcceleratedNetworking 240 &4 true. 1523 Microsoft SCA%: 7EILAT
REAUAL S I InigE 2% . SR G BEHT I 3l VM.

3% Mellanox fE{4

Microsoft Azure 7 PP 2 AN T RE AT : Mellanox 4 (MLX4) Al Mellanox 5 (MLX5). MAA
9.15 JF4fi, ASA virtual 3CFFIE ] T Mellanox A4 1) AN LA T 5241

* D3, D3 v2,DS3,DS3 v2
* D4, D4 v2,DS4, DS4 v2
* D5, D5 v2,DS5,DS5 v2
* D8 v3. D8s v3

* D16 v3. DIl6s v3

* F4, F4s

* F8. F8s. F8s v2

* F16. Fl6s. Fl6s v2

)

IR MLX4 (Mellanox 4) tB#i % 4 connectx3 = cx3, MLX5 (Mellanox 5) 4 FK A connectx4 = cx4.
TEARESRE Azure ff /] MLX4 50 MLXS5 WA R RZEAT VM 8 . ABHE IS TH 2] ASA virtual

9.15 FRABUE AT, DU sk 2% Zh i -

ZNZ ASA Virtual

#0] LLAE Microsoft Azure |38 ASA virtual.

* 7EAnE Azure AL AR Azure BURIAEIH, AT Azure WYRTF ELARHE ASA virtual 38 A k7B
Kbk, TESIUAE Azure BYRE BLE: 1338 ASA Virtual.

* {£ Azure W] Azure Security Center ¥ ASA virtual #5E5 J R S VEIKEEMR I T . [WH %
PRI AL ASA virtual, 1ERAIRYT Azure TAE GBI KEEIETI . A ERASGE 428 1l THI A
RN e IS TR F A . TE S I AE Azure Security Center 7% ASA Virtual,

* ] Azure P55 BRI ASA virtual il M . RG4S0 LAEESR A 3 /45 H
A (HA) e B ASA virtuale 23825 i my o] M SE i CRAS B/ i 8, RirE
H ASA virtual #R il & 2248 F ShAT MR8 LU 2125 4 ASA virtual. 1525 M Azure T3
EHSHE ASA Virtual AR I, 5 14 T

* fffH VHD (] M cisco.com 3RHO) FHFEETILG, JHik B @ BHGHE ASA virtual 5 ASA virtual
Al S . SERHR AL R4 R U AL (VHD), % r0g 3L £ 2] Azure K H L ASA virtual f355 5
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https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms
https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms
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R A HFEE WG FIEA ISON ST AR SRR — AN HCC ), 18R DUFE 5L i
BEVE A ASA virtual FBE I RECHTA PR B HZ H e RN, 5SS A VHD A7
MM Azure #3E ASA Virtual , %5 16 T,

1£ Azure FRETEEE P EFZE ASA Virtual

LR EAEFE A REBE 41 1 T 7F ASA virtual | i% & Microsoft Azure 55, 7 THETEM N Azure WHE
SR, E2H (Azure A1)

1F Azure P25 ASA virtual B, < HEVA RS FIECE, BIA@IE. AJLIP HhEANSs bR, &I LI
TR S D B S . B, T RE T N G IR SR BRIAE

i

W1 Gk E| Azure IR HLAS (ARM) [1])7
Azure [T o5 Bk FAT A SCIR W B B3R, B h O B G K
82 {f Marketplace 148 JUEF ASAv, A5 A EE 1 ASA virtual.
T3 AUEREARE.
a) FIANMESNLN AR, SAAPRN AR Azare 1T HIH BAME—.

EEEM
IR A FRAEME (1, TR ER AL BT HAK, BRI

b) AN 4.
¢) EFEBMEAULZAL: FHY (Password)sk SSH 2425 4A (SSH public key).

I R FE 2R (Password), T A IFiA . A IREMEANERIHEN, 1S 0] HiiE .
d) TEPEITHIRAL,
e) EFEHRIELH (Resourcegroup).
TZEURZH N 55 R A0 00 2% 1) Bt s ZELAH 7] o
) EFERHIALE.
ALV 5 8 1) I 28 TN B 5 4 PR AT [
g) miifE (OK).

T4 fil'E ASA virtual X .
a) EFBHNAA.
b) EF G .

T A B Ak, n] UBIESHT ARt = o ARk 7 (067 I 5 10 286 R R UL A7 B A [
c) RN ILIP Mk, JiiESEE “AFR” (Name) FBUPHINIZ IP Ml FIFR2S, K5 S T#E (OK).

oSk
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https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430
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LIRS

SIE6

ERIAEOL R, Azure 2 QI DB AILIP, ZBANUSIEIFEF RSN, P A RE A A2 W
FEARE E [ TP ik, FTUALET TP AT IR AL 1P, K FEAShas ik 5 O i A i it

d) R LIS DNS #5725
564 IR E 144 251 DNS #2500 I Azure URL: <dnslabel>.<location> .cloupapp.azure.com

&) VEFEULATIEIINSS . BRI 10 KA
f B ASA virtual§ i E SIS T, S AR (OK).

EEEM
BEANZ DB IIUEFL B ME— 1) 119

g) MliiE (OK).

EAMEME, W5 T (0K).
ERMZK RJA siditlZ (Create).

T—¥ it 4

o PREEAF T SSH Hi A CLI Ar 23 THCE, 5 ASDM. 5%Vl ASDM Ui, i
2 J3 %)) ASDM.
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N

L

Microsoft Azure Security Center /& Azure )22 TT %, AR REWEORY L 2 3505 38 F A I A1 PG
LR PO, B DRE e W e A E I AR 2 .

LA T Azure BHEINZARES, DLUUIIBEI 2 A AR AT s 5% 7 S8 R0 2L i
S I R, X T LSRR ASA virtualfF 2k B K B fi# R 7 % 0] Azure 27

T AT miai JUT BAKE ASA virtual #8284 22 4oL W) — MERUE DT 5, AR5 ICERAS P il A o
W A FUEAPRILIAE. DU FBAERF MBI T 224 h 00 ASA virtual 0588 W17 T 1%
HELZVEANE R, 152 Azure Security Center.

k| Azure |17

Azure [T/ W85 2 HTIK P FLT ARG B 2L 8, B rhO i B OG

M Microsoft Azure g L1, EHEZ £ H (Security Center).

WA E RV A2 Ay, 3T IFRRIM (Welcome) I 1B T~ EH2! HABE B3N AzureSecurity Center (Yes!
| want to Launch Azure Security Center), FJJT% 2l (Security Center) I IR I J5 F B I 4E

fEZ &l (Security Center) IUARAETI R I, %+ RE (Policy) il .

ER 2R (Security policy) =ik 5k |, 1EFTRFEREE (Prevention policy).
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asa-virtual-919-gsg_chapter18.pdf#nameddest=unique_155
https://azure.microsoft.com/en-us/services/security-center/
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7 Azure Security Center Z[Z ASA Virtual .

TEFRBG 5B (Prevention policy) A~ IEIR b, $1 FFAREEAE b 22 4 SRS I —8 o e A 1R 21

a)

b)

BT —HR B A5 (Next generation firewall) ¥ & A FF (On). X 1] LAAHFR ASA virtual e %2 4% o P 1 2R 130
jﬁ‘%o
AR, BOE AT

R[N 3% &l (Security Center) ISR K I, AR5 %E#E I (Recommendations) Y .

A ZE E W HT Azure TR AR . AP IR B BV AR 1 2 IR N, 25751 (Recommendations)
AR R SRR

EPEE I (Recommendations) i A~ LT LRI T — KRG A 3% (Add a Next Generation Firewall) &%, PAE&HE
TEANE BAN/BCR AT B e 7] 8
e #TE (Create New) okl fE I A R E (Use existing solution), 4R AR5 1) ASA virtual.

[ & 2N
a) HABIBLKZFR. PR AR Azure 1T HI o UATHE— 1,
BEEZM
WP AFRA A ME— I, TR EE A ZAFR, 8 M.
b) HNERIH 4.
¢) IEPRIBEA CHEMGEL SSH %4
IR BRSNS IIN . AR N, TE S HHRE .
d) EEAT A,
e) ILFFTTYEA .
I GEUR AL 5 AL 255 (1) B JR LA [R]
) IERERALE .
AV I 5 B 11 I 8t R A T AT A T
g) MilifAZE (OK).
fic & ASA virtual W' .
a) IEFEEIHLRN.
ASA virtual 32 F¢pr#E D3 FlARHE D3_v2.
b) ARG .
Tn] DM AT Atk o, o ml LB BT IOAE IR S o A7 REMK 7 (R B Y 5 0 26 1 R SLBTL IR A7 AR TR o
¢) R—AAILIP Huhk, HIRELE “HFR” (Name) FBET N Z 1P HUBERIARSS, AR5 T E (OK).
BROATEDL R, Azure 23BN AILIP, BN ILIFEBE SN, % IP Al fess KA. WAE
BESOUE G 1) 1P ik, mTRALE ] AT TR AL 1P, KL As Hhtil 58 ook B s bk
d) MR LN DNS #5725
SE4 PR E 44 45T DNS k%500 I Azure URL: <dnslabel>.<location>.cloupapp.azure.com
e) JEPEILA MRS, BN HHT 1) i R 45
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B A rwre 2R ERSEEME ASA Vinual L3S E T AT

) PLE ASA virtual 5 FI AT, AR5 R RE (OK).

EEEM
BEANE I S IOEFERIME— (171

g) miifE (OK).

FEN SEEREME, K5 ALE (0K).
P12 BEMMENR, R5AiLelZ (Create).

T—% it a

o PREfF T IE T SSH i A CLI Ar & #H 7L E, sl ASDM. %15l ASDM KU, iF
%7 J3 5)) ASDM.

o DR AT O s A L AU B S OR Y Azure TRIRIOTEANE R, WS P N a2
PSR

M Azure ‘&iEETESEERZE ASA Virtual LI3%15 5 ] HTE
DU EAERE P MEEL51 HE T 4 Microsoft Azure 1% =i o] HHPE (HA) ASA virtual % (20 B8 Wnds 7 ffvE
M) Azure WHE P, 1ES 0 (Azure A1) -

Azure H11¥] ASA virtual HA 22X P9 ASA virtual #5238 2 n] FHPESES, IF B3RS FIRCE, 41%
P AL TP HihEATER k. T AR fF i — D X S A .

UK

S &ExF] Azure [/

Azure [ 1V BR 5 SHIMK S AT AR B E R, S8 O B .
$1E 2 & Cisco ASAY 113, SRJ5 5H ASAV 4 NIC HA DLEBE WSS ASA virtuallit & .
S 3 il 'E Basics X o

a) Hi N ASA virtnalfLZ TR HIZE . ASA virtual ZFRKG A “HIgk” -A fl “HI4%” -B.

EEEM
A ORANELAE FIBLA IO TR, 75 Do B 2R KL o

b) i Username.
IS 2 P A AU IR A B P 44 o

EEEI
Azure 25 E# I 4 admin.

¢) HPANERINLERE—Fh S AEE AL ZFAD (Password)k SSH 22 3£ %48 (SSH public key).
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M Azure ZEEEENE ASAVitwallEEsTAE [

IR E PR RS (Password), I AN BN . A O E A HEN, 1530 i E .
d) EFITHIZEAL,
e) EPEHEIRELE (Resourcegroup).

I (Create new) GBI B4l sUAFERIIA FIRA (Use existing) L HEHLA BEIRAL. WERAEHIILA
PORAL, WRZIL U A AW, A B vl .

) EFEIIALE (Location).
AV I 5 1 X 28 8 A 1) 7 A T
g) Hii#E (OK).
P4 MLEBR ASAVIRE.

a) JEFEERIHLKA.
b) EFIEE (Managed) HiIEFEE OS#i# (Unmanaged OS disk) 7714 .

BEEEM
ASA HA A HAATHIEE .
$IE5 Pl ASAV-A B .
a) (k) EFHEIZE (Createnew)iisk—AJLIP Huhl (ONEEAE “4M7 FBUPHINZ IP Ml kr2s) , 4R
Ja HHHRE (OK)o WHRATFE AT IP Mk, WEH T (None).

Pk 2
BRUHOL N, Azure I — DS AILIP, MERNUS (EIF TR E 2, % IP e R AR . R ET
FOUNE E ) TP Hhl, RTRALET T AT IR A SL 1P, L B As btk B SO A
b) AR T LA I DNS #5745
S84 IR E 144 25T DNS k2501 Azure URL: <dnslabel>.<location> .cloupapp.azure.com

c) BLHE ASAv-A B2 WIAEAEIK ;BT iy B B

PIR6 HH LRV IRACE ASAV-B B
R EFIAREUR LS, oG A L 2% .

a) HCE ASA virtualEHE 2P F M, AR5 RHRRZE (OK).

EEEM
BN LA IUEFLFME— 1) 119

b) JHE (OK).

$1R8 AEWHE (Summary) it &, AR5 diE (OK).
B9 SRR, A5 TE1E (Create).

TS5t 4

© QREAE IR SSH AR CLI fiv @ BEATACHE, BUfti ] ASDM. 755750 ASDM [IUiH], i
Z4JA 5 ASDM.
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7£ Microsoft Azure =t ZBZ ASA Virtual I
B 5 v FzEEIR A Azure 18 ASA Virtual

* £ K Azure H 1] ASA virtual HA FCE A B, WS (ASA R4 —BARAERCE SR m ) H11)
CHE NI Al W AL S s T M —

{£ A VHD #03=E4EHR M Azure #3Z ASA Virtual

T UL Cisco $RPL1 48 VHD iR, G H QU H5E X ASA virtual & . ZHE] VHD B8t
ITHRE, RRIL IR VHD WG A B Azure FEA#k ) o ARJS,  BSAT DMEHT _EAR RIRE B WG A Azure
DRI P R QT WS . Azure BRSO C0 5 BEM UL I AN S H0E LY TSON XAt

FHIEZ Al
* ASA virtual A5 EE 5 248 H] TSON BUACRIAR N[ JISON Z 830 & mT LU GitHub £ 4fi /4 K
AR

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
B R BRI ZEOCAF U, SR N K - Azare BEIBORG] L 5 29 TT.

o R EAE A Azure P IELE Linux fBRNL. FoAr1 83 B AH B I I Linux JEHL (4141 Ubuntu
16.04) 5 E45 VHD MR FALE S Azure. UERRMGLEM R TR E L) 50 G It =Sml. mH, M
Azure ") Linux BERINL FAER] Azure 1745, ALt 23 bR,

R IE T EAIE ML, W HLL R ke —:
 fifiH] Azure CLI €1 Linux BN
* 1F Azure | ]/ 1813 Linux BEL

* 1F Azure W Y, BN AZAE AR E ASA virtual 47 & B R FHIRIAAAEK ) .

SIE1 M\ https://software.cisco.com/download/home TUJHI % ASA virtual 545 VHD W15 .

a) FMEF= M (Products) > &£ (Security) > B A& (Firewalls) > Bi&ERN &2 £1& & (ASA) (Adaptive Security
Appliances[ASA]) > BIEMN R £1% & (ASA) {4 (Adaptive Security Appliance [ASA] Software).
b) M EEN T2 EMIZE (ASAv) (Adaptive Security Virtual Appliance [ASAV]).

F U N R .
51, asav9-14-1.vhd.bz2

H2  A5IE4 VHD WAL BIFIEE Azure 1 Linux AL,
F T4k LA ) Azure FIUN Azure FHOCHHIEHIRD . ORGSR SCP, B2 45231

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>

SIE3 B Azure TR Linux RN, FESMEEN T E4G VHD BUEH0H % .
$B 4 RIS ASA virtual VHD B4
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{557 VHD FOZ& EAEHRM Azure 5.8 ASA Virtual ]

TSSO IIEFARZ . MORBI R IK52 Bzip2 SEHIRES Y, (Ht ] DUAEH] 2225 T Windows [ S IFE -

# bunzip2 asav9-14-1.vhd.bz2

AR R NG PR

FHF¥ VHD AL BRI S R IR 2, 045 AzCopy. Azure ££4i% 52 7] Blob API. Azure £ fif %5 R & ¥
#&. Azure CLI BX Azure [ 17 XFT1% ASA virtual IXFER IS, TRATAE UL Azure [/

TR T A3 Azure CLI 52

azure storage blob upload \

--file <unzipped vhd> \

-—account-name <azure storage account> \
-—account-key yX7txxxxxxxxldnQ== \
--container <container> \

--blob <desired vhd name in azure> \
--blobtype page

M VHD @1l i3 FL e A%«

a) TF Azure [1)7H, EFEBRER (Images).
b) RN (Add) BT .
o) FRUELIFER:

* TR - WFRzIR g T .

© IR - EPEIAT U YR AL R A B U AL
© B - AFCEIUGEN P U AR

(X 358~ B4 08 R FULALIF) DX 4L
 RIERGZEB EFF Linux 1F hERfE RERL,
* VM & B- i #E 1K,

AR 2K .

* 7fi#% Blob - Y ST FIFfif Ik /7 LALE$E A% K] VHD.

¥ VHD ARSI Azure £fAAEIK S 107 ds o 0T DU BLA AT 0K, tn) ABIEEBT A7tk ™ o A7 Gl )

© MR ERBL MREEIEOR, WA & #ARHE HDD. #rifE SSD 84 SSD.
BEREHRI T3 B LR ) VM R/, TR R VM RN SRR TR 7 263

© EHER - N PSR PIER “BYS 7 .
SRR - ORRBOAREE, i n A

d) miidigl# (Create).
SEfIB AN (Notifications) IR~ 278 B R Ih B B & (Successfully created image) 4 5

IR

QA MR )T, v UMER 1A% VHD H1_EARAE R
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B 5 v FzEEIR A Azure 18 ASA Virtual

10
TEN
STIE12

SRECHT O 2 (1) FE 4 WUR 1 2R 1D
FEW, Azure BEREATEYR S — AN P8 1D MIOCIE . MIZFCET WG E BT ASA virtual B KEE, K /5 29U ID.
a) 1t Azure 17, EFBRK (Images).
b) EFE DRI FEE G
¢) MdihA (Overview) A& WG &M
d) ¥ Resource|D & il 28 AR .
Resource ID RH LA FER:

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup> /provider sMicrosoft. Compute/<container >/
<vhdname>

{8 FHFEA WG FN B YA AR A 2 ASA virtual 7 K 35 :
a) ILEFEHTE (New), ARG REINERE (Template Deployment), 1 2 i) kIR P IE#EE .
b) EFEIE (Create).
c) LPTELREERS A A CHIFEHR (Build your own templatein the editor).
A — A B BRI eT QAR s, 152 3 G i D SRR . 2 30 0L
d) KB E L ISON Bt AR RGN B % I, SRS sk 7E (Save).
e) M THyE P IE£EIT A (Subscription).
f) LEHIAEIRE (Resource group) B G —AN Bk 4
g) M FHFIR P IEFALE (Location).
h) B b— L L5 IR 1D (Resource | D) A5 21 EE AN FEE BRI 1D (Vm Managed Image | d) B .
Fili B ENXERE (Custom deployment) LI TH B (1 4R4E 5 #4 (Edit parameters). & ANl it B & KIS Hb
R

a) FidiinEsc (Load file), RJ5 WA H & X ASA virtual ZECCIE. W G & S BRI R E], &SR
B HCCE, 538 1t
b) BN H L ISON S EACHE R RN & b, AR5 iR TE (Save).

R A 2 SGRE RN B . 15Hiff Basics fl Settings 15 S S & TG B AL S (435 Resource D) #H7F.
FEA R B 46 R 44, ARG ik 3 B & B &5k A0 544 (1 agreetothetermsand conditionsstated above) & EAE .
Mii3E (Purchase), 8L USRI B € SUBHGH S ASA virtual B7 K.

IR MR S HOCAF R AP SE, WS % 2 ) o
FEAEWAR AT A A AN PR ) 2 A8

T—5Hita

o QkSAf AT aE Rk SSH % A CLI iy & 3E4TAd o ASDM. HXVjn ASDM HIiH, &
% J5 ) ASDM, 5 87 Wi,
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I 7£ Microsoft Azure = L %FZE ASA Virtual
7 Azure 238 34540 1P6ASA virual [l

7£ Azure Lt EBE L #5H) IPv6ASA virtual

AREAGUWT I Azure 1717588 5ZHF 1Pv6 (1) ASA virtual

X F7E Azure EERE S +FH] IPv6

ASA virtual 775N 9.19 Rl 23 IPV4 A IPv6. 7E Azure 1, 0] LAE AT 77 M2 ASA
virtual, XA RN LS, (HIE BT, Azure 518 BRI 37 8 FH 77 o BRI A AU A8 B 561
LT IPv4 ) VNet/ T . HAR T LT3 B VNet Bt & IPve Hulik, {HIGF8 1 ASA virtual 52
B INEIEC & T IPv6 T M) VNeto Azure S8 R AC 5 1238 BATART 2 = J5 Bt Yt in 7 SESe R, M)
AN I T 3ok B R U

JARFE AR AL R 5 13k 58 ASA virtual LAY HF IPv6 Sk

FRALLUF PIRASEN G H 2 X IPv6 Fid, Jir.

* BEX IPV61EHR (ARM #&4R) - i 1] Azure ZRU5E HELE (ARM) B 1Pv6 JiC K% ASA
virtual, ZBEBSAEN BT Azure LRITIZMUE . BOBEHCEL S REIE RS 40E K JSON LA,
T T DUBC B 3K S 8 J5URT 28 DL S BF IPV6 (1) ASA virtuale B R, &S50 &
WWA% 22 1) A 7€ X IPv6 BN Azure #5%, on page 20,

G FE B P2 TR Azure 3% B 1K) VM WS 5 AR, LLIE G PowerShell. Azure CLI. ARM
BERR B APT 302 158 SUBEAR KR FE . S LAEAE VM b BB 8 [ 58 OB, 10 JG 75 3 A o)
VM 05 AR o SR 23R VM BB 2R [ SO, )2 Bk LR AR R

W ARFESZ LT T R A BRI H i ke BRI A - JF h “Tlidg” T OB A AL A

BT M LR J59A2 A Azure PR G REHRRE,  LAERESE S 2R K F & X TPv6 (ARM)
FEHR -

s Azure 1P - JEH 5 Azure 1113 E3RAET ASA virtual /= SR 6 B K g R B Bk 0, FH 1348
Z HE L IPv6 Fif (ARM R

* Azure CLI - 1217 CLI #x 4 LA FHH T8 A e L 1Pv6 (ARM k) Igmfe i .
* BEX VHD &0 IPv6 #EHR (ARM #&#iR) - 7 Azure [{# F] VHD MG H1 ARM FR AR K61
FOEMUE . BEFERALT A F VHD RV YRGS 2 ASA virtualo SEAHCAE 5828 I R 51 FHFE

WUg, HSE AT IR Azure b EAEFIRCE ) ARM BRI SCHF IPV6 (1) ASA virtual. i
Z A H VHD F1 E 2 3 IPv6 Bk M Azure %, on page 24.

I WS B AT B € X IPv6 BiA ) VHD W%, 4 B & X IPv6 Bk (ARM Bt SkEiE
ASA virtual AT K i 2 .
HE ASA virtual FTid K 120 BT

Table 3:

UK

88 Sk
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B sreasmmnigssina s PG EITA Aure 555

v XIERE S FF 1Pv6 B ASA virtual B Azure H1 614 Linux VM

A28 B AT W% 5 1R ) E 52 X IPv6 BB 2% ASA virtual I}, 4 W 7E Azure | ] )7 5%, Azure
CLI )3 FH g 3 8 i i

MRS E I, LU A 2 R
o B Azure TS MG I A 2 X IPv6 FAR .
B H %X IPv6 (ARM) FEAR [ VHD A%,

TH A E X TPv6 (ARM) Bk 1 IPve S35

Note

I 4 e Ad AT % 51 F ) E 52 L IPv6 FEARCK 355 ASA virtual I, 4 75 B 173 W% i A
(R4 AT WG R A S H A . 8IS AT iy 2 KA R A A PEAR 5 B .

ilid Azure [ 8% Azure CLI K#B2 ARM FHR .

FAHESMIAMRESER B EX IPv6 tEHR M Azure ERE

SENTIHWALAE F 1 E X IPv6 Bk (ARM AEHR) T2 ASA virtual T & [T F2 .

Procedure

S B33 Azure 177

Azure [ 1R 5 HIMK S AT A DG BRI E R, SEds O Bk,
HI2 Wik Azure 17788 Azure CLI J8 H 9w fe a8, Wi N rn:
1E Azure [])7 L5 FH LI :

a) fF Azure BR%5 (Azure Services), fiiiiTH (Subscriptions) LA F i1 H A i TR UL
b) fEAEMH, MERE (Settings) LI K M 4wFEERE (Programmatic Deployment).

Bt 4 7 VM
¢) MRS (Statu
o

BB P RN BE, DAL ORIR T L o
s) 41 T ASA virtual™ i % N I¥ B F (Enable), LAIRIE A 58 S IPve B g f 25 o

il Azure CLI J& FH 3% 3 .

a) ¥3%| Linux VM.,

b) ZATLL N CLI @4, i A€ 3 IPv6 (ARM) HAR S F e 5%
FEAT 2 PAT IR, BEABEAT U e 52— IR %K

HIEZE

. 7£ Microso
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EAE AT EMmES 2 EEY P SR Azre 5E ]

az vm image terms accept -p <publisher> -f <offer> --plan <SKU/plan>

#ENERCHET (fla, BEFZ =true)

az vm image terms show -p <publisher> -f <offer> --plan <SK U/plan>

o,
* <publisher> - 'cisco'.

» <offer> - 'cisco-asav'

* <sku/plan> - 'asav-azure-byol'

PLUR 2 8 AR AL LU o BYOL 11 1R 28 ASA virtual i) — A iy & JHIAS = 451

* az vm image terms show -p cisco -f cisco-ftdv --plan asav-azure-byol

PRI BTN a4, DUMERIR 5 i B RAS S5 R R A AR TR B

az vm imagelist --all -p <publisher> -f <offer> -s <sku>

Hrr,
* <publisher> - 'cisco'.
* <offer> - 'cisco-asav'

* <sku> - 'asav-azure-byol'

LUR KR AT ASA virtual fR T 37 R RRAS (B AERRCASTE AR5 5L — > i & BA R 1

az vm image list --all -p cisco -f cisco-ftdv -s asav-azure-byol

PR BRI RCA SR LS > ASA virtual iiAS .

T ASA virtual (] IPv6 S FFHEE, ROAZIIEPE 919% B HT S A AS 1) ASA virtual

HIES MIEEL GitHub 7767 FEmi3s A e X 1Pv6 B (ARM FARD
HIB6 i S HCCE (JSON) R L0 B8 R % S B0

PRI T T EAE ASA virtual B E SCHEE 1 H T XL IPv6 B S EUH K B -

SH A S BIEI LB B R WLER

vmName cisco-asav 1 Azure J14 ASA virtual VM 1744 o

softwareVersion 919.0.24 T WRAG RRAS B R AR RRAS

adminUsername hjohn & 5% ASA virtual 4.
TEAREALT IR B A PX “admin” , %44
RO RS B P 0L o

adminPassword E28@40iUrhx! =gl Py
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g e

RVFRIE/ZERTRBI

L RA

A A D AUE KR 12 ] 72 M
TR PR 74 . 4] A i
INERUKGFRE BRI 441
B A ORERD I MEIHEN], 1S

WA .

vmStorageAccount

hjohnvmsa

T Azure F7AfIK S o 50T LT AT EL
EER R IR IRVl fE B R RS
Jro AEREIR T A I BE AU T 3
B 24 ANFREZ ). EHA A AR
NP RERECT

availabilityZone

fiE R 1 PR, AJL TP
AN RSB RS £E45 A 1A m] A Db )
e

AP RN SR P DO, 1R L
BEEN “07 o HORPTIE DR Ry T
PEDCER, JF H B2 L e IEm o iR
GZAELAUE 0-3 Z A HIHED .

userData

'\ninterface
management0\/0\nmanagement-only\nnameif
management\nsecurity-level 100\nip
address dhcp setroute\nipvé
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password Qlw2e3r4 privilege
15\nenable password Qlw2e3r4\nusername
admin attributes\nservice-type
admin\naaa authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group

DefaultDNS\nname-server 8.8.8.8\n!

I I A3t 20 REAUBIL IR P K

virtualNetworkResourceGroup

cisco-asav-rg

05 P 25 B R IR B A PR e R
virtualNetworkNewOrExisting +2 ],
T S AEL I 55 Ay SRS S 2B e R 11 R U 21
AH A o

virtualNetworkName

cisco-asav-vnet

JE AV W 45 1) 44 5K o
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EREATHRESZHEEX PG BN Azre 5E ]

SHA IR E/ZER R B AR
virtualNetworkNewOrExisting | new WSO R 2 N B LT R oL X 2%,
A AT 1R U 265
virtualNetworkAddressPrefixes |10.151.0.0/16 R 2% 1K TPv4 HhbEaTSs, 1Y
“virtualNetworkNewOrExisting” # &
oy« new ”» H‘J j‘j ﬂ\ iﬁ R
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Subnet1Name mgmt BT M4 TR
Subnet1Prefix 10.151.1.0/24 FIHTM IPv4 g, N4
“virtualNetworkNewOrExisting” # &
A “new” B AhIH,
Subnet1IPv6Prefix ace:cab:deca:1111::/64 FH T IPv6 A4, Y4
“virtualNetworkNewOrExisting” % &
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subnet2StartAddress 10.151.2.4 O 1 1Pv4 #uhilk,
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subnet3StartAddress 10.151.3.4 Hdipe 1 2 IPv4 il
subnet3v6StartAddress ace:cab:deca:3333::6 ez 0 2 IPv6 Hbilik
Subnet4Name AN A1 3 AR,
Subnet4Prefix 10.151.4.0/24 Bmie 10 3 F M IPv4 Aigs, 104

“virtualNetworkNewOrExisting” # &
oy« new ” H‘J y‘j ‘JZ‘ iﬁ R

Subnet4IPv6Prefix ace:cab:deca:4444::/64 FrdmE O 3 M IPve Bi4%, 1034

“virtualNetworkNewOrExisting” ¥ &
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subnet4StartAddress 10.151.4.4 ¥R 3 1Pv4 Hudilk,
subnet4v6StartAddress ace:cab:deca:4444::6 Bz 10 3 IPve Hbilik,
vmSize Standard D4 v2 ASA virtual VM [ K7,

Standard D3 v2 A ERIAE

$IE T ] ARM BEHGE IS Azure [] 8% Azure CLI #5E ASA virtualPj k1% . H KL Azure FE#BE ARM BN E B, i
Z R LN Azure 3RS :

* fiiFH Azure |17 BRI ARM FAR
L CLI #E AH ARM 54

What to do next

LA @ SSH #y ) CLI v 2 HE TS, 5 ASDM. H Vil ASDM UL, 1S
JA 5 ASDM.o WA 55 A 50 22 4 e R A i o] 355 Bh A LR Y Azure BWIRIITEANE R, 1ES N %
AR R SR

{F£F VHD FA B E X IPv6 154 M Azure ZRE

AT LMEH Cisco $24L 1 K4 VHD W%, Al 5 A H 2 X ASA virtual BUE . Ll B2 T
VHD F Y5 AR & ASA virtual

FHIa Z |l

o T2 JSON BRI N [FIISONSHC A, LM ] VHD Fl ARM B8 (R AE Github |38
B ASA virtual, 80 LE T HL 3k 21T I U] 44 SRR 2 5O E U .
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
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o IR T 248 ] Azure T Linux BEUML . FRATTEE D448 F IR S Linux BEHL (41401 Ubuntu
16.04) #5545 VHD W% FAES Azure. BEBRG AR LI 75 B2 50G HIAEfig =50 1 H., M
Azure P Linux fEHINL LAL 2] Azure f74F, AL RI 2 5.

RGBT EE RN, EEHL T AR
* fifil] Azure CLI 6% Linux fE4UML
* ik Azure ] )% Linux BEHIHL

o 1E Azure VT, 18N iZAESERE ASA virtual W47 B B AT ] FH ARSI F .

i

1 M Cisco FEHF U (Cisco Download Software) N4 ASA virtual JE4i VHD B{% (*.bz2):
a) ‘SN (Products) > &£ (Security) > By K3 (Firewalls) > BiERN T 2% % (ASA) (Adaptive Security
Appliances[ASA]) > BiERN L 2% % (ASA) #ff (Adaptive Security Appliance [ASA] Software).
b) Hidi BENRLERIZE (ASAV) (Adaptive Security Virtual Appliance [ASAV]).
T B U] B
%40, asav9-14-1.vhd.bz2

PIR2 PSR 2 258 8HUTITH VHD FMHE H AR Azure %5 ASA BRI ISPIR 2 251 8,
B3 il B EXERE (Custom deployment) T[] T 5 (1) 4w48 S &1 (Edit parameters). & — AT E 2 LIS EUHRR .
a) sHdinEscE (Load file), #RJE WM E] A & X ASA virtual 25001 %214 Github AT ] VHD 1 H 5 X IPv6
(ARM) HiB 1) Azure ASA virtual #E 7740, B8R LATEIX HL R 14 DG o] b st ST R 2 B AR I 1 B
b) KM HE L ISON ZHACH R 2 & b, AR5 sl R 7F (Save).

R TR EAE ASA virtual #82E) H E S IPv6 RIS HH I K S

S A S VFRIE/EE R TR 1L BR
vmName cisco-asav {F Azure 24 ASA virtual VM i 4
vmImageld /AEririos/Sieridioi femnretopy/ temegapras foidsy/| T35 2 1 RUE 1 ID. £E N3,
Microsoft.Compute/images/ {image-name | A yre ¥4EAN P 5 — AN U6 ID A2
1K o
adminUsername hjohn FH T % 3% ASA virtual [ 44,

EAREM R 2K “admin” , %
Ey SR A B A

adminPassword E28@40iUrhx!
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https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-919-gsg/asav_azure.html#id_68650
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S & FIFBIE/ LB B 15 Ll
NGRS 7 BT R T AL
o
vmStorageAccount hjohnvmsa R Azure 1245 P 48 0] LIAE FHER
AAAER T,y DL EEET A7 Ak
Jre AR E AT BB AN T 3
B 24 NPT FRGALA HAE
SNE TR
availabilityZone 0 HeE T 0B A T A RE DS, A 3E TP
HURESUA LR AE SR 22 (1 7] PR X kb 1)
.
W RAN T SEA] P DO, R
BEAN “07 o BRI X ISR )
FPERXER, I H AR gt E e
o GZAEWLIUE 0-3 Z [F] X5
HO .
userData '\ninterface [ N2 B RINLT P e .
management0\/0\nmanagement-only\nnameif
management\nsecurity-level 100\nip
address dhcp setroute\nipvé enable\nipvé
address dhcp\nno shutdown\n!\ncrypto key
generate rsa modulus 2048\nssh 0 0
management\nssh timeout 60\nssh version
2\nusername admin password Qlw2e3r4
privilege 15\nenable password
Qlw2e3r4\nusername admin
attributes\nservice-type admin\naaa
authentication ssh console
LOCAL\n!\naccess-list allow-all extended
permit ip any any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!
customData {\"AdminPassword\": SLAE Day 0 Bic & 7] ASA virtualfe £t
\"E28@40iUrhx!\", \"Hostname\" H@%ZE%O %ﬁt&ﬁ%ﬁﬂq:’ @3%5211i354\
:\"cisco-tdv\", \"ManageLocally\":\"No\", 2%@E%§E@ﬁ%ﬂixﬁ:
\"IPv6Mode\": \"DHCP\"}
* “admin” H
* CSF-MCv TH14%4
* A4 B CSF-MCv 1M1 4 5k
CSF-DM,
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RVFRE/ZRERTRB

152 A

"ManageLocally : yes' - X i & % H
{E threat defense virtual & FL 23 ]
CSF-DM.

#0T LK CSF-MCv it ' 4 threat
defense virtual & # 8%, AT PLLTE
CSF-MCv FgFA 7 AH [ e & 75 1) 7B
PRI

virtualNetworkResourceGroup

cisco-asav

A5 REAU I 2% (R B IR AL A4 P 2R
virtualNetworkNewOrExisting 2 [,
D SHbAE R 55 DA A 2B e 36 1) B s 2
AHIA o

virtualNetworkName

cisco-asav-vnet

AR 25 K1 44 F o

virtualNetworkNewOrExisting

new

LEZ R A 2 i I 1 T ) R AL A
2%, IR HIBUA I R I 45

virtualNetworkAddressPrefixes

10.151.0.0/16

AL L5 1) IPva HIAIERTZE, 104
“virtualNetworkNewOr Existing”
B “new” I,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

FEFUPI 25 (1 TPve HUHERTSR, 1024

“virtualNetworkNewOr Existing”

BN “new” WA,

Subnet1Name mgmt-ipv6 T AR
Subnet1Prefix 10.151.1.0/24 N IPv4 BTSE, 1Y
“virtualNetworkNewOr Existing”
BN “new” IN LI,
Subnet11Pv6Prefix ace:cab:deca:1111::/64 BT M IPv6 TS, 1Y
“virtualNetworkNewOr Existing”
BN “new” Iyt
subnet]StartAddress 10.151.1.4 IR L IPv4 HubE,
subnetlv6StartAddress ace:cab:deca:1111::6 O IPv6 Hidl,
Subnet2Name diag BB 1 T4
Subnet2Prefix 10.151.2.0/24 BPEEEO 1 W IPv4 BT, 1Y

“virtualNetworkNewOr Existing”
BHHN “new” INAAIA,
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S & RVFBYE/ZEB B R 152 AF
Subnet2IPv6Prefix ace:cab:deca:2222::/64 R0 1 7 IPv6 Aigs, N4
“virtualNetworkNewOr Existing”
EON “new” WA,
subnet2StartAddress 10.151.2.4 sz 1 1Pv4 Hihik.
subnet2v6StartAddress ace:cab:deca:2222::6 BAEREI 1 1Pv6e Ml
Subnet3Name P iz 2 7 AAFR.
Subnet3Prefix 10.151.3.0/24 g 2 M IPv4 B 4E, 1Y
“virtualNetworkNewOr Existing” %
BN “new” I hAHE,
Subnet3IPv6Prefix ace:cab:deca:3333::/64 i 2 T IPve A4t 1Y
“virtualNetworkNewOr Existing” ¥
EHON “new” WAL,
subnet3StartAddress 10.151.3.4 ARBE 10 2 1Pv4 Huhil,
subnet3v6StartAddress ace:cab:deca:3333::6 BRI 2 1Pv6e Huhil.
Subnet4Name B B 3 FM AT
Subnet4Prefix 10.151.4.0/24 B0 3 7™ IPv4 BTZE, 1024
“virtualNetworkNewOr Existing” %
A “new” Wb,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 B 3 M IPve BV, 14
“virtualNetworkNewOr Existing” ¥
BH “new” W AHA,
subnet4StartAddress 10.151.4.4 A0 3 IPv4 Huhil,
subnet4v6StartAddress ace:cab:deca:4444::6 31 3 1Pv6 Hilil.
vmSize Standard D4 v2 ASA virtual VM ) K/
Standard D3 v2 4 ERIA{HE.

FIE 4 i ARM FA NI Azure [ 17788 Azure CLI #5538 ASA virtuallJ5 k3% . 55675 Azure 38 ARM BREE, iF

ZIY LR Azure 3CRY:

« ffi /] Azure [] 7 G5 F1EB2E ARM KRR
* i CLI #iE A H ARM ARAR
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
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w5 - Azure ARG I}

T—%#ita

o QkSAF AT i@k SSH % A CLI iy & 3E47Ad o ASDM. HXVjn ASDM HIiH, &
% J5 ) ASDM, 5 87 Wi,

Bff 3% - Azure ZXiR1EHR <151

AN HI T HE ASA virtual 1) Azure B85 BESSIRK 4504 .- Azure BEJEBIE — 1 JSON 3¢
o N T AT A P SEUR IS, ORI A ISON SCAF

o RRARSCM - DO RPN, TR E B AL P M ETAT 4L

* ¥ (Parameter File) - M SCAFELFE RIS ASA virtual T ifi (9S40, P A HE 7 NAE B
FERIHLZ TR/ ASA virtual FH P 2 R0 . fAAG R 2 AR VEAIN S B 8nT AR 811 Azure
Stack Hub {#$2& F 58 B & LS

RIRICHFET

AT 4 Azure BEIRE PLES B SIS K o N BB BRSO 9 B, B TR AN )
G5

Azure FiRETEEE JSON &R L4

{
"S$schema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": ""
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }
}

IR A7 JSON FIERIA S, W T 411 ASA virtual #f5 6@(E . 45K e S 1B (5 LU T 76
:

R4 EXRY Azure ‘FiREIREE JSON ML E

TTE I it BB

$schema = R IE 5 A JSON 2804 SCAF A7 & . AF ] L
2IRI% URL.

contentVersion & FARRIRAS (F1411.0.0.0) o 0] LU I G SRR AT = {E .
FEAS FHAZ AR S B RIS, AR rT T A R A 1 2 1 A
IR
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820
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TE IR 15t AR
parameters i PATTE RSB BRI, DUE F e RS . i 24,

R UAERE A EANIARLEXT A H, (AU B
EATT, TSON AEBCAE: UCHRKE AL AT 7] (¥ 2 s 2 55 L

variables 1 LEASTRC HIAE JSON v Be e,  F TR AEmi (1 5 ik
resources & adl L e g R DA ) B
outputs o LE 2 R Bl R

TEAURT LAH T JSON it 7 WY S 3 25 R B R Y, G m] LA LA SR I B 2 4. R s T

o

THBE BT ASA virtual [FIRAR .

Bl B R IRARR

T DAEHISCAR G a8, F R IR s A O F B AR -

pZ A MR T RN (I ST e N

il

"$schema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"type": "string",
"defaultvValue": "ngfw",
"metadata": {
"description": "Name of the NGFW VM"
}
by
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.

/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}
by
"adminUsername": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other values
are disallowed - see Azure docs"

}
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}I
"adminPassword": {
"type":
"defaultvValue"
"metadata": {
"description":

}
}I
"vmStorageAccount": {
"type": "string",
"defaultValue":
"metadata": {
"description":
3 and 24 characters.
}
}I

"Password for the Virtual Machine.
have at least 3 of the following: Lowercase,

nn
’

"A storage account name
Lowercase letters and numbers only"

szzEen ]

"securestring",
wn
4

Passwords must be 12 to 72 chars and

uppercase, numbers, special chars"

(boot diags require a storage account). Between

"virtualNetworkResourceGroup": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description”: "Name of the virtual network's Resource Group"

}I
"virtualNetworkName":
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"mgmtSubnetName": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"diagSubnetName": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

}I
"gig00SubnetName": {
"type": "string",
"defaultvalue": ""
"metadata": {
"description":

"Name of the virtual network"

"The FTDv management interface will attach to this subnet"

"NGFW IP on the mgmt interface (example: 192.168.0.10)"

"The FTDv diagnostic0/0 interface will attach to this subnet"
192.168.1.10)"

"NGFW IP on the diag interface (example:

"The FTDv Gigabit 0/0 interface will attach to this subnet"

7£ Microsoft Azure = _EE3E ASA Virtual .
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}I
"gig00SubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": {
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld(parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks"',
parameters ('virtualNetworkName'))]",

"vmNicOName" :" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name" :" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name" :" [concat (parameters ('vmName'), '-nic3')1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup() .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType')1l",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName')]"
}
}
}I
{
"apiVersion": "2015-06-15",
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"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')1",
"location": "[resourceGroup() .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*'",
"access": "Allow",
"priority": 100,
"direction": "Inbound"
}
}I
{
"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"
}
}
]
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup() .location]",
"dependsOn": [

"[concat ('"Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName"')) ]
"[concat ('Microsoft.Network/publicIPAddresses/', variables ('vmMgmtPublicIPAddressName'))]"

] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]"
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('mgmtSubnetName'))]"

}I
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/",

variables ('vmMgmtPublicIPAddressName'))]"
}

7£ Microsoft Azure = _EE3E ASA Virtual .
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"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',

variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')1",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName'))]"

} }

] 4

"enableIPForwarding": true

"apivVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig00SubnetIP')]"
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName'))]"
} }

] 4

"enableIPForwarding": true

"apivVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
1 ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
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"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig0lSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] 4

"enableIPForwarding": true

"type": "Microsoft.Storage/storageAccounts",
"name": "[concat (parameters ('vmStorageAccount'))]",
"apiVersion": "2015-06-15",
"location": "[resourceGroup() .location]",
"properties": {

"accountType": "Standard LRS"

"apiVersion": "2017-12-01",
"type": "Microsoft.Compute/virtualMachines",
"name": "[parameters ('vmName')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
"[concat ('Microsoft.Storage/storageAccounts/', parameters ('vmStorageAccount'))]l",
"[concat ('Microsoft.Network/networkInterfaces/',variables ('vmNicOName'))]1",
concat ('Microsoft.Network/networkInterfaces/',variables ('vmNiclName'))]1",
concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic2Name'))]1",
concat ('Microsoft.Network/networkInterfaces/',variables ('vmNic3Name'))]"

[
[
"
"
]I
"properties": {
"hardwareProfile": {
"vmSize": "[parameters ('vmSize')]"
}I
"osProfile": {
"computername": "[parameters ('vmName')]",
"adminUsername": " [parameters ('AdminUsername')]",
"adminPassword": " [parameters ('AdminPassword')]"
}I
"storageProfile": {
"imageReference": ({
"id": "[parameters ('vmManagedImageId')]"
}I
"osDisk": {
"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"

}I
"networkProfile": {
"networkInterfaces": [
{
"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName'))]"
}I
{

"properties": {

7£ Microsoft Azure = _EE3E ASA Virtual .
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"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName'))]"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name'))]"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic3Name'))]"
}
]
}I
"diagnosticsProfile": {
"bootDiagnostics": {
"enabled": true,
"storageUri":

"[concat ('"http://',parameters ('vmStorageAccount'), '.blob.core.windows.net"')]"
}
}

}
] 4

"outputs": { }
}

IR 2 AE AU SCIE A JISON S04, filtn, azureDeploy.json.
SIE3 gt o, BIENE A RS S BN
S 4 Wi VHD FIZJRR M Azure 3052 ASA Virtual , 25 16 T TR, f FH ILBIAR 328 ASA virtual .

SHHEN
HEDBE, (MR R e CE B, GRS SHY R, WEA 2T,
5P LT A SR TE XS, AT DU 2 M )L  HISON i,

SRR OIS ECE 5 38 SR S Eos bl st SR E . XA AE B A
BRI BIRRR . SnT DON AN R IR 38 2 i S it 2 A S RO

XFARGIH ) ASA virtwallii, SEOCAFRA0E XL S5

% 5: ASA Virtual 28 X

FE 1t AR 1l
vmName ASA virtual¥ . 7E Azure T 11144 cisco-asav
FRo
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FHB 15 AR 151
vmManagedImageld B30 B M4 (%) ID. £E | /subscriptions/73d2537e-ca44-46aa-b
PO, Azure JEERAN B 1 | €02-741T1dd61b41/
VAU D MG resourceGroups/ew
B ID AR ManagedImages-1g/providers/Microsoft
.Compute/
images/ASAv910-Managed-I mage
adminUsername FHT- 83 ASA virtual [ 7 45 . |jdoe
BB P 2 AN RESE TIUR 1) 44 FK
“admin”
adminPassword R DVRRG . LR R 2 | PW0987654321
T R2B 2RI, FEHA
FELLR AR i = A 1 AN
FHLIAREFRE 1A
T TR AT
vmStorageAccount 117 Azure fEAEM . 4B AT LLAE | ciscoasavstorage

FHIA A, B aT LA
HIAFAEIR o A7 P 44 7R 200
H 3 & 24N, JFH AR
NG R

virtualNetworkResourceGroup

FEFAIN 25 IR R4 44 FR . ASA
virtual 4528253038 25 1 5 20
o,

ew-west8-rg

virtualNetworkName

2 FUL R 2% 1) 44 R

ew-west8-vnet

mgmtSubnetName

B IVRIERRIE T, T
W1 LS 21 NicO - 25— N1 o
TR, WA R4,
W] ST 20 55 BAT ¥ I 44 FRAH
Fo

mgmt

mgmtSubnetIP

PO 1P Mk,

10.8.0.55

gig00SubnetName

GigabitEthernet 0/0 # I 1441 42 2|
BEF o s PRRE LA £ Nicl -
BT EER, WERIMA
BUATI ML, IR 25 5 AT
T ARRAHTT o

inside

gig00SubnetIP

GigabitEthernet 0/0 O IP Hb
k. X T ASA virtual HI5E—
AN .

10.8.2.55
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FH

152 AR

151

gig01SubnetName

GigabitEthernet 0/1 2 141 2 21
BEF 0o 1T A L 3 Nic2 -
BEATM TR, WA
DAL, I DA 20 5 AT
T A FRAR ST o

outside

gig01SubnetIP

GigabitEthernet 0/1 $% 11 IP
hk. IXH T ASA virtual 155
MR .

10.8.3.55

gig02SubnetName

GigabitEthernet 0/2 $2 | ¥ iE £z 31
BRI WA IR 21 Nie3 -
ST M. IR, WA
DAT WA, T T 0A 200 5 BLAT
F M FRAATT o

dmz

gig02SubnetIP

GigabitEthernet 0/2 $2 [1 IP 3t
hk. IXH T ASA virtual 25—
MR .

10.8.4.55

vmsSize

T ASA virtual FEFUH LI RE AL
K/No (¥ Standard D3 V2 Fll
Standard D3. ZKi\A
Standard D3 V2.

Standard D3 V2 B Standard_D3

fES 2 s

BT LU I SO g s, TR I 7R R A SIS 0T

\ )

AR LU ORBIGER T IPV4.
g3z
R SR 7] i SOA
=~
{
"$Sschema":
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"value": "cisco-asavl"
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}I
"vmManagedImageId": {
"value":

""/subscriptions/33d251 Te-ca88-46aatda2-74££1d0b1IA1 / resourasGroups/enBragedimeges—rg/providers/Microsoft . Canpute/ imeges/AAv-9. 10. 1-81-Managed-Trrace™

}I

"adminUsername": {
"value": "jdoe"

}I

"adminPassword": {
"value": "Pw0987654321"

}I

"vmStorageAccount": {
"value": "ciscoasavstorage"

}I

"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"

}I

"virtualNetworkName": {
"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value": "10.8.3.77"

}I

"gig00SubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gigOlSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {

"value": "10.8.0.77"
}I
"VmSize": {
"value": "Standard D3 v2"

}
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