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ciscoasa(config) # router ospf 2
ciscoasa(config-rtr)# network 10.0.0.0 255.0.0.0 area O
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ciscoasa(config)# key chain CHAINI
ciscoasa (config-keychain) #
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TP

ciscoasa (config-keychain) # key 1
ciscoasa (config-keychain-key) #

IR 3 P E B RN % H e
key-string [0 | 8 ] key-string-text
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ciscoasa(config-keychain-key)# key-string O CHAIN1IKEY1STRING
ciscoasa (config-keychain-key) #
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cryptographic-algorithmmd5
A BRI J YRR . BAR G SCFF SHAL FI MDS5, {H 7 MDS5 SCHRFEF PR FIL.

T

ciscoasa (config-keychain-key)# cryptographic-algorithm md5
ciscoasa (config-keychain-key) #

FIS  (ATh) e E S PIRER A Y BOE
accept-lifetime[local | start-time] [ duration duration value | infinite | end-time ]
send-lifetime [ocal | start-time] [ duration duration value | infinite | end-time ]
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ciscoasa (config-keychain-key) # accept-lifetime 11:22:33 1 SEP 2018 infinite
ciscoasa (config-keychain-key) #

AT LA show key chain iy & 2 W & 1103 sh % 8 8ERL % s show run key chain 4 H
T A AT B ST I B E

ciscoasa# show key chain
Key-chain CHAINZ2:

key 1 -- text "KEY1CHAIN2"
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
* key 2 -- text " (unset)"
accept lifetime (11:00:12 UTC Sep 1 2018) - (11:12:12 UTC Sep 1 2018)
send lifetime (always valid) - (always valid) [valid now]
Key-chain CHAINL:
key 1 -- text "CHAIN1IKEY1STRING"
accept lifetime (11:22:33 UTC Sep 1 2018) - (-1 seconds)
send lifetime (always valid) - (always valid) [valid now]
ciscoasa#

ciscoasa# sh run key chain
key chain CHAIN2
key 1
key-string KEY1CHAIN2
cryptographic-algorithm md5
key 2
accept-lifetime 11:00:12 Sep 1 2018 11:12:12 Sep 1 2018
cryptographic-algorithm md5
key chain CHAIN1
key 1
key-string CHAINIKEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5
ciscoasa# sh run key chain CHAINI1
key chain CHAIN1
key 1
key-string CHAINIKEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5
ciscoasa#
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[ router-id. 7EMC & router-id B, KEANS B RHTARE, B2t as t IUM R ) OSPF HERE CL B bR
JFHEE AN ER R

FHECE OSPF (RHEEID

Nil

B

AT HUTAE ASA EFEIALE OSPFv2 HEFEH 1) router-id.

UK

TG I[85 A% ID, 548 H router-id A4

router-id ip-address

-
ciscoasa (config-router)# router-id 193.168.3.3
TR I LAFT ) OSPF % H88 ID 1724, 15 H norouter-id 4.

no router-id ip-address

TP

ciscoasa (config-router)# no router-id 193.168.3.3
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1 YA DAL T O, ASA 2 AKEAFAT IP #idik H T OSPF router-id. 43 £2 L AR AL T
CEHOCH” RESBOCHBART, BUE router-id W] HE HILAIEALATT
* WS ASA 2 ZHIBAT L EATAT router-id, K E B LI A
$OSPF: PRHIARIERE 1 KRTEBIT, WHE 1 router-id
FES—MELRJG, ASA 2 20K L) 1P bk AF D4 6 i 4% id.

« WIS ASA 2 Z i B FC & router-id, FF HATHHEIO7E R “no router-id” iy A N A AL T “EBE
KM ARFS, A ASA 2 W48 F IH R B d 2% ide  BIE S A A8 O L) TP Mhik & A4 T 9 4,
ASA 2 A FHIH M B 2% id, H 2K “clear ospf process” 2 A1k

2. WHE ASA2 Z i L & router-id, JEHAEKRKH “norouter-id” I E/0H —MEORLT “&
PEOCH]” RSB, W ASA 2 KA B s i s ido BPAERE AL “ P/ 7 RF,
ASA 2 B2 A IR L4z 1111 TP Huhk A 8 1) % th 2% id.

| OsPF



| osPF
mE ospr e ziEe [

BCE OSPF ([R1E P RY Z4E €&
AT AT L E OSPF R I 1Y K 5 44,

i

T IERE:

interface port-channel number

i

ciscoasa(config)# interface port-channel 10
number Z4 K i IR TE R 5 .

BCEAE H ) A ML 2 D — AN P B AL, 757 W) g 00 SRR S5 AT 1 T 6 »
ospf dead-interval minimal hello-multiplier no.of times

T

N
5
N

ciscoasa(config-if)# ospf dead-interval minimal hellO-multiplier 5
ciscoasa

no. of times 2> KR/ B AD BRI I WP I Al (L i) B . AT RUE A T 3 A1 20 2 18]

FEATR G, i 2 minimal S¢8E T P A2 hello-multiplier S8 7 MU 5 H T OSPF Sz 4 bRid I it %
PamTht. T aRBKE N S5, FUILEERDE R I%E TN Bl 4

B E X 0SPFv2

A ] B 52 X OSPFv2 HEFE .

G HBEFH A% 0SPFv2 £

ASA A LLFE 8% (7 OSPFV2 %tk FE 2 (8] BB 0 K o
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UK

B%d OSPF i ph gk Fe:
router ospf process id

i

ciscoasa (config) # router ospf 2

process_id Z ¥ ILit ddtRE A A AL A AORR AT, T DU AR IERE K. 3k 1D ASas 55 AR AT ol e 26
R ID VLR, AR IR . i T LA AN R
Fe LR (I E0RT 20 & B OSPF i bR -

redistribute connected [[metric metric-value] [metric-type {type-1 | type-2}] [tag tag_value] [subnets]
[route-map map_name]

T

ciscoasa(config)# redistribute connected 5 type-1 route-map-practice

A3 A5 85 T T 4 ) OSPF g phth A

redistribute static [metric metric-value] [metric-type {type-1|type-2}] [tag tag_value] [subnets] [route-map
map_name

Tl

ciscoasa(config)# redistribute static 5 type-1 route-map-practice

4 4% A~ OSPF ¥ et f2 831 70 & 21 55—~ OSPF 4% HE R

redistribute ospf pid [match {internal | external [1]| 2] | nssa-external [1 | 2]}] [metric metric-value]
[metric-type {type-1|type-2}] [tag tag value] [subnets] [route-map map_name]

T

ciscoasa (config)# route-map l-to-2 permit
ciscoasa(config-route-map)# match metric 1
ciscoasa(config-route-map)# set metric 5
ciscoasa(config-route-map) # set metric-type type-1
ciscoasa (config-route-map)# router ospf 2

ciscoasa (config-rtr)# redistribute ospf 1 route-map 1l-to-2

T8 AT LAAE iy & 8 FH match JE TR UCHECRI T 2 26 vk, AT DU FH % B i . subnets & 10 7E
route-map fir & FF AT 2. RAE redistribute 4 H RIS AT A % LS A mateh 30, 3L
VLA o
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AN IR el AT 1 R AR AH L ACOK S22 AN OSPF HEFE 1 2 OSPF #ERE 2 A )i th BT 70 K
ASA REIZ L i AR VEDT AT 20 e, FerPEEARN 5, FEARSEAUNRAY 1.

5 2% BN —> RIP Bl gt RE F08 90 & 2] 55—~ OSPF B HgE e .

redistributerip [metric metric-value] [metric-type {type-1|type-2}] [tag tag value] [subnets] [route-map
map_name]

Tl

ciscoasa(config)# redistribute rip 5
ciscoasa(config-route-map)# match metric 1
ciscoasa(config-route-map)# set metric 5

ciscoasa (config-route-map) # set metric-type type-1
ciscoasa(config-rtr)# redistribute ospf 1 route-map 1l-to-2

A5 1% tH A —~ EIGRP it Ut R F81 70 & 2 o5 — A~ OSPF g gt FE .

redistribute eigrp as-num [metric metric-value] [metric-type {type-1 | type-2}] [tag tag_value] [subnets]
[route-map map_name]

TP

ciscoasa(config) # redistribute eigrp 2

ciscoasa (config-route-map)# match metric 1
ciscoasa(config-route-map)# set metric 5

ciscoasa (config-route-map) # set metric-type type-1
ciscoasa (config-rtr)# redistribute ospf 1 route-map 1l-to-2
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Rk A AR ISR % EBT 70 A 2 OSPF HHIN, CREAEAMES LSA Fp SUMUE T A M . AN, T BUofg
ASA FCE 0 T4 P 2% i E AT HERS £ 55 1) T A3 SE08T 70 A TR o B — e o MBS B AT U/ OSPF
RIS T R

AT LA 5595 5 TP b/ AR X AR DG AR i o A8 R RT PR P T 3o i e S 2 0 B 0 A R 4R

)iz B S: chil o

SEAE AR ehy & T D I % b T e 65 ) B A T 0 AR R, VAT
LUR 2D 8R:

JUE ]
B OSPF B Hh e

router ospf process id

T

osrF
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B s ospre xmzmmmsmiTe

Nil

B

ciscoasa(config)# router ospf 1

process_id Z: U M HBERE IR AT F FRIRAT, T DURARFTIERESL . it ID A SR oAl e &
¥ ID URAT; eAE R o SR 2 v DA AR

BRI

summary-address ip_address mask [not-advertise] [tag tag]

Tl

ciscoasa(config)# router ospf 1
ciscoasa(config-rtr)# summary-address 10.1.0.0 255.255.0.0

LEA A, I Rk 10.1.0.0 A48 Hukk 10.1.1.00 10.1.2.04 10.1.3.0, KUK, ZEAMBEEES RS
18 15 AP G 45 ik 10.1.0.0,

B & OSPFv2 [X i3 2 [8] B & HC .5

Nil

B

R T B R o e RE - S DX A S i e g e A DX e 1 NI R . AE
OSPF 1, DIl 5 it b g > DI 8 0 38 75 1) o — AN X o 2 SR USRSy 300 e DX ek 11
W28 R AR LS, AT LIORE X 32 F e B 03 TV R e i, AR N s TR VT T R
M 25

BE SO ke L, AT LR D8R

i

QI OSPF B HHEREIFRE AL OSPF HEFE ) ph 2 0 B A

router ospf process id

i

ciscoasa(config) # router ospf 1

process_id ZHUE Itk d b RE A9 A AL T AOAR R4S o B W] DURAEMTIEBEEL. 0t ID AN S5 AR AR B
e L0 ID UL e AU A AT . e T DU A R

W E R
area area-id range ip-address mask [advertise | not-advertise]

IR

ciscoasa(config-rtr)# area 17 range 12.1.0.0 255.255.0.0
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mgospr2iz0ss [

AEARI, AL BB 1 OSPF X2 .

fii & OSPFv2 iZ 05 %

WA A, fAT LR RS s T2 10 1) OSPEV2 28, B Eiii PR 28, (H2LL FEn 2
BAE RO 28 KT AT 4% 2 2 ) 2620 — 3 ospf hello-interval . ospf dead-interval 1 ospf
authentication-key. WIHRECE LTI SEL, TEHTR NS T B 2 1 N0 B 40 LA M.

FENLE OSPFV2 #O0Z8, AT UL DR

UK

f% OSPF & hiE e

router ospfprocess-id

il

ciscoasa(config)# router ospf 2

process_id ZH W FBET R L HBERAE T IOARIRST,  WTLURATA IE R4, I ID AN b S AT Ar) oA B
& LB ID VLRC: e Bt ERAE ] o R 2 T DU AR

& X OSPF 384T AL TP Huhil FliZ 4% 1 X 42K 1D

networ kip-address maskar eaarea-id

i

ciscoasa (config) # router ospf 2
ciscoasa (config-rtr)# network 10.0.0.0 255.0.0.0 area O

HEN B T C B AR

inter faceinterface-name

il

ciscoasa(confiqg)# interface my interface

i 8 1 S A B UE A .

ospf authentication [key-chain key-chain-name | message-digest | null]

PEOLRCE R HRE A PR A RACE R HERER, WES0 S S 08 uEp %0, 567
il

ciscoasa(config-interface)# ospf authentication message-digest

osrF
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B ==zospreznsy

Sk

g

Sy BCELAEAH AR OSPF ¥ ph #5764 1] OSPF {a] 525 1 St 43 56 UF 1) 90 B b A FH 1 350«
ospf authentication-key#%H

T

ciscoasa(config-interface)# ospf authentication-key cisco

key ZHTLIGEKJE IR N 8 AT IARELL 74T i

2 ASA B R B R PR E ER,  br A A A A D H A E e N 2 OSPF brk i 4H . T LA
I RFANE LIRS B 258 45 52 b Ry 85 Rt o [i]— PR 4 PR BT A A A1 % 1 B S A5 BLAT ) — S5 R A REAT
#: OSPF {5 H..

WA $5 & £F OSPF 5 1 LR IEEE AL 1 TF4Y -
ospf cost /4

i

ciscoasa (config-interface)# ospf cost 20

cost =M 1 & 65535 [P,
LEARTRBIR, cost WHE AN 20,

T LA AE R AR BRI £ 617 75 BH 4B Jt OSPF [ pi 4% G P 2 HiT 0 20 5 1 (R FD 4
ospf dead-interval ¥

i

ciscoasa (config-interface)# ospf dead-interval 40

AE VAT I 4 L A 1T s AR AR TR
FRIE ASA 11 OSPF 45 b a0 W L 0048 40, ] B P HsF ) <
ospf hello-interval ¥

IR

ciscoasa(config-interface)# ospf hello-interval 10

TR WA 000 T W4 5 L B A5 AT D

Jii i OSPF MDS 473 Bl -
ospf message-digest-keykey-idmdSkey

IR

ciscoasa(config-interface)# ospf message-digest-key 1 md5 cisco
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mgospr2iz0ss [

AL LN S HE
key_id - JEIEI7E 1 52 255 W IIARIRFT .
key - 524 16 T B 2% 0.

M, BRI D AN PIAE ROE O A I AR 1 B AR BRI A AR AT B R e . 48
Je e EE s PR ] — S AR TRART o 20U AT AR R] 25 DA

AN R 2N BRI P, SINER TH 3 B DL b A M R Sk sk 5 Snii 1
HINE R AR GAT AR o« MR TH 3 P13 2 9V 50 BB 03 18] f T4 o

AR S LA Bl 5 I 2% 1F) OSPF F8 A (1 i Hh 4% :
ospf priority number-value

i

ciscoasa(config-interface)# ospf priority 20

number_value Z47E [ &y 0 & 255,

FEZ RN, XTI, TERRE 0 U ER Bt AN O FR g B s . OSPEV2 SEBIITCik RS 3t
A AR R

fi5 %€ J& T+ OSPF 4% 1R RB#E ) LSA F8 1% i i) BE 70 4 -
ospf retransmit-inter valnumber-value

IR

ciscoasa(config-interface)# ospf retransmit-interval seconds

seconds [RIEAL UK T-IEF& (R 2% EAT R PN i 4% 2 T I PUIAE IR AE IR o YA 1 31 8192 #
ERINE N 5 75

BEAE OSPF #5211 F R B RS SR 85008 A0 I s i Ak o D 4
ospf transmit-delay#»

il

ciscoasa (config-interface)# ospf transmit-delay 5
seconds fE VB Y 1 %2 8192 #0. BRIME A 1 75
BCELAE 1D A ACIE R W I et P

ospf dead-interval minimal hello-interval multiplier #%¢

TP

ciscoasa(config-if)# ospf dead-interval minimal hello-multiplier 6

HRAERAT 3 F1 20 Z 0] 5,

osrF
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E2 AUNRCE HuE i VP oIy E A S
ospf network point-to-point non-broadcast

TP

ciscoasa(config-interface)# ospf network point-to-point non-broadcast

R 3552 4 RO AR 4, T3l 2 SCOSPF 4B s FovESEBh AR k. A RPN
S W X OSPEV2 ZBJ& , 55 21 7. MbAh, SHBEAE L L X1 OSPF £F .

AL E O0SPFv2 [Xig 5 %4

A LIRCE 21> OSPF XIS H. XX ISH (WoRfERL TSR T Wi E S mRE. &
SR AT DX A5k LA B ) BRI 02K P 23 O 22 P4 o B 0 S0 UE B AP 185 1) 1) DX Il A il 977480

RAT XIS S AR % 1 BOR RSB X . M, ABRAE T 2 ¥ RGNS H AR AT X
B ERIASNRE B o SR F OSPF R XS SCRE, WA Z07E AR Y D sk b Ad FH BR A% bl o 2230F— 2ok
D9 3% B AR A I A ) LSA $oi, AT LIZE ABR i ] area stub 4 [ no-summary 5S4, L
B b ORI S BRI TS (3 R LSA) RIEFZAN X Ik,

UK

SR 1 {4 OSPF % k-
router ospf process id

T

ciscoasa(config)# router ospf 2

process_id ZHU2 Ittt d b RE A A AL AORR UAAT, T RUZATATIERE K. 3L 1D ASas 55 AR A7 oAl e 26
R ID VLR, AN AR . i T LAAE PSR

$I% 2 k) OSPF X488 3 1] 5 43 B iF -
area area-id authentication

T

ciscoasa(config-rtr)# area 0 authentication

I8 3 Jy OSPF X485 Fl MDS G453 5641k«

area area-id authentication message-digest

T
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Bic & 0SPFv2

& osPrvz stsez s I

ciscoasa(config-rtr)# area 0 authentication message-digest

l_uuﬁ'*ﬂ,'ﬂ']
A LA 25 T ik 3 OSPF S8 A 2 e oA i (140 3% HH B899 465

UK

Jii H OSPF % b 1ERE 380 N i b 4 e i X

Wik
router ospf process id
il
ciscoasa (config)# router ospf 2
FYR2 i PEAE N OSPF BB e 21 5lfs Y OSPF ST H 3l fY i by o 94 2% «
distribute-list acl-number in [interface ifname]
distribute-list acl-number out [protocol process-number | connected | static]
Z: ¥ acl-number $i75E TP s i) 11385 o I 0] 813 5 SCEELE % H 58I Hh B WAL 10 ) 25 AR FR) P9 5%
SRR PRGN AN ORT, TR E ine T LLIERENE R E RN TR BRI % 8% O s
SRR LIRS o
To apply the filter to outbound updates, specify out. #&n] ULLJ‘H% 5 (AE$E RIP) iﬁ% PEHFR E —
M (bgp. eigrp. ospf Bkrip) LA 273 R A . fa8id m] DU X0 5544 R0 19 4% 42 i 1 connected
it static H HIER AT I U8
il
ciscoasa (config-rtr)# distribute-list ExampleAcl in interface inside
B & OSPFv2 NSSA

NSSA [ OSPFV2 SZitiZfl T OSPFv2 R 15X 4. NSSA AL 5 284 LSA MAZ0oiz it 42 1% X 3k
o, fHSE TR IR N LA BRI 73N VR RGN H

NSSA Jiiit HB 73 K 7E NSSA XN T 7 K EHE RS /MBI . X4 728 LSA H NSSA ABR #4
g LEHEAN B IR T UL 5 2K LSA . 7R Mt B SRR BRI

osrF



B == osprznssa

N
8
N

$IE3

OSPF |

U SR AL AR AT OSPFV2 Y R Lyl sl EE 4 10T NSSA A FCAtL % iy b is FR)IzE RE 2l 1 1) ISP 5 A
2O LB, DT AR A A B

FE NSSA SEREFT, Al x5l S ik th 28 R FE gk fh % 2 [RIIEEANREE A OSPFV2 A1 X IiZ 1T,
DRI Ay e Pt PR % P JCYE TR 0 R BRI IX 3, I LGB OR R PRI % ch il e 30085 250847 1] 52 P
W (B4 RIP) F4i F AL B FD B 40 &« AEATF NSSA (K500 R, #8AT DL DB Ak 4% b 28 fn F
% FH A% 2 TR () DX k5 Xk NSSA KoKy OSPFv2 47 48 78w e FE %

IS D Be 1, TG LA AE .

o AT LA E T BEAME HARR 7 2REGA M . BCE N, B oA i8] NSSA B NSSA X
DR 7 BRI .

o [7] DXk A RO RE A 2 A0 20 ] T X 0 NSSA; AN, i s JE A T AR

UK

B1%E OSPF & ik

router ospf process id

w5l

ciscoasa(config)# router ospf 2

process id Z e i p HERE 0 R AL (AR TRAF o & nT DURATA B35, 0E ID AN 54T I Ath ik
#% L ID VUL EAXHEN A . fads 2 m] DU P 1ERE

5E U NSSA [X 1

area area-id nssa [no-redistribution] [default-infor mation-originate]

Tl

ciscoasa(config-rtr)# area 0 nssa

TR Mk I 35 Wi/ B 2 R
summary-address ip_address mask [not-advertise] [tag tag]

T

ciscoasa(config-rtr)# summary-address 10.1.0.0 255.255.0.0

X OSPF i ] it iy 425 350 OSPF ASBR K> AM s 1 I 75 Dby 12 bk 263 i 1) BT A3 33 20 R 0 8 e 1

X
R

TEATREI T, WAl 10.1.0.0 A5kl 10.1.1.04 10.1.2.05 10.1.3.0, A&, 7EAMEERCIRS
8 45 AP G 45 ik 10.1.0.0,

| OsPF
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SEBEE P ikt (osPR2 71 osPR3) I}

TR OSPF AN FRC ik 0.0.0.0 0.0.0.0.

HERFACE IP thikith (OSPFv2 #0 OSPFv3)

L0 A A N AR, WURT DA % eh 2 1D SRR IE TPv4 HbEVE .
P2k OSPEv2 Ml OSPFV3 I BN IIAEREH 6 th 25 1D R BRI A0 I 1Pv4 HuhEVE ], 1% AL T ay

T8 TP VARV 4% 1D SRR -
router-id cluster-pool hostname | A.B.C.D ip_pool

i

hostname (config)# ip local pool rpool 1.1.1.1-1.1.1.4
hostname (config) # router ospf 1

hostname (config-rtr)# router-id cluster-pool rpool
hostname (config-rtr) # network 17.5.0.0 255.255.0.0 area 1
hostname (config-rtr)# log-adj-changes

TERCE T AL IAERER, cluster-pool JCEEY- 25 i H TP Huhbyth (BCE . hostname| A.B.C.D. G
&2 Ik OSPF #EFLf#) OSPF B 148 ID. ip_pool Z%45 & 1P ik i &4 FK

iR TR PR SR, WIEFR IR E M 2% ID (1 IP Mokt . G SEASEC & 1P Muhibits, ) ASA
5 F A 34 ) 4 8 1D

E X ER7S OSPFv2 453 /E

T e A OSPEV2 A J Rl il it s dE ) 76 W 4l 75 OSPFv2 i th. Il b hae, #nrbligs
P VPN JE#) # OSPFV2 il 2, ALKl 5 #2454 GRE FEE .

FHRZ AT, LAEIE R OSPFv2 4B )& KA R, . A RBIAE RS HINTEAE R, ESHIERS
HE

pUK ]
Bl OSPFv2 B& g Fe:

router ospf process _id

i

osrF
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B essoitgiters

Nil

=iz zchay

B

OSPF |

ciscoasa(config)# router ospf 2

process id 24U ML HBERE ) A AL (AR IRAT, W] DORAEATIEREAL. 01 ID AN i 5 AR Fofh e %
F ID RS AN AR o SR 2 T LA ] A A R

5E X OSPFv2 4RI X 15 :
neighbor addr [interfaceif name]

Tl

ciscoasa(config-rtr)# neighbor 255.255.0.0 [interface my interface]

addr Z4/& OSPFv2 4B/ 1) 1P Hikik. if_name e M T 540 HATEAF M4 . WS4 OSPFv2 £
Ji SATA SR I AR — 2% b, A ZidR e 4 1 .

Bithrss

10 LR & OSPFv2 e H 0 58 e N 5 03 8 SPF V142 I 22 1) (P ZE IR INF 7] o 488348 T DA C 8 P VOO 458
SPF o152 0] AR FF I 1]

UK

A OSPFv2 B FH it

router ospf process id

-

ciscoasa(config)# router ospf 2

process_id Z U Itk tBERE A9 A FBAE T IOFRIRAT, AT LURAEAT IERE5. Bt ID ANb S ATA] HoAth e 45
L ID VSRS EAHE N o st 2 T DA T AN EERE

TiC B EH U SN T

timers throttle spf spf-start spf-hold spf-maximum

P

ciscoasa(config-router)# timers throttle spf 500 500 600

spf-start Z: %% OSPF BAc# b 05 LIS R H: 753 3l SPE T4 IN 2 ] (1 R INF 1) CBA2RB A Bfr) o ]
PLEEA T 0 1 600000 22 1] [y 3555

spf-hold Z %0 P Vkid 4k SPF TF 5 [RIRE IR de i I TR) (LR g ) o el L2 4T 0 Fi 600000 2
FIFOELS @

| OsPF
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REDSTEETSN |

spf-maximum 2 #0& P IRIE S SPF THEL R i I K if ) CCAZZFB A1) o e nl BLA 0 3] 600000 2
kLS

103K 4B B IR BhEk K ]
BRUEDL T, #F OSPFv2 AR J& ja shal Kk I & 4B R G H EH .
W R EAEATT )5 debug ospf adjacency i 2 - AL R T i OSPFV2 4B Ji A Ji ik & 1], T A

log-adj-changes iy % - 10g-adj-changes iy & 1 5 /b (P P X S X R AL . iR A E
FORA T, IEEE log-adj-changes detail fir4>

UK

$IE1 64 OSPFV2 8% rhdkfe:

router ospf process id

T

ciscoasa (config) # router ospf 2

process_id ZHUE Ltk At RE A A AL T AORR UAAT, ATDUZ AR IERE K. 38 1D ASs 55 AR AT o e 2
R ID VLR, AN AR . i 2 T LAAE AN E R

PR 2 RO E H &l
log-adj-changes [detail]

== gy oanaigesl:ukeatits::

N T BESRVA (EE  FIBA, ARR] AR TGP W AEARHEAT B I LE RS i 1 . e s gl Bl
AEARAPE S SO T b U S R ISR AR B, AT ORI R4, J8E St 75 5 % A e o R R )
Pkt DU O Y] PR P e A 2 ARG o 20 PR L S B 1 5 £ B SLF) S A B I

TSI B I B B I B A IXAT BT BT b S S S RS s B R A
IR P A A B B BEZ) % 5, W) OSPF 2 Bt i5 /M 280 PR i R S5k 2 1) 1R 4
KRR

ATy OSPF X 554K S g b G % D1k . OB B PIREX S a, 0] UK ] T S 1
AN RESUBERS (K] OSPFV2 BB RAIE . Aok S5 AAE HTAR A (1 5 B0 UESR T (MDS B §45E) A& P 1D,
LU ST I AR IR G AR e 2 T R 1 1 SCER AR, 155 B IUE OSPEV2 IS8, 45 15
P

~

WRCE S PIEE, WHATUUN LR

OSPF
I I
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UK

A FH 4 R G B R i
key chainkey-chain-name

Tl

ciscoasa(config)# key chain CHAINI
ciscoasa (config-keychain) #

TEBLAE ] LAARELE SCEPIBEN GRS AL

e B B AR RS -

keykey-id
S ID {H AT T 0 21 255 2 0] ANAER W SR M 0.
w5l

ciscoasa(config-keychain) # key 1
ciscoasa (config-keychain-key) #

e B ) ) ) I D -
key-string [0 | 8 ] key-string-text

s WoREI R, AR 0 LR AN K .

o AfH] 8 o BERA (1 25 i

BTl 80 AN AT

© ERSANREN BB BAECT BRI o B, “0 pass” B “17 A ICRCE .
EUE

ciscoasa(config-keychain-key)# key-string O CHAIN1KEY1STRING
ciscoasa (config-keychain-key) #

e ) o o A
cryptographic-algorithmmd5

Rty LR AU B e k. BARP-G SCFF SHAL 1 MDS5, {Hf5 MD5 SCRF% P15 L.

T

ciscoasa (config-keychain-key)# cryptographic-algorithm md5
ciscoasa (config-keychain-key) #

CATIE) B B ) A i R ) R
accept-lifetime[local | start-time] [ duration duration value | infinite | end-time ]

send-lifetime [ocal | start-time] [ duration duration value | infinite | end-time ]

| OsPF
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mEspnwirrRnzae ||

TR] LR E B £ by ALV 26 AT 3 35 B 300 )45 2/ A 328 8 S I ) ) G o 85 DA ] ] DAy 45485 1) el
XIS, BRI S22 A i o 0 8 RO (R e I ), i ] DU AN 213

LR 2 THUG (AN 25 AR S8R R -
 FESRE T @R AAF I, TR AT 22 A
o 32 BURR AR T U A A7 L UL T S5 R A3 o

T

ciscoasa (config-keychain-key)# accept-lifetime 11:22:33 1 SEP 2018 infinite
ciscoasa (config-keychain-key) #

T LA show key chain #ip 226 W& EIE 2% BHEERLE ;s show run key chain 74 H
TAEE YHIER & LIS IS HRE R E .

ciscoasa# show key chain
Key-chain CHAIN2:

key 1 -- text "KEYICHAIN2"
accept lifetime (always valid) - (always valid) [valid now]
send lifetime (always valid) - (always valid) [valid now]
* key 2 -- text " (unset)"
accept lifetime (11:00:12 UTC Sep 1 2018) - (11:12:12 UTC Sep 1 2018)
send lifetime (always valid) - (always valid) [valid now]
Key-chain CHAINI:
key 1 -- text "CHAINIKEY1STRING"
accept lifetime (11:22:33 UTC Sep 1 2018) - (-1 seconds)
send lifetime (always valid) - (always valid) [valid now]
ciscoasa#

ciscoasa# sh run key chain
key chain CHAIN2
key 1
key-string KEY1CHAIN2
cryptographic-algorithm md5
key 2
accept-lifetime 11:00:12 Sep 1 2018 11:12:12 Sep 1 2018
cryptographic-algorithm md5
key chain CHAINI
key 1
key-string CHAIN1IKEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5
ciscoasa# sh run key chain CHAIN1
key chain CHAINI
key 1
key-string CHAIN1IKEY1STRING
accept-lifetime 11:22:33 Sep 1 2018 duration -1
cryptographic-algorithm md5
ciscoasa#

T—% it a
BUAE,  SmT LAY Y E 2 10 B (1 1K) OSPFV2 SR ik

osrF
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il & OSPEV2 #2140, #1571

Mt & OSPFv3

RN E OSPFv3 B kR A AESS

/& F3 OSPFv3

F1 55 B OSPFv3, B FEEAI%E OSPFv3 % HiEFE, )% OSPFV3 X3, f2 A OSPEv3 [0, ARG
% b EHT 0 K # H bR OSPFV3 B BERE o

B2

HIB1 6% OSPFV3 [ HidkfE:
ipv6 router ospf process-id

T

ciscoasa (config)# ipv6 router ospf 10

process id 2K it IR K A B T IARAS, AT LIGRAEAT IE 35, AR A AR LAt 4 |
MIARZEVLIL, BB o R 2 m] LU H AN IR

FIR2 HA#EEA:
interface interface_name

i

ciscoasa(config)# interface Gigabitethernet0/0

P33 QA A R E RS ID ) OSPFV3 i tHHEF AL A fis 2 X 45k ID 1) OSPFv3 X,
ipv6 ospf process-id area area_id

i

ciscoasa (config)# ipvé6 ospf 200 area 100

| OsPF
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igospranss [

B & OSPFv3 iZO5#

N

g

g ABE, AR DUEE ey 2 T2 1) OSPRV3 240, i B P E S5, HEUTEDS
AR W 25 TR BT A B 88 2 [0 20—30 ;. hello-interval 1 dead-interval. 1 5 g B H o F-4] 2
B, UEHIER M SS L BT A S RS TS B A A A

UK

Jii FH OSPFv3 B it e

ipv6 router ospf process-id

Tl

ciscoasa(config-if)# ipv6 router ospf 10

process _id 2 it R A B A T IARAS, T ORATAT IE R 5. BEARAEA D AR At i 4 |
bRAEULEC; e o s 2 T DM I P AR

7 OSPFv3 [X15:
ipv6 ospf area [area-num] [instance]

Tl

ciscoasa (config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200

area-num Z- 40 BN MR T SR IS UE R DR, Al RLR -2 B TP Hihik . instance JGHE T 47 52 By
e 452 T X sz ) ID. 35 1 HAEA — > OSPFv3 X, ST LIEZ AN A AT A — X 4, Jf H
BEANHZ VAT LA AS [ (19 DX 35491 D o

i EAE OSPF 4% 11 bR & H4 /45 -
ipv6 ospf cost interface-cost

TP

ciscoasa (config-if)# interface GigabitEthernet3/2.200

vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

osrF
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B ==osereznsy

-

7k

ipvé address 6001::1/64 standby 6001::8
ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200

interface-cost 2 47 5& &7 A BEBCIRAS TR AR IO JCAT 5 B8, HAERIVER T LAY 1 2 65535, BRIATT
BT 98

fiiii%e 1] OSPFv3 4% I f{4% H LSA:
ipv6 ospf database-filter all out

Tl

ciscoasa (config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf database-filter all out

BOATEOL T, Ptk i LSA #z it iz 11
BEEAEAR SR W R 85 5% M AN 2R P s i I TR B CRARR D B

ipv6 ospf dead-interval seconds

IR

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf dead-interval 60

VZAE I [R]— N 2% L i A 1 s AR 1), JF HYSE I R 1 & 65535, BRIAMH 2 ipv6 ospf
hello-interval fiv4 1 & 1Y 18] BE A P9 4%

T FE 1 N s 28 2 .

ipv6 ospf encryption {ipsec spi spi esp encryption-algorithm [[key-encryption-type] key]
authentication-algorithm [[key-encryption-type] key | null}

T
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ciscoasa(config-if)# interface GigabitEthernet3/2.200

vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200

ipv6 ospf encryption ipsec spi 1001 esp null shal 123456789A123456789B123456789C123456789D

ipsec KB T-45 5 TP Al spi spi KBTS EHE & L A RIE RG], CUALETEH 256 &
42949667295 P It LAHHEHIE AN

esp KT AR B3 e A 58, encryption-algorithm 55 2 $ide s 22 5 BSP AL & A H s 50vk .
EYCIEREEGT

* aes-cdc - & JI] AES-CDC %%
* 3des - Ji /] 3DES %,
* des - JA H] DES %,

* null - F§ 7€ AN N2 1] ESP.

key-encryption-type 4 1] LUt LU R /MEZ —:
* 0 - ZPARINE,
< 7-EHEIE.
key Z4F5 w1 B ZEU M B P AT B i BCE KR 32 AN TN HERIECE (16 ) o BEIR

ANEGR A (s S . R R (G ABS-CDC) ] LLIERE SR KN
authenti cation-algorithm 2 £ 4 i B8 FH (19 0% Gy B E 5%, arRLE LN 2 —

* md5S - J5 B ZE 5 (MDS).

* shal - J3 /{ SHA-1,

null JCEET-78 5 X 0 .

WRAEE: O FJS T OSPFV3 s HAR Az T HAb X4 (filan, Xk o) b, I HIEA ASA 5i%
XA AR, W B ASA LRG3, ¥ ASA LRI S 0 2 J5, £& OSPFv3 4RI ik
R AW B LEIR .

TR WD BB O LSA 12 it

ipv6 ospf flood-reduction

T

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200
nameif outside
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security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200

ipv6 ospf flood reduction

WIR8 AR L AL N s A (R R T R CRARD A A7)
ipv6 ospf hello-interval seconds

IR

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200

ipvé ospf hello-interval 15

TZAH DTN T4 % BT A SR AR, O HYSHE TR 1 & 65535, BRI TAIRE AT LUK M9 %
Foh 10 70, XFFAE) #4804 30 #2.

$IR9  H3 DBD ¥ t)5, 45H OSPF MTU ASULACAS -
ipv6 ospf mtu-ignore

i

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200

ipv6 ospf mtu-ignore

RN, OSPF MTU AVCECA I 25 F .

HIR10 Kt OSPF M4 R BB N BRERN LIS HoAn 2R, FARIRGRT W 45 287 .
ipv6 ospf network {broadcast | point-to-point non-broadcast}

i
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ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200
ipv6 ospf network point-to-point non-broadcast

point-to-point non-broadcast JBH - H] K 9 4 R v A SO R IR #E . broadcast JC B T ] R 4%
KRB E N H

BRI A ILSE S, XA BT WS i 45 7 % s
ipv6 ospf priority number-value

IR

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipvé enable

ospf priority 255

ipvé ospf cost 100

ipvé ospf 100 area 10 instance 200
ipvé ospf priority 4

R 0 3 255,
Bl e 5 A 7B 2% 1) OSPFv3 1% HH 2% B 3% -

ipv6 ospf neighbor ipv6-address [priority number] [poll-interval seconds] [cost number] [database-filter
all out]

Tl

ciscoasa (config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipvé address 3001::1/64 standby 3001::8

ipvé address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200
ipv6 ospf neighbor FE80::A8BB:CCFF:FE00:C01

e TR D A

SFEH) LSA HOB A& 1] B i 1] CLARD 2 #r)
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ipv6 ospf retransmit-interval seconds

T

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipvé ospf cost 100

ipv6 ospf 100 area 10 instance 200
ipv6 ospf retransmit-interval 8

LI T A 20K T RR A W 2% AT P i 2 Z TR IR PR IR B3R o A7 R L 1 21 65535 75
BRME N 5 #5

PR VCEALRE L ORFERCRE O T RIS TN ] CBARD R B
ipv6 ospf transmit-delay seconds

TP

ciscoasa(config-if)# interface GigabitEthernet3/2.200
vlan 200

nameif outside

security-level 100

ip address 10.20.200.30 255.255.255.0 standby 10.20.200.31
ipv6 address 3001::1/64 standby 3001::8

ipv6 address 6001::1/64 standby 6001::8

ipv6 enable

ospf priority 255

ipv6 ospf cost 100

ipv6 ospf 100 area 10 instance 200
ipv6 ospf retransmit-delay 3

ARG 1 2 65535 75 BRIME N 1 8,

fic & OSPFv3

s
H
By
o
)\d'éﬁl_é

$B1 5 OSPFV3 8% ks

ipv6 router ospf process-id

T

ciscoasa (config)# ipv6 router ospf 10
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process-id Z 42 IL ik 1 HERE (KA B AOARIRAT, FEABIEAT 70, TRARE A 1 28 65535 [RAEAT IE
B I ID b B AR Al Ve EAK ID ULHD; EABE N BRG] Ridm 2 il DUE T AN 20

$1B2 il E OSPFv3 X154
i X
NGB

ciscoasa(config-rtr)# area 10

SCFISEARE N 0 3 4294967295 )3t HHE A A X ek ID A 1P Hhik#% = A.B.C.D X1 ID.

PRI RS E LI
default

T

ciscoasa(config-rtr)# default originate

originate Z 4 K BRIN B i
P4 EHEME B K

default-information

SIS RPN A L OSPFv3 6 i B B 2 .
distance

i

ciscoasa(config-rtr)# distance 200

XFFMZHASRE R 1 2 254 (W5 BLER B A OSPFV3 B 2511 ospf.

PER6 KK AR 6 282 3 OSPF (MOSPF) il (M BEHEIRAIE & (LSA) I, #HIEH] 1sa ZHURIE R
FEHEHE

ignore

IR

ciscoasa(config-rtr)# ignore lsa

BIRT KN E A 7L OSPFV3 4B )& A 3l oS N Ik ZR 48 H AT -
log-adjacency-changes

IR

ciscoasa(config-rtr)# log-adjacency-changes detail

OSPF
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i detail 240, Ko id sk PTAIREE X
LR b R IR AN e S

passive-interface [interface_name]

IR

ciscoasa(config-rtr)# passive-interface inside

interface_name Z 4 & OSPFv3 HEFLIEAT FITAEII#: D I 2 FK
TG B B DA B PR T 20 A B 5 N el A
redistribute {connected | ospf | static}
Hor:

* connected - §i7 & LLIEFLH H .

* ospf - 55 OSPFV3 #1H.

* static - fiF T FAHE .

Tl

ciscoasa(config-rtr)# redistribute ospf

AR E BERE A [ E 6 4 1D:

router-id {A.B.C.D | cluster-pool | static}

e

AB.C.D - UL IP Hulit s 35(45 € OSPF 143 ID.

OSPF |

cluster-pool - ZEfL & T BN EE LV AEREI G B TP Hudibith o A7 SCAERE AR 46 11 TP Hubib i K PE4R A5 B, i

Z3 [0 AR E TP Hukilyth (OSPFv2 A1 OSPFv3) , 4 21 Wi,

TP

ciscoasa(config-rtr)# router-id 10.1.1.1

BB AT AR 0 42 128 (¥ TPv6 HLhE & -
summary-prefix X:X:X: X:: X/

T

ciscoasa(config-if)# ipv6 router ospf 1

ciscoasa (config-router)# router-id 192.168.3.3
ciscoasa(config-router)# summary-prefix FECO::/24
ciscoasa(config-router)# redistribute static
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XX XX X ZH0dR € IPv6 i o
VALK I 2
timers
B H I S S H R
* Isa- 552 OSPFv3 LSA il i35,
* nsf - §55¢ OSPFv3 NSF 25 £5 1 2%
* pacing - 55 OSPFv3 5 iH ¥ & it 25,
* throttle - $5 52 OSPFv3 i i1 25 .

TP

ciscoasa (config)# ipv6 router ospf 10
ciscoasa(config-rtr)# timers throttle spf 6000 12000 14000

fii & 0SPFv3 Xig 5%

i

Jo H OSPFv3 1% H b e

ipv6 router ospf process-id

i

ciscoasa (config)# ipv6 router ospf 1

process-id ZH{Ue i f JERE (1) P EBAE F BOAR TRAT, FEARHRBEEAT 200, mT UM 1 22 65535 HIATAT IE
R

It ID ANl SAT HAh e 4 16 1D URRC; EAXHE NS BEA o f8 a2 n] DA AN b RE

BB NSSA X3 al AR 7 X3k S BRI T4

area area-id default-cost cost

i

ciscoasa(config-rtr)# area 1 default-cost nssa

AU R 30 Gt vy 85 0 L 1 M AL DG P DB i -

area area-id range ipv6-prefix/ prefix-length [advertise | not advertise] [cost cost]

osrF
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TP

ciscoasa (config-rtr)# area 1 range FEOl:1::1/64

« area-id ZHhR VBN HI R I X k. AT LASR 52 SRR TPv6 AT 4 .
* ipv6-prefix 2415 i IPv6 Hi%%. prefix-length 4045 52 A4 K

+ advertise JCHE TR L IE G FEPIRAS ¥ B O Tl AR 3 I LSA.

* not-adver tise J¢ R Mk R A 5B 4 DoNotAdvertise

o JUH 3 ZEICAL LSA,  JFLRAF ) Jo A 194 2% Bt 4141 b9 5%

* cost cost KA /S HUON R TG B B I FEAREOTAY, E/E OSPF SPF VISl v I T 52 B3k
bR B0 B B A

o HREIEHE A 0 2] 16777215,

PB4 §5E NSSA [XIk:
area area-id nssa

P

ciscoasa(config-rtr)# area 1 nssa

WS FRE AKXk
area area-id stub

TP

ciscoasa (config-rtr)# area 1 stub

FER6 T LHRGREK LIS HL

area area-id virtual-link router-id [hello-interval seconds] [retransmit-interval seconds] [transmit-delay
seconds] [dead-interval seconds] [ttl-security hops hop-count]

i

ciscoasa(config-rtr)# area 1 virtual-link 192.168.255.1 hello-interval 5

« area-id ZHbR N IRt A X . virtual link SS8E 745 w8 178 RE LEE A1 .
* router-id 24417 7€ 15 REFMGE AT 5 DGR (1 2% 1 4% 1D
* %A\ show ospf 5 show ipv6 ospf i 4 LA/ % HH 45 ID. WA BRIME.

* hello-interval JC8#E 75 e fEF: 1 bR IE Iy s L e T B s ) CLARD g i) o Iy i £
T ) R 2 o A P Y 5 A, B 45 TR 5 B e o T IE R 3) o3 FH R 8% B JTE  ehr 2 RN AN IR 25 %%
AR . HREIEEA 1 3] 8192, ERIAEHN 10,
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* retransmit-interval seconds J¢HE /S A0 7 T8 T3 L AR E (1) LSA FBr AL 4 ¥ [RIB& i ) (LA
FU O BAART ) o F AR ) o A S 1 P 8% AT R A 9% v i 2 TR R PO A R SR o AR 200K
TR AR, JF HIEE AT LLR 1 2 8192, BRIAE N 5.

* transmit-delay seconds S5 /S HOM i e AE 4z 11 1 A2 TR A BB B 60 9 75 R Ak 11 I (1)
CRARD A BN o HEEE UK T BHER L (1 LSA 7E&Hi 2 i s # e B i i
AERS . (ERTERTTLUZM 1 % 8192, BRIMEA 1.

* dead-interval seconds X § v/ 2 BN i E A 48 i A Wi Hh 25 9% A2 BT AN 2 7 P U K 4 Y I 1)
CLVRD N AT o A5t a] B A2 JEAT 5 48 5. BB PP Y [ B (K DU (B40 D) o X I8 5)
2 FZR IR BT e E A AR AR 55 3%, (R U R] o AT 8BV R 1 51 8192,

* ttl-security hops <8 7 7F RE FUBE M I ic & A= A7 I 0] (TTL) %45, hop-count Z5U{E Gl A LA 1
3254,

B & OSPFv3 # zh#% O

UK

$IE1 5] OSPFv3 8% b Fe:

ipv6 router ospf process _id

T

ciscoasa(config-if)# ipv6 router ospf 1

process_id ZHu st it bR K A AR AT AR RAT, AEASHIBEAT 70 E, T LA AN 1 4 65535 (RAEAT IE
HEH. 6 ID A AR IR YA L0 ID UUHE; e XN AR BT o SR 2 T LU T PN R

IR 2 IR O B RIE R S

passive-interface [interface_name]

T

ciscoasa(config-rtr)# passive-interface inside

interface_name Z: %45 5& OSPFv3 MEFEEAT e 4L N4k, WAR4EE T nointerface_name 244,
I} OSPFv3 Ht#% process id [F1FT A #: I #RAR A sz 1.

OSPF
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fic & OSPFv3

fic & OSPFv3

FIR2

OSPF |

J& B OSPFv3 % H1 iR

ipv6 router ospf process id

TP

ciscoasa(config-if)# ipv6 router ospf 1

process_id Z- 4 it thBERE (K 9 BB (AR URA, AEAHBEEAT 70 BE, AT LG AN 1 52 65535 IUAEAT IE
A L ID A B AR Al B I ID VLRC; e BN R BT R 2 nT DUE R AN 25

VCE OSPFV3 i pH 1 FEER 29 -
distance [ospf {external | inter-area|intra-area}] distance

i

ciscoasa (config-rtr)# distance ospf external 200

ospf KB 45 7€ OSPFV3 B tH. external JXHEF4i5 € OSPFv3 (K4 5 M1 7 2Kk tH . inter-area K
B HRE OSPVV3 [FIX Sk [A]% H o intra-area JCHET-fi & OSPFV3 I I A% H . distance 244 &
FHEE R, EE M 10 B 254 L.

NS
AT LA OSPFV3 1% 8 LSA RIATHIT 28 LSA i & v I 28 AR I 71 I 25

UK

Joi F OSPFv3 % HHHEFE

ipv6 router ospf process-id

T

ciscoasa(config-if)# ipv6 router ospf I

process-id Z A2 BL ik T ERE (K A B AR IRAT, FEABIEAT 70, PTRAR A 1 28 65535 IRAEAT IE
B I ID b BT HAd Ve LI ID ULEC; EABE NI G . fdm 2 il DU T AN 2R

B ASA #2525k H OSPF 4 )&= 1 [F]— LSA ) f AR (IR«
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timerslsa arrival milliseconds

-

ciscoasa(config-rtr)# timers lsa arrival 2000

milliseconds Z: £ 45 & HI Jm P9 R4 52 AR J& BIA IR [ — LSA Z it (P /M EIR (DL=fb o B
1) o JEHEM 0 3 6,000,000 ZZF8 . ERIAE K 1000 ZF5.

BC'E LSA vz Ut to 0 0w i

timers pacing flood milliseconds

il

ciscoasa(config-rtr)# timers lsa flood 20

milliseconds 2> 415 5E 15 Hi Jm 99 T 2 TR)3Z B BAS 1 1) LSA W E A IRl R s ) A0 B fr) .
AICEEELE N 5 2] 100 280 BRIAE Y 33 8.

S K OSPFV3 LSA HCHE SI41 R JFRIEF . Ko Fskog 1 1 i

timer s pacing Isa-group seconds

il

ciscoasa(config-rtr)# timers pacing lsa-group 300

seconds ZH4RE K LSA 704, klEr. BRI Z ) ] Faib 8. JuHLE M 10 2] 1800 #b. ERIAMA
240 B

BC & LSA HOBH & il tl 0 -
timer s pacing retransmission milliseconds

T

ciscoasa(config-rtr)# timers pacing retransmission 100

milliseconds - ${45 5 BB AL 4 BA S K LSA BEE D IR g [a) CDLZRD Ry sy ) o nlfid B Ve 2
M5 F] 200 ZF. ERINEA 66 =D,

fic & OSPFv3 LSA f#:

timer sthrottle lsa millisecondsl milliseconds2 milliseconds3

T

ciscoasa(config-rtr)# timers throttle lsa 500 6000 8000

« millisecondsl HcH& itk i LSA 15— U BLTF A IUAEIR. (BASEFD 4 Pae) . milliseconds2 %
B R — LSA Didi OB RAER (LLAERS A . milliseconds 2§t R e il — LSA
P IR NEIR (BAEERD AR

osrF
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0T LSA I, n SR el (I ()N T2 — U BB, W) OSPFV3 22 F Bl B IE 58— Ik i
DURE . TFIRE, RARE i KB IR /N T B/ NEIR , W) OSPFV3 23 H 2 5 1E A fi/ MEIR A -

o % T millisecondsl, ZRINE K 0 ZFD.

* % milliseconds2 F1 milliseconds3, #RIAME A 5000 ZF5 .

$IE 7 it ® OSPFv3 SPF ifi3:

timersthrottle spf millisecondsl milliseconds2 milliseconds3
il
ciscoasa(config-rtr)# timers throttle spf 5000 12000 16000
* millisecondsl Z 44 & %O SPFUHLI ST s I AEIE. (LA RO HA) o milliseconds2 244

FA0E I EE Uk SPF U2 (A (SEIR (LA R0y HAr) o milliseconds3 24455 SPF 114
1t AR 1] (LA R0l PR

o %FT- SPF 1833, 15 milliseconds2 &% milliseconds3 /s T- millisecondsl, M OSPFv3 <= A ZhH iF
A millisecondsl B . [A#E, W5 milliseconds3 /)T milliseconds2, M) OSPFv3 £x B 1IE K
milliseconds2 {H .

* ¥ millisecondsl, SPF 3 [ ERIA{E K 5000 Z=ZF5 .
* 5T milliseconds2 1 milliseconds3, SPF i3£ [ ER AL 4 10000 ZFD .

ENXER7S OSPFV3 48 &

I B e U AS OSPEV3 AR Ja A il ik s AE ) 38 W 4500 5 OSPF % /. il b Ihfg, &nT DAL
H VPN & # OSPFv3 il 4, Akl & #2%4E GRE FFiE .

THEZHT, WG F] OSPFV3 4B Ja (Mt . A CEIEFSE R EAGE R, HSHIEHS
e R

UK

HIE1 31 OSPFV3 i i BEFE I FHEN IPv6 % i o AR 2

ipv6 router ospf process-id

i

ciscoasa (config)# ipv6 router ospf 1

process-id Z- 42 Ptk thBERE K A B AL AR UUARF,  AEASHLEEAT 73 IE, FTRIGZE A 1 28 65535 HUAEAT IE
A L ID b BT A B IR ID DLRC; et R B ] . fdm 2 nT DUE T AN 25

| OsPF
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$IE2 FBE 5 FRM LI OSPEV3 % h 2% Hi% .

= E 0SPFv3

ipv6 ospf neighbor ipv6-address [priority number] [poll-interval seconds] [cost number] [database-filter
all out]

i

ciscoasa(config-if)# interface ethernet0/0 ipv6 ospf neighbor FE80::A8BB:CCFF:FE00:C01

PUAS

ZLRE OSPFv3 S 40k J5U g LB, AT EL R AP IR

UK

JiiF OSPFv3 % HHHEFE

ipv6 router ospf process-id

B UE

ciscoasa(config-if)# ipv6 router ospf I

process id Z 4 LK HE AR I AL FT AR IRAT, FEAMBEIT 20 IC, AR T 28 65535 AT IE
BH I ID A SATA AR s K ID DT, e A A A o R 2 n] DU AR

W PR SHOE )5 o BRI -

default [area | auto-cost | default-infor mation | default-metric | discard-route | discar d-route | distance
| distribute-list | ignore | log-adjacency-changes | maximum-paths | passive-interface | redistribute|
router-id | summary-prefix | timersj

T

ciscoasa(config-rtr)# default metric 5

« area KHE T E OSPFv3 XIS H. auto-cost JSHl 7 M %5 45 & OSPFv3 2 LT

* default-information SCH 74 R ERIAE . default-metric SCHE T8 & FH 20 & (16 K FEFr .
* discard-route S8 v 1T i M B AE 5 57 200 . distance B 745 2 15 LT

+ distribute-list S5y i 2 i i BB ) 4 o

* ignore K7 A 2% 5E . log-adjacency-changes ¢ il i AR BER A h it o .

* maximum-paths S Al I 2 N B AR R A A .

* passive-interface JCH v AJ 7E % 1A 1 5T

osrF
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* redistribute S8R FET 7> Aok B AR R TPV6 R4 .
* router-id SCHE AR E Fr 4R € %t HERE K 2% 1 2% 1D
 summary-prefix F<EET- T8 E IPv6 LB ATER

* timers JCHE PR AE OSPFV3 iH I 45

ﬁ%géﬁ IL,\I\ n’es

R it A IC BN £E OSPFV3 AT Ji JA Bl 8K P IR A8 2R 48 H ST B

RS

$E1 5 H OSPFV3 % ki

ipv6 router ospf process-id

T

ciscoasa(config-if)# ipv6 router ospf 1

process-id 2402 It i BERE K A B AL T AR AT, FEASHLEEAT 73, TRLZ A 1 2 65535 (AT IE
A L ID Ab B AR Al B I ID VLED; EABE NI B . fdm 2 nT DUE T AN 25

WX 2 WK tH AL E N 7 OSPFV3 A1 3 2l oG P Iy ik R 48 H A& B
log-adjacency-changes [detail]

i

ciscoasa(config-rtr)# log-adjacency-changes detail

detail X T AR MRS RIERGHEHE, A REAE OSPFV3 JH 88k N A4 A8 A 48 H i il
B

AN

MHRGEHEHR

BRI T AN 32 R LSA 6 252 4% OSPF (MOSPF) E0#i G I 4k & 26 R 48 H G W R, ST
PLUR DB
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UK

$IB1 3 H OSPFv2 % gk i

router ospf process_id

-

ciscoasa(config-if)# router ospf 1

process_id Z0t MLk tH HERE K] 9 A T IOARIRST, AEAHLEIT 200, PTRAR AN 1 &2 65535 IATAAT IE
B U6 ID A SART HAR B A B ID VLA e A A B o e 22w DU PN ERE
2 2N SC R LSA 6 28 MOSPF Hifili tui, i &2 240 H G

ignor e Isa mospf

Tl

N
5
N

ciscoasa (config-rtr)# ignore lsa mospf

BB A
UK

P TAAE RFC 1583 TSI S M i F A 1 7V
compatible rfc1583

i

ciscoasa (config-rtr)# compatible rfcl583

4 p¥ 2] OSPFv3 i% i 1 B9 ER A SN ERER
g
121 5] OSPEV3 % HidkF :

ipv6 router ospf process-id

IR

OSPF
I s



B o=srecans

Nil

B

OSPF |

ciscoasa(config-if)# ipvé router ospf 1

process-id 2 #0k i HBERE K P BB AEFH IOARIRAT, FEACHLIEAT 70 le, W RAE M 1 &2 65535 AT fl IE
A, 6 ID A AR AR B B0 ID VRS e B IR AT o R 2 ] DU SRR
A2 3 OSPFV3 i HHAs BRSNS o -

default-information originate [always]metric metric-value [metric-typetype-value] [route-map map-name]

Tl

ciscoasa(config-rtr)# default-information originate always metric 3 metric-type 2

* always JCiE Il A EOA S T CEREIA A .
* metric metric-value i /ZE00 45 2 T4 BB HH I A5
o GARAEH default - metric a2 452, WERIESS 10. B RSEHHETERI 0 31 16777214,

* metric-type type-value JCH /S B0 i 8 58 2 2] OSPFV3 B Fhsk i (1 BRI 2% o OCH IR 210
PERI . ARAE T LS B o — I

© 1-1 AN
© 2-2 BHME R
BRNh 2 AN
* route-map map-name <8 7/ 2 U0 R T8 R AL B EH LS TR T T AR GERUA B E 1R B R

Nil

B

UK

JiiF OSPFv3 % HH it 2

ipv6 router ospf process-id

T

ciscoasa(config-if)# ipv6 router ospf 1

process_id ZHu st it tERE K A A AR RAT, AEASHIBEAT 70 E, T LA AN 1 42 65535 (RAEAT IE
B I ID Ab BT v LK) ID DCAC; e PE AR BT S 2 nT DU P AN 2R

fid & IPv6 VI M HITZ%

summary-prefix prefix [not-advertise | tag tag-value]

| OsPF
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s5s% e sn ]

TP

ciscoasa(config-if)# ipv6 router ospf 1
config-rtr)# router-id 192.168.3.3
config-rtr)# summary-prefix FECO::/24

config-rtr)# redistribute static

ciscoasa
ciscoasa

ciscoasa

prefix Z 50U H bR IPv6 4 tHATZR . not-advertise SBT3 5 45 w2 AT ZR/HERD XS VTR i 4% th o IEok
B UE T OSPFV3. tagtag-value )¢5/ Z HO0 i i i F A ik i ph WSR2 1 503 23 % PR UG S
bR . LGB AUE H T OSPFV3.

BEHS % IPv6 B H

Nil

8

UK

JE3 JH OSPFV3 % H1 ik

ipv6 router ospf process-id

il

ciscoasa(config-if)# ipv6 router ospf 1

process-id 40 It i RERE I A B T AR URAT, AEASHLEEAT 73, ATRLZ AN 1 2 65535 AR IE
R B ID AL SATAT H A Ve g LAY ID DTG e A A A BT I . 2 T LU T AN R
$ 1Pv6 i i A —> OSPFv3 ZEREHHT 73 & 2 75— 4> OSPFv3 i

redistribute source-protocol [process-id] [include-connected {[level-1 | level-2}] [as-number] [metric
[metric-value | transparent}] [metric-type type-value] [match {external [1]2] | internal | nssa-external

[1]2]}] [tag tag-value] [route-map map-tag]
il

ciscoasa (config-rtr)# redistribute connected 5 type-1

* source-protocol Z%ifi5 & M HFFr 73 & % tH U i, mT LUK static. connected 5% OSPFv3.
* process-id ZHUEAE S T OSPFvV3 1%ttt R i LU 3 07 X0 B 307

* include-connected SCHE 7 FEVE H AR PISCEFT 70 A IR PMSCRFNN i th LU AR EMSUE 4T BT A (142 1
FEERATA

o level-1 Rt PR X TR KRGt b 1A R 45 (IS-IS), 1 2%ty 5 20 & 1) Hodth TP % it
W,

* level-1-2 SRHBE TR0 T IS-IS, 1 4R 2 itk i B 70 A 2 LA 1P % i b il

osrF
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B esxswss

* level-2 SCHE THRE XN T (IS-1S), 2 ZHk HASLE BT 70 B Al 1P 3 ph st

* XFF metric metric-value X5 7S H06,  MAE R — B 2% Rt —/> OSPFv3 JEFE T 8T 40 K
55—~ OSPFV3 HERERS, WERKIREIRAME, WK it N— AR 2 7 — N idtiE. %
HAth HEFE B 4> & 1) OSPFv3 MERENS, W ARG e fabrfil, WIELIAFEFR A 20.

metric transparent SBT3 E0 RIP Al H 00T 20 A (0% R 1) 3 3505 0 RIP 545

metric-type type-value S 7/ S 4O 7 3E 538 1 21 OSPFV3 4 F i (1 BRIA K 1 SCIBC ) S
BRAL, AR T LR LR —I0: 1 GRIR 1 3Nk i) 82 (oK 2 84N D o
FBA N metric-type S TFHEATATY, U ASA KA 2 284N H . % T 1S-1S, S 2 A ]
D& LRI P9 GER T/ T 63 (19 1S-IS $/ ) sishi GEF T T 64 H/NT 128 )
IS-IS #/#5) o BRUCKH N,

match JCBE 7K 2t HEFT 23 & B Al s 5 DU R Horh — AR A4 H] . external [1)2],
TR BB ARG MIANBEG H, HER 1 2880 2 RAMBEE T A E] OSPFV3 15 internal, KiniE
JE VA RGNS B nssa-external [12], Ror HIA R MAMBE B, {HZ7E IPv6 [ NSSA
HE 1 2Rak 2 AN % 5 N 2] OSPFV3 .

* tag tag-value S 7/ 2 BOM R 2 B B AN AN A 32 A2+ REHME, & T/E ASBR 2 [H]
fEikAE B IS RIEEAEM N ES, WXk 3 BGP Fl EGP % i i AV R4 H 5. AT
HA ML, B ZE . GRUEIEE A 0 21 4294967295,

route-map KB A i i HH ISR AAG 70T MRS H B DU 2 i S e SRR % e PR S N IR R
WERASRE IR HE Y, WISTER 0 RITAH . WIRCIRE IR, ERII B R4S,
WA Zs FATATEE 1 . map-tag 2 80bs P LG & R F I

BeE X PHIER

ASA TR B — L TR R 0, X SE W 17 L AN N5 i 5 A8 41 5 i I I B B . ANTR) T e
K (NSF) HhHE S VFLE K S 65 b B isU A5 B 110 ) B L 60 865 Pl 4k % i B0

e AT PR, 2 P AR o R e 4 LA 845 O B I 2 % #6 1F, OSPF ERE A T
Ji8l. [FRE, EARRHET, 3l i 478 ARTE SR AS B 15 £ 438 4B )45 il e 45 1, OSPF
WRESTREEN . I OSPF 4 ik BEub AR YK EIR . 48 n] DAL & NSF LUEE ST OSPF Rk
AU LR R ARG W T, NSF Dyge AR A H .

1F OSPEv2 1 OSPFv3 ¥~ #5Fia 3 . Wid{# H NSF Cisco (RFC 4811 1 RFC 4812) &k NSF
IETF (RFC 3623), %0 LA{E OSPFv2 FECE AT H . 0] LA# ] graceful-restart (RFC 5187) 7
OSPFv3 A& FAamE ) .

fic & NSF “FAaE 3 e AP IR, il B D Re MU i 45 e B N S FF NSF ZhREEk NSF Ji&&n. ZFF
NSF IhREM % nT LA AT R AL 5 I EE R 36 8l, 11 SZRF NSF SN ¥ & 1T LA Bh 550581 A 2h 4%
S

MRYEHELL S A, T LR B 0 BN SCFF NSF D RE AR 76 2 NSF /RN R 1 4 -

| OsPF
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* e Al LARC B O NSF BN, - LTk e e

o WA WIAL T Failover BY Spanned Etherchannel (L2) 2 RER R A4 BERC & b Y 7 NSF ZhHEM %
%o

o AE A% SCRE NSF Dy fignll NSF B,  NEps 0 & b RENE AR 75 A0 FEANIE W] R R A 5
(LSA)/AHEE A5 4 (LLS) Ho

\)

IR

e DAL €6 B SO ot R I 0 2o P 5 P £ 0 ) G

SRy OSPEV2 BCH. 1 PRI IEAY,  JUAE E e BB I H o MR s s I A R AP RR D H . X

SO NSF PR JAALHIE T LLS Thag, R4S 4 A2 & Py Eodis (b 1) RS A7 LLS Bk
LR35l IETF NSF HLHIEG T ARIE LSA Bhag, KhESKEAIBEN 9 25 LSA KK /RE G
WE. ERCEIIAE, WERALL R A

UK

QI OSPF # H HEREIF 410 2 HHr 70 A (9 OSPF BEREHE A i s e EAR A
router ospf process id

-

ciscoasa(config)# router ospf 2

process_id ZE N ET 0T g thZEREAT F AR IRAT, o] DURARMT IEREEL. I ID A SR HAh %
# B ID URRC: eAHE N BT o s 2 ) DU T A ERE o

SCRHEH] LLS #efls Sheli A& W] LSA K i H] NSF:

capability {lls|opaque}

1ls X8 FH T 20 JBURF NSF ~PAa A /LA H LLS Thfg.

opaque JHE T H 124 IETF NSF ~FA& 5 3 WL HIAE B LSA Thhg.

71 OSPRV2 ECE TP E /R

XfF OSPFv2. [l NSF I IETFNSF, fAAEMAFARE AL — KL HEN ospf SEHIHC & LA —Fh
SR B SCRF NSF B0 R e 4% Wl DARC & 08 A} NSF BhF, B a] LARC & 4 IETF NSF BhF,
{HIE— A BEAE BB NSF 8¢ IETF NSF #5511 4y ospf SEIAL & 32 7 NSF IIREFI 1345

osrF



B > osPr2mE 2R NSF EHIE R

J1 OSPFv2 BB B &L NSF T i i & /5

73 OSPFv2 P& AR} NFS “FAR 7 (& H 13287 NSF ZhHER 3 %55 NSF BAns %)

i

£ FF NSF Zhfig e 4% b g R} NSF:

nsf cisco [enforce global]

i

ciscoasa (config-router)# nsf cisco

MR 2 TG R ) NSF 4R JE 1 #%5B), enforce global S K < BX Y NSF H )5 .

CAIED AESCRE NSF AN e L a ATERE NSF B) T
capability {lls|opaque}

i

ciscoasa (config-router)# capability 1lls

BOATOL T R ka2 . A A2 1 no BT I iZdr 4

73 OSPFv2 BC & IETF NSF TH T E /3

Nil

B

7y OSPFv2 Fit & SR} IETF NSF “FF2H i (SZFF NSF Thfgf 345 5 NSF AN 345 ) o

UK

{ESCHF NSF Dhggf ¥ # L )i il IETF NSF:
nsf ietf [restart-interval seconds]

P

ciscoasa(config-router)# nsf ietf restart-interval 80

AT LAR PR A IR A CRARR S ) o AR 1 21 1800 #b. BRIME A 120 #5.

OSPF |

oAy FEL A TV R 6 PO/ T o ARG Rl (KN )N, P AR TR ke B, KT 30 M E

Je T AR

E 3 FF NSF J#H01 1% % 1) H] IETF NSF B) TR
nsf ietf helper [strict-Isa-checking]

| OsPF
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TP

ciscoasa(config-router)# nsf ietf helper

strict-LSA-checking S8 7457~ IR B T th & A5 LU B 00 I Re 28 10 H08T 5 2 i A K 7 el
B o iz P2 AL TP R SV H H 85 10 LSA R ZE G 808 W SRAE R 3 1 A8 R AR s I EAE EOR R 3
F1 6 £ s ) BT A4 21 3 h AT S UK LSA

NG OL T 2R b & o AT A& (1 no JE T 45 i a4

71 OSPRV3 ECE ST E /S

& OSPFv3 i & NSF “Fia i B Thiess LN 38 B — DA ECE N FE NSF ohfe, R5ky—4
WA IE B R SCHF NSF &G

UK

S R EA L2 IPve Hulik (K13 0 _F B 1] IPve AbHE:

interface physical_interface ipv6 enable

T

ciscoasa(config)# interface ethernet 0/0
ciscoasa(config-if)# ipvé enable

physical_interface 4451125 OSPFv3 NSF 4% 1,
W 2 {63 KF NSF Difg )% _F4 OSPFv3 Ji ] graceful-restart:
graceful-restart [restart interval seconds]

-

ciscoasa (config-router)# graceful-restart restart interval 80

restart interval seconds 5 & AR H o M BRI (ARD R A) o A2UER 1 3 1800 #b. BRIAME N
120 7.

AN T84 IR S B R I TR R (ORI B R AL I, AR 2 PR R . B, ASCRHMIET 30
b R B T B

WIF 3 {ESCHF NSF A1 % o OSPFv3 J3 H graceful-restart:

graceful-restart helper [strict-lsa-checking]

i

OSPF
I a0
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ciscoasa (config-router)# graceful-restart helper strict-lsa-checking

strict-LSA-checking JSHE 74775 4 R B T+ 1 4 6 LU 1550 TR 28 1L F0RT 0 Shik s iR R ekl
B2 A AR HOH A S B dr s 1) LSA R E R, B i SRAE SR Bl R i R AR O A 30
(it e 45 R FEOBT A i 810 2R AT S ) LSA

ERIATE UL F 2 5 PR R B A K

LY === s va -1 K . =]

77 OSPF L B T TEF B s F1F 11T
Wi OSPF % 28 ANENIE T A A8 e 2 e S b p e, JF HLF0B A sh i i 28 75 2R AR R
{H' e T AE iE B3 Hello BB G EO % B RS 7. {HSE, RSAHEAHEREIT RouterDeadInterval #
ik, gl timersnsf wait fiy4, LUK Y EE B 0 #) RS 4715 & 7N RouterDeadInterval . NSF
RPN 2R BRAE A 20 Fb.
T8 Z Bl

* B3 OSPF i E SR NSF S5 AF I ], 1 #5420 S FF NSF 8l NSF Lifig.

UK

HI1 Ui OSPF 4 h 23 il B AL
i
ciscoasa(config)# router ospf
PR 2 AT S IR E nsf.

i

ciscoasa (config-router)# timers?
router mode commands/options:

lsa OSPF LSA timers
nsf OSPF NSF timer
pacing OSPF pacing timers

throttle OSPF throttle timers
ciscoasa(config-router)# timers nsf ?

BRI AR SR . BLEEEDY 1 3] 65535,

TP

ciscoasa(config-router)# timers nsf wait 200

AL A P VR R S AR TR, T LR D S5 ARy ) B AN B e s R R RS

| OsPF
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mi osprz 2 I}

filf& OSPFv2 B &

% OSPFv2 Bl & .
pUE ]

kR 23 H FFEA OSPFV2 Bl .

clear configure router ospf pid

TP

ciscoasa(config)# clear configure router ospf 1000

THERACE J5, 204 router ospf fir4 FHTIC . OSPF.

it k% OSPFv3 B &

MMBE OSPFV3 Bl & .
pUk

MR B3 H (1 #£S OSPFV3 it & .

clear configureipv6 router ospf process-id

i

ciscoasa(config)# clear configure ipvé router ospf 1000

THIRECE S5, B 4EH ipv6 router ospf fir4 B HTEC & OSPFV3.

O0SPFv2 71151

DA 748 ok 7= e s P A5 Fb o e 1R R S I RTRC 2 OSPFv2:
1. G OSPFv2, &ALl Frd:

ciscoasa (config) # router ospf 2
ciscoasa(config-rtr) # network 10.0.0.0 255.0.0.0 area 0

2. (AT EEREEE > OSPFv2 BEREHLHT 70 & 21 53—~ OSPFv2 #E%, 1EHIALL T2

OSPF
I | 51|
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ciscoasa(config) # route-map
config-route-map) #
config-route-map) #
ciscoasa (config-route-map) #
ciscoasa (config-route-map) #

ciscoasa
ciscoasa

(
(
(
(

1-to-2 permit

match metric 1

set metric 5

set metric-type type-1
router ospf 2

ciscoasa (config-rtr)# redistribute ospf 1 route-map 1l-to-2

(k) ERLE OSPFV2 #: 0S4, EMALL Fin 4

ciscoasa(config) # router ospf 2
ciscoasa(

ciscoasa(config-rtr)# interface inside
ciscoasa(config-interface)# ospf cost 20
ciscoasa(config-interface) # ospf retransmit-interval 15
ciscoasa(config-interface
ciscoasa (config-interface
ciscoasa(config-interface

config-interface

ciscoasa(config-interface
ciscoasa (config-interface

(
(
ciscoasa(
(
(

(A[i%) ZERLE OSPFv2 XIS ZSHL,

)
)
)
)
ciscoasa (config-interface)
)
)
)

config-rtr)# network 10.0.0.0 255.0.0.0 area O

ospf transmit-delay 10
ospf priority 20
ospf hello-interval 10

ospf authentication-key cisco

ospf message-digest-key 1 md5 cisco

#
#
#
# ospf dead-interval 40
#
#
#

ospf authentication message-digest

ciscoasa(config) # router ospf 2
ciscoasa (config-rtr) # area

(
(
ciscoasa(
(
(

CAIE) EERC B vk S 8 00 B S R s ASC T H G R, WA LR i 2

config-rtr)# area
ciscoasa (config-rtr)
ciscoasa (config-rtr)

area

#
# area

LR NN

0 authentication
0 authentication message-digest

17 stub

17 default-cost 20

ciscoasa(config-rtr)# timers spf 10 120

ciscoasa (config-rtr)# log-adj-changes

(A% FEE I8 XM E7 OSPFv2 it B W,

PLF 42 show ospf i % H 7 «

ciscoasa(config)# show ospf

Routing Process “ospf 2”7

Supports only single TOS (TOSO0)

Supports opaque LSA
SPF schedule delay 5 secs,

Minimum LSA interval 5 secs.

Number
Number
Number
Number
Number

of
of
of
of
of

external LSA 5.
opaque AS LSA 0.

areas in this router is 1.

with ID 10.1.89.2 and Domain ID 0.0.0.2
routes

Hold time between two SPFs 10 secs
Minimum LSA arrival 1 secs

[detail]

i show ospf 4.

Checksum Sum 0x 26da6
Checksum Sum 0x 0
DCbitless external and opaque AS LSA O
DoNotAge external and opaque AS LSA O

External flood list length O

Area BACKBONE (0)
Number of interfaces in this area is 1
Area has no authentication

1 normal 0 stub 0 nssa

OSPF |
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SPF algorithm executed 2 times
Area ranges are

Number
Number
Number
Number
Number

of
of
of
of
of

LSA 5.

Checksum Sum 0x 209a3
opaque link LSA 0. Checksum Sum 0x
DCbitless LSA 0

indication LSA 0

DoNotAge LSA 0

Flood list length O

7. BLERR OSPFV2 BRE, iHEIALL N ansd:

ciscoasa(config)# clear configure router ospf pid

0SPFv3 71151

PR 79 S5 7 0T o 485 11 2 531) J2 RN B OSPEv3:

ciscoasa
ciscoasa
ciscoasa

(config) # interface GigabitEthernet3/1
(config-if)# ipv6 enable
(config-if)# ipv6é ospf 1 area 1

LL R &2k E show running-config ipv6 i 2 (IREA S -

ciscoasa

ipvé router ospf 1

(config) # show running-config ipvé

log-adjacency-changes

BL R &3k [ show running-config interface fir 4> (AL A H1 -

ciscoasa

(config-if) # show running-config interface GigabitEthernet3/1

interface GigabitEthernet3/1
nameif fda
security-level 100
ip address 1.1.11.1 255.255.255.0 standby 1.1.11.2
ipv6 address 9098::10/64 standby 9098::11

ipv6 enable
ipv6 ospf 1 area 1

PUR 79 S8 7R anel iE B4 2 T OSPFV3 #21:

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

(
(
(
(
(
(
(
(
(
(
(
(

config) # interface GigabitEthernet3/1
config-if) #
config-if)#

)
config-if)
config-if)
config-if)
config-if)
config-if)
config-if)
config-if)
config-if)
config-if)

#
#
#
#
#
#
#
#
#

nameif fda
security-level 100
ip address 10.1.11.1 255.255.255.0 standby 10.1.11.2

ipvé
ipvé
ipvé
ipvé
ipvé
ipvé
ipvé
ipvé

address 9098::10/64 standby 9098::11

enable

ospf
ospf
ospf
ospf
ospf
ospf

cost 900

hello-interval 20
network broadcast
database-filter all out
flood-reduction
mtu-ignore

ospr3 =1 [

osrF
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ciscoasa (config-if)# ipv6é ospf 1 area 1 instance 100
ciscoasa (config-if)# ipvé ospf encryption ipsec spi 890 esp null md5
12345678901234567890123456789012

ciscoasa (config ipv6é router ospf 1

ciscoasa (config area 1 nssa

ciscoasa (config distance ospf intra-area 190 inter-area 100 external 100
ciscoasa (config timers lsa arrival 900

ciscoasa (config timers throttle 1lsa 900 900 900
ciscoasa (config passive-interface fda
ciscoasa (config log-adjacency-changes

( ) #
( ) #
( ) #
( ) #
ciscoasa (config)# timers pacing flood 100
( ) #
( ) #
( ) #
( ) #

ciscoasa (config redistribute connected metric 100 metric-type 1 tag 700

A RN IC E OSPFV3 JEAUBERS K7~ B, 1§Z L T URL:
http://www.cisco.com/en/US/tech/tk365/technologies_configuration example09186a0080b8fd06.shtml

542 OSPF

"*Tuﬂﬁﬁﬁﬁﬁﬂﬁw B0 IP B 3 A MIEE ZE R N 2% . S ] LU Pl it A £ RO
BEUSA I AT R W 26 1) L 85t mT LR 7 A O s A PR AR R A BB o6 Sl Bl 3o 9 2% B R

FIRC) % e B A2

PR R & A OSPEV2 B thGE G R, WAL R — AN 4

wE ey

show ospf [process-id [area-id]] WRAT 5% OSPFV2 % HHIEFE I — (s

show ospf border-routers il ABR Fll ASBR 7~ 9 OSPEV2 B £ 4 H .

show ospf [process-id [area-id]] database TR 5HEE K h 28 OSPEV2 Hidi B A < (145 B 41
%o

| OsPF
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| osPF
iz oser I

we El:o)
show ospf flood-list if-name BRFEAFE I 2 UK LSA AR (LIS

OSPEV2 HFi i E) .

OSPEV2 BUBr 4t o B ah i B M, DIHA S
NT 33 =R R AT AR . WA B
L, MBS, AR Toih A P 1
WAL SE T i o T e TR G P X 2 TR 15
o, REEEH R AT RE S Bk BN, WRE
AL RBCE, WAL ME— 3RO T,
w g EIEE

o BRIZ B o AL SO0 RO BE O R B S S
[ H1 45 o

o FEZ U], AR RN ) R R s
LR

PR PR K R A 2 A TP B, AR
L& SIDNS =3 T oK 3 A N O T D ST
R IR A H ) LSA . 20 I Be'E,  nl LARE iy
% OSPEV2 S Aot (AN OB i Kcdi £ o

UEDIREBCAH B EAEST: € A TR

show ospf interface [if_name] BorE OSPEV2 AH G M= B,
show ospf neighbor [interface-name] [neighbor-id] | iz 4N 10 7% OSPEv2 4124 L,
[detail]

show ospf request-list neighbor if_name WoRER HEHE R TA LSA 15134

show ospf retransmission-list neighbor if_name BRI RIE TS LSA %3 .

show ospf [process-id] summary-address B RAE OSPFv2 HEFE R A B 1 B Y s Ho kil 35 355
o KA B8 2

show ospf [process-id] traffic R R S OSPFV2 S0 % 126 Bk B IR g A ) 245 84
s B 13K

show ospf [process-id] virtual-links Won 5 OSPFv2 AHC IR BE %15 B .

show route cluster BoRAEREP ) H AL OSPFV2 B th A0 15 E

SN R & A OSPFV3 Bt geithE B, A LU Herp—AM i &

we BH
show ipv6 ospf [process-id [area-id]] WA OSPFV3 4% B i FR I — A= L .

OSPF
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AA
A<

El:o)

show ipv6 ospf [process-id] border-routers

"] ABR 1 ASBR {2/~ PN OSPFv3 i R 4% H o

show ipv6 ospf [process-id [area-id]] database
[external | inter-area prefix | inter-area-router |
network | nssa-external | router | area| as| ref-lsa
| [destination-router-id] [prefix ipv6-prefix]
[link-state-id]] [link [interface interface-name]
[adv-router router-id] | self-originate] [internal]
[database-summary]

7R SR € B h #s OSPFV3 Hictls FEAH OGN A5 B 41
Ko

show ipv6 ospf [process-id [area-id]] events

7% OSPFV3 $i1{E .

ospf [process-id] [area-id] flood-list interface-type
interface-number
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show ipv6 ospf [process-id] [area-id] inter face [type
number] [brief]

o~ OSPFv3 M L5 B

show ipv6 ospf neighbor [process-id] [area-id]
[interface-type interface-number] [neighbor-id]
[detail]

B B~ OSPFv3 4B fafE AL,

show ipv6 ospf [process-id] [area-id] request-list
[neighbor] [interface] [interface-neighbor]
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show ipv6 ospf [process-id] [area-id]
retransmission-list [neighbor] [interface]
[interface-neighbor]
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show ipv6 ospf statistic [process-id] [detail ]

BR&F OSPFV3 Ziitf5 B .

show ipv6 ospf [process-id] summary-prefix
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show ipv6 ospf [process-id] timers [Isa-group | 7R OSPEV3 I #3455 B

rate-limit]

show ipv6 ospf [process-id] traffic [interface name] | I /x5 OSPFv3 i & AR Ig M S B .

show ipv6 ospf virtual-links
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show ipv6 route cluster [failover] [cluster]
[interface] [ospf] [summary]
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5INT LU R4 : route ospf
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et 9.0(1)
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EtherChannel 171 %3317 .

GINSAE S T L Ffir4: showroutecluster . show ipv6routecluster. debug
route cluster. router-id cluster-pool .
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IPv6 S £F OSPFv3 %11,

SINEME S T LA Fiv4: ipv6ospf. ipv6ospf area. ipv6ospf cost. ipv6 ospf
database-filter all out. ipv6 ospf dead-interval. ipv6 ospf encryption. ipv6
ospf hello-interval . ipv6 ospf mtu-ignore. ipv6 ospf neighbor . ipv6 ospf
network . ipv6 ospf flood-reduction. ipv6 ospf priority. ipv6 ospf
retransmit-interval. ipv6 ospf transmit-delay. ipv6 router ospf. ipv6 router
ospf area. ipv6 router ospf default. ipv6 router ospf default-infor mation.
ipv6 router ospf distance. ipv6router ospf exit. ipv6router ospfignore. ipv6
router ospf log-adjacency-changes. ipv6 router ospf no. ipv6 router ospf
passive-interface. ipv6 router ospf redistribute. ipv6 router ospf router-id.
ipv6 router ospf summary-prefix. ipv6router ospf timers. areaencryption,
arearange. areastub. areanssa. areavirtual-link. default.
default-information originate. distance. ignorelsa mospf.
log-adjacency-changes. redistribute. router-id, summary-prefix. timerslsa
arrival. timerspacing flood. timerspacinglsa-group. timerspacing
retransmission. timersthrottle. show ipv6 ospf. show ipv6 ospf
border-routers. show ipv6 ospf database. show ipv6 ospf events. show ipv6
ospf flood-list. show ipv6 ospf graceful-restart. show ipv6 ospf interface.
show ipv6 ospf neighbor . show ipv6 ospf request-list. show ipv6 ospf
retransmission-list. show ipv6 ospf statistic. show ipv6 ospf summary-prefix.
show ipv6 ospf timers. show ipv6 ospf traffic. show ipv6 ospf virtual-links.
show ospf. show running-configipv6router. clear ipv6 ospf. clear configure
ipv6 router . debug ospfv3. ipv6 ospf neighbor .
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BT LR fir4: ospf dead-interval
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9.2(1)

#SIN T OB OSPF it 4 5 T 1H OSPF i &% .
SIANT LU R4 : timers Isa arrival. timers pacing. timers throttle

MEET LA N4 : Timers spf.y timers lsa-grouping-pacing
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PIAE SZFRA8 T ACL i 1% i o
FINT LU T4 distribute-list
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WIN T HAth OSPF Mi#5fs .

Bl T LU M A4 show ospfevents, show ospfrib, show ospf statistics, show ospf
border-routers [detail], show ospf interface brief
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ASINT OSPF F oy ke Dk
SN T LU A4 redistribute bgp
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WINT LA R4 capability. nsfcisco. nsf cisco helper. nsfietf, nsfietf
helper. nsfietfhelper strict-Isa-checking. graceful-restart. graceful-restart helper.
graceful-restart helper strict-lsa-checking

OSPF SCHRFAN T 4z | 9-13(1) VNINT NSF S5 TF I 25 o
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BATSINT LU R4
timers nsf wait<seconds>
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