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ER LI E VXLAN % Geneve (fUFR ASA FEHL . 4% Geneve #2H, i5Z[HHLE Geneve 211 ,
513 T,

pUK ]
$£B1 B VIEP 40, 559 1,

$B2 BE VNIFEL, 511 1
$E3 (k) Wk VXLAN UDP 3510, %512 Tl

BcE VTEP jFEi% O

BEAS ASA B4 5 n] ARLE AN VTEP W% 1. VTEP 5& Sk M 45 R AUME 25 (NVE).

FreaZ Bl

YT 2 A8 5, IR ST 2 8 S8 A 1T T IR 4T45 . 4\ changeto context name iy 4 UL 5 L4
B E 1 5.

itz

P11 GEWRIED B DR WU NVE:
interfaceid

nve-only

i

ciscoasa(config)# interface gigabitethernet 1/1
ciscoasa(config-if)# nve-only

A DA e G A A TP M. AR R RST, BCE IR 1 B A SRV M VXLAN 3
SRR WL BRI, XM R A R AT
PR 2 FCE R O A FRA IPvA ik

i
Cft RO

ciscoasa(config)# interface gigabitethernet 1/1
ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
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TP
GEHIEAD

config)# interface gigabitethernet 1/1
config-if)# nve-only

config-if) # nameif outside

config-if)# ip address 10.1.1.1 255.255.255.0

ciscoasa
ciscoasa
ciscoasa

ciscoasa

¥8 %€ NVE 5L/
nvel
HfefreE 2 NVE 54, HID A 1.

-

ciscoasa (config) # nve 1
ciscoasa (cfg-nve) #

& VXLAN 23,
encapsulation vxlan

Tl

ciscoasa(cfg-nve)# encapsulation vxlan

To g AL 2 S IO A 1 A4 K-

sour ce-inter face interface-name

Tl

ciscoasa(cfg-nve)# source-interface outside
R WK VTEP 4211 MTU /bT- 1554 A~775, U ASA 23 HEhK MTU $#£m 3 1554 775,

(N TR SR ) Fahfae 45k VTEP IP Hilik:
peer ip ip_address
il
ciscoasa(cfg-nve)# peer ip 10.1.1.2
WARARE XS AR TP b, WITCTRAE AR I . A2 SR rp AN SR A1 4E, I R e #: T30
Fi'E . JAEk VTEP #& @ — A% 544

CAIE; AP G SR I SRIBCH VNI 12 R E BRI ALk 41 -
default-mcast-group mcast_ip
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mawizn JJj

TP

ciscoasa(cfg-nve)# default-mcast-group 236.0.0.100

WERAES VNI CUORBCE AR AL, WA . WERECE A VNI DGO AL, XK it
B

BoE VNI #£0

$IE3

SIE5

IS VNI 200, #6305 VTEP P58z AN S, i S AR #0350,

UK

B% VNI #:1:
interface vni vni_num

i

ciscoasa(config)# interface vni 1

$ 1D WE A 1A 10000 Z [ F3EE. 1t ID A0k P38 AR TRAT

¥& € VXLAN WEE ID:
segment-id id

T

ciscoasa(config-if)# segment-id 1000

% ID B 116777215 2 W34 . MEL ID HI+ VXLAN #ric.

GEFBEN TS F7e B0k e 1OCHE 2 (1) A 4
bridge-group %5

TP

ciscoasa(config-if)# bridge-group 1

TS b BB ML O BCE BV HE DUFRR 4% 1 OB It R4

K M 015 VTEP Y543 DM G HE:
vtep-nve 1

HE 4
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nameif vni_interface_name

T

ciscoasa(config-if)# nameif vxlanl000

name s KSR % N 48 N FAFISCARFARTH, JF HAK D KNG o AE B EFRr i A sy

AR HHIA no B, BUA %A &2 S EMIER T 5 -IZ A AR 2

(D 20 TPv4 FI/5E TPv6 Mk
ip address {ip_address [mask] [standby ip_address] | dhcp [setroute] | pppoe [setroute]}
{| ipv6-address / prefix-length [ipv6-address]} ipv6 addressautoconfigstandby

IR

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
ciscoasa(config-if)# ipv6 address 2001:0DB8::BA98:0:3210/48

W A
security-level %5
il

ciscoasa(config-if)# security-level 50

Hob number 0 (%) F) 100 (Ferr) 2 0] 385

CHRAE B0 BB A4
mcast-group multicast_ip
Tl

ciscoasa(config-if)# mcast-group 236.0.0.100

oy

WA R VNI B AR 41, Y A VTEP S R MBOAA (WA o« WRkFahk

H VTEP J5$2 1(F) VTEP %2544 1P, WV VNI 245 S k4. 214 5 FA R4 4%

(Ali&) $Ep4 VXLAN UDP i

BRI, VTEP Y54 13050 4E UDP 3 11 4789 1) VXLAN & W15 P28 4% ] AEFRUE S 1,

A RUR AT B

FHIa Z |l

Xt ?%%ﬁ*"‘fﬁ, THERGHIATE R PSS IAESS . X FUHRE RGP T3 18], ik changeto

system fir 4.
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& Geneve 1201 [l

UK

% 'E VXLAN UDP ¥
vxlan ¥ 15

Tl

ciscoasa(config)# vxlan port 5678

B & Geneve 3=
B ASA B iLE Geneve 10, iEHUTLL PR,

)

FR MBI LIRCE VXLAN 5{ Geneve. ¢ VXLAN ¥:OMREH, HS NS VXLAN #1101, 48 1.

UK

$I1B1 )y Geneve it & VTEP W1, %513 W,
U2 5 Geneve il VNI #:11 , 5 14 1L
SIBI UM AN IR A, 5 16 T,

77 Geneve L & VTEP ;R#EO

B ASA JERL W5 1T LARCE —> VTEP 42 1. VTEP & b M 4% g 4L 251 (NVE).
12
BT (AR K LR e MR NVE.

interfaceid

nve-only

IR

ciscoasa(config)# interface gigabitethernet 1/1
ciscoasa(config-if)# nve-only

LB PR A 1 A SR VR I VXLAN VR EEAN R DL A PR AL, IR T IR B vl a1
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. 77 Geneve BLE VNI %0

I 2 WL E U LR 1Pv4 Hudlk,

T

ciscoasa(config) # interface gigabitethernet 1/1
ciscoasa(config-if) # nameif outside
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0

S 3 f77E NVE 524
nvel
HfefrE 2 NVE 524, HIDH 1.

Tl

ciscoasa (config) # nve 1
ciscoasa (cfg-nve) #

HIB 4 J55E Geneve B,
encapsulation geneve
W1 Geneve ¥ ;. AWS 77 Z A3 H 55 11 60816

Tl

ciscoasa(cfg-nve)# encapsulation geneve

LIRS TR 2 WHLE FRE 1 2 FK:
sour ce-inter face interface-name

Tl

ciscoasa(cfg-nve)# source-interface outside

R W R YERE D MTU 2T 1806 N7, ASA 2 s MTU #2753 1806 15,

71 Geneve Fc & VNI =0
IS VNI 200, #6305 VTEP P58z AN SCHE, i S A # D S5.

UK

S O VNI 1.

interface vni vni_num
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TP

ciscoasa(config)# interface vni 1

¥ ID BEE ) 1R 10000 2 [ FI4EE. B ID A 8 RS A
BB 0 5 VTEP Y542 LA DGk :
vtep-nve 1
T3 N
nameif vni_interface_name

IR

Nij
g
N

ciscoasa(config-if)# nameif genevel(00
name & (K 2 0 48 DMFFRFIISCAR TR/, I HANX 7 KNGS o ATl 8 i A st dr 4 nl
B AR 2N no B, B Zdr &2 R BRI A 5T HIZ AR 62

$SIR 4 3 IPv4 RIS IPv6 Hiubk:
ip address {ip_address [mask] [standby ip_address|}
{| ipv6-address / prefix-length [ipv6-address]} ipv6 addressautoconfigstandby

Geneve VS HFFfAS IP Mtk
Tl
ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
ciscoasa(config-if)# ipv6 address 2001:0DB8::BA98:0:3210/48
FES WE LRI
security-level 255
o A0 GRfit) #1100 ) Z 1.

il
ciscoasa(config-if)# security-level 50
HIR6 oA

proxy single-arm

il

ciscoasa(config-if)# proxy single-arm
SV A B 0.

same-security-traffic permit intra-interface

N
g
~
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Tl

ciscoasa (config) # same-security-traffic permit intra-interface

LM X AFESEREITRARRE

AWS W A 35 5016 % R A HHEA TR DA B AT IE NV B . AWS XS I fir s &K sk
32 B Wk TE I8 £

AN ASA REPL BOE i SSH. Telent. HTTP B¢ HTTPS iz 4T Rt ¥ .

SSH &1
XFF SSH,  fe ik H Mk 4 2 11 SSH. P e s ¥y i 2K 2238 55 ASA L 3% 4%, 1 ASA
REAL (18 A B A R 3247 R I IR AE I

)

IR SSH G X2 STE 1 /8T . TN bR, RN A gy FRCE E KA1k
DR A () o

15l
! Allow SSH connections from GWLB network: 10.0.1.0/24

ssh 10.0.1.0 255.255.255.0 outside

Telnet 1£3&

XFT Telnet, FOVFHK [ M e 7 257 25 ) Telneto W T 28K 22k 5 ASA REfl daridds,
ASA R 15 R A I TR B UE I

\}

AR BT Telnet HERE R AR Z A ZU L, R AT REA S o

ot

! Allow Telnet connections from GWLB network: 10.0.1.0/24
telnet 10.0.1.0 255.255.255.0 outside

HTTP(S) i@
TERTLKs ASA Tic B 4%/ R MG B I 45 AT HTTP(S) Bk
il
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wizvxanzn [l

! Identify health probe HTTP traffic from GWLB nw 10.0.1.0/24 to ASAv interface 10.2.2.2
access-list gwlb extended permit tcp 10.0.1.0 255.255.255.0 host 10.2.2.2 eqg www

! Enable HTTP authentication

aaa authentication http console LOCAL

! Require authentication for the health probe traffic

aaa authentication match gwlb outside LOCAL

! Use an HTTP login page on the ASA

aaa authentication listener http outside port www

15 F S ¥ O R A5 7542 O NAT &9 HTTP(S) EE (4] .

AT LK ASA REHUL 0B R K AT AR A, 75 5 ) B e s HTTP(S) k55 %% X T HTTP(S) iz474k
LKLY, HTTP(S) g5 a8 ] 200 2 399 v i N PR AR 012 M SC  d 8fir ds . th T- ASA
JREALN RF ] BN PR R B A AR BRI, DR A ] LR R s AT RS A 20 TR B S e 454

SCRE S e 4 1S ) NAT SEVFIORE SN 1 Qs 1 80D FRYEZEFE B 5 ) 1) HoAh, 1P Mk 451
Rk OSBRI AT AR I HTTP B e ASA B AMTHE: 1 H o, M HARRG LK
H HFRA HTTP RS 251 ASA REfUL AMEB#E I . ASA REFUL Bl 5 23 B et £, % o 5 i) ) H ﬁﬂﬁht
HTTP IR 455 24 25 ASA REAUL AMEBHE 1T, ARG ASA REFUL 20y W 54 % [0] 0 S A7 3 S o o 15 2
FOVF I A7 B 35 2% 31 HTTP RS 2 (1 v & 1017 el )

Gt

! Permit HTTP traffic from GWLB nw 10.0.1.0/24 to HTTP server 10.2.2.3
access-list gwlb-health extended permit tcp 10.0.1.0 255.255.255.0 host 10.2.2.3 eqg www
access-group gwlb-health in interface outside

! Create network objects
object network gwlb-subnet
subnet 10.0.1.0 255.255.255.0
object-group network gwlb
network-object object gwlb-subnet
object-group network http-server
network-object host 10.2.2.3
object service http80
service tcp destination eq www

! For HTTP, translate src GWLB IP to outside IP; translate dest of outside IP to HTTP Server
IP

nat (outside,outside) source static gwlb interface destination static interface http-server
service http80 http80

153 VXLAN 0

Z LA R4, LLEEE VTEP AT VNI #:11,
* show nve[id] [summary]

I 4 s NVE #: LS5 RESRZTHE R, HE0E 0 GEED PR, AZdZnm
IP Hbhik, CUKsik NVE HIfE VXLAN VTEP [f] VNI, LAK 5t NVE 2 UM DG X4 254K VTEP
IP Hbdik. ] summary ¥E30, My 4108~ NVE £ 0 FPRA . NVE £ 05 VNI (150, DL
KPR I VTEP ¥ .
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W2 LL R Brs i) show nve 1 iy 2%

ciscoasa# show nve 1
ciscoasa(config-if) # show nve
nve 1, source-interface "inside" is up

IP address 15.1.2.1, subnet mask 255.255.255.0

Encapsulation: vxlan
Encapsulated traffic statistics:
6701004 packets input, 3196266002 bytes

6700897 packets output, 3437418084 bytes

1 packets dropped

Number of configured static peer VTEPs:
Number of discovered peer VTEPs: 1
Discovered peer VTEPs:

IP address 15.1.2.3

Number of VNIs attached to nve 1: 2
VNIs attached:

vni 2: segment-id 5002, mcast-group 239.1.2.3
vni 1: segment-id 5001, mcast-group 239.1.2.3

208 LU R 7R show nve 1 summary 4

ciscoasa# show nve 1 summary

nve 1, source-interface "inside" is up
Encapsulation: vxlan

Number of configured static peer VTEPs:
Number of discovered peer VTEPs: 1
Default multicast group: 239.1.2.3
Number of VNIs attached to nve 1: 2

show interface vni id [summary]

VXLAN 0 |

Hefr2 Won VNLIEZ LS8, RESMgerHE B, HERE D R e E feRas, LA

KK NVE #2110, summary &S~ VNI #1155,
%2 7 LLF Brs i show interface vni 1 #ir 24 i«

ciscoasa# show interface wvni 1

Interface vnil "vni-inside", is up, line protocol is up

VTEP-NVE 1

Segment-id 5001
Tag-switching: disabled
MTU: 1500

MAC: aaaa.bbbb.1234

IP address 192.168.0.1, subnet mask 255.255.255.0

Multicast group 239.1.3.3

Traffic Statistics for "vni-inside":
235 packets input, 23606 bytes

524 packets output, 32364 bytes

14 packets dropped

1 minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 2 bytes/sec

minute drop rate, 0 pkts/sec

(G2 BN C BNC I i

minute drop rate, 0 pkts/sec

#Z5 LL R 7 if) show interface vni 1 summary 4%t -

. VXLAN 0

minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
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vxan 041 i

ciscoasa# show interface vni 1 summary

Interface vnil "vni-inside", is up, line protocol is up
VITEP-NVE 1

Segment-id 5001

Tag-switching: disabled

MTU: 1500

MAC: aaaa.bbbb.1234

IP address 192.168.0.1, subnet mask 255.255.255.0
Multicast group not configured

show vni vlan-mapping

B4 27s VNI B ID M VLAN £ s BERE 12 (8] o iy AR IZ W] B KA 3R
AR RORTER BT, VXLAN Fl VLAN 2 [AIff WU ] g 4% o id 2 14

&2 LA N Bzt show vni vian-mapping T2 % H! -

ciscoasa# show vni vlan-mapping

vnil: segment-id: 6000, interface: 'g0110', wvlan 10, interface: 'g0111l', vlan 11

vni2: segment id: 5000, interface: 'g01100', vlan 1, interface: 'glll', vlan 3, interface:
'gll2', vlan 4

show arp vtep-mapping

B A B s VNI _EZRA7 10 5 3 f 9 B s b 1) TP ik Az #2 VTEP 1P Huhik ) [ MAC Hh
|8

W24 LL N Bizs ) show arp vtep-mapping T4 fii i :

ciscoasa# show arp vtep-mapping
vni-outside 192.168.1.4 0012.0100.0003 577 15.1.2.3
vni-inside 192.168.0.4 0014.0100.0003 577 15.1.2.3
show mac-address-table vtep-mapping
G Rl TT M VTEP 1P HihibAE VNI $ 10 FBoRes 2 R kR (MAC Hihb&) .

Z [ LA N BT~ [ show mac-address-table vtep-mapping fir -4 «

ciscoasa# show mac-address-table vtep-mapping

interface mac address type Age (min) bridge-group VTEP
vni-outside 00££.9200.0000 dynamic 5 1 10.9.1.3
vni-inside 0041.9£00.0000 dynamic 5 1 10.9.1.3

VXLAN #7341

T2 LAR Frzs i) VXLAN BE & sl .

VXLAN #£00 .
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1% A VXLAN [ < 7= 131

VIS

10.10.10.0/24
ASA Go/1.100 .

Transparent
msuda.rmmn
H

Vi1 vxianB000 10.10.10.1/24

kY, e W
———————— rl'g : ’—”9'13—:'—"—‘ - 10.20.20.1/24
_______ 013 vxlant 0000 | SR
?5%"3 insidevm200 - 10.20.20.0/24
o @ 20.20.
i G2

insidepe VM2

N

FCs

_m 30.30.0/24
FER NP S NN EAE

* GigabitEthernet 0/0 - [¥J4MB4: L HI/E VTEP Y4 11, - HIEH2I5 3 2 M 4.

* GigabitEthernet 0/1.100 _I[f] insidevm100 VLAN 1+ LR 51 VM3 JTAEM 10.10.10.0/24 ¥4

VM3 5 VML CRE7R; BE 4 10.10.10.0/24 TP #ihl) @S, ASA {1 VXLAN #r%%
6000,

* GigabitEthernet 0/1.200 _I[f] insidevm200 VLAN 1+ LR 51 VM2 FTAE 10.20.20.0/24 %5

VM2 5 VM4 CRER; BE 4 10.20.20.0/24 TP #ihl) WS, ASA {1 VXLAN #r%%
8000,

* GigabitEthernet 0/2 Ff] insidepc # R+ PC FrEM) 10.30.30.0/24 M4, 4ixsE PC 5@
Fla—M%% (AEEA 10.30.30.0/24 IP Hihl) M FE VIEP /G ) VM/PC CRE/R) HHTHE
I, ASA 18 VXLAN #5725 10000.

ASA L &

firewall transparent

vxlan port 8427

!

interface gigabitethernet0/0
nve-only
nameif outside
ip address 192.168.1.30 255.255.255.0
no shutdown

!

nve 1
encapsulation vxlan
source-interface outside

!

interface vnil
segment-id 6000
nameif vxlan6000
security-level O

. VXLAN 0
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8 vxtan el [l

bridge-group 1
vtep-nve 1
mcast-group 235.0.0.100
|
interface vni2
segment-id 8000
nameif vx1an8000
security-level O
bridge-group 2
vtep-nve 1
mcast-group 236.0.0.100
|
interface vni3
segment-id 10000
nameif vx1anl0000
security-level O
bridge-group 3
vtep-nve 1
mcast-group 236.0.0.100
|
interface gigabitethernet0/1.100
nameif insidevml00
security-level 100
bridge-group 1
|
interface gigabitethernet0/1.200
nameif insidevm200
security-level 100
bridge-group 2
|
interface gigabitethernet0/2
nameif insidepc
security-level 100
bridge-group 3
|
interface bvi 1
ip address 10.10.10.1 255.255.255.0
|
interface bvi 2
ip address 10.20.20.1 255.255.255.0
|
interface bvi 3
ip address 10.30.30.1 255.255.255.0

#if
* 05T VNI HZ I vnil A1 vni2, ESPEFE PR IMIER N VLAN $R%65.
* VNI #%11 vni2 A1 vni3 S R B ARP 1R —4158 1P suhk. REERvrttIis.

« ASA F:FUL I BVI FIMARLLEC &, B VXLAN REFERAE VXLAN LRI D« 3PN
R 2 2B (10.10.10.0/24. 10.20.20.0/24 F1 10.30.30.0/24) , ASA 784 M.

o FEMIMFAL R SR 24 VNI B2 AN (VLAN 8 32 11) . VXLAN ME ID 5
VLAN ID (5B 10) 2 [ R oemt, B H A MAC HuhERER R H b if#e D e .

* VTEP Y% 2B WP KA, Hi3% G E P 0 nve-only Frfi7s (0% 3 J24% 11 . VTEP Jid%
AN BV B B 1, (HOZ BAT TP ik, I FLAEHT B 3%

VXLAN #£00 .
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- IR

VXLAN #& H 7= 151

192.168.1.10/24 182.168.1.20/24

=

Virtual Server 2 Virtual Server 1

interface vni2, nameif valang000 | interface vnil, nameif vaxlang000
10.20.20.1/24+ | +10.10.10.1/24
L Gow

W2 WL A S s 19 7 13 B -
* VM1 (10.10.10.10) il it LA S5 #5 1 HEATHEEF, VM2 (10.20.20.20) il i IR 55 25% 2 BEATHEE

s VM1 [HERIN M AL ASA, AN REIURSS %% 1 A7 T F—4 pod £, {H VM1 %I IFA RS
VM1 HAEILER AR S TP Hulilk 2k 10.10.10.1. [ARE, VM2 H%miE HERA N G 1P Hidik Ay
10.20.20.1.

* REAUUIRSS4% 1 A0 2 1 RSCRF VTEP (A REAUBL I A FE i vl LGB Sk A R 17~ R B 3 k4 CR 2
s ANEZMRELL, ASA RIREAUUIR 55 4% ) EAT BEBR AR HAT A R 2% udik ) 55 ASA BEATIE

&
* VM1 FHcs G SRR UL SR P (1 VTEP #E47802%¢,  Jfiliid VXLAN B&IHE A% 2 HERA
ZP

o M VML EER RS VM2 I, RIS, e ERA M IE 10.10.10.1 BT RIE. B
FIIRS-#% 1 4008 10.10.10.1 A2 AMHbE, Kk VTEP @it VXLAN 2530, i HA
%% ASA 1 VTEP.

* 7E ASA b, X AEAT AR E . EfRENE R TSR VXLAN B ID. SR)5, ASA ST
VXLAN [ Bt D #4338t 55 N B R VNI 20 (vnil). ASA SRS SHUT#E th A4k, IRl
R VNI 1 vni2 A% A SO G B Al 1 vni2 10 4% H s e A VXILAN 1 Bt 8000 3247 )
k&, Rl VTEP JLXE4M .

© IRZ, RS A 2 () VTEP Hall e Sl to . Mt Bl e, IR s e e 2] VM2,

ASAECE

interface gigabitethernet0/0
nameif outside
ip address 192.168.1.30 255.255.255.0

no shutdown
|

. VXLAN 0
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nve 1

vxan znmEias [

encapsulation vxlan
source-interface outside
default-mcast-group 235.0.0.100

interface vnil
segment-id 6000
nameif vxlan6000
security-level O

vtep-nve 1

ip address 10.20.20.1 255.255.255.0

interface vni2
segment-id 8000
nameif vx1lan8000
security-level O

vtep-nve 1

ip address 10.10.10.1 255.255.255.0

VXLAN #0/ £i83%

F 1: UXLAN 0 [ BiE %

IhEEZ TR FRA |ThEE(E R
AWS WK aest AWS L | 917 | 7T Geneve 32530 FF, LACEF ASAV30. ASAvS0 Fl ASAVI0O0 W56 61783
ASA JEHUL ) Geneve ¥ 17 2 0 PR AR
BriEAs a4 @ik geneve. @ik nve. IR vxlan. . HIEER
IR2E geneve. RIBHE . EiRaspdrop. BRIEHK. BREOD. ERnve.
VXLAN 37 9.4(1) | #9 N T VXLAN 2, 15 VXLAN PS4 (VTEP) 3285, #4 ASA %

ST LLE XA VTEP iz H .

5INT LA Far4: debugvxlan. default-mcast-group. encapsulation vxlan.
inspect vxlan. interfacevni. mcast-group. nve, nve-only. peer ip.
segment-id. show arp vtep-mapping. show interfacevni. show
mac-addr ess-table vtep-mapping. show nve. show vni vlan-mapping.
source-interface. vtep-nve. vxlan port

VXLAN #£00 .



VXLAN 0 |
B vunsopeis

. VXLAN 00



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



