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S ST LR E R
interface ether net1/3fi; Il
M, FHTWEmRIS, M1 38,
R JGVK Management 1/1 2 116 B A AZ e Lo AR 2

i

ciscoasa(config)# interface ethernetl/4
ciscoasa (config-if)#

N
g
N

Jet At Lo S
switchport

IR 1 AR RS L A, RS B AR L 1 24 A2 S ot

ciscoasa (config-if)# switchport
ciscoasa(config-if)# switchport ?
interface mode commands/options:

access Set access mode characteristics of the interface

mode Set trunking mode of the interface

monitor Monitor another interface

protected Configure an interface to be a protected port

trunk Set trunking characteristics of the interface
<cr>

ciscoasa(config-if) #

SR 3 SRS H L L

no switchport

ciscoasa(config-if)# no switchport
ciscoasa(config-if)# switchport ?
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interface mode commands/options:
<cr>

ot

DL 750K LA 1/3 1 1/4 BEE R 5 ks

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa(config-if)# interface ethernetl/3
ciscoasa(config-if)# no switchport
ciscoasa (config-if)#

B & VLAN [0
A AT B VLAN $ 11 DU T XU 1

UK

1 ¥ VLAN 11,
interfacevlan id
e id- WEIEOR VLANID (AT 1 #4070 28D , AEFE 3968 3] 4047 JEHE N HIID (R EE L
WESAEHD o

i

ciscoasa(config)# interface vlan 100
ciscoasa(config-if) #

PIR2 (k) KRS VLAN.
no forward interface vian id
» vian_id - AR A E|HE VLAN JH ¥ VLAN £ 1[ VLAN ID.
i, 474 VLAN 2 Begr M AL FLECFI U i), 53—~ VLAN 20 Bigs Al 4, 58 =4

VLAN 7} Fe4s IR S BE M 45 o X BE M Z8 o s Rl Ak k4%, AL, 8 rT LU no forward interface
T RIEFEHBE VLAN;  AMb B2 0] LAY ) SXRERI 2%, ELSRBE P 28 AN RE U [) 4l Y 2%

T

ciscoasa(config-if)# no forward interface 200
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ciscoasa(config-if) #

\ =< RNTT] oo s el RNTT]
B2 iilin O E ENE O
TR AT WL 0 EC S PAAS VLAN, 5K L o B N 1 N0 232 Rbrid i . BRIATY
DR, BURR 172 RRUOKH 1/8 28 el 1 23 H 9 licss VLAN 1.

)

AR Firepower 1010 ANSCRFAEM 2% AT FRER AT A 2L B DS e R, A 20T R 5 ASA AT f a4
YA AL P Z IR v 4

UK

S SO E R
interface ether net 1/ Il

< g H, P RCE S, W1 H] 8.
TP

ciscoasa (config)# interface ethernetl/4
ciscoasa(config-if) #

IR 2 KA # LI H 4r BL4s VLAN.
switchport access vlianZyi 5

* number - ¥ E T 1 F14070 2 Al VLAN ID. ERIA{EA VLAN 1,

i

ciscoasa(config-if)# switchport access vlan 100
ciscoasa (config-if)#

PIE3 (E) Kb A el B8 A 52 R i 1, T LA R RS e bl 5 7] — VLAN E A
ARSI AL et [ BEAT IS
switchport protected

FECLNEOLR, AT BEARELR (A e L AR B2 AT AS . 2 AR VLAN 15 [ iX S8 47 41
Ui B ANTEE ARVF VLAN [AV5 )5 n b S0 73 B G sl A 2o A i, T35 200 e 25 AH T
M Tr. B, wHHAILE 3 & Web li%431 DMZ, WILEEK switchport protected iy4 N H T
BAHM L 1, TAT LK Web IR 25 2340 HL RG5O 3E X 48 AN 25 340 0] LA 53X 3 6 (4% I 45 2%
HHATIEAS, [RZIMR, (HIXEE ]2 15 45 2 A1 B2 ) eyt A Tl
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TP

ciscoasa(config-if)# switchport protected
ciscoasa (config-if) #

Chlik) BB T,
speed {auto | 10| 100 | 1000}
FRINE A auto.

TP

ciscoasa(config-if)# speed 100
ciscoasa(config-if) #

(ATIE)  WE T
duplex {auto | full | half}
BRINE N auto.

i

ciscoasa(config-if)# duplex half
ciscoasa (config-if)#

) FHAS $ A Ly 11
no shutdown
FEAR ] A WML 1, 1 E N shutdown 4> .

IR

ciscoasa(config-if)# no shutdown
ciscoasa(config-if) #

ot

wremmnrssEasn ]

PLUR 7R LA 173 LA 1/4 FICLK IR 1/5 (Y HGI 40 FiRZs VLAN 101, FFE LUK 1/3

LUK 1/4 1) LEB BB 3 R

ciscoasa(config)# interface ethernetl/3
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa(config-if)# no shutdown
ciscoasa(config-if)# interface ethernetl/4
ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# switchport protected
ciscoasa(config-if)# no shutdown
ciscoasa(config-if)# interface ethernetl/5
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ciscoasa(config-if)# switchport access vlan 101
ciscoasa(config-if)# no shutdown

1 3 $R4Lim O B & O P 4k O

Nil

B

AR A R A Gt ny LA A 802.1 Q Anic &2 A~ VLAN gk . gk 14252 R bR Alks
Wit . A VLAN b (3 s i b g 1 PR AR

e ki I REISCR bRIC S B bR IC N A HE VLAN ID, DA ASA o] LR & 43 IE TS #e b L
F, sRA] DR R 2 00— N5 KR . an i ASA M b gk 1R IE AR VLAN ID &, W<
MHBR VLAN bric. 45075 — G #pL B gk O 3 B AR AR HE VLAN,  DURRE R bR id i
AL 2 A — VLAN,

UK

HENEZ O EH AR
interface ether net 1/ I
cuid, HFREmES, M1E S,

Tl

ciscoasa(config)# interface ethernetl/4
ciscoasa (config-if)#

A5 M A8 e Loy 11 Rk o 4k 11
switchport modetrunk
TR b RN AR, TEHT N switchport mode access i 4

T

ciscoasa(config-if)# switchport mode trunk
ciscoasa (config-if)#

¢ VLAN ZpBegs it gk.
switchport trunk allowed vlan vian_range

« vian_range- & /T 1 A14070 2 ][] VLAN ID. #0] LI LU 5 Rz — iR 55 % 20 PID:

* FL—%'5 (n)
* JEH (n-x)

o JHIE SR S AV R T, .
5,7-10,13,45-100
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wrmmnrsstasn ]

A VA E S, Hba AR BI G S, Hh RS 2 RaE S .
RS PSS A VLAN, LK 208 Z A VLAN; Mg DA E AR VLAN fEk,
ki TR A2 MIBR VLAN bricd. b, ASEREA VLAN brid &,

Tl

ciscoasa(config-if)# switchport trunk allowed vlan 100,200,300
ciscoasa (config-if)#

WEAH VLAN.

switchport trunk native vlan vlian_id

* vian_range- & /T 1 14070 Z 8] VLAN ID. ERIAEA VLAN 1.

FEAN I H B AL VLAN, {H &35 (A VLAN 7] LU [E 4 7] BAAS A .
w5

ciscoasa(config-if)# switchport trunk native vlan 2
ciscoasa (config-if)#

CATaE) e A e L BB A 32 O s 1, AT T ARH L EAg e Lo 11 55 /) — VAN _E A
ARG AN L AT IR
switchport protected

FELLRAEOUT, S mT REAREL R 1 EAZ M L A L2 [ HEAT A R B ILAR VLAN 5 ) IX LA HepL
Uig BB s AT LSOV VLAN [E) U5 e 4 bE 03 RSk g s A 22 il U)o S0 ¥ A L
BB . i, WARHAAFEE 3 & Web 5% 1) DMZ, MITEZH4 switchport protected 4 H T
AT L5, WA ELR Web IR #8AH ELRR B . N A8 R 25 MO R 25 47T LL 51X 3 6 2% IR 55 2
BHATIAR, [RZIRIR, AHIZEER 48 IR 55 4 AH B2 8] JGVEHEA T IS

IR

ciscoasa(config-if)# switchport protected
ciscoasa (config-if)#

(Alig) BB .
speed {auto| 10 | 100 | 1000}
EIME R auto.
w5

ciscoasa(config-if)# speed 100
ciscoasa (config-if)#

(k) BEEM L.
duplex {auto| full | half}
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BRINME A auto.

TP

ciscoasa(config-if)# duplex half
ciscoasa(config-if) #

Jed FHAS $ A L 11
no shutdown
TAR ] A Bl L L, 1S shutdown i .

i

ciscoasa(config-if)# no shutdown
ciscoasa (config-if) #

w15
PUR 7Pk UK 1/6 BE R VLAN 4 20 2 30 frh gk O, JER A VLAN WE H 4:

ciscoasa(config)# interface ethernetl/6
ciscoasa(config-if)# switchport mode trunk
ciscoasa(config-if)# switchport trunk allowed vlan 20-30
ciscoasa(config-if)# switchport trunk native vlan 4

( ) #

ciscoasa(config-if no shutdown

LB AKM A

PRI 1/7 ALK 1/8 SCRF TP HLR B G Zede N i85 LUK I L (PoE). Firepower 1010 SCF
IEEE 802.3af (PoE) il 802.3at (PoE+). PoE+ {4 FHHEH )2 & B MY (LLDP) SR L2 45 . PoE+ 1]
PUA A2 FL B A AL 30 LT . AAE FF EEIN R LT K

WO, 25 %t i

BRAINTEDL T, LELIOKIN 177 LK 1/8 )i ] PoE. il 2 A4 anfel 4% FH RN i ] PoE LA A il 4 &
AESHL

\)

I Firepower 1010E L ASZ£F PoE.

UK

TR AL R AR
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interface ethernetl/ {78}

T

ciscoasa (config)# interface ethernetl/7
ciscoasa(config-if) #

JA F BZE ] PoE+.

power inline {auto | never | consumption wattage milliwatts}

* auto- PoE 1 113& 1552 At BE#5 J ) FLECKs Fa I H S ik 252 Fi e % . Firepower 1010 {1} LLDP
BE— DR IR UK

* never - 221 PoE.

* consumption wattagemillipowers - F=#l 45 & L FL A $LA7 (1) FLEL, Y[ 25 4000 42 30000, 4 AL
FEN v S FLEOT 2 LLDP Wi, il a4

i Ff| show power inline fiy 42 £ & 4] PoE+ R 7.
Al

ciscoasa(config-if)# power inline auto
ciscoasa(config-if)# show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00

5

LUR 7RG LR 177 Fa s B, LUK 1/8 B E D% A 3h:

ciscoasa(config)# interface ethernetl/7
ciscoasa(config-if) # power inline consumption wattage 10000
ciscoasa(config-if)# interface ethernetl/8
ciscoasa(config-if) # power inline auto

ciscoasa (config-if)#

14 im O

* show interface
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show interfaceip brief
BoREE O TP HhhERURES .
show switch vlan

7R VLAN BIAZ # A Lot 11 OCHK o

ciscoasa# show switch vlan

VLAN Name Status Ports

1 - down Ethernetl/3,
Ethernetl/4,
Ethernetl/5,
Ethernetl/6
Ethernetl/7,
Ethernetl/8

10 inside up Ethernetl/1

20 outside up Ethernetl/2

show switch mac-address-table

BIREASMBIA MAC Hilik 4 H .

ciscoasa# show switch mac-address-table

Legend: Age - entry expiration time in seconds

Mac Address | VLAN | Type | Age | Port
0c75.bd11.c504 | 0010 | dynamic | 330 | InO/0
885a.92f6.c6e3 | 0010 | dynamic | 330 | Etl/1
0c75.bd11.c504 | 0020 | dynamic | 330 | InO/0
885a.92f6.c45b | 0020 | dynamic | 330 | Etl/2

show arp

BRENE. A ARP 4 H . 3/& ARP 4 H 45 ARP X HIR (7). ¥4 ARP 4 H
DU RIZE () BURIFBR, AREE ARP & HIUE R “H42” o BLUR 2 show arp fir & %~ 2
AN HIEITRA 2 BRI AL H . 8 oS HERASH, B A% H kB ARP.

ciscoasa# show arp

outside 10.86.194.61 0011.2094.1d2b 2
outside 10.86.194.1 001a.300c.8000 -
outside 10.86.195.2 00d0.02a8.440a alias
show power inline

7R PoE+ R4S

ciscoasa# show power inline

Interface Power Class Current (mA) Voltage (V)
Ethernetl/1 n/a n/a n/a n/a
Ethernetl/2 n/a n/a n/a n/a
Ethernetl/3 n/a n/a n/a n/a
Ethernetl/4 n/a n/a n/a n/a
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Ethernetl/5 n/a n/a n/a n/a
Ethernetl/6 n/a n/a n/a n/a
Ethernetl/7 On 4 121.00 53.00
Ethernetl/8 On 4 88.00 53.00

A im O 7= 151

DA Tl S A % ey A AR IS A b L 10 PR 7 48

s AT R B

LURZRBI 1P VLAN #2100, JFR IS ASH# L 1 /- Fogs A B, — D Beas St 1

interface Vlanll

nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface V1an20

nameif outside
security-level O

ip address 10.20.20.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

1ZE AR = TR 5

PLURZRBIZE MAFAL 1 AP BIEEPAS VLAN 82100, JRR AN e L 1 e s 3 1, — AN e 4 4
A,

firewall transparent
|

interface BVI1
ip address 10.20.20.1 255.255.255.0
|

interface Vlanll
bridge-group 1
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nameif inside
security-level 100

no shutdown

|

interface V1an20
bridge-group 1

nameif outside
security-level O

no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

e B A SR O/ L im O 7l
PLR 7541k N B4 B —AS VLAN %10, I AMEBFT dmz 612 BB K B 1

interface Vlanll

nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 11
no shutdown

|

interface Ethernetl/4
nameif outside
security-level 0

ip address 10.12.11.1 255.255.255.0
no shutdown

|

interface Ethernetl/5
nameif dmz

security-level 50

ip address 10.13.11.1 255.255.255.0
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no shutdown

£5 B HY B N i 7 131

gnmmmimers

PLURZRGIGI 2 B T4, Horp A4S VLAN 21 Ginside 1 Allinside 2) fEMAMFH1T, —4 UMD
TEPIMFAL 2 e BBDUAS VLAN A& TRl i s i . [ VLAN A #el Lo H 2
) (KO0 AN 52 ASA TR 22 4 S BRI (BB 2 VILAN 2 0] (R 9L 4 52 3] 22 A SR (R R, TR

T LATE PERE WAL AW L AT 23 S5, DAAERCES0) BEZ [A) St 22 4= SRS

interface BVI1

nameif inside bvi

security-level 100

ip address 10.30.1.10 255.255.255.0
|

interface BVI2

nameif outside bvi
security-level O

ip address 10.40.1.10 255.255.255.0
|

interface VlanlO
bridge-group 1

nameif inside 1
security-level 100

no shutdown

|

interface V1an20
bridge-group 2

nameif outside
security-level 0O

no shutdown

|

interface V1an30
bridge-group 1

nameif inside 2
security-level 100

no shutdown

|

interface Vlan 100

nameif dmz

security-level 0O

ip address 10.1.1.1 255.255.255.0
no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan 10
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan 20
no shutdown

|

interface Ethernetl/3
switchport

switchport access vlan 30
no shutdown

|

interface Ethernetl/4
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switchport

switchport access vlan
security-level 100

no shutdown

|

interface Ethernetl/5
switchport

switchport access vlan
no shutdown

|

interface Ethernetl/6
switchport

switchport access vlan
no shutdown

|

interface Ethernetl/7
switchport

switchport access vlan
no shutdown

|

interface Ethernetl/8
switchport

switchport access vlan
no shutdown

B R = 1)
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DA 7R 4 LUK Y 173 e 8 Ay e e D) 4 11

interface Vlanll
nameif inside
security-level 100

ip address 10.11.11.1 255.255.255.0 standby 10.11.11.2

no shutdown

|

interface V1an20
nameif outside
security-level 0

ip address 10.20.20.1 255.255.255.0 standby 10.20.20.2

no shutdown

|

interface Ethernetl/1
switchport

switchport access vlan
no shutdown

|

interface Ethernetl/2
switchport

switchport access vlan
no shutdown

|

interface Ethernetl/3

description LAN/STATE Failover Interface

no shutdown
|

failover

20

100

10

30

100

11

20

failover lan unit primary

failover lan interface folink Ethernetl/3

failover replication http

failover link folink Ethernetl/3
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failover interface ip folink 10.90.90.1 255.255.255.0 standby 10.90.90.2

A im OBy A BB R

R RBNIROMA LIER

TIRERFR FRAR | ThEE(R R
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